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Abstract
This paper formally proves that constrained flooding along the logical links of a deterministic overlay network preserves causal ordering, yet does not induce any control
information overhead. The paper also analyzes the performance of such a mechanism when
implemented over a hypercube overlay, and compares it to running a timestamp based
protocol over a flat architecture. The hypercube overlay was chosen since it offers low
fan-in/fan-out degree and is therefore highly scalable, it is fault-tolerant, and has small
diameter.
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1

Introduction

Causal ordering ensures that messages are delivered in an order that matches the cause and
effect relation, also known as the happens before relation, between their corresponding send
events. This abstraction is useful for many applications. For example, in an internet mailing
list or chat application, whenever a posting B is sent in response for another posting A, it is
desirable that all users view A before B. Similarly, several works have shown how to achieve
data-base consistency based on causal ordering, and that it is possible to obtain consistent
snapshots of a system in which all messages are delivered in causal ordering without any
additional costs [4, 13, 34, 36].
Causal ordering is also one of the strongest ordering requirements that can be guaranteed
in a fully asynchronous distributed system prone to failures. In contrast, for example, total
ordering cannot be obtained in such environments due to the FLP impossibility result [18].
However, direct implementations of causal ordering require piggybacking O(n) control information and introduce delivery latencies when messages are received from the network in the
wrong order. These overheads are reasonable for small systems, but become prohibitively
expensive in large scale environments.
At the same time, application level overlay networks are becoming common practice in
large scale dissemination applications. Specifically, with overlay networks, a logical topology is
superimposed on the machines that participate in the system, and data is disseminated along
the logical arcs of the overlay topology. Of course, the match between the logical topology
of the overlay network and the physical underlying network can impact the performance of
the system. However, one of the key features for scalability is limiting the fan-in and fan-out
degrees of all nodes in the overlay network. (Note that the overlay topology is between end
hosts and not IP routers.)
A fair amount of work has been published on various overlay topologies, some of which are
deterministic, e.g., [6, 7, 19, 21, 27, 29, 32, 38, 42], and some of which are random, e.g., [10,
28, 41]. In this paper we formally prove that constrained flooding along the logical arcs of a
deterministic overlay network preserve causal ordering at no additional cost.
We then concentrate on a hypercube topology. Hypercubes are attractive since they present
good tradeoffs between the various system parameters. Namely, assuming n nodes in the
system, the degree of each node is O(n), the diameter is O(n), and the number of node disjoint
paths between each pair of nodes is also O(n). The multiple node disjoint paths property
implies fault tolerance. The small diameter results in short dissemination latencies. Finally,
the small degree is important for the scalability of the approach. While hypercubes are defined
only when the number of nodes is a power of two, we have shown in earlier work a construction
for incomplete hypercubes that maintain all their nice properties [19, 30]. In this work, we
conduct simulations of using a hypercube overlay and compare it to a direct implementation
of causal ordering on a flat architecture. The results indicate that for small messages, the
overlay based scheme is much more efficient despite its message redundancy. Short messages
are common in applications like stock quotes, chat rooms, and many control applications.
1
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We would like to emphasize that we do not claim to invent constrained flooding. Rather,
our contribution is formally proving that it preserves causal ordering without additional control
information, and analyzing its performance with respect to one appealing topology.

2

Definitions and Model

We assume a distributed system consisting of n processes connected by an interconnection
network and communication by exchanging messages over the network. We do not make any
assumption about the network latency, or the synchrony of processes. Each node includes
an application module that runs the user’s code, a networking module that is responsible for
interacting with the network, and a delivery mechanism that is placed between them. The goal
of the delivery mechanism is to extend the network guarantees and provide stronger semantics
for the application module. For the sake of simplicity, in this work we assume that the network
delivers messages reliably in FIFO order, and the goal of the delivery mechanism is to ensure
causal delivery, as defined below. Clearly, it is possible to assume weaker network guarantees,
and a structured delivery mechanism whose lower layers ensure reliable FIFO ordering, and
the top layer providing causal ordering, as done in modern group communication toolkits like
Horus [40], Ensemble [22], and JavaGroups [1].
We adopt the typical approach to modeling processes as deterministic automata. Processes
may incur message receive events, and in response, perform some computation and generate
zero or more send events. The send events create messages that the network has to deliver to
the corresponding recipients. In this work we assume that each message is sent as a broadcast
to all nodes in the system. We define a history of a process to be the sequence of events it
incurs and generates, and an execution to be a collection of histories, one for each process, in
which for every message receive event there is also a corresponding message send event. We
also use the following notation thoughout this work: sendpi (m) denotes the send event in which
the application module of process pi issues a message m to be sent by the delivery mechanism;
delpi (m) denotes the delivery event in which the delivery mechanism passes message m to the
application module; net sendpi (m) is the send event in which the delivery mechanism passes
m to the network; recvpi (m) is the receive event in which the delivery mechanism of pi obtains
m from the network.
Definition 2.1 (happens before relation): An event a → b iff
1. a and b are two events of the same process and a occurs before b.
2. a is a message-send event sendpi (m) and b is the corresponding message-deliver event
delpj (m), for some process pj .
3. There exists an event c such that a → c and c → b.

2
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We assume that the happens-before relation does not contain cycles (it is a partial order),
which means that message delays are grater than zero, event response time is grater than zero,
and time cannot move backwards. Causal ordering states that the order in which messages are
delivered to the application is consistent with the happens before relation of the corresponding
sending events. More formally:
Definition 2.2 An execution of a distributed system σ respects causal order if for any two
messages m1 and m2 sent by pi and pj such that sendpi (m1 ) → sendpj (m2 ), for every node q
delq (m1 ) → delq (m2 ).
A delivery mechanism implements causal ordering if every execution generated by it obeys
Definition 2.2.

3
3.1

Causal Ordering Protocols
Timestamp Protocol

The protocol we describe here, nicknamed Timestamp, was originally introduced in [11] and
later improved in [12]. Each node i maintains a vector of integers Ti with one entry per
node. Ti [j] indicates the sequence number of the last message i delivered from node j. Each
message mi is timestamped with vector Ti . When node i receives a message m with vector T ,
it compares vector T to its own vector Ti . If one or more messages that are causally prior to
m have not arrived yet, then m is inserted into a delivery buffer until the missing messages
arrive. The pseudo code is given in Figure 1.

3.2

Symmetric Message Broadcast in an Overlay

This protocol, nicknamed Overlay, is simply constrained flooding across the logical arcs of
the overlay topology. In other words, the idea is to broadcast each message along the overlay
edges. Node i that wishes to send message m to all nodes in the system, sends the message
only to its overlay neighbors. The first time node j receives message m, j sends m to all its
overlay neighbors excluding the node from which it received m. Afterwards, j delivers m to
the application.
The special way messages are being sent eliminates the need to send extra control information, while automatically gaining causal ordering between messages. This solution is regular,
simple and saves complicated calculations time. Also, messages can always be delivered immediately to the application as soon as they are received from the network without any buffering.
The pseudo code appears in Figure 2.
Theorem 3.1 The protocol described in Figure 2 delivers messages in causal order.
3
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Notation
each node i maintains the following:
Ti – sequence number array of received messages
delivery buf f eri – buffer of messages waiting to be delivered
delivery buf f eri .insert(m) – insert message m to buffer
delivery buf f eri .delete(m) – delete message m from buffer
Initialization of node i
Ti :=[0,0,0...]; delivery queuei := empty;
< At node i >
1: upon receive(m) from node j do
2:
if (message can be causally delivered(m, j)) then
3:
handle delivery(m);
4:
check delivery buffer()
5:
else
6:
delivery buf f eri .insert(m)
7:
endif;
8: done
9: upon send(m) from application do
10:
Ti [i] := Ti [i] + 1;
11:
attach Ti to m;
12:
net multicast(m)
13: done
14: message can be causally delivered(m, s)
15:
if ∀k 6= s, m.T [k] ≤ Ti [k] and m.T [s] == Ti [s] + 1 then
16:
return true
17:
else
18:
return false
19:
endif
20: handle delivery(m)
21:
deliver(m) to application;
22:
Ti [m.source] := m.sequence number
23: check delivery buffer()
24:
scan delivery buf f eri repeatedly
25:
for each mesage m in delivery buf f eri do
26:
if (message can be causally delivered(m, m.source)) then
27:
handle delivery(m);
28:
delivery buf f eri .delete(m)
29:
endif
30:
done
31:
until no message is delivered to the application

Figure 1: Timestamp protocol – code for node pi
4
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Notation
each node i maintains the following:
neighborsi – node i’s logical neighbors in the overlay
Si – sequence number array of received messages
Initialization of node i
Si :=[0,0,0...];
< At node i >
1: upon receive(m) from node j do
// if we did not get m before
2:
if (Si [m.source] < m.sequence number) then
3:
deliver(m) to application;
4:
net send(m) to every node in neighborsi \ {j};
5:
Si [m.source] := m.sequence number
6:
else
7:
delete m
7:
endif
8: done
9: upon send(m) from application do
10:
Si [i] := Si [i] + 1;
11:
m.sequence number := Si [i];
10:
net send(m) to neighborsi
11: done

Figure 2: Overlay protocol – code for pi
Proof: Assume, by way of contradiction, that there exists an execution σ of the protocol in
which some messages are delivered in an order that violates causal ordering. Denote by q the
first process that violates causal ordering in σ. Let m1 and m2 be the first two messages that
q delivered in an order that violates causal ordering. Denote by pi the process that sends m1 ,
and pj be the process that sends m2 . Assume, w.l.o.g., that sendpi (m1 ) → sendpj (m2 ), but
delq (m2 ) → delq (m1 ). Let q ′ be one of q’s neighbors such that q received m2 from q ′ for the
first time. According to the protocol, delivery is done in the order messages are received for
the first time. So the assumption delq (m2 ) → delq (m1 ) also implies recvq (m2 ) → recvq (m1 ).
According to the assumption that q is the first process that delivered m2 before m1 , q ′ received
m1 for the first time before it received m2 for the first time. There are two possibilities.

If q ′ received m1 for the first time from q then: q sent m1 and thus delivered m1 before
it received and thus delivered m2 . More formally, delq (m1 ) → net sendq (m1 , q ′ ) →
recvq′ (m1 ) → recvq′ (m2 ) → net sendq′ (m2 , q) → recvq (m2 ) → delq (m2 ). A contradiction to the assumption that delq (m2 ) → delq (m1 ).
If q ′ received m1 for the first time from q ′′ 6= q then: The assumption recvq′ (m1 ) → recvq′ (m2 )
5

Technion - Computer Science Department - Technical Report CS-2004-04 - 2004

Protocol
Number of times message is being sent
Control information size
Total bytes sent

Overlay
O(n · log(n))
none
O(n · log(n) · d)

Timestamp
O(n)
O(n)
O(n2 + n · d)

Table 1: Analytical comparison of the causal ordering protocols
leads to net sendq′ (m1 , q) → net sendq′ (m2 , q). Because communication lines preserve
FIFO, recvq (m1 ) → recvq (m2 ) and thus delq (m1 ) → delq (m2 ) A contradiction to the
assumption that delq (m2 ) → delq (m1 ).

4

Analytical Comparison

A comparison of the two causal ordering protocols is presented in Table 1 assuming a hypercube
overlay topology. In this comparison, we denote by d the size of the application data. In
Overlay, each message is sent up to n · log n times (n nodes receive it, and each send it to
log n neighbors). No control information is added, so the total traffic generated by this protocol
is O(n · log n · d). In the Timestamp protocol, each message is timestamped with additional
control information of size n. The message is sent to n nodes, so the total protocol traffic is
O(n2 + n · d). We expect that when the size of application data is small, the Overlay protocol
will be much better. This is because the overhead of the control information used by the
Timestamp protocol will outweigh the redundant messages sent by the Overlay protocol.
When the data is large, we expect the opposite to happen, since the vector will be insignificant
in comparison to data size. Additionally, the redundant transmissions of Overlay become
more expensive, since the transmission cost is proportional to the size of the message. More
precisely, theoretically, we would expect Overlay to be better roughly when d < n/(log n − 1).
In terms of resiliency to process crash failures, the Timestamp protocol can be made to
tolerate any number of failures. The number of failures that can be sustained by the Overlay
protocol depends on the topology used. With a hypercube topology, it can overcome log n
failures. If more failures occur, the logical arcs might need to be adjusted to bypass failed
nodes. See additional discussion in Section 7.
As a final observation, Overlay has much simpler code. This property typically reduces
programmers bugs.

6
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5
5.1

Experimental Performance
Simulation Model

We used the ns [31] simulator to investigate the causal ordering protocols described in Sections 3.1 and 3.2. Our aim is to study the effect of the number of nodes on system performance.
We measured the following indices for the two protocols:
Message delay: Message delay is the time between when a message is sent and its delivery.
We measured both the mean message delay and maximum message delay. Each node
keeps this information for each message it delivers.
Node delivery queue size: This is the size of queues of messages that are waiting to be
delivered. This impacts the actual memory usage of each protocol, and accounts for
part of the message delay. In the Overlay based protocol, a message can be delivered
immediately after being received, and thus there are no such queues.
Network load: Here we measure the average network load, i.e., the average number of messages on all links in the network at any given time, and the maximum queue size, i.e.,
the maximum number of messages waiting to be sent on any of the links in the system.
Total number of messages: This measures the total number of messages sent. However,
since our simulatur simulates a real IP network, we in fact measure the number of fragments sent. We also presents the total number of bytes sent. Each message (fragment)
is counted once for each logical arc it traverses.
Hop count: This is the total number of physical hops that messages travel through. Each
message is counted once at each physical hop that it passes on its way from source to
destination. This index shows the overall protocol space requirements on all physical
links in the system.
The causal ordering protocols were tested with several random generated network topologies
created by the network generator GT-ITM [14] with edge probability varying from 0.01 to 0.04.
Each protocol was run multiple times and in each run a different randomly generated topology
was used. The results presented are the average on all runs. The links in the simulations were
chosen to be duplex 10Mbps in each direction with uniformly distributed delay between 0 to
1 ms. We assumed that the number of senders is 10, and the total number of nodes varied
between 100 to 600. The sequence number size was assumed to be 4 bytes, and thus the size
of the timestamp vector carried by the Timestamp protocol message is 4 · n bytes. Also, the
message header size was set to 32 bytes, large enough for most transport protocols [3, 39]. In
our experiment, each sender node initiates 10 new messages every 1 milliseconds. We measured
the results for three message sizes: 0 bytes, 100 bytes, and 1000 bytes.
In the Overlay protocol, the logical hypercube was built according to node id’s binary
representation. Since the network was generated randomly, the fitness of logical structure to
7
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Figure 3: Message delay as a function of system size when data size is 0
the network is random as well. Also, in Overlay, when the number of nodes is not a power of
two, we used the construction of incomplete hypercubes described in [19, 30].

5.2

Simulation Results

Message delay The mean and maximum message delay from source to destination is reported in Figures 3, 4, and 5. When the data size is 0, the Overlay protocol delivers messages
much faster. When data size is 100, the difference between Overlay and Timestamp decreases. Finally, when data size is 1000, Timestamp becomes faster than Overlay. Notice
that the message delay of Overlay is more influenced by message data size than Timestamp.
As we discussed before, this is because Overlay sends each message log n times more than
Timestamp.
This is echoed when looking at the mean queues at links (Figures 15, 16 and 17) and the
mean delivery queues of nodes (Figures 12, 13, 14). In the Timestamp protocol, messages are
delayed before delivery so message delay is affected both from the network delay, which largely
depends on link queues, and from the delay within the node itself. In the Overlay protocol,
messages are not delayed in the nodes before being delivered and thus only link queues affect
their latency.
Total number of messages The total number of messages sent and total bytes sent are
reported in Figures 6, 7 and 8, while the hop count results are reported in Figures 9, 10 and 11.
When looking at the message count and hop count graphs, it appears that the Timestamp
protocol generates fewer messages. This is because in the Timestamp protocol each message
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Figure 4: Message delay as a function of system size when data size is 100
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Figure 5: Message delay as a function of system size when data size is 1000
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Figure 6: Message count as a function of system size when data size is 0
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Figure 7: Message count as a function of system size when data size is 100
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Figure 8: Message count as a function of system size when data size is 1000
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Figure 9: Hop count as a function of system size when data size is 0.
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Figure 10: Hop count as a function of system size when data size is 100.
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Figure 11: Hop count as a function of system size when data size is 1000.
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Figure 12: Node message queue size a function of system size when data size is 0
is sent once to all nodes, and thus counted as n sent messages; In the Overlay protocol, each
message is sent n · logn times.
Yet, the real overhead of the protocol is reflected in the bytes sent graphs. As described
in section 4, the Overlay protocol uses less control information when the message data size
d < n/(log n − 1). This theoretical diagnostic is concluded from the Overlay protocol worst
case in which each message is sent n · log n times and thus uses n · log n · d bytes. However, the
average case is better and thus Overlay uses fewer bytes even when data size is 100. When
data size is 1000, the Overlay protocol sends more bytes than Timestamp as predicted by
the formula described above.
Node delivery queue size The maximum and average size of delivery queues is reported
in Figures 12, 13, and 14. The Overlay protocol does not delay messages before delivery
and thus the message delivery queues are always empty. On the other hand, the Timestamp
protocol delays messages in the queue until they can be causally delivered. It can be seen that
data size has little affect on the maximum queue size and mean queue size; this is because
when messages are larger, all messages arrive after proportionally longer time. In particular,
we measure the number of message in the delivery queues and not the time they spend in
the network. (The latter is reflected in the measurements of message delay.) On the other
hand, when the number of nodes increases, the delivery queues become longer, which hurts the
scalability of the Timestamp protocol.
Network load The average measured router queue size and the maximum queue size are
reported in Figures 15, 16 and 17. When data size is 0, the Timestamp protocol has larger
mean queue size because it uses more bytes (Figure 6). In the Overlay protocol, the links
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Figure 13: Node message queue size a function of system size when data size is 100
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Figure 14: Node message queue size a function of system size when data size is 1000
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Figure 15: Network load as a function of system size when data size is 0
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Figure 16: Network load as a function of system size when data size is 100
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Figure 17: Network load as a function of system size when data size is 1000
that are connected to the senders are loaded for short periods. This is because the senders use
point to point messages that load their links when they send messages to all their neighbors
at once. After the messages pass the first links, they spread in the network. The result is
high maximum queue size and low mean queue size. When data size increases, the Overlay
protocol mean and maximum queues increase in comparison to the Timestamp protocol. It
reflects the increase in the amount of data sent (Figures 7 and 8).

6

Related Work

The first algorithm for causal ordering, initially implemented on ISIS, piggybacks unstable
messages on each new message. While this algorithm does not include control information,
it incurs the overhead of resending each message. When optimized, this protocol reduces to
constrained flooding over a flat clique architecture. In a flat architecture, each message is sent
O(n2 ) times, which is why it is less scalable than using the hypercube topology.
The timestamp algorithm we described here appeared first in [11]. That algorithm was later
extended to support point-to-point messages (and multicasts to proper subsets of the nodes)
in [36] by using matrix timestamps. The problem with this extension is that it piggybacks
O(n2 ) control information on each message. More recent works, like [5, 25, 33], reduce the
typical control overhead by sending only the ids of the last unstable message from each process
that the new message depends on. However, in the worst case, the control information overhead
is still O(n2 ).
Another approach for scalable causal ordering is to construct hierarchies, as proposed in [2,
8, 35]. The work of [35] is based on dividing the problem into physical domains, where in
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each domain the gateway acts as a causal separator and is responsible for forwarding messages
correctly to other domains. On the other hand, the hierarchy in [2, 8] need not match a specific
physical topology, and group communication technology is used to maintain local groups and
reliably elect their representative in the higher levels of the hierarchy.
Hypercubes were originally proposed as an efficient interconnect for massively parallel processors (MPP) [23, 26]. A great body of research has been done in solving parallel problems on
hypercubes, as described in [23, 26]. In particular, much work has been done in the area of routing, one-to-all and all-to-all communication and gossiping in hypercubes [9, 15, 16, 17, 24, 37].
The idea of using logical hypercube topologies for reliable multicast was explored in our
work on stability detection [19], and in the HyperCast toolkit [27]. The HyperCast work does
not address causal ordering. Also, with the HyperCast protocol, some nodes in an incomplete
hypercube have smaller degree than others, which reduces its fault-tolerance. For example,
when the hypercube has 2n + 1 nodes, one of the nodes has only a single neighbor according to
HyperCast. In contrast, our construction guarantees that even for incomplete hypercubes, the
degree of each node and the number of node independent paths between each pair of nodes is
roughly log(n) [19, 30].
Recently, there have been several bodies of work on generating an approximation of hypercube topologies in a fully distributed manner, and providing efficient routing and lookup
services in these overlay networks [29, 32, 38, 42]. These mechanisms can be used, for example, as an infrastructure for large scale publish/subscribe systems. They are very scalable
and adaptable, but providing causal ordering more efficiently than total ordering in these
frameworks is still an open issue.

7

Conclusions

In this paper, we have formally proved that constrained flooding along the arcs of a deterministic logical topology preserves causal ordering at no additional cost. We have also analyzed the
performance of this approach when implemented over a hypercube topology, and compared
it to the standard vector timestamp based implementation of causal ordering. The results
indicate that such a scheme is much more scalable for small messages, as is typical in many
control applications, notification systems, and stock quotes. However, as expected, when the
messages become large, the timestamp protocol performs better, since the size of messages
becomes more significant than the amount of control information, which grows linearly with
the number of nodes in that protocol.
An important issue that we have not addressed in this paper is how to handle dynamic
changes in the system. As a proof of concept, we have recently implemented a prototype of
this scheme in the Ensemble group communication toolkit [22]. That implementation enjoys
the benefits of a group membership service, and relies on four simplifying assumptions that
Ensemble satisfies due to its strong virtual synchrony model [20], but at a cost. First, when a
network router dies, either the network recovers in a timely manner, or Ensemble will partition
17
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the group, after which causal ordering need only be maintained within each partition. Second,
when a node dies, Ensemble eventually detects the failure and installs a new view from which
that node is excluded. (As discussed in Section 4, the protocol runs well without configuration
changes as long as fewer than log n nodes fail. This allows setting a long failure detection
timeout for Ensemble.) Third, at any given time, all nodes agree on the membership, which
has the benefit that each node can compute its neighbors accurately. Fourth, messages do
not cross view boundaries, which imposes the restriction that the application cannot send new
messages during view changes [20]. The latter assumption is necessary for our correctness
proof to hold. Clearly, the third and fourth guarantees above are costly to implement, and
might hinder the scalability of the system beyond a few hundred nodes, or even dozens of nodes
over a WAN. Therefore, generalizing the algorithm to overcome dynamic changes directly is
an important open problem.
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