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Abstract

Model checking is an e cient procedure that checks whetherronot a given system
model ful lls a desired property, described as a temporal ¢pc formula. Yet, as real
models tend to be very big, model checking encounters tls¢gate-explosion problem
One solution to this problem is the use of abstraction, that lkbes some of the de-
tails of the original (concrete) model. In this work we condier the branching time
logic CTL (Computation Tree Logic). Our work exploits and exends the game-based
framework of CTL model checking for incremental abstractiore nement and coun-
terexamples. We de ne a game-based CTL model checking forstitact models over
the 3-valued semantics, which can be used for veri cation agell as refutation. The
model checking process of an abstract model may end with ard@nite result, in
which case we suggest a new notion of re nement, which elinaites inde nite results
of the model checking. This provides an iterative abstraain-re nement framework.
This framework is enhanced by anncremental algorithm, where re nement is ap-
plied only where inde nite results exist and de nite resuls from prior iterations are
used within the model checking algorithm. We also de ne the ation of annotated
counterexampleswhich are su cient and minimal counterexamples for full CTL. We
present an algorithm that uses the game board of the model aking game to derive
an annotated counterexamplén case the examined system model refutes the checked
formula.






Notation and Abbreviations

CTL | Computation Tree Logic
SCC | Strongly Connected Component
MSCC | Maximal Strongly Connected Component
KMTS | Kripke Modal Transition System
AP | Set of atomic propositions
Lit | Set of literals (atomic propositions and their negations)
" | CTL formula
M | Model of a system (a Kripke structure or a KMTS)
Mc | Concrete model (Kripke structure)
Ma | Abstract model (KMTS)
M F ' | The model M satises'
M 6§ ' | The model M refutes’
[(Mc;s) E ' ]| Concrete semantics of CTL w.r.t Kripke structures

[((Ma;S) j% ' ]| 2-valued semantics of CTL w.r.t KMTSs
[(Ma;S) ]é ' ]| 3-valued semantics of CTL w.r.t KMTSs

tt | true
| false
? | inde nite

H | Mixed simulation relation
| Abstraction function
| Concretization function
Gy -+ | Game-Graph for M and'
N | Nodes of the game-graph
E | Edges of the game-graph
| Coloring function
— | Partial coloring function
i | Initial coloring function
Cw - | Annotated counterexample for M and'






Chapter 1

Introduction

This work exploits and extends the game-based framework |4f CTL model checking
for counterexample and incremental abstraction-re nemen

The rst goal of this work is to suggest a game-based new modghtecking algo-
rithm for the branching-time temporal logic CTL [11] in the ontext of abstraction.
Model checking is a successful approach for verifying whetha system modelM
satis es a speci cation' , written as a temporal logic formula. Yet, concrete (regu-
lar) models of realistic systems tend to be very large, resinlg in the state explosion
problem This raises the need for abstraction. Abstraction hides ste of the system
details, thus resulting in smaller models. Abstractions a& usually designed to be
conservativew.r.t. some logic of interest. That is, if the abstract modelsatis es
a formula in that logic then the concrete model satis es it asvell. However, if the
abstract model does not satisfy the formula then nothing isftown about the concrete
model.

Two types of semantics are available for interpreting CTL fionulae over abstract
models. The2-valuedsemantics de nes a formuld to be either true or false in an
abstract model. True is guaranteed to hold for the concrete odel as well, whereas
false may be spurious. Th&-valuedsemantics [22] introduces a new truth value: the
value of a formula on an abstract model may bade nite , which gives no informa-
tion on its value on the concrete model. On the other hand, bbtsatisfaction and
falsi cation w.r.t the 3-valued semantics hold for the conete model as well. That
is, while abstractions over 2-valued semantics are consative w.r.t. only positive
answers, abstractions over 3-valued semantics are conséie w.r.t. both positive
and negative results. Abstractions over 3-valued semansichus give precise results
more often both for veri cation and falsi cation.

Following the above observation, we de ne a game-based méahecking algo-
rithm for abstract models w.r.t. the 3-valued semantics, wére the abstract model
can be used for both veri cation and falsi cation. However,a third case is now
possible: model checking may end with an inde nite answer. His is an indication
that our abstraction cannot determine the value of the che@d property in the con-
crete model and therefore needs to be re ned. The traditiohabstraction-re nement
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framework [30, 9] is designed for 2-valued abstractions, ere false may be a false-
alarm, thus re nement is aimed at eliminating false results As such, it is usually
based on a counterexample analysis. Unlike this approaclmnet goal of our re nement
is to eliminate inde nite results and turn them into either de nite true or de nite
false.

An advantage of this work lies in the fact that the re nement s then applied only
to the inde nite part of the model. Thus, the re ned abstract model does not grow
unnecessarily. In addition, model checking of the re ned nuel uses de nite results
from previous runs, resulting in anincremental model checking. Our abstraction-
re nement process is complete in the sense that for a nite cerete model it will
always terminate with a de nite \yes" or \no" answer.

The next goal of our work is to use the game-based framework amder to pro-
vide counterexamples for the full branching-time temporalogic CTL. When model
checking a modeM with respect to a property' , if M does not satisfy’ then the
model checker tries to return a counterexample. Typicallya counterexample is a part
of the model that demonstrates the reason for the refutationf' on M. Providing
counterexamples is an important feature of model checkinghiech helps tremendously
in the debugging of the veri ed system.

Most existing model checking tools return as a counterexanep either a nite
path (for refuting formulae of the form AGp) or a nite path followed by a cycle
(for refuting formulae of the form AFp?) [10, 11]. Recently, this approach has been
extended to provide counterexamples for all formulae of theniversal branching-
time temporal logic ACTL [13]. In this case the part of the modl given as the
counterexample has the form of a tree. Other works also exttainformation from
model checking [43, 18, 39, 48]. However, this informatios presented in the form of
a temporal proof, rather than a part of the model.

In this work we provide counterexamples for full CTL. As for A£TL, counterex-
amples are part of the model. However, when CTL is considerede face existential
properties as well. To prove refutation of an existential fonula E , one needs to
show an initial state from which all paths do not satisfy . Thus, the structure of
the counterexample becomes more complex.

Having such a complex counterexample, it might not be easyrfihe user to analyze
it by looking at the subgraph of M alone. We thereforeannotate each state on the
counterexample with a subformula of that is false in that state. The annotating
subformulae being false in the respective states, provideet reason for to be false
in the initial state. Thus, the annotated counterexample gies a convenient tool for
debugging. We propose an algorithm that constructs an annated counterexample
and prove that it is su cient and minimal. We also discuss segral ways to use and
present this information in practice.

Games for CTL model checking [47] is a most suitable framewofor our goals.
The model checking game is played by two player8pelard, the refuter who wants

1AGp means \for every path, in every state on the path, p holds", whereasAF p means \along
every path there is a state which satis esp".



to show that M & ' , and 9loise, the prover who wants to show thaM F ' . The
board of the game consists of pairs{ ) of a model state and a subformula, with the
meaning that the satisfaction of in the state s is examined.8belard proceeds from
such a node §; ) to a node that helps refuting ons. 9loise chooses her moves with
the intention to prove that s satises . All possible plays of a game are captured in
the game-graphwhose nodes are the elements of the game board and whose ®dge
the possible moves of the players. The initial nodes are psi(sy;' ) where sy is an
initial state of M. It can be shown that8belard has a winning strategy (i.e., he can
win the game regardless dloise moves) i M 6 ' . 9loise has a winning strategy i
MFE".

Model checking is then done by applying aoloring algorithm on the game-
graph [5]. It colors anodeg; )by T i 9loise has a winning strategy, which means
istrueins. Itcolorsitby F i 8belard has a winning strategy, which means is false
in s. At termination, if all initial nodes are colored T then M E ' . If at least one
initial node is coloredF then M 6j ' and we would like to supply a counterexample.

In our work we add abstraction to the discussion. Concrete ndels for CTL are
state-transition graphs (Kripke structures) in which nods correspond to states of
the system and transitions describe possible moves betwestates. Abstract models
consist of abstract states, representing (not necessardigjoint) sets of concrete states.
In order to be conservative w.r.t. CTL, two types of transitons are required:may-
transitions which represent possible transitions in the cwrete model, andmust
transitions [33, 16] which represent de nite transitionsn the concrete model. May
and must transitions correspond to over and under approxini@ns, and are needed
in order to preserve formulae of the fornrAX and EX , respectively.

We consider the 3-valued semantics of CTL formulae. We woulike to maintain
the property of the 3-valued semantics that both the positig and the negative answers
are de nite in the sense that they hold for the concrete modeds well. To do so, we
allow each player to have two roles in the new 3-valued moddiecking game. The
goal of8belard is either to refute’ onM or to prevent Sloise from verifying. Similarly,
the goal of9loise is either to verify or to prevent8belard from refuting. As before,
8belard has a winning strategy i M 6] ', and 9loise has a winning strategy i
M E '. However, it is also possible that none of them has a winningrategy, in
which case the value of in M is inde nite.

In order to check' on the abstract modelM, we propose a coloring algorithm
over three colors:T, F, and ?. If all the initial nodes of the game-graph are colored
by T, then we conclude thatM F ' . If some initial node of the game-graph is colored
by F, we know thatM & ' . Both these results apply to the concrete model as well.
Yet, if none of the above holds, meaning that none of the indi nodes is colored by
F and at least one of them is colored by ?, we have no de nite anskv It is then
desirable to re ne the abstract model.

We choose a criterion for re nement by examining the part ofhe game-graph
which is colored by ?. Once a criterion for re nement is chose the re nement is
traditionally done by splitting abstract states throughou the entire abstract model.
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That is, while the decision on the criterion for re nement islocal, the re nement is
global. However, the structure of the game-graph allows u® tapply it only to the
inde nite part of the model. It also allows us to use de nite esults that were obtained
previously. Thus, previous runs are not wasted and the abstct model does not grow
where it is not needed.

Other researchers [22] have suggested to evaluate a propestr.t the 3-valued
semantics by reducing the problem to two 2-valued model chHeéeg problems: one for
satisfaction and one for refutation. Such a reduction willesult in the same answer
as our algorithm. Yet, it is then not clear how to guide the renement, in case it
is needed, since at least part of the information about the de nite portion of the
game-graph is lost. Thus, the application to re nement demustrates the advantage
of designing a 3-valued model checking algorithm.

As for our second goal, we propose an algorithm that constiiscan annotated
counterexamplein case model checking ends with a negative answer, meanirngtt
the checked property’ is refuted by the examined modeM . We rst deal with the
simpler case where model checking is applied to a concretedab The construction
uses the colored game-graph and starts from an initial nodenigh is colored byF . If
the formula in a noden is eitherAX or 1 ,then we include in the counterexample
one successor af, which is colored byF. This successor needs to be chosen wisely.
If the formula in n is eitherEX or ;_ , then we include in the counterexample
all the successors of (which are all colored byF). The resulting counterexample
is an annotated sub-model oM, with possibly some unwinding, that gives the full
reason for the refutation of on M.

Having de ned the notion of an annotated counterexample, wehen discuss the
construction of annotated counterexamples when abstract adels are used. In the
3-valued case, concretization of an abstract annotated amterexample will never fail
since the 3-valued abstraction is conservative w.r.t. netiee results as well. Thus, we
can use an extension of the concrete algorithm to provide abstract counterexample
and derive from it a concrete one.

To conclude, the main contributions of this work are:

A game-based CTL model checking for abstract models over tl3valued se-
mantics, which can be used for veri cation as well as refutain.

A new notion of re nement, that eliminates inde nite results of the model
checking.

An incremental model checking within the framework of abséction-re nement.

A su cient and minimal counterexample for full CTL.
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1.1 Related Work

Games and Automata

Our work uses a characterization of the CTL model checking pblem in terms of

two-players games. The game-based approach to model chegkas introduced by

Stirling [46] as a way of combining the algorithmic approacko model checking and
the proof system approach. [47, 32, 31] present model checkialgorithms based on
games for various temporal logics, including CTL and the atnation-free -calculus.

The model checking problem is described as a game betweenfatss, 8belard, and a

prover, 9loise, where the player that has a winning strategy determ@s the result of

the model checking problem. The model checking game indu@game graph, which
is used to determine which player has a winning strategy. Thgame graph can be
computed on the vy, limited to its reachable states. This avas exploring the parts

of the model that are irrelevant for the formula to be checkedHence, it addresses
the issue raised in the work oriocal model checking.

A di erent characterization of the model checking problemdr the alternation-free
-calculus and in particular for CTL can be given in terms of scalled 1-letter-simple-
weak alternating Buchi automata(1LSWABA), as part of the automata-theoretic ap-
proach to model checking [4, 29]. This approach derives aptl model checking
algorithms for branching temporal logics usin@lternating tree automata In general,
the basic idea behind the automata-theoretic approach to nadel checking of branch-
ing time logics is to construct an alternating tree automato such that its language
is the set of all trees that satisfy the formula, i.e. it \desabes" all the models that
satisfy the given formula. Alternating tree automata genalize the standard notion
of nondeterministic tree automata by allowing several suessor states to go down
along the same branch of the tree. Alternation is used to reda the size of the
automaton describing the formula from exponential in the legth of the formula to
linear in its length. The alternating automaton is assembk with the given model,
resulting in the product automaton. The model checking prdiem is then reduced
to the problem of checking nonemptiness of the language ofetiproduct automaton.
The crucial observation is that the product automaton is a 1®/ABA, thus for model
checking it su ces to test the nonemptiness of the languagef@a 1SWABA, which is
substantially simpler than solving the nonemptiness probm of tree automata.

The game-based approach to model checking, used in our wakgclosely related
to the automata-theoretic approach. The resemblance beter these two approaches
is described in [36], where it is shown how 1SWABA can be inf@eted in terms of
games, such that runs of a 1SWABA correspond to plays of a cesponding game
from 9loise's point of view. They de neco-runs representing8belard's point of view
and show that the 1SWABA has an accepting run i 9loise has a winning strategy
and that the 1SWABA has an accepting co-run i 8belard has a winning strategy
for the corresponding game. Furthermore, they rephrase tra@gorithm for checking
nonemptiness of 1SWABA from [4] and show that it can be used tdetermine a
winning strategy for the winner of the game. Thus, our work aaalso be described
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in this framework, using alternating automata.

[19] also presents a local model checking algorithm for théeanation-free modal
-calculus that is similar to the algorithm that results fromthe game-based or the
automata-theoretic approach.

These model checking algorithms are all designed for corterenodels. In our
work we extend the discussion to abstract models and develapgame-based CTL
model checking algorithm for them, as well as a re nement mieanism that is based
on the properties of the game-based (or the automata-theai® model checking. We
also exploit this approach in order to derive counterexames for full CTL.

Abstraction

Model checking of realistic systems encounters th&ate explosion problem One
solution to it is the application of abstraction techniques, which aim to abstract
the model to a smaller one, preserving formulae of some lagicarious abstraction
techniques are formalized in the framework ohbstract interpretation [15, 38, 16].

[30, 3, 12, 8] discuss abstractions based on visible varedl where some of the
system variables becoménvisible. These variables are treated as inputs, meaning
that their behavior is non-deterministic.

[9] de nes an abstraction based on variable clusters, whide more general than
the invisible variables abstraction since it exploits logial relationships among vari-
ables. Their technique is similar tgoredicate abstraction(also calledboolean abstrac-
tions) [23, 17, 44, 40, 45]. In predicate abstraction, abstract ndels are constructed
by using boolean variables to represent concrete predicateMore speci cally, [23] de-
scribes a method for the automatic construction of an abstch model using predicate
abstraction, based on abstract interpretation. They conder a particular set of ab-
stract states, which is the set of monomials on a set of statequlicates. The successors
of an abstract state are computed using the PVS theorem pravand upper approxi-
mations are constructed when needed. Thus, they allow vedation of any universal
temporal logic formula (without existential quanti ers). [17] has implemented a pro-
totype system for e cient veri cation of invariants by pred icate abstraction, based on
the scheme presented in [23]. However, they use BDDs insteafdnonomials to rep-
resent the abstract state space, and the computation of swessors is more accurate.
[44] proposes an e cient algorithm for the automatic constuction of boolean ab-
stractions that requires fewer calls to decision procedwge[40] presents an algorithm
that constructs a nite state abstract program from a concrée program by means of
syntactic program transformations. They start with an initial set of predicates from
a speci cation and iteratively compute the predicates requed for the abstraction
relative to the speci cation. All these works use the genefrdramework of existential
abstraction [14] and are thus suitable for verifying universal propemis only (without
existential quanti ers).

Unlike them, [45] shows how boolean abstractions can be ctuosted simply,
e ciently and precisely while preserving properties in thefull -calculus. They also
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propose an automatic algorithm that is given a set of new prezhtes and re nes
the abstraction accordingly. The latter is based on the worlof [16] that extends
abstract interpretation to the analysis of both existentid and universal properties,
as expressible in the modal -calculus. They investigated how to de ne abstract
models, based on abstract interpretation, such that the mad -calculus is preserved.
Their approach can be applied to any abstraction within thermework of abstract
interpretation. This implies that our work which considersCTL can be combined
with any of these abstractions.

3-Valued Logic

Unlike the traditional (2-valued) abstraction, that preseves only truth of a formula
from the abstract model to the concrete one, recently [6, 70221, 28, 22] it was
shown how automatic abstraction can be performed to verify adal -calculus formu-
lae, based on 8-valued semanticssuch that both truth and falseness are preserved.
The key to make this possible is to present abstract systemsing richer models that
distinguish properties that are true, false and unknown oftte concrete system. Dif-
ferent formalisms of abstract models suitable for the 3-va¢d semantics are proposed
in the literature: Modal Transition Systems [33, 34], Partl Kripke Structures [6, 7],
and Kripke Modal Transition Systems [28, 21]. It is shown in22] that they have the
same expressiveness and that their model checking probleande reduced to two
instances of traditional (2-valued) model checking. Thudpr any 3-valued formalism,
3-valued model checking has the same time and space comgekioth in the size
of the formula and the model as traditional 2-valued model @tking. Such results
were introduced in [20] and [27] for modal -calculus. In our work we useKripke
Modal Transition Systems|[28, 21] and solve the model checking problentirectly,
without reducing it to traditional model checking. The direct solution has the same
complexity as traditional model checking and it becomes h@ll when re nement is
needed.

Reasoning about such richer models requires 3-valued temglologics [6]. As
an enhancement of the standard 3-valued semantics, [7, 2dfroduce the thorough
3-valued semantics. The thorough semantics gives more dée answers than the
standard 3-valued semantics, at the expense of increasingetcomplexity of model
checking: Interpreting a formula according to the thoroughsemantics is equivalent
to solving two instances ofgeneralized model checking7, 21] present algorithms and
complexity bounds for the generalized model checking pr@oh for various temporal
logics and show that for propositional modal logic, CTL, or my branching time logic
including CTL* or the modal -calculus, the generalized model checking problem has
the same complexity as satis ability, which is higher than he complexity of traditional
model checking. In our work we use the standard 3-valued semtias [6], which is less
precise, but enjoys a better complexity of the model checlgnalgorithm, namely our
algorithm has linear running time both in the size of the modeand in the size of the
formula.

It is shown in [20] that building a 3-valued abstraction, thacan be used for model
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checking any formula of the modal -calculus, can be done using existing abstraction
techniques at the same computational cost as building a carsative 2-valued ab-
straction. They adapt existing predicate and cartesian ali@ction techniques to get
an abstraction that is monotonic, in the sense that adding mdicates can only im-
prove its precision both state-wise and transition-wise @ual predicate abstraction of
Modal Transition Systems is not monotonic). Cartesian abshction has no signi cant
cost overhead and is compatible with the standard incremeaitre nement process for
adding more predicates. Such abstractions can be used witlour framework as well.

[49] also uses an abstraction mechanism based on 3-valuegido They verify LTL
properties of programs with dynamic allocation of objectsirfcluding thread objects)
and references to objects. Their approach is di erent sincé describes the model
using rst order logic. In addition, it deals with LTL, whereas our work is aimed at
CTL properties.

Abstraction-Re nement

Kurshan [30] introduced Localization reduction with counterexample-guided re ne-
ment (also callediterative abstraction-re nement) for checking universal properties.
This is an iterative technique that starts with an abstracton of the model and tries
to verify the speci cation on this abstraction. If a counteexample is found are-
construction process is executed to determine if it is a valid one. If the l§atract)
counterexample is found to bepurious the abstract model is re ned to eliminate the
possibility of this counterexample in the next iteration. The reduction (abstraction)
used in their work is based on invisible variables. A similaapproach is described in
[2]. Other researchers [3, 12, 8] have also addressed laeadibn reduction based on in-
visible variables. [3] presents algorithmic improvement® the localization reduction.
They present a symbolic algorithm for path reconstructionricluding incremental re-
nement and backtracking. [12, 8] use SAT solvers in the coterexample analysis
of AGp properties. [12] checks whether a counterexample isat or spurious with a
SAT checker. They use a combination of Integer Linear Prognaming and machine
learning techniques for re ning the abstraction based on # counterexample. In [8]
the abstract counterexamples obtained from model-checkjrthe abstract model are
symbolically simulated on the concrete system using a SAT ebker. If no concrete
counterexample is found, a subset of the invisible varialdéas reintroduced into the
system. They introduce two algorithms for identifying the elevant variables to be
reintroduced. These algorithms monitor the SAT checking @se in order to analyze
the impact of individual variables.

[9] introducesiterative abstraction-re nement which is similar to the localization
reduction. They use a more general abstraction based on \ale clusters. [13]
extends the work in [9], by generalizing the notion of countexamples, and thus
making this framework applicable to all ACTL properties.

[44] proposes an abstraction re nement framework for univeal properties, using
predicate abstraction. They propose to use the error tracegenerated by model
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checking to automatically re ne the abstraction. The re nement algorithm generates
new predicates that will be used to enrich the abstract statepace.

Localization reduction [30], or iterative abstraction-renement [9] provides a frame-
work for model checking of universal properties, with coustexample guided re ne-
ment. In our work we consider abstraction-re nement for fulCTL and do not restrict
the discussion to universal properties. Other researchenave suggested abstraction-
re nement mechanisms for various branching time temporabbics.

In [35], the tearing paradigm is presented as a way to automaally abstract
behavior to obtain upper and lower bound approximations of aystem. They present
algorithms that exploit the bounds to perform conservativeACTL or ECTL model
checking. Furthermore, an algorithm for false negative oafse positive resolution is
suggested based on the theory of a lattice of approximatign®sulting in increasingly
better approximations. Yet, their technique is restrictedo ACTL or ECTL. In [41, 42]
the full propositional -calculus is considered. In their abstraction, the concretand
abstract systems share the same state space. The simpli @&t is based on taking
supersets and subsets of a given set with a more compact BDpresentation (to
get under or over approximations). Re nement is based on a tal set" of states
which require further resolution. In [37] full CTL is handl&l. Their approximation
techniques enable them to avoid rechecking the entire modster each re nement step
while guaranteeing completeness. However, the veri ed $gm has to be described
as a cartesian product of machines. The initial abstractioconsiders only machines
that directly in uence the formula and in each iteration the cone of inuence is
extended in a BFS manner. In each iteration they compute botlan upper and a
lower approximation to the states that satisfy the formula. [1] handles ACTL and
full CTL. Their abstraction collapses all states that satify the same subformulae of
' into an abstract state. Thus, computing the abstract models at least as hard as
model checking. Instead, they use partial knowledge on théstraction function and
gain information in each re nement.

Our approach for abstraction-re nement is designed for fulCTL and is applicable
to any abstraction that can be described in the framework oflestract interpretation,
thus it is more general. It also has the advantage of being ntosuitable for using
results from previous iterations, resulting in an incremdal algorithm.

Incremental Abstraction-Re nement

[26] introduces the concept ofazy abstractionto integrate and optimize the three
phases of the abstract-check-re ne loop within the abstraion-re nement framework.
Lazy abstraction continuously builds and re nes a single atract model on demand,
driven by the model checker, so that di erent parts of the modl may exhibit di er-
ent degrees of precision. Predicate abstraction is used amedicates are added only
where necessary. The result is a nonuniform abstract modehwse predicates change
from state to state. They present an algorithm for model ch&mng safety properties
using lazy abstraction. The idea of lazy abstraction is alsnsed in [25]. Our incre-
mental algorithm generalizes the idea of Lazy abstractiorotmodel checking of CTL
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properties, where any abstraction that is described withithe framework of abstract
interpretation can be used.

Counterexamples and Deductive Proofs

We consider the issue of producing counterexamples in case tmodel refutes the
examined property. A counterexample may be viewed as a proof satisfaction for
the negation of the property. This makes counterexamples and proofs cldg related.

[43, 18, 39, 48] investigated the idea of generating tempbpoofs from the infor-
mation gained by model checking, when the veri cation sucees. [18, 43] generate
fully deductive proofs for LTL properties, when the veri cdion is done using general-
ized Buchi automata or just discrete systems ([18]). They esthe information in the
product graph to generate a proof. [39] develops a deductipeoof system for verify-
ing branching time properties expressed in the-calculus and show how to generate
a proof in this system from a model checking run. They use mddehecking that
is based on parity games or alternating automata. The proofao be used to detect
errors in a model checker and can allow integration of modehecking with theorem
proving. [48] introducessupport setswhich are abstract encodings of the \evidence"
a model checker uses to justify its answer. They show how mdabeckers can be
modi ed to compute support sets and how support sets can be e for generation
of diagnostic information for explaining negative resultend certifying the results of
model checking (internal consistency).

Our approach is similar to these works in the sense that we ufiee information
gained during the run of a model checker. However, we use itpoesent a counterex-
ample, which is an extended sub-model, rather than a dedued proof. In this sense,
our approach is closer to [13, 24]. [13] introduces treedilcounterexamples, which
are a general form of ACTL counterexamples (and in fact suibde for a universal
fragment of an extended branching time logic based dn-regular temporal opera-
tors). They also present symbolic algorithms to generate ée-like counterexamples
for ACTL speci cations. Our work considers full CTL and is na limited to universal
properties. This is also the case in [24], where counterexales are annotated with
additional proof steps. They develop a proof system and usenaodel checker as a
decision procedure for construction of a proof. Yet, they pwide only limited informa-
tion in the case of counterexamples for ECTL and propertiehat use both universal
and existential quanti ers, since proof \obligations" areused. In addition, unlike [24]
that uses a model checker as a decision procedure in each sikfhe counterexample
(proof) generation, we use the information gained in single run of the model checker
and produce a counterexample that is minimal and su cient toexplain refutation of
any CTL formula.
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1.2 Organization

The rest of the thesis is organized as follows. In the next gbir we give the nec-
essary background for the game-based CTL model checking,stibctions and the
3-valued semantics. Due to technical reasons, we then stavith the description of
an annotated counterexample. Thus, in Chapter 3 we descrill®w to construct an
annotated counterexample for full CTL and show that it is su cient and minimal. In
Chapter 4 we extend the game-based model checking algoritimabstract models,
using the 3-valued semantics. We then describe how to progua concrete anno-
tated counterexample using the abstract information in Chater 5. In Chapter 6 we
present our re nement technique, leading to an incrementahbstraction-re nement
framework, which is described in Chapter 7. Finally, we disiss some conclusions in
Chapter 8.
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Chapter 2

Preliminaries

Let AP be a nite set of atomic propositions. We de ne the setit of literals over
AP to be the setLit = AP [f: p:p2 APg, i.e. for eachp2 AP, both pand: p
are in Lit . We identify :: p with p.

De nition 2.1  The Logic CTL (Computation Tree Logic) in negation normal fom
is the set of formulae de ned as follows:

o= truejfalsejlj" " j* _"jJA JE
wherel ranges overLit, and is de ned by

=X putopve

The (concrete) semantics of CTL formulae is de ned with resgct to a Kripke struc-
ture.

De nition 2.2 A Kripke Structure is a tupleM =(S; ;! ;L), whereS is a nite
set of states,Sy; S is a set of initial states, ! S S is a transition relation,
which must betotal (i.e., for every states 2 S there exists a states?2 S such that
s! sHandL :S! 2' js a labeling function that associates each state i with a
subset of literals, such that for each state and atomic propositionp 2 AP, we have
that exactly one ofp and: pisin L(s), i.e. p2 L(s)i : p62A(s).

A path in M is an in nite sequence of states, = Sp;s;;::: such that for every
i 05! sj41.If s= 5y then is said to befrom s.

[(M;s) E ' ] =tt means that the CTL formula ' is true in the state s of a Kripke
structure M. [(M;s) F '] = means that ' is false ins. The formal de nition
follows.

17



De nition 2.3  [11] The truth value2 f tt; g of a CTL formula ' in a state s of a
Kripke structure M = (S; ;! ;L), denoted[(M;s) F ' ], is de ned inductively as
follows:

[(M;s) E true] tt
[(M;s) F falsd
[(M;s) E 1] tt , 12L(s), wherel 2 Lit

[(M;s)F "1™ " 2]
[(M;s)F "1_" 2]

[(M;s)F "1™ [(M;8) F ' 2l
[(M;s)F "1 _[(M;s) F ' 2]

[(M;s) E A ] tt , 8 froms:[(M; )F ]=1tt

[(M;s) E E ] tt , 9 froms:[(M; )F ]=1tt
For a path = sp;s;;:::, [(M; ) E ]is de ned as follows.
[(M; ) F X' ] [(Mis1) F "]

[(M; ) F "aU" 2]

[(M; )F " 1V' ]

tt, 9k O:[[(Msk)F"2]= 1)

" @<k t[(Mis)) F ] = )]
tt , 8 k 0:[@ <k :[(M;s))F "1]= )

) ((M;si) F " 2] = )]

We say thatM satises' , denoted[M F ' |=1tt, if 8592 Sp:[(M;sp) F '] = tt.
Otherwise,M refutes' , denoted[M '] = .

When M is clear from the context, we omit it from the notation and wrte [s F ' ]
o[ F I

De nition 2.4  Given a CTL formula® of the formA(" ;U" L), E(' 1U" 1), A(' 1V' )
or E(" 1V')), its expansionexp(’ ) is de ned as:

=AU ) exp(t) = f (M AX ) MAX AXT g
=E(C U 3  exp(')=1"" 2_('1"EX' ); "1MEX; EXY g
= A( V') oexp(t)=1"" M1 _AXY ) "1 AX AXY g
=E(C V') oexp(')=f%" 2~M(1_EX) "1 _EXYEX' ¢

2.1 Game-based Model Checking Algorithm

In this section we present the Game-theoretic approach to Mel Checking of CTL
formulae in a (concrete) Kripke structure [47, 36]. Given a Kpke structure M =
(S;Sy;! ;L) and a CTL formula ' , the model checking gamef M and' is de ned
as follows. Its board is the Cartesian producE& sub(’ ) of the set of statesS and
the set of subformulaesul(’ ), where suly’ ) is de ned by:

if ' =true, false or | wherel 2 Lit thensul(" )= f' g.

if* =" N ,or'y_ '",thensul(' )= f' g[ sub(' 1) [ sub(’ ,).
if ' = AX" ;orEX' ;thensul(’ )= f' g[ sul(' 1).
it " = A( 1U"2), E(1U"2), A("1V'2) or E(" 1V' ) then sub(" ) = exp(’) [

sub(’ 1) [ sul(’ 2).
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Given a states 2 S, the model checking game is played by two player8pelard,
the refuter who wants to show that [M;s) F '] = , and Oloise, the prover who
wants to show that [M;s) F '] = tt. A single play from (s;') is a (possibly
in nite) sequence Co ! ,0 C; ! p1 Co ! 2 i of con gurations, whereCy = (s;'),
Ci2S sub')andp 2f8 belard;9loiseg. The subformula inC; determines which
player p; makes the next move.

The possible moves at each step are:

1. C = (s;false),Ci = (s;true), or C; = (s;1) wherel 2 Lit : the play is nished.
Such con gurations are callederminal con gurations.

Ci = (s;AX" ): 8belard chooses a transitiors! s’in M and Cis; = (s%').
Ci = (s;EX' ): 9loise chooses a transitios! s’in M and Cj,; =(s%").
Ci=(s;"1"" 2): 8belard chooses$ 2 f 1,2gand Cis1 =(s;" ).

i =(s;"1_" 2): 9loise choose$ 2f 1,29 and Ci; =(s;" ).

Ci=(s;A( 1U"2): Ciur =(s;" 2_ (" 1M AXA (" 1U" 2))).

Ci=(SE( 1U"2)): Cisr =(s;" 2_ (" 1™ EXE (" 1U" 2))).

Ci=(s;A( 1V 2)): Ciur =(s;" 27 ((1_AXA (" 1V'2))).

© ©®© N o 00 M LD
o

Ci=(s;E(1V'2): G =(s;" 2" (1 _EXE (" 1V'2))).

In con gurations 6-9 the move is deterministic, thus any plger can make the
move.

A play is maximal i it is in nite or ends in a terminal con guration. In [47] it
has been shown that a play is in nite i there is exactly one sbformula of the form
AU, EU, AV or EV that occurs in nitely often in the play. Such a subformula is
called awitness

Winning Criteria:  8belard wins a (maximal) play i one of the following holds:

1. the play is nite and ends in a terminal con guration of theform C; = (' s;false),
or Cj = (s;1), wherel 62 (s).

2. the play is in nite and the witness is of the formAU or EU.
9loise wins the (maximal) play otherwise, i.e. i one of the flbowing holds:

1. the play is nite and ends in a terminal con guration of theform C; = ('s;true),
or Cj = (s;1), wherel 2 L(s).

2. the play is in nite and the witness is of the formAV or EV.
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The model checkinggamefrom (s;' ) consists of all the possible plays froms{' ).
A strategy is a set of rules for a player, telling him how to move in the cuent
con guration. A winning strategy from (s;' ) is a set of rules allowing the player to
win every play starting at (s;' ) if he plays by the rules. The following theorem tells
us that the model checking problem can be reduced to the praoh of nding which
player has a winning strategy in the model checking game.

Theorem 2.5 [47] Let M be a Kripke structure and’ a CTL formula. Then, for
eachs 2 S:

1. [(M;s)E"]=1tt i 9loise has a winning strategy starting afs;" ).

2. [M;s)F'"]= i 8belard has a winning strategy starting afs;" ).

The model checking algorithm for the evaluation of Nl F '] consists of two
parts. First, it constructs (part of) the game-graph The game-graphis the graph
whose nodes are the elements (con gurations) of the game lbdand whose edges
are the possible moves of the players. It captures all the milsle plays of a game
(from any con guration). The evaluation of the truth value of ' in M is then done
in the second phase of the algorithm by coloring the game-gia

2.1.1 Game-Graph Construction and its Properties

The truth value of ' in M depends on its truth value in the initial states ofM .
Thus, we are interested in plays that start from con guratims in Sy, f ' g, referred
to as initial con gurations . The subgraph of the game-graph that is reachable from
the initial con gurations Sy f ' g is constructed in a BFS or DFS manner. The
construction starts from the initial con gurations (hodeg and applies each possible
move, by the previously described rules, to get the successin the game-graph of
each new node. The result is denote@y - = (N;E), whereN S sul(’' ). The
nodes (con gurations) of the game-graph can be classi edtmthree types.

1. Terminal con gurations are leaves in the game-graph.
2. Nodes whose formula is of the form{”~ ' , or AX' ; are”*-nodes

3. Nodes whose formula is of the form; ', or EX' ; are_-nodes

Nodes whose formula is of the formPAU; EU; AV; EV can be considered either -nodes
or M-nodes. Sometimes we further distinguish between nodes whdormula is of the
form AX' (EX' ) and other ~-nodes (_-nodes) by referring to them asAX-nodes
(EX-nodes). The edges in the game-graph are also divided to two types.

Edges that originate in AX-nodes or EX-nodes arprogressedges that re ect
real transitions of the Kripke structure.
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Other edges areauxiliary edges.
An important property of the game-graph is described by thedllowing lemma.

Lemma 2.6 Let B be a non trivial strongly connected component (SCC) in a game
graph (a non-trivial SCC contains at least one edge). Thendhset of formulae that
are associated with the nodes B is exactly one of the setexp( ), where' 2
fAC 1U"2); E(1U" 2); A( V' 2); E(1V'2)0.

Proof: By the rules of the game, which determine the edges in the gargeaph, we
have that the sons of a nod& = (s;' ) in the game-graph are either associated with
strict subformulae of' , or with expansions of it in case is an AU; AV;EU;EV
formula. Therefore, a non-trivial SCCB, which contains cycles, must have at least
one noden in it that is associated with an AU; AV; EU; EV formula (otherwise we
have a loop where each formula is a strict subformula of the g@rious one, which is
impossible). Consider the case where the nodehas the formula’ = A(' ;U" ,).
Other cases are similar. We prove that in this case the set abfrmulae that are
associated with the nodes iB is exactly exp(A(' 1U' »)).

First, we prove that B cannot contain additional formulae. Letn®= (s%' 9 be
a node inB, other than n. We show that' °2 exp(A(' 1U' »)). By the rules of the
game, we have that the descendents of a nod&€’= (s%' % in the game-graph are
associated with subformulae fronsub(' %. Sincen®lies on the same SCC am, we
have that n°is a descendent ofi, and thus' °2 suly(' ). Since' = A(' ;U',), we
have that sul(* ) = exp(A(' 1U" 2)) [ sub(' 1)[ sul(’ ,). It remains to show that' °62
sub(' 1) [ sul(' ), thus it must be the case that' °2 exp(A(' 1U' ,)). Suppose the
contrary, i.e. ' 92 sul(* 1) [ sub(' ,). This implies that sub(* 9 sub(* 1) [ sub(’ ).
Sincen is also a descendent af®, we have that' 2 sul(" 9. i.e. ' 2 sub(’ 1)[ sul(’ ,).
Thus' must obey one of the following.

Lj"jjqdorjjj'aor

2." isoftheform ( 9_"9or (" 972 9) or AX' ?(results from expansion).

Obviously," = A(* 1U" ;) obeys none of the above. Contradiction.

To complete the proof, it remains to show thatB must contain all the formulae
in exp(A(" 1U" ,)). This is clear from the structure of the game-graph: if onef these
formulae were missing, no loop could be formed in contradich to the fact that B
is a non-trivial SCC. 2

Based on Lemma 2.6, we generalize the notion of a witness iretbontext of the
game-graph. The formula such that exp(' ) is the set of formulae in a non-trivial
SCC is called awitness Each non-trivial SCC is classi ed as aPAU, AV, EU, or
EV SCC, based on its witness.
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2.1.2 Coloring Algorithm

The following Coloring Algorithm [5] labels each node (con guration) in the game-
graph Gy + by T or F, depending on whether9loise or 8belard has a winning
strategy for the game that starts at that node.

The game-graph is partitioned into itsMaximal Strongly Connected Components
(MSCCs), denotedQ;'s, and an order is determined on theQ;'s, such that an edge
(n;nY, wheren 2 Q; and n°2 Q;, exists in the game-graph only ifQ;  Q;. Such
an order exists because the MSCCs of the game-graph forndigected acyclic graph
(DAG). It can be extended to a total order arbitrarily.

The coloring algorithm processes th&;'s according to the determined order,
bottom-up. Let Q; be the smallest MSCC with respect to that is not yet fully
colored. Hence, every outgoing edge of a nodeQn leads either to a colored node or
to a node in the same setQ;. The nodes ofQ; are colored as follows.

1. Terminal nodes inQ; are colored byT if 9loise wins in them, and byF otherwise.

2. An _-node is colored byT if it has a son that is coloredT, and by F if all its
sons are coloredr.

3. An *-node is colored byr if all its sons are coloredr, and by F if it has a son
that is colored F.

4. All the nodes inQ; that remain uncolored after the propagation of these rules
are colored according to the witness iQ; (by Lemma 2.6 there exists exactly
one such witness). They are colored by if the witness is of the formAU or
EU, and are colored byT if the witness is of the formAV or EV.

The result of the coloring algorithm is acoloring function N !'f T;Fg.

Theorem 2.7 [47] LetGy - be a game-graph and let be a node in the game-graph,
then:

1. (n)=T i 9loise has a winning strategy starting an.
2. (n)=F i 8belard has a winning strategy starting a.

As a conclusion of Theorem 2.5 and Theorem 2.7, we get the daling theorem.

Theorem 2.8 [47] Let M be a Kripke structure and’ a CTL formula. Then, for
eachn=(s;' 1) 2 Gy :

L. [(M;s)E"4=tt i n=(s;",)is colored byT.
2. [(M;s)E'"1= i n=(s;",) is colored byF.

Based on Theorem 2.8 we conclude that if every initial con gationng 2 So f ' g
is colored byT, then [M F ' ] =tt. Otherwise, [M ' ]=".
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2.2 Abstraction

In this section we present abstract models (for CTL) and theirelation to concrete
models. So far, we considered Kripke structures that repi® concrete models, and
discussed the semantics of CTL formulae with respect to themHowever, concrete
Kripke structures may be very large. Consequently, their nael checking problem
becomes infeasible due to the state explosion problem. A panful solution is based
on using abstractions of the concrete model.

It turns out that in order to guarantee preservation of CTL famulae from abstract
models to concrete models, we need to introdudeo transition relations [33, 16]:
preservation ofuniversal properties requires an over-approximation, whereas prese
vation of existential properties requires an under-approximation. This is accguiished
by using Kripke Modal Transition Systems[28, 21].

De nition 2.9 A Kripke Modal Transition System (KMTS) is a tuple M =(S; &;
M- 1™ 1), whereS is a nite set of states,S, S is a set of initial states, "

S Sand!™ S S are transition relations such that the relation™ is total and
M ™ andL :S! 24 js a labeling function that associates each state $1with
literals from Lit , such that for each states and atomic propositionp 2 AP, at most

one ofpand: pisin L(s).

A must (may) path in M is a maximal sequence of states, = Sg; S;;::: such that
for every two consecutive states;;si;1 in , we have thats; ™ si;1 (s ™ sis1).
The maximality is in the sense that cannot be extended by any other transition of

the same type. Ifs = sy, then is said to befrom s.

Transitions in ™ are calledmust transitions, and transitions in "™ are calledmay
transitions. Note that since the transition relation "™ is total, then every may path
is in nite (due to the maximality), whereas a (maximal) must path can be nite, since
the transition relation I is not necessarily total. This means that although every
must-transition is also a may-transition (by de nition), t he same doesot necessarily
hold for paths. That is, a nite must path is not considered a nay path, because it
is not maximal in terms of may transitions. Since we now cordgr nite paths in
addition to in nite paths, we need the following de nition.

De nition 2.10 Let be a must or may path. Thelength of , denotedj |, is
de ned to be the number of transitions in . That is,

.. 1 if isinnite
1= n if is nite and of the form sp;::: ; Sy

Note, that a Kripke structure can be viewed as a KMTS wheré = ™ =1
and for each states and atomic propositionp 2 AP, we have thatexactly one ofp
and: pisinL(s).
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We consider abstractions that are done by collapsing sets aincrete states (from
Sc) into single abstract states (inS,). Such abstractions can be described in the
framework of Abstract Interpretation [38, 16].

De nition 2.11  [15,38]( :C! A; :A! C)isa Galois connectionfrom (C; )
to(A;v)i (1) and are total and monotonic, (2) for allc2 C, () ¢ and
(3) for all a2 A, (v a

Let Mc = (Sc;Soc;! ;Lc) be a (concrete) Kripke structure. Let Sa;v) be
a poset ofabstract statesand ( : Sa ! 25; : 25 I S,) a Galois connection
from (25¢; ) to (Sa;V), that determines its relation to the concrete states. is the
concretization function that maps each abstract state to the set of concrete states
that it represents. is the abstraction function that maps each set of concrete states
to the abstract state that represents it.

An abstract modelMa = (Sa:Soa: ™ ;™ :La) can then be de ned as follows.
The set of initial abstract states Spa is built such that each concrete initial state is
represented by an abstract initial state and there are no adibnal initial abstract
states, i.e.Spq 2 Soa | there existssy. 2 Soc such thatsg. 2 (Sga). The requirement
that there are no additional initial abstract states is needd to ensure preservation of
falsity in the mode| as described in the second part of Theorem 2.14. This reqginent
is not needed for state-wise preservation, described in thst part of the theorem.

The labeling of an abstract state is done according to the lafing of all the
concrete states that it represents. An abstract stats, is labeled byl 2 Lit, only if
all the concrete states that are represented by it are labeldy | as well. Therefore,
it is possible that neitherp nor : p are in LA (Sa).

The may-transitions in an abstract model are computed such that ewg concrete
transition between two states is represented by them: fis; 2 (s,) and 922 (s?)
such that s, ! s?, then there exists a may-transitions, ™ s2. Note that it is
possible that there are additional may-transitions as wellThe must-transitions, on
the other hand, represent concrete transitions that are comon to all the concrete
states that are represented by the origin abstract state: a wst-transition s, " s2
exists only if 8s. 2 (s,) we have that9s? 2 (sQ) such that s, ! s2. Note that
it is possible that there are less must-transitions than awed by this rule. That is,
the may and must transitions do not have to beaccuratg as long as they maintain
these conditions. Also note, that since the concrete trarigin relation is total, then
the resulting abstract transition relation " is also total, as required. The abstract
transition relation ™, on the other hand, is not necessarily total. In fact, it can
even be empty.

Other constructions of abstract models, based on Galois awrtions, can be found
in [16, 20].

The resulting abstract model isnore abstractthan M¢ as de ned by the following
de nition, which formalizes the relation between an abstret model and a concrete
model that guarantees preservation of CTL formulae.
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De nition 2.12  [33, 16, 21] LetM¢ = (Sc; Soc;! ;Lc) be a concrete Kripke struc-
ture, and let Ma = (Sa:;Soa; ™ ;1™ :La), be an abstract KMTS. We say that
H Sc  Sa is a mixed simulation from Mc to M, if (S¢;Sa) 2 H implies the
following:

1. LA(Sa) LC(SC)'

2. if s¢! s, then there is somes? 2 S, such thats, "™ s2 and (s%s2) 2 H.

3. if s, ™ Y, then there is somes? 2 Sc such thats, ! s2 and (s s2) 2 H.

If there exists a mixed simulatiorH such that for eachs, 2 Sy there existss, 2 Sop
such that(s¢; sa) 2 H and for eachs, 2 Sya there existss, 2 Spc such that(sg; Sa) 2
H, we say thatM , is more abstractthan Mc, denotedMc M.

The mixed simulation relation H Sc  Sa from Mc to an abstract model which
is constructed based on a Galois connection as described abds induced by the
concretization function as follows.H is de ned such that (S¢;S,) 2 Hi sc 2 (Sa).

The results presented in this thesis are applicable @ny abstract model that ismore
abstract than the concrete modeM ¢ with respect to the mixed simulation relation,
and are not limited to our construction of an abstract model.

[28] de nes the3-valued semanticof a CTL formula over a KMTS. The 3-valued
semantics is designed to beonservativein the sense that it preserves both satisfaction
(tt) and refutation () of a formula from the abstract model t o the concrete one.
However, a new truth value,? is introduced. If the truth value of a formula in an
abstract model is?, the meaning is that its value over the concrete model is not
known and can be either tt or .

De nition 2.13  The 3-valued semantics of a CTL formula in a states of a KMTS
M =(S:S: ™ : 1™ :L), denoted[(M;s) E ' |, is de ned inductively as follows:
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[(M;s) E true]
[(M;s) E falsd

tt

I
N\ 00

tt if 12L(s)
if :12L(s)
? otherwise

[(M;s) E 1]

8
; 2t if [(M;s)E ' q]=ttand [(M;s)E ' ,]=tt
[(Mis)F"a™'2] = if [(M;s)E " 4]= or [(M;s)E " J]=
g ? otherwise
; 2t if [(M:s)E']=ttor [(M:s)E "' ,]=tt
[(Mis)F'a_"2] = _  if (M;s)E 4= and [(M;s)E ' ,]=
g ? otherwise
% tt if for each may-path from s: [(M; )ji°’ ]=1tt
. if there exists a must-path from s such that :
MS)EA] = N
3 [(M; ) F 1=
g ? otherwise
% tt if there exists a must-path from s such that :
. M; YE =t
MEE] = _ ok g =R
3 if for each may-path froms:[(M; )F ]=
© ? otherwise
For a may or must path = sg;s3;:::, [(M; ) j=3 ] is de ned as follows.
.3, AP
M: ) E X' - [(Mis))F "] ifjj>0
(MO F ] ? otherwise

tif 90 Kk | j:[[M:is)E "= tt)
A8 <k [(M;s) Bl = )]
if 80 k j j:[8 <k :[(Ms)E 116 )
) ([(M;s)E 2= )

ABO0 ko jiIMisOB a6 ))j j=1
? otherwise

tt if 80 Kk j j:[(8j<k:[(M;sj)ﬁ'1]6tt)
) ((M;s) B 2l = )]
A0 K ojiMis)Eaet))) j=1
if 90 k j j:[IMs)E" 2= )
A8l <k [(Mis)Eal= )l

[(M; )E .U 4]

[(M; )E "1V 2]

CVARAN AR Q0 KA AKX/ 00

? otherwise

We saythatiM E ' ]=tt if 8502 So: [(M;So) B ' ] = tt. We saythat[M E ' ] =
if 9502 So: [(M;So) B ' ]= . Otherwise, [M E ' ]=2.

Intuitively, the 3-valued semantics is de ned such that a fonula is evaluated to
tt or only when the abstract information su ces to determin e such a de nite truth
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value that will hold in the represented concrete model. Thefore, truth of universal
formulae (of the formA ) is examined alongall the may paths (which represent at
least all the concrete paths), whereas falsity of such forlae is shown by asingle must
path (which represents a de nite concrete path), and duallyfor existential formulae
(of the form E ). Similar arguments apply to the evaluation of path formula of
the form X'; ' U' 5; ' V' ,. For example, in order to say that the truth value of
' 1U" 5 in a path is true, ' , needs to become truaevithin the path. In order to say
that ' ;U' , is false in the path we require that at every position, if ; is not false
yet, then ' , is still false (the eventuality is not ful lled), and we alsorequire that if

' 1 is never false, then the path is in nite. The latter requirement is needed because
if we have a nite path where' ; is never false (and , is always false, based on
the rst requirement) then we cannot claim that the truth value of' ;U" , is false.
The reason is that real concrete paths are in nite, thus in tke concrete model that is
represented by the abstract KMTS there is still \hope" that' , will become true in
the future (and the eventuality will be ful lled), although it is not re ected by the
abstract path. Since' ; has not become false yet, this can make the until formula
true in the concrete model. This leaves us with two possiltikes for falsity of ' ;U" ,:
either ' ; becomes falsevithin the path (when' ; is still false as well), or the path is
in nite and ' , is false all along. Yet, if' , is always false along anite path, then
this information alone is not su cient in order to say that th e until formula is false.

The preservation of CTL formulae from an abstract model to aancrete model is
guaranteed by the following theorem.

Theorem 2.14 [21] LetH Sc  Sa be a mixed simulation relation from a Kripke
structure M¢ to a KMTS M,. Then for every(sg;sa) 2 H and every CTL formula
', we have that:

1. [(MA;sa)jé "]1= tt implies that [[M¢c;s.) F ' ] = tt.
2. [(MA;sa)jé "]= 1impliesthat [(Mc;So) F ']= .

We conclude that ifMc  M,, then for every CTL formula' , we have that:
1. [Ma B ' ] = tt implies that [Mc E ' ] = tt.

2. [MaE']= impliesthat [McE"']= .
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Chapter 3

Using Games to Produce
Annotated Counterexamples

In this chapter we consider the concrete semantics of CTL. Wefer to (concrete)
Kripke structures and describe how to construct amnnotated counterexamplérom a
game-graph foM and' , as well as the information gained by the coloring algorithimn
in caseM does not satisfy' .

First, the coloring algorithm described in Chapter 2.1 is cinged to identify and
remember thecause of the coloring of an”-node n that is colored by F. If n was
colored by its sons, thercausdn) is the son that was the rst to be colored byF. If
n was colored due to a witness, thenausgn) is chosen to be one of its sons which
resides on the same SCC and was colored by witness as well. rEhmust exist such
a son, otherwisen would be colored by its sons. Note thataus€n) depends on the
execution of the coloring algorithm.

Given a game-graphGy -, for a Kripke structure M and a CTL formula ',
and given its coloring and an initial node ng = (Sp;" ) such that (ng) = F, the
following DFS/BFS-like algorithm nds an annotated counterexampl®ver the nodes
of Gy . The computed annotated counterexample, denote@,, - and in short C,
is a subgraph of the given game-grap&,, -, colored byF.

Algorithm  ComputeCounter
Initially: new = f(sg;' )g, C = ;.
while new 6 ;

n = remove (new)

if n was already handled - continue.
if n is a terminal node - continue.n sons=; n
if nis an_-node - for each som® of n add n°to new and the edge (;n9 to C.

if n is an”-node - addcausdn) to new and the edge £; causgn)) to C.
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(s:A (pVa)

((ssa~ (p_ AXA (V)

(siA (pVQa))

((sia” (p_ AXA (pva))

(siA (pVQ))

(s1:A (pVQ))

((ssa~ (p_ AXA (V)

(s1:0" (p_ AXA (pVq)) AT
S1 (s1:9) ((s1:p__AXA (pVaq) GO AT
(s1ip) (s1:A%A (pva)) ,
(s1:9)
(a) (b) (©)

Figure 3.1: (a) A colored game-graph foM and' = A(pV 9, where white nodes
are colored byT, grey nodes are colored bl and bold edges point to thecauseof
an -node, (b) Its annotated counterexample computed bomputeCountey and
(c) A possible result ofComputeCounterwithout the use of the causein ~-nodes.

Note, that we construct C by adding edges to it, with the meaning thatC consists
of the corresponding nodes connected by these edges.

Complexity: Clearly, the construction of the annotated counterexamplias a linear
running time in the size of its result. The result is linear (@ the worst case) with
respect to the size of the game-grapBy ' . The latter is bounded by the size of the
underlying Kripke structure times the length of the CTL fornula, i.e. O(jMj | j).

The computed annotated counterexample can be viewed as tharpof the win-
ning strategy of the refuter that is su cient to guarantee its victory. We formalize
and prove this notion in the next section. Intuitively speakng, it is indeed a coun-
terexample in the sense that it points out the reasons for's refutation on the model.
Each node in the computed annotated counterexampl@ is marked by a states and
by a subformula' ;, such that ((s;' 1)) = F (as claimed by Lemma 3.2), thus by
Theorem 2.8, § F ' 1] = . The edges point out the reason (cause) for the refutatia
of a certain subformula in a certain state: the refutation inan ~-node is shown by
refutation in one of its sons, whereas the refutation in an -node is shown by all
its sons. Hence, by analyzing the computed annotated countgample, one can un-
derstand why each subformula, and in particular the main fanula, is refuted in the
relevant state(s).

Note, that for the correctness of the algorithmComputeCounterand its result, it
is mandatory to choose for an* -node the son that caused the coloring of the node,
and not any son that was colored byF. The following example demonstrates the
importance of the use of thecause
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Example 3.1 Figure 3.1 presents an example for computing an annotated we
terexample using the algorithmComputeCounterand demonstrates the necessity of
choosingcausdgn) as a son of an®-node n when computing an annotated coun-
terexample. Figure 3.1(a) presents a colored game-gra@for the modelM and

" = A(pV 9, where grey nodes are colored by, whereas white nodes are colored by
T, and bold edges point to thecauseof an”-node. The coloring algorithm that re-
sults in this coloring partitions G into ve MSCCS: Q; = f(s;0g; Q2= f(s;p)g; Q3 =
f(s1;0)0; Qs = f(s1;p)g and Qs consists of the rest of the nodes. The se@; Q,
that have no outgoing edges, can be ordered arbitrarily amgst themselves, but
they are all smaller thanQs, since Qs has an outgoing edge to each of them. Thus
the terminal nodes inQ; Q4 are colored beforeQs is handled. WhenQs is pro-
cessed, %1;9”" (p_ AXA (pVQ)) is colored F based on §;;0) (its causg. This
causes %; A(pV Q), (s;AXA(PV ), (sip_ AXA (pV ), (s;q” (p_ AXA (pVQ)),
(s;A(pV 9), (s1;AXA (pV 9) and (s1; p_ AXA (pV 9) (in this order) to be colored F
as well. Thus, 6;;A(pV 9) is the causeof (s;AXA (pV Q) and (s;p_ AXA (pV 9)

is the causeof (s;g” (p_ AXA (pV 9)). Furthermore, the initial node (s; A(pV 9)

is colored byF, i.e. [s E A(pV 9] = . Figure 3.1(b) presents the annotated coun-
terexample computed byComputeCounter where it can be seen that the reason for
refutation is the existence of the paths; s;;::: and particularly its pre x s;s;, where
g is not satis ed by s;, although it was not \released" by p (p does not hold ins).
On the other hand, Figure 3.1(c) presents a subgraph @, that is computed by a
variation of ComputeCountey where for an” -node, an arbitrary son that is colored
by F is chosen. In the example, the nodes{A(pV q) was chosen as a refuting son of
(s; AXA (pV Q) rather than (s3; A(pV @), which is its cause. The resulting subgraph
implies that the refutation of A(pV g results from the path s;s;:::. However, this
path satis es pV g such that it does not prove refutation. Thus, this is not a \@pod"
counterexample. This will be formally shown in Chapter 3.2where the notion of an
annotated counterexample is formalized.

3.1 Properties of the Annotated Counterexample

The annotated counterexample produced bZomputeCountey denotedC, is a sub-
graph of the game-graph, and as such it has the properties dfet game-graph. In
addition, it has the following properties.

Lemma 3.2 For each noden 2 C, we have that (n) = F.

Proof: By its construction, all the nodes in the computed annotatedounterexample
C are colored byF. This can be shown by induction on the construction o€, when
we rely on the property of thatan _-node is colored byF i all its sons are colored
by F and an”-node is colored byF i at least one of its sons is colored byF. This
property is obviously correct when the coloring does not ugewitness, but it is also
true when a witness causes the coloring. 2
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Lemma 3.3 C contains non-trivial SCCs if and only if at least one of the nodes in
the SCC was colored due to a witness.

Proof: Clearly, if the coloring of a node that appears in the compute annotated
counterexampleC was based on a witness, then this node resides on a non-tri\&&C
that will be added to C. This results from the following properties. For an -node all
the sons are added to the annotated counterexample and in piaular the one(s) in
the non-trivial SCC. For an” -node that is colored by a witness, its cause is added to
the annotated counterexample, where the cause is a son witlthe non-trivial SCC
that is also colored by a witness. Thus, a cycle is formed.

To prove the second implication, let us look at a non trivial SC in C. All the
nodes in it are colored byF. Assume that all of them were colored due to their
sons. Consider the rst node on the SCC that was colored and wiate it by n;. Since
it is the rst, it must be colored by F based on its sonsutside the SCC. Yet, it
obviously has sons within the SCC too. Thus it must be an-node. The reason for
this conclusion is that only” -nodes can be colored bl based on part of their sons
only. However, an”-node has exactly one son i€, and by construction this son
is its cause i.e. the node that caused its coloring, which is outside th8§CC by our
assumption. Thus, it is not possible thatn; has another son inC within the SCC,
which contradicts the fact that n; resides on the SCC. We conclude that at least one
of the nodes in the SCC was colored due to a witness.2

From Lemma 3.2 and Lemma 3.3 we have the following conclusion
Corollary 3.4 Non-trivial SCCs in C are either AU-SCCs orEU-SCCs.

Proof: Lemma 3.3 tells us that if a non-trivial SCC appears irC then at least one
of its nodes was colored by a witness. On the other hand, by Lem 3.2 we know
that all the nodes inC are colored byF, and by the coloring algorithm we know that
only nodes inAU or EU SCCs are colored by due to witness. Thus, the corollary
is implied. 2

The property of C described in Lemma 3.3, along with Corollary 3.4, imply that
non-trivial SCCs appear inC i at least one of their nodes was colored due to an
AU or EU witness. That is, any non-trivial SCC that appears in the anotated
counterexample indicates a refutation of th&) operator, which results, at least partly,
from an in nite path, where weak until® is satis ed, but not strong until (which is
used in our work). This intuition results from the properties of the coloring algorithm.
If a node is colored due to a witness, this means that nite imrmation alone is not
su cient to cause its color. In the case ofA(' 1U' ,), this means that there is no
nite (pre x of a) path where ' ; ceases being satis ed before; is satis ed, and the
refutation results from an in nite path where ' ; is always satis ed, but' , is never
satis ed. In case ofE(" ;U ,), this means that the refutation results, at least partly,
from in nite evidence of this form and not only from nite (pr e xes of) paths.

1The weak version of the until operator,' ;W' ,, does not guarantee that' , holds eventually.
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Since the algorithmComputeCounteris designed to nd counterexamples for full
CTL, and in particular for existential properties, its resut C has a more complex
structure than counterexamples that are used for universadroperties. Yet, the fol-
lowing Lemma shows that when applied to formulae in ACTL, whe only universal
properties exist, the result ofComputeCounterhas a simpler structure. In fact, it has
a tree-like structure, as de ned in [13]. It di ers from the counterexanples presented
in [13] only in the existence of annotations.

Lemma 3.5 Non-trivial AU-SCCs inC are always simple cycles, rather than general
SCCs.

Proof: Consider a non-trivial AU-SCC in C. By the construction of C, we have
that ~-nodes in the SCC have a single son @ and in particular in the SCC. Apart
from ~-nodes, such an SCC contains only-nodes, that are notEX -nodes. This
is because by Lemma 2.6, the game-graph, a@lin particular, have the property
that the set of formulae in a non-trivial AU-SCC is exactlyexp(A(' 1U' »)), for some
A(' 1U' ») 2 sul(* ). This property also implies that _-nodes other thanEX -nodes
in such an SCC also have at most one son within the SCC, sinceclsinodes are of
the form (s%' » (" 1~ AXA (" 1U' »))) and have two sons in the game-graph, one of
which is with the subformula' , 62exp(A(' ;U" ,)) and thus clearly does not belong
to the SCC. Thus, every node within a non-trivialAU-SCC in C has exactly one son
within the SCC and the claim is implied. 2

3.2 The Annotated Counterexample is Su cient
and Minimal

Up to now we have provided an intuitive explanation for the iformation that is

captured in an annotated counterexample. In this section west informally describe

our requirements of a counterexample. We then formalize the requirements for
annotated counterexamples and show that the result of algtdtm ComputeCounter
fullls them. Generally speaking, for a sub-model to be a cauderexample, it is
expected to:

1. falsify the given formula.

2. hold \enough" information to explain why the original mocel does not satisfy
the formula.

3. be minimal, in the sense that every state and transition aneeded to maintain
1 and 2.

The minimality that is expected of the counterexample is inlte sense that we wish to
have precise counterexamples, without redundancies. For example, if anite pre x
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of a path su ces to prove the refutation, we would like to see oly this pre x rather
than the entire (in nite) path.

The annotated counterexample is not a sub-model but a subgia of the game-
graph. Hence, the above requirements need to be adapted adoagly. Rephrasing
these requirements in terms of a subgraph of the game-grapads to the following
expectations of an annotated counterexample, which corpasnd to the above three.

1. It contains an initial node ng which is coloredF by
2. It holds \enough" information to explain why ng is colored byF.

3. Itis minimal, in the sense that every node and edge are negbto maintain the
previous requirements.

In order to formalize the second requirement with respect tan annotated coun-
terexample, we need the following de nitions.

De nition 3.6 Let G =(N;E) be a game-graph and leA be a subgraph o6. The
partial coloring algorithm of G with respect to A works as follows. It is given an
initial coloring function | : NnA!f T;Fgand computes a coloring function foG.
The algorithm is identical to the (original) coloring algoithm, except for the addition
of the following rule:

A noden 2 N nA is colored by |(n) and its color is not changed as a result of
other rules.

Any result of the partial coloring algorithm ofG with respect toA is called apartial
coloring function of G with respect to A, denoted™: N !'f T;Fg.

As opposed to the usual coloring algorithm that has only oneggsible result,
referred to as the coloring function of the game-graph, theaptial coloring algorithm
has several possible results, depending on the initial colgg function . Each one
of them is considered a partial coloring function of the gamgraph w.rt A. By
de nition, the usual coloring algorithm is a partial coloring algorithm of G with
respect toG.

De nition 3.7 Let G be a game-graph and let be the result of the coloring algorithm
on G. A subgraphA of G is independent of G if for each — that is a partial coloring
function of G with respect toA, and for eachn 2 A, we have that (n) = —(n).

Basically, a subgraph is independent of a game-graph if iteloring is absolutein
the sense that every completion of its coloring to the full gae-graph does not change
the color of any node in it. In fact, one may notice that the calrs of terminal nodes
determine the coloring function of the full game-graph. Ths, to capture this notion,
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it su ces to refer to a partial coloring algorithm that allow s arbitrary coloring of
the terminal nodes inN n A, but maintains the consistency of the coloring of the
rest of the nodes. However, for simplicity, we strengthen éde nition and allow
non-deterministic coloring of all the nodes ilN nA.

The notion of an independent subgraph captures our secondpexctation of an
annotated counterexample, since the coloring of such a swagh determines in a
de nite manner the coloring of any node within it, and in paricular ng, such that
other parts of the game-graph can not a ect or change it. Thyssuch a subgraph
holds su cient information for explaining the color of the initial node no.

Having formalized the second requirement, we can now forned the notion of an
annotated counterexample. Yet, before doing so, we note thgsince we are dealing
with formulae in negation normal form, the properties of thegame-graph imply that
a subgraph that ful lls the three requirements described atwve is in fact entirely
colored byF (rather than just having an initial node nq that is colored by F). This
is expressed by the following lemma.

Lemma 3.8 Let G be a game-graph, its coloring function and A a subgraph oiG
with the following properties: (1) It contains an initial nale ng, colored F by , (2)
It is independent ofG, and (3) It is minimal. Then, for everyn2 A: (n)= F.

Proof: Assume to the contrary that A contains at least one node that is colored
T by . We show that removing all the nodes that are colored from A will not
aect 1 and 2. Thus, it will result in a strict subgraph of A that satises 1 and 2, in
contradiction to the minimality of A (3).

Let A° A be the subgraph ofG that results from removing all the nodes colored
by T (and the corresponding edges) from. Clearly, ng is not one of these nodes
since (ng) = F (by 1). Thus, A°containsny and ful lls 1. It remains to show that
it also satis es 2, i.e. that it is independent ofG.

We need to show that the partial coloring algorithm ofG w.r.t A% given any initial
coloring function, does not change the colors of all the noslen A° i.e. colors them by
F (by the choice ofA® all the nodes in it are colored= by ). Let ?:NnA°!f T;Fg
be such an initial coloring function and let °: N ! f T;Fg be the resulting partial
coloring of G w.r.t A% We show that for every noden®2 A% 9qn9% = F.

To do so, let us look at the initial coloring function ®: N nA°! f T;Fg that
agrees with ? on all the nodes inN nA, but colors the nodes inA nA°by T. Note
that (N nA) [ (A nA9Y indeed equalsN nA% 0 diers from only in (possibly)
changing the colors of nodes iA nA°from T to F.

Note that the coloring is monotonic in the sense that changigthe color of a node
from T to F in the initial coloring function of N n A° can only cause nodes iA°to
change their colors fronT to F as well and not the other way around: it cannot cause
their colors to change fromF to T. This monotonicity holds since the game-graph
is based on a CTL formula in negation normal form, thus therera no : -nodes in
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it. In particular, the subgraph A°that needs to be colored consists of only terminal
nodes,”-nodes and_-nodes. The coloring of a terminal node depends on no other
node and thus is not a ected by the initial coloring. As for*-nodes and_-nodes, the
properties of the partial coloring algorithm assure us thasn * -node inA°is colored

T i all its sons are colored by T and an_-node in Ais coloredT i it has a son
that is colored by T. Thus the monotonicity is guaranteed in such nodes as well.

As a result of the monotonicity of the coloring it su ces to stow that the partial
coloring function °%f G w.r.t A°that is based on colors all the nodes inA°by F.
This will imply that the same holds for °that results from ?, since © diers from

Ppnly in possibly coloringF some nodes (iMA n A9 that are colored T by

It remains to show that %indeed colors all the nodes i° by F. To do so, we
rst use °to construct an initial coloring function | : N nA I'f T;Fg that will
result in a partial coloring of G w.r.t A. | is de ned such that for eachn 2 N nA:

((n) = 9%n). Note that | is well de ned, sinceA® A. SinceA is independent
of G (2), does not change the color of the nodes W. In particular, the nodes in
A%remain colored byF and the nodes inA n A% remain coloredT. Thus, in fact
colors all the nodes ilN nA%as ¢ for nodes inN nA this results from the de nition
of | and for nodes inA n A°this results from the latter along with the de nition of

9 This implies that each execution of the partial coloring @orithm w.r.t A given

. (which eventually results in ) is also a \legal" execution of it w.r.t A° A given

9 Since the partial coloring algorithm is deterministic, tiis means that ° which
results from the partial coloring w.r.t A° given ° colors all the nodes as, and in
particular colors the nodes inA°by F. 2

We use the observation described in Lemma 3.8 and de ne an aiated counterex-
ample as follows.

De nition 3.9 Let G be a game-graph, and let be its coloring function, such that
(ng) = F for some initial nodeny. A subgraphC of G containing ng is an annotated
counterexampleif it satis es the following conditions.

1. Foreachnoden2 C, (n)=F.
2. C is independent ofG.

3. Cis minimal.

The rst two requirements in De nition 3.9 imply that C is su cient for explain-
ing why the initial node is colored byF. First it guarantees that all the nodes in
C are colored byF. In addition, since C is independent ofG, we can conclude that
regardless of the other nodes i, all the nodes inC, and in particular the initial
nodeng, will be colored byF. Therefore, it also explains why the formula is refuted
by the model. The third condition shows thatC is also \necessary".

We now show that the result of algorithm ComputeCountey denoted C, is in-
deed an annotated counterexample. The rst requirement isbwiously ful lled, as
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described in Lemma 3.2. The following theorems state th& satis es the other two
conditions as well.

Theorem 3.10 C is independent ofG.

The correctness of Theorem 3.10 strongly depends on the deofcausgn) as the son
of an” -node in the algorithm ComputeCounter Returning to the example presented
in Figure 3.1, the subgraph in Figure 3.1(c) which was alregdinformally claimed
not to provide a \good" annotated counterexample, can now bé&rmally shown to
be not independent of G. For example, an initial coloring function | that colors
the node 6;; A(pV Q) by T, would result in a partial coloring function of G w.r.t the
subgraph from Figure 3.1(c), where the nodes;(A(pV 9, (s;9” (p_ AXA (pV 9)),
(s;p_AXA (pV Q) and (s; AXA (pV Q) from this subgraph, are colored byT instead
of F.

For the proof of Theorem 3.10, we need the following technickemma.

Lemma 3.11 Let n be a node inC that was colored due to a witness during the
partial coloring of G with respect toC, given an initial coloring function . Suppose
that all the nodes fromC that were colored prior ton by the partial coloring algorithm
were colored byF. Then n lies on a cycle inC.

Proof: Supposen was colored due to a witness by the partial coloring algorith of
G. Let us look at the status of the game-graph at the phase of thaartial coloring
algorithm, wheren was colored by a witness. Obviouslyy has a son that is not yet
colored at that time (otherwisen would be colored too, based on its sons). This son
must be within the same setQ; (all the sons outsideQ; are in \smaller" sets Q; and
are thus already colored). Let us show that at least one sucneolored son is inC.

If nis an_-node, then all of its sons are irC, and in particular the uncolored
one, which concludes this case.

If n is an~-node, then it has exactly one som®in C. If this son n®is not
one of the uncolored ones, then it is already colored at thigne, thus by our
assumption it is already colored by, which would causen to be already colored
by F too (based on this son rather than on a witness) in contradin.

In any case, we get that each of these types of nodes has a sothiwiits Q; that is
also inC and is not yet colored by the partial coloring algorithm. Suc a son will be
colored due to a witness along witm. The same arguments apply to this son and
to its son, etc. Since there is a nite number of nodes iQ;, we get a cycle of such
nodes, which are all inC. 2

We now return to the proof of Theorem 3.10.
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Proof of Theorem 3.10: We need to show that in any partial coloring function
of G with respect to C, all the nodes ofC are colored as they were originally col-
ored by , i.e. by F. Thus, for each noden = (s;'9 2 C we prove that n is
coloredF by the partial coloring algorithm with respect to C, regardless of the initial
coloring. The proof is by induction on the execution of the pdéial coloring algorithm.

Base case:

1. n2 N nC : we have nothing to prove.

2. n 2 C is colored as a terminal node (leaf). Since 2 C, we have that it was
originally coloredF by , which means' ®is either| 62 (s) or false. Thusn is
again coloredF by the partial coloring algorithm.

Induction step:

n 2 Cis colored due to its sons by the partial coloring algorithmWe distinguish
between two possibilities.

1. nis an_-node.

Supposen is colored by T by the partial algorithm. This means that it
has at least one som®that is already colored byT. However, sincen 2 C
is an _-node, then by the construction of the annotated counterexaple
C, all of its sons are inC, and in particular n°2 C. Thus the induction
hypothesis, applied ton® which was already colored by our assumption,
assures us than®is colored byF. This contradicts our assumption, i.e.n
must be colored byF.

2. nis an”-nodes.

Supposen is colored by T. This means that all of its sons are already
colored by T. However, sincen 2 C, then by the construction of the anno-
tated counterexample,n has exactly one som®in C. Thus, the induction
hypothesis, applied ton® which was already colored by our assumption,
assures us than®is colored byF. This contradicts our assumption that
all the sons ofn, and in particular n% are colored byT, i.e. n must be
colored byF.

n 2 C is colored due to a witness. Since it is colored due to a witrsgsve have
that it could not be colored based on its sons only. If is colored due to the
existence of anAU or EU witness, then by the description of the algorithm, it
is colored byF, as required.

It remains to show that the witness cannot beAV or EV, which would have
causedn to be colored byT. Let us rule out these possibilities by assuming the
contrary. Supposen is colored due to a witness of the forrAV or EV by the
partial coloring algorithm. The induction hypothesis prowdes the information
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that is needed in order to use Lemma 3.11. According to Lemmal3, we get
that n lies on a cycle of nodes fror@, which forms a non-trivial SCC. However,
by Corollary 3.4, non-trivial SCCs inC are eitherAU-SCCs orEU-SCCs, which
contradicts the assumption thatn is colored due to anAV or EV witness (By
Lemma 2.6, such a witness cannot exist in ahU or EU SCC). Thus the witness
that caused the coloring ofn cannot be one of the above.

2

The following Theorem refers to the minimality ofC.

Theorem 3.12 C is minimal in the sense that removing a node or an edge will result
in a subgraph that is not independent d&.

Proof: It su ces to show that any node and edge that will be removed fom C will
result in a subgraphCP°that the partial coloring of G with respect to it may change
its coloring. This property is guaranteed because of the foling. If the son of an
A -noden (or the edge that connects them) is removed, then there is noriger a son
for this node in C° thus there exists an initial coloring function (input for the partial
coloring algorithm) that colors all the sons oin by T, which will causen to become
coloredT by the partial coloring algorithm. If a son of an_-noden is removed, then
this son can be colored byl by the initial coloring function (input of the partial
coloring algorithm), thus its parent will also be coloredT by the partial coloring
algorithm. 2

3.3 Practical Considerations

Since the computed annotated counterexamplé may be big and di cult to under-
stand, several simpli cations may be suggested in order toake it smaller, and thus
easier to navigate and to comprehend.

Zoom In - Zoom Out

Since each non-trivial SCC inC is \attached" to a single AU or EU formula, as
indicated by Corollary 3.4, the annotated counterexamplean be \zoomed-out" into a
DAG. This can be done by constructing the (maximal strongly annected) components
graph of the annotated counterexample, where each non-ti@& MSCC is replaced by
a single node, annotated with its witness. This way, we alloa \global" view on the

annotated counterexample, along with the possibility to \om in" into each MSCC
and view its inner structure. This allows a user to interact wh the system and

navigate through di erent parts of the annotated countereample.
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Reductions of the Annotated Counterexample

The complexity of the annotated counterexample results, deast partly, from the
node annotations and the auxiliary edges, that add inform&n about the formula.
This auxiliary information is valuable in the sense that it felps in understanding the
counterexample. However, the annotated counterexamplerche \reduced" into more
compact structures by hiding (some of) the information thatesults from the formula.
Auxiliary edges may be collapsed by merging nodes that weraginally separated by
them, resulting in a subgraph of the unwinded model. Node antations can either be
removed or partially remembered. These simpli cations reect the trade-o between
the size of the counterexample and the additional informain originating from the
formula.

Presenting All the Possible Counterexamples

The algorithm ComputeCounterproduces asingle annotated counterexample. Yet,
the colored game-graph holds théull information about the refutation of the for-
mula. This information is described by the reachable subgph that is colored by F.
Thus, we can identify all the possible annotated counterexamples. It is possible to
(interactively) give them all using a variation of the algoithm ComputeCounter
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Chapter 4

Game-Based Model Checking for
Abstract Models

In this chapter, we extend the discussion to abstract modeldVe suggest a general-
ization of the game-based model checking algorithm for eualting a CTL formula '
over a KMTS M (that represents an abstract model) according to the 3-vakd se-
mantics. In Appendix A we describe the abstracR-valued semanticof CTL, which
is also suitable for KMTSs. We present an abstract model chang algorithm based
on the 2-valued semantics and discuss solving the 3-valuetbiplem by reducing it
to two instances of the 2-valued problem, as suggested in [22Ve also discuss the
advantages of the direct solution, described in this chapte

We start with the description of the 3-valued game. The main icerence arises
from the fact that KMTSs have two types of transitions. Sincethe transitions of
the model are considered only in con gurations with subforomae of the formAX'
or EX' 4, these are the only cases where the rules of the play need todmanged.
Intuitively, in order to be able to both prove and refute eachsubformula, the game
needs to allow the players to use both may and must transiti@in such con gurations.
The reason is that for example, truth of a formulaAX" ; should be checked upon
may-transitions, but its falseness should be checked upomst-transitions. Therefore,
the new moves of the game are adapted as follows.

The new moves of the game:

2. if C; = (s:AX' ), then 8belard chooses a transitiors ™ s° (for refutation) or
s "™ s%(for satisfaction), andCi.; = (s%").

3. if C; = (s;EX' ), then 9loise chooses a transitios " s (for satisfaction) or
s "™ s%(for refutation), and Ci.; = (s%").

That is, each player can use both may and must transitions. tuitively, the
players use must-transitions in order to win, while they usenay-transitions in order
to prevent the other player from winning. As a result it is posible that none of
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the players wins the play, i.e. the play ends with die. As before, amaximal play,
de ned in Chapter 2, is in nite if and only if exactly one witness which is either an
AU,EU AV or EV -formula, appears in it in nitely often. However, the winning rules
become more complicated. A player can only win the play if he she are \consistent"
in their moves: always makes moves that are designed for séiction (if the player
is 9loise), or always makes moves that are designed for refutati (if it is 8belard).
These moves are all based on must transitions. The other pky on the other hand,
possibly uses both types of transitions.

De nition 4.1 1. A play is calledtrue-consistentif in each con guration of the
form C; = (s;EX' ), 9loise chooses a move based 6" transitions.
2. A play is called false-consistentif in each con guration of the form C; =
(s;AX' ), 8belard chooses a move based 8 transitions.

The new winning criteria:

8 belard wins the play i the play is false-consistent and in adition one of the
following holds:

1. the play is nite and ends in a terminal con guration of the form C; =
(s;false), orC; = (s;1), where: | 2 L(s).

2. the play is in nite and the witness is of the formAU or EU.

9 loise wins the play i the play is true-consistent and in addion one of the
following holds:

1. the play is nite and ends in a terminal con guration of the form C; =
(s;true), or C; =(s; 1), wherel 2 L(s).

2. the play is in nite and the witness is of the formAV or EV.

Otherwise, the play ends with a tie.

We now have the following correspondence between the gamel dine truth value
of a formula in a certain state under the 3-valued semantics.

Theorem 4.2 Let M be a KMTS and' a CTL formula. Then, for eachs 2 S:

1. [(M;s) ]é "]=1tt 1 9loise has a winning strategy starting afs;' ).
2. [(M;s) j=3 "]= 1  8belard has a winning strategy starting afs;" ).
3. [(M;s) j=3 "1=7? i none of the players has a winning strategy fron(s;" ).
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Proof: The proof is by induction on the structure of CTL formulae. Itsu ces to
prove the implication from the truth value to the existence da winning strategy.

Base case: ' = true, false or |, wherel 2 Lit. Thus, Cy = (s;') is a terminal

con guration. By the winning criteria, if [ S ]:3 "] =1tt, then Oloise wins every play,
right at the beginning. If [s J:3 "] =, then 8belard wins every play, right at the
beginning. Otherwise, every play ends with a tie, and therefe none of them has a
winning strategy.

Induction step:

= 2:

1. If [s J=3 "] = tt, then by the de nition of the 3-valued semantics, there
existsj 2 f 1;2g such that [s ]5’ ' ;] = tt. By the induction hypothesis,
9loise has a winning strategy for every play that starts fromsg;' ;). Thus,
her winning strategy, starting from (s;' ), consists of choosing the next
move, which is in her responsibility, to be §;" ;) and from then on, using
the guaranteed winning strategy for §;" ;).

2. 1If [sj:3 ' 1=, then by the semantics de nition, for each j 2 f 1; 2g we have

that [s ]:3 ';] = . By the induction hypothesis, 8belard has a winning
strategy for every play that starts from either one of the comgurations
(s;'j). The union of these winning strategies is his winning stragy for
the game starting from §;' ). This is indeed a winning strategy, because
no matter which of the two possible con gurations is chosenyb9loise as
her move,8belard has a winning strategy from this point and on.

3. If [Sﬁ ' 1=7?, then by the de nition, at least for one ofj 2 f 1, 2g we have
that [s j=3 '11 =7, and for the other one,k 2 f 1,29, k 6 j, we have that
the value of | J:3 "k]is? or . Thus, 8belard has no winning strategy
becauseloise, that makes the move in the initial con guration, can &vays
choose to proceed tos," j), for which 8belard has no winning strategy,
by the induction hypothesis. In addition, 9loise has no winning strategy,
because no matter which move she makes, she reaches a coragan for
which by the induction hypothesis she does not have a winnirggrategy.

' ="', symmetric, since the de nition of 3-valued semantics is qosite
and so are the roles of the players in a con guration with such formula.

"= EX' g

1. If [sj:3 '] =1tt, then by the semantics de nition, there exists a transition

s ™' <0 such that [° B ' 4] = tt. By the induction hypothesis, 9loise
has a winning strategy for every play that starts from ¢%' ;). Thus, her
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winning strategy, starting from (s;"' ), consists of choosing the next move,
which is in her responsibility, to be €%' ;), which allows her to maintain
the play true-consistent, and from then on, using the guardaeed winning
strategy for (s;" ;).

may

2. 1If [sjé’ " ]1=, then by the semantics de nition, for each transition s !
s® we have that E°F ' 1] = . Recall that ™ ™ | thus this applies to
™ transitions as well. By the induction hypothesis8belard has a winning
strategy for every play that starts from either one of thesean gurations
(s%' 1). The union of these winning strategies is his winning stragy for
the game starting from ;' ). This is indeed a winning strategy, because
these are the only possibilities tha®loise has for the rst move, and no
matter which of the possible con gurations is chosen by heBbelard has
a winning strategy from this point and on.

3. If [s J:3 '] =7, then by the de nition, there exists at least one transition
s ™ 0 such that the value of §° £ ' ;] is ? or tt, and for all the

transitions s ™ s we have that the value of §%2 ' 1] is ? or . Thus,
8belard has no winning strategy becaus@loise, that makes the move in
the initial con guration, can always choose to proceed tos?' 1), for which
8belard has no winning strategy, by the induction hypothesisin addition,
9loise has no winning strategy, because for her to win, the glanust be
true-consistent, and thus she has to choose as her rst movae of the
con gurations (s%"' 1), which are based on must-transitions. However, no
matter which of them she chooses, she reaches a con guratifor which
by the induction hypothesis she does not have a winning stregy.

" = AX' 1. symmetric, since the de nition is opposite and so are the les of
the players.

=AU )

First note that (the pre x of) each play that starts from the con guration
(s;") is of the periodic form (s; A(" 1U" 2)) ! (s;" 2_(" 1M AXA (" 1U"2)) ! o
(s;" 1MAXA (U 2)) ! s (SSAXA( U 2) ! g (siiA(" (U 2)) ! 11t , based
on some (must or may) paths;s;;::: from s. This form continues as long as
none of the players chooses as a next mowg;( ,) (9loise) or (si;' 1) (8belard)
from the con gurations (s;;" 2 (" 1~ AXA (" U Q) or(si;' 1"AXA (" U L))
respectively.

If a player chooses as a next movesi(' 1) or (Si;' »), we say that he or she
interrupts the periodic form of the play in indexi. Otherwise, we say that he
or shemaintains the periodic form of the play in indexi.

In addition note that in fact 8belard is responsible for choosing the path that
the play is based on, because in con gurations of the forng;( AXA (' U" ,))
where the move is based on a transition of the modeBbelard is the player
that makes the move. If8belard bases his moves on a path= sg;s;;::: and
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maintains the periodic form of the play in his move in index, then this means
that he continues from &;;' 1 » AXA (" ;U' ,)) to (si;AXA (" ;U',)) and to
(si+1;A(" 1U" »)). In this case we say that8belard proceeds along in index i.

1. If [s J:3 '] = tt, then by the semantics de nition, for each may-path
= Sp;S1;::: from s, we have that [ J:3 '1U' 5] = tt. This means
that for each such path there exists 0 k | j such that [sk 1:3 "ol =t

and forallj <k : [s 1:3 ' 1] = tt. Thus, by the induction hypothesis, 9loise
has a winning strategy for each game that starts from eitherne of the
corresponding con gurations §;' ») and (s;;' 1). The winning strategy
of 9loise for a game that starts from the con guration §;' ) consists of
all these winning strategies, along with the rules that telher to interrupt
the periodic form of the play and proceed tog;' ;) if i = k for somek
as described above, and to maintain the periodic formif< k. This is a
winning strategy, because as long as< k for somek as described above,
if 8belard chooses ;' 1), then since F; 15’ " 1] = tt, by the induction
hypothesis 9loise has a winning strategy. Otherwise8belard maintains
the periodic form of the play in suchi's, and so doe®loise (as described
by her strategy). Wheni = k is reached,9loise chooses the con guration
(sk;' 2), for which she has a winning strategy by the induction hypdtesis,

since Py 1:3 '] =t

2. If [s 15’ "] = , then by its de nition, there exists a must-path =
So; S1;::: from s, such that [ 15’ "1U',] = . This means that 80

k j i:[@<k:[sF'116)) (xF '21=) " (80 k

] ] :[skjé’ "116 ) )j j=1 . Ifthereexists 0 i | | for which
[Si 13 '1] = , then let k be the smallestindex for which [sy J:3 "] =
Otherwise, we setk = 1 . Note that in this casej j = 1 as well. Either
way, by the minimality of k, we know that for everyi  k the formula
8 <i :[s J:3 ' 1] & holds, which implies that [ s; J:3 ' 5] = . Therefore,
for everyi  k we have that [ ]:3 "ol =

By the induction hypothesis, 8belard has a winning strategy from every
con guration (s;;" ) for which [s; J:3 ' 5] = and from every con guration
(si;" 1) for which [s; 15’ " 1] = . Thus, his winning strategy for a game
that starts from the con guration (s;' ) includes these winning strategies,
as well as rules that tell him to interrupt the periodic form d the play
and proceed to §;;' 1) if i = k, and to proceed along otherwise. This
is a winning strategy, because as long as Kk, if 9loise choosess(;" »),
then by the induction hypothesis8belard has a winning strategy (which is
part of his winning strategy from (s;" )), since [ 15’ ' 5] = . Otherwise,
9loise maintains the periodic form of the play in such's. As for 8belard,
as long as <k , he proceeds along the must-path, maintaining the play
false-consistent. Now, there are two possibilities:
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(@) If k is nite, then when i = k is reached, by the described strategy
8belard chooses the con guration ;' 1) as his next move. Since
by the choice ofk [sy j:3 ' 1] = , then by the induction hypothesis
8belard has a winning strategy from this con guration.

(b) Otherwise, we have that the must-path itself is in nite and for every
I 08belard proceeds along , such that the play is in nite and false-
consistent with the AU -witness. Thus,8belard wins as well.

f [sjé ' 1=7?, then by the semantics de nition, there exists a may-path
from s, for which the value of [ J=3 "1U",]is? or , and in addition for
each must-path °the value of [ °F ' ;U" ,]is ? or tt.
The existence of shows that9loise does not have a winning strategy. Let
= Sp;S1:.::, then by the de nition of the semantics:9 0 k | j:
(s« B ' 21=t) (8 <k :[s F ' =t)). Thatis, 80 k j j:
(s« E ' 2]61t) _ (9 <k :[s £ ' 161t Inaddition, since is amay
path, then itis innite (j j = 1 ). Now, in order to prevent 9loise from
winning, 8belard can base the play on. We consider two possibilities.

(@) There exists { j )i 0 such that [5 J:3 ' 1] 6 tt. In this case we
setk to be the smallest such index, thus for each k we have that
9j<i (s F3 ' 1] 6 tt), which means that for eachi k:[si F
2 o] 6 tt. In this case, 8belard can always choose to proceed along

as long asi < k, and wheni = k he can choose the con guration
(sk;' 1). If 9loise interrupts the periodic form of the play before (or
when) i = k, then it is to a con guration (s;;' 2), for which by the
induction hypothesis she does not have a winning strategyirise for
eachi k:[s 15’ ' ] 6 tt). Otherwise, when (sy;" 1) is reached, she
does not have a winning strategy (by the induction hypothesj since

[scF ' 1] 6 t).
(b) Otherwise, for everyi 0 : [si ]:3 ' 1] = tt. In this case we get that
foreveryi O0:[9])<i :([s J:3 ' 1] 6 tt)]. Thus, foreach i 0,

[si 15’ ' ,] 6 tt. Hence, if 9loise chooses the con gurationg;' ;) as
her next move at any point, then she reaches a con guration ffevhich
she does not have a winning strategy (by the induction hypo#sis).
If 9loise never choosess{;' ,), then the play is innite (since s
in nite) with the witness A(' ;U' ,), thus 9loise can not win.

The property of each must-path shows thaBbelard does not have a win-
ning strategy. Let °= sJ;s{::: denote such a path. Then the value of

[ °2 ' ,U' ,]is either? or tt, which means that: 80 k j §:[(8j<

KPR 116) ) (SLE A=) _: (80 k j §:[LF" 8
) )i 9=1 holds. Inother words, 90 k j §:[8 <k :[s"F

'06) A(SLE"26) _ (80 k j J:[stE'i6) " 981
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holds. This means that for every such must path there existsk 0 such
that either (k j 9)~ (8j <k : [sjoj:3 ‘116 ) N ([s‘lzj:3 '] 6 ) (if the

rst disjunct holds), or (k=j 9~ (8 k: [sj"j:3 ' 4] 8 ) (if the second
disjunct holds). In order to win, 8belard needs to proceed along must-sons
of AX -nodes (for the play to be false-consistent), thus in partidar as long
as the play has the periodic form8belard needs to base it on a must-path
0= g;s{:::. Clearly, if 8belard interrupts the periodic form of the play
beforek (of the relevant must path) is reached, then it is to a con guation

(sjo;' 1) for which by the induction hypothesis he does not have a witmg

strategy (since forj < k we know that SJOJ=3 ' 1] 6 ). Otherwise, 8belard

maintains the periodic form of the play for every] < k , and in order to
prevent him from winning, 9loise will do the same. Now, wheR is reached
we have two possibilities.

(@) If [s? F3 ' »] 6 , then O9loise can interrupt the periodic form of the
play at this point and proceed to €;' ,), for which 8belard does not
have a winning strategy by the induction hypothesis.

(b) Otherwise, we have thatj § = k and we also know that$2 £ ' 1] 6 .
In this case 9loise will maintain the periodic form of the play at
this point as well. Now, if 8belard at his turn chooses to interrupt
the periodic form of the play, then he will reach the con guréon
(s2;' 1) for which he does not have a winning strategy (by the in-
duction hypothesis). Otherwise, he will proceed to the comuration
(s%; AXA (' 1U' ,)) and at this point he will not be able to base his
move on a must transition, becausg¢ § = k (and is maximal by
de nition, which means that there is no must transition that exits the
state s?). Therefore, 8belard will be forced to proceed based onraay
transition that is not a must transition. As a result, the play will not
be false-consistent an@belard will not win.

"= E("1U"2), A( V') or E(" V') similar.

2

Theorem 4.2 refers to the existence (or non-existence) ofnming strategies for
the players. One may also be interested in the existence wfemorylesswinning
strategies. The interested reader is referred to appendix, Bvhere we de ne the
notion of a memorylessstrategy and it is shown that Theorem 4.2 can be rephrased
to refer to memorylesswinning strategies.

In order to use the correspondence described in Theorem 402 inodel checking,
we generalize the game-based model checking algorithm.
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4.1 Game-Graph Construction and its Properties

The construction of the (3-valued) game-graph, denote®,, -, is de ned as for the
\concrete” game (as described in Chapter 2). The nodes of tlgame-graph, denoted
N, can again be classi ed a$ -nodes,_-nodes,AX -nodes andEX -nodes. Similarly,
the edges can be classi ed gsrogressedges, that originate inAX or EX nodes, or
auxiliary edges. But now, we distinguish between two types of progresdges, two
types of sons and two types of SCCs.

Edges that are based on must-transitions are referred to asust-edges Edges
that are based on may-transitions are referred to amay-edges

A node n%is a may-son of the noden if there exists a may-edger(;n9. n®is a
must-son of n if there exists a must-edger(; n9.

An SCC in the game-graph is anay-SCC f all its progress edges are may-edges.
It is @ must-SCC if all its progress edges are must-edges.

4.2 Coloring Algorithm

The coloring algorithm of the 3-valued game-graph needs teladapted as well. First,
a new color, denoted ?, is introduced for con gurations in wbh none of the players
has a winning strategy.

Second, the partition toQ;'s that is based on MSCCs is a ected because there are
two types of SCCs (and MSCCs) irGy - . However, ™ I | thus each must-edge
is also a may-edge and every must-SCC is also a may-SCC. Assulte the graph can
be partitioned to may-MSCCs (based on the may-edges). Nothdat Lemma 2.6 holds
for may-SCCs in the 3-valued game-graph as well. Thus, the ttam of a withessin
an SCC is also valid.

As for the coloring itself, similarly to the concrete case,hie 3-valued coloring
algorithm processes the game-graph bottom-up and colorsdes by T, F or ? based
on the colors of their sons, according to the type of the nodé (versus_, AX versus
EX) and the (3-valued) semantics of, _, AX andEX . Here too, if at any point the
coloring cannot proceed, then the existence of a non-trivi& CC and a corresponding
witness is implied. Yet, in this case further analysis is nded before being able to
color the remaining nodes. Intuitively, if the witness is ofhe form AU, then uncolored
loops can only be used to prove its refutationH color). To do so, \real" loops are
needed. Thus for such a witness, we need to have an uncoloredtrivial must-SCC
in order to color it by a de nite color (F). On the other hand, for anAV -witness,
loops can contribute to satisfaction, and satisfaction of niversal properties should
be examined upon may-transitions. Thus for such a witnessjay-edgesare su cient
to color the loop by T. Similarly, if the witness is of the formEU, we need to have a
may-SCC, whereas for aikV witness, a must-SCC is used. Thus, unlike the concrete
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case where all the remaining uncolored nodes were coloredoaatically according
to the witness, in this case we rst apply a special method wise purpose is to
ensure that the remaining uncolored nodes form non-trivigsCCs with the type that
is required for a de nite color. During this process, some a@he remaining uncolored
nodes, which do not Il these criteria, are colored by ?. Onlafter this phase, the
remaining nodes are colored by the suitable de nite color.

The (3-valued) coloring algorithm

Partition and Order: The game-graph is partitioned into its may-MSCCs. The restil

ing sets are denoted;'s. This partition induces a partial order such that transiions

go out of a set only to itself or to a \smaller" set. The partialorder is extended to a
total order  arbitrarily.

Coloring: As before, the coloring algorithm processes tlgg's according to , bottom-
up. Let Q; be the smallest set w.r.t that is not yet fully colored. The nodes ofQ;
are colored in two phases, as follows.

1. Sons-coloring phase:
Apply the following rules to all the nodes inQ; until none of them is applicable.
A terminal node is colored byT if 9loise wins in it, by F if 8belard wins
in it, and by ? otherwise.
An AX -node is colored by:

{ T if all its may-sons are colored byr .
{ F if it has a must-son that is colored byF .
{ ?if all its must sons are colored byl or ? and it has a may-son that
is colored byF or ?.
An EX -node is colored by:

{ T ifit has a must-son that is colored byT.
{ F if all its may-sons are colored byF .
{ ?if it has a may-son that is colored byT or ? and all its must-sons
are colored byF or ?.
An ~-node, other thanAX -node, is colored by:

{ T if both its sons are colored byr .

{ F ifit has a son that is colored byF.

{ ?if it has a son that is colored ? and the other one is colored ? .
An _-node, other thanEX -node, is colored by:

{ T ifit has a son that is colored byT.
{ F if both its sons are colored byF.
{ ?if it has a son that is colored ? and the other one is colored ? 6.
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Note that auxiliary edges can be considered both may and mustdges.
By doing so, it is possible to join the description of the cotong of AX -

nodes and other* -nodes, as well as the description &X -nodes and other
_-nodes. We do not do that for clarity.

2. Witness-coloring phase:

If after the propagation of the rules of phase 1 there are dtihodes inQ; that
remain uncolored, thenQ; must be a non-trivial may-MSCC that has exactly
one witness (by Lemma 2.6 which holds here as well). The unod nodes in
Q; are colored according to the witness in two phases, as follw

The witness is of the formA(" ;U" ;) or E(" {U" »):

(a) Repeatedly color by ? each node i; that satis es one of the following
conditions, until there is no change (i.e. none of the condlins holds
for any node inQ;).

{ An AX -node that all its must sons are colored by or ?.
{ An "-node that both its sons are colored byl or ?.

{ An EX -node that has a may son that is colored by or ?.
{

An _-node that has a son that is colored by or ?. (or equiva-
lently: An _-node that has a son that is colored by ?, since the
option is impossible).
In fact, each node for which the= option is no longer possible accord-
ing to the rules of thesons-coloringphase is colored by ?.

(b) Color the remaining nodes inQ; by F.
The witness is of the formA(" V' ,) or E(' V' 2):

(a) Repeatedly color by ? each node i; that satis es one of the following
conditions, until there is no change (i.e. none of the condns holds
for any node inQ;).

{ An AX -node that has a may son that is colored b¥ or ?.

{ An ~-node that has a son that is colored by or ?. (or equiva-
lently: An ~-node that has a son that is colored by ?, since tHe
option is impossible).

{ An EX -node that all its must sons are colored by or ?.

{ An _-node that both its sons are colored by or ?.

In fact, each node for which theT option is no longer possible accord-
ing to the rules of thesons-coloringphase is colored by ?.

(b) Color the remaining nodes inQ; by T.

The result of the coloring algorithm is a3-valued coloring function :N !'f T;F;?g.

Note that coloring by ? is done carefully. One may suggest t@lor a node by ? in
any case where it is not colored and the coloring can not prame However, since we
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would like to follow the 3-valued semantics, we need to colsuch a node by ? only if
it is not possiblethat it should be colored byT or F. This is not implied by the node
being uncolored. Therefore, a node is colored by ? only if tieeis evidencethat it
cannot be colored otherwise. In any other case, another methis used to determine
its color.

We now discuss the correctness of the coloring algorithm. ®w so, we rst prove
the following important Lemma.

Lemma 4.3 Let n be a node that is uncolored at the beginning of phase 2 in it$ se
Qi. Then n lies on a non-trivial SCC that is a subgraph of); and all nodes of the
SCC are uncolored at the beginning of phase 2.

We conclude that if a setQ; has uncolored nodes at the beginning of phase 2 then
Qi is a non-trivial may-MSCC.

Proof: Consider an uncolored node iQ;, denotedn. n has outgoing edges only to
nodes in smaller set€);'s, which are already colored, or to nodes in the same gt
(by the choice of the order ). Sincen is uncolored, we have that it has an outgoing
edge to an uncolored node® otherwise it could be colored in phase 1. This nod@
can only be in the same se®; (the others are already colored). Thus, each uncolored
node inQ; has a son withinQ; that is not colored. SinceQ; is nite, this results in

a non-trivial SCC, whose nodes are all withirQ;.

We now conclude that in this caseQ; is a non-trivial may-MSCC. By the choice
of the partition of Gy -, Q; is obviously a may-MSCC. Since we have seen that
it contains a non-trivial SCC, we can also conclude thaQ; itself is a non-trivial
may-MSCC. 2

Theorem 4.4 All the nodes in the game-graph get colored by the 3-valuetbdng
algorithm.

Proof: It su ces to prove that whenever phase 2 of the coloring is rezned (with the
existence of uncolored nodes), the s€; that is handled by the algorithm indeed has
exactly one witness. This results from Lemma 4.3 that guaréees that Q; is a non-
trivial MSCC, as well as Lemma 2.6, that guarantees that a notrivial may-MSCC
has exactly one witness. Thus, all the remaining uncolorecbdes inQ; are colored
according to this witness. As a conclusion, we get that no neds left uncolored. 2

Theorem 4.5 Let Gy - be a 3-valued game-graph and Ietbe a node in the game-
graph, then:

1. (n)=T i Yloise has a winning strategy starting an.

2. (n)=F i 8belard has a winning strategy starting an.
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3. (n)=? i none of the players has a winning strategy starting ah.

The correctness of Theorem 4.5 strongly depends on the obsgion described by the
following Lemma.

Lemma 4.6 Let Q; be the set that is handled by the coloring algorithm at itgh
iteration, and let n be a node InQ; that is uncolored at the beginning of phase 2b.
Then

1. If Q; has anAU or EV witness, thenn lies on a non-trivial must-SCC that is
a subgraph ofQ; and all nodes of the must-SCC are uncolored at the beginning
of phase 2b.

2. If Q; has anEU or AV witness, thenn lies on a non-trivial may-SCCthat is
a subgraph ofQ; and all nodes of the may-SCC are uncolored at the beginning
of phase 2b.

Proof: First note that any node that all its sons are already coloredn phase 1
or phase 2a, gets colored as well in these phases. This is rcfea phase 1 by the
description of the coloring algorithm, since all the caseshere all the sons are colored
are handled. As for phase 2a, the reasoning is similar, withe exception that some
of the cases where all the sons of a node are coloreddaynite colors (T or F) are
not handled. Yet, if all the sons of a node are colored by de niteotors in this phase,
this means that they were already colored in phase 1 (since jphase 2a nodes get
colored by ? only), which would make their parent already coted as well. That is,
cases where all the sons are colored by de nite colors are mpassible in phase 2a.

Thus, each noden°that is uncolored at the beginning of phase 2b has an uncoldre
sonn® This is clear because otherwise® would be colored as well either in phase 1
or in phase 2a. Since all the sons of are either in the same setQ; or in smaller
sets which are already colored, the uncolored s@®is de nitely within Q; as well.
SinceQ; is nite, this results in a non-trivial SCC, which is a subgrgh of Q; and is
uncolored at the beginning of phase 2b.

It remains to refer to the type of the resulting SCC fust versusmay). Clearly,
it is a may-SCC (since a must-SCC is also a may-SCC). Thus, ftiie case of an
EU or an AV witness, the claim is implied. We now consider the case of &U or
an EV witness. To do so, we refer to the type of edges that connect ancolored
noden®to its son n®within the SCC in this case. For any noden®in Q; other than
AX -nodes orEX -nodes the connecting edge is an auxiliary edge. As faK -nodes
(in a set with an AU witness) andEX -nodes (in a set with anEV witness), at least
one of the uncolored sons has to be a must-son. This is becaifisdl the must-sons
were colored, then by the description of the algorithmn®would already be colored
by previous phases (either by phase 1 if at least one of themdslored F for AX
or T for EX, or by phase 2a otherwise). Thus, in this case we choas®to be an
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uncolored must-son of N By previous arguments, we get an uncolored non-trivial
SCC whose progress edges are must-edges. i.e. thismsust-SCGC as required.

Either way, we get that a noden that is uncolored at the beginning of phase 2b
lies on a non-trivial SCC, with the required type, that is a sbgraph of its Q; and all
nodes of the SCC are uncolored at the beginning of phase 2b2

Proof of Theorem 4.5: The proof is by induction on the computation of the col-
oring algorithm. It su ces to prove the implication from each result of the coloring
of n to the existence (or non-existence) of winning strategies.

Base case: n is a terminal node. On the one hand, by the coloring algorithym is
colored according to the player that wins the game in such a mguration. On the
other hand, this also determines the existence of a winningrategy, since each play
that starts from such a con guration also ends in it. Thus, tfe claim is implied.

Induction step:

1. nis colored due to the coloring of its sons in phase 1.

Consider the case whera is an AX -node. The rst move in each play that
starts from the con guration n is done by8belard.

If n is coloredT then by the description of the algorithm all its may-sons
are coloredT, which means9loise has a winning strategy from each one of
them (by the induction hypothesis). Thus, no matter which mee 8belard
makes (this is his turn), she can win, i.e. she has a winningrategy from
n, which is the union of the winning strategies of all the sonsf m.

If n is coloredF then by the description of the algorithm it has a must-son
n°that is colored F, which means8belard has a winning strategy fronm®

(by the induction hypothesis). Thus,8belard has a winning strategy from
n, which is to choosen® as the rst move and continue by the guaranteed
winning strategy from n°% Note, that the choice ofn° provides a false-
consistent play, since it is a must-son af.

If n is colored by ? then by the description of the algorithm, it ha a may-
sonn®that is colored by ? orF, and all its must-sons are colored by or ?.
The existence oh®assures us thaBloise does not have a winning strategy
for a game that starts fromn, since 8belard (which makes the move in
such a con guration) can always choose as his rst move the o@uration

n® for which 9loise does not have a winning strategy by the induction
hypothesis. In addition, the information about the must sos, assures us
that 8belard does not have a winning strategy from, since for the play to
be false-consistenBbelard has to proceed to one of the must-sons, but from
them, by the induction hypothesis, he does not have a winningtrategy.
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If nis an”-node, other thanAX -node, then the same proof holds, where instead
of may or must edges we use auxiliary edges.

If nis anEX -node, or another_-node, then the proof is symmetric to the proof
for AX or ~-nodes respectively, where the coloring rules are oppos#dad so
are the roles of the players.

. nis colored due to a witness during phase 2 in@ that is a non-trivial may-
MSCC (by Lemma 4.3).

Consider the case where the witness &(' ;U' ;) or E(" ;U',) . Then n is
colored by either ? (in phase 2a) oF (in phase 2b).

We rst prove that either way, 9loise does not have a winning strategy for the
game that starts fromn. Let B be the maximal subgraph of Gy, . that is
reachable fromn through uncolored nodes by the time phase 2 (coloring by
witness) starts. Obviously,B is a subgraph ofQ; (because by the choice of ,
only nodes inQ; or smaller sets are reachable from and the ones in smaller
sets are already colored). Since it is a subgraph @f, then by Lemma 2.6, its
formulae are fromexp(A(' 1U" 2)) or exp(E(' 1U" 2)).

Suppose that9loise has a winning strategy for the game that starts from
n. Then 9loise manages to \force" the play to exitB to a con guration for
which she has a winning strategy. This is because if the playags within
B, then the play is in nite (there are no terminal nodes inexp(A(' 1U' »)) or
exp(E(" 1U" ,)) thus the play cannot end without exiting B) and the witness is
A(" 1U" ) or E(" 1U" ;). Thus 9loise loses.

First, let us show that it is not possible that8belard is \forced" to exit B. Any

node inB is uncolored at the beginning of phase 2 and thus lies on an whared
non-trivial SCC (by Lemma 4.3). Hence, in particular, it hasan uncolored son,
which is also inB (by the maximality of B). Thus, for every node inB there

exists a consecutive node thaBbelard can choose in his moves.

Now, we show that9loise cannot exitB to a con guration for which she has
a winning strategy, which contradicts the assumption that lse has a winning
strategy. The only con gurations in which 9loise makes a move are -nodes,
with subformulae of the form' ©_ ' %or EX' © Thus, if 9loise manages to exit
B, she does it in such a con guration. We consider each poséiyi separately.

' 0 ' 0 This means that there exists a con guration ¢%' © ' % in B for which,
without loss of generality, 9loise chooses®= (s%' 9, which is outsideB,
as her next move. This noden® is already colored at the beginning of
phase 1 (otherwise it would be inB as well, seeing that it is obviously
reachable, since its parent is iB). In addition, by our assumption 9loise
has a winning strategy fromn® thus by the induction hypothesis it is
colored by T. However, by the coloring algorithm this means that the
con guration (s%' °_ ' 9 that is in B could already be colored byT as
well in phase 1, in contradiction to the property thatB is uncolored.
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EX' & If 9loise exitsB in a con guration of the form (s® EX' 9, then similar
arguments apply, with the di erence that in this caseSloise chooses must-
sonn%= (s%"' 9 outside B as her next move. It has to be anust-son since
this move is a part of her winning strategy, thus it has to be bsed on a
must-transition from s°to s%°(the play needs to be true-consistent for her
to win). By the same arguments, this con guration (node)n®is already
colored. In addition, 9loise has a winning strategy frorm® thus by the
induction hypothesis it is already colored byT. Again, this results in
contradiction, since by the coloring algorithm this would ause its parent
that is in B to be colored byT as well in phase 1.

We now show that if n is colored by ? (in phase 2a), then none of the players
has a winning strategy from it, and if it is colored byF (in phase 2b), then
8belard has a winning strategy.

(a) Consider the case whera is colored in phase 2a. i.e., it is colored by ?. In
this case, it remains to show thaBbelard does not have a winning strategy
for the game that starts fromn (We already know this about9loise). The
proof is by induction on the computation of phase 2a, where ¢hmain idea
is that a noden is colored by ? only when theé= option is overruled.

If nis an AX -node (or an”-node), this means that all its must-sons
are colored by ? oiT , such that indeed8belard has no winning strategy
from this node: he can either choose a may-son, which will nekhe

play not false-consistent, or he can choose a must-son, fohigh he

has no winning strategy, by the induction hypothesis.

If nis anEX -node (or an_-node), this means that it has a may-son
n°that is colored by ? orT, such that indeed8belard has no winning

strategy from this node: in such a con guration9loise makes the rst

move, such that she can choose for which 8belard has no winning

strategy by the induction hypothesis.

(b) Consider the case whera is colored in phase 2b. i.e., it is colored bk .
We show that 8belard has a winning strategy for the game from.

A(' 1U" ,): Let B be the maximal uncolored subgraph ofGy . that is
reachable fromn through uncolored nodes and through must-edges
or auxiliary edges (butnot may-edges) by the time phase 2b of the
coloring algorithm starts. B is clearly a subgraph ofQ; with formulae
from exp(A(' 1U" ,)).

The winning strategy of 8belard is to always stay inB. Since the
only progress edges iB are must-edgesthen by this strategy 8belard

maintains the play false-consistent. Therefore, if he magas to stay
in B, he wins (we get an in nite play with an AU-witness, which is
also false-consistent).

First, we show that it is not possible that8belard is \forced" to exit B.

By the choice ofB, every noden®2 B is uncolored at the beginning
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of phase 2b, thus by Lemma 4.6 it lies on a non-trivial must-SC
which is a subgraph ofQ; that none of its nodes are colored by the
time phase 2b starts. Note, that wherea®); is a may-MSCC, we
claim that n°lies on an uncolorednust-SCC. In particular, it has an
uncolored son, connected to it either by an auxiliary edge oy a must-
edge, which is also irB (by the maximality of B). Thus, for every
node in B there exists a consecutive node tha&belard can choose in
his moves.

We now consider the case wher@oise exitsB and show that in this
case8belard still has a strategy that allows him to win (which will
be added to his winning strategy). The only con gurations inwhich
9loise makes a move in such an SCC are of the fomfi= (s%' ° ' 9%,
Thus, the only way for 9loise to exit B, is by choosing to proceed
to n%= (s%' 9 (without loss of generality) in such a con guration in
B. By our assumption,n®is not in B and thus already colored (it is
connected ton®2 B by an auxiliary edge, thus if it was not colored,
it would be in B). It must be colored by F, otherwise n® would be
already colored in phase 2a (as an-node that has a son colored by
T or ?) or before, in contradiction to its being a node irB. Sincen®
must be colored byF, we get that 8belard has a way to win the game
even if 9loise forces him to exitB (by the induction hypothesis).

E(' ;U',): Let B be the maximal subgraph that is reachable fromn
through uncolored nodes by the time phase 2b of the colorindga-
rithm starts. B is obviously a subgraph of);, thus the formulae inB
are formulae fromexp(E (' 1U" ).

The winning strategy of8belard is to always stay withinB. This is a
winning strategy because if he manages to stay withiB, we get an
in nite play with a witness E(' 1U" ), which is also false-consistent
(in fact 8belard never uses any progress edges), thus he wins.
Obviously, 8belard can always stay withinB in his moves, since any
node inB is uncolored at the beginning of phase 2b and thus lies on
an uncolored non-trivial SCC (by Lemma 4.6) and in particula has
an uncolored son which is also iB.

Furthermore, if 9loise exitsB, then her move is made in an -node
(possibly anEX -node), and she reaches a con guration that is already
colored (otherwise it would be inB, by the choice ofB and its max-
imality), and thus it is colored by F (otherwise its parent would be
colored during phase 2a or before, in contradiction to its logy in B).
Hence, by the induction hypothesis8belard has a winning strategy
from this con guration as well.

If the witness is of the formA(" ;V',) or E(* 1V' ), then the proof is symmet-
ric, where the coloring rules are opposite and so are the relef the players.
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Implementation issues:  First, note that the correctness of the coloring algorithm
is not damaged if during phase 1 of théth iteration, nodes from sets other thanQ;
are colored as well. This results from the property that onca node is colored, its
color never changes. In other words, coloring successorsanfalready colored node
does not change its color. Thus, if a node from a s€; can be colored in phase 1
of the ith iteration (i <j ) based on its sons, then these sons will still be colored the
same in thej th iteration, leading to the same coloring (although possil additional
sons will be colored in thq th iteration).

Based on this observation, the coloring algorithm can be ingmented in linear
running time, using an AND/OR graph, similarly to the algorithm described in [29]
for checking the nonemptiness of the language of a simple kealternating word
automaton. The algorithm maintains an integeri that contains the current iteration
and three stacksSt, S and S,. The stacks contain nodes that were colored by,
F or ?, yet still have not propagated their coloring further. A the beginning, the
stacks are initialized by all the terminal nodes, accordingp their coloring. During
the son-based coloring (phase 1), whenever a node is coloiieds pushed into one of
the stacks, based on its color. As long as the stacks are not @y a node is popped
from one of them and its parents are checked to see if they caa bolored (based on
all their sons).

When the stacks are empty, the withess-based coloring (ptea®) is applied on the
smallestQ; that contains uncolored nodes. First, phase 2a is applied here initially
all the nodes inQ; are checked once to see if they can be colored. The ones tha ar
colored are pushed intds,; as well as a temporary stack. The temporary stack is used
to propagate their coloring within Q; based on the rules of phase 2a and each node
that gets colored is added to the temporary stack and t8,. Phase 2a ends when the
temporary stack is empty. At that time, all the remaining noces inQ; are colored by
T or F (depending on the witness) in phase 2b and are pushed into thppropriate
stack. The algorithm then returns to phase 1 (with the new cdent of the stacks).

Complexity: ~ The running time of the coloring algorithm is linear with repect to
the size of the game-graptGy,, - . The latter is again bounded by the size of the
underlying KMTS times the length of the CTL formula, i.e. O(jMj j' j).

As a conclusion of Theorem 4.2 and Theorem 4.5, we get the daling theorem.

Theorem 4.7 Let M be a KMTS and' a CTL formula. Then, for eachn =
(s;"1)2Gy -

1.[(M;s)E'4]=tt i n=(s; 1) is colored byT.
2. [(M;s)EB'1]= i n=(s;'y)is colored byF.
3. [(M;s) j=3 "11=? 1 n=(s;" 1) is colored by?.
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Given the colored game-graph, if all the initial nodes are tared by T, or if at
least one of them is colored by, then by Theorem 4.7 along with Theorem 2.14,
there is a de nite answer as for the satisfaction of in the concrete model. This
is because there exists a mixed simulation from the concreteodel to the abstract
one. Furthermore, if the result is , a concrete annotated counterexample can be
produced, using an extension of th€omputeCounteralgorithm as described in the
following chapter.

Example 4.8 Figure 4.1 presents a 3-valued game-grayh and its coloring, where
dashed edges represent may-edges and solid edges represest-edges, as well as
auxiliary edges. The partition of G to Q;'s (may-MSCCs) is depicted by rectangles
in Figure 4.1, where their indices 1-5 determine the order. The coloring algorithm
starts from Q;-Q4, where the terminal nodes are colored in phase 1 of the cotayi
algorithm. It then handles Qs. (s;;p”™ AXA (pUQ) is colored F in phase 1 due
to its son (s1;p) and (s1;9_ (p™ AXA (pUQ)) is colored T due to its son &;;Q),
causing 6:1; A(pUg) to be colored T as well. At this point, none of the remaining
nodes can be colored in phase 1. Thus, the algorithm proceddsphase 2, with Qs
containing an AU -witness. The node $;; AXA (pUQ) is colored ? in phase 2a, since
it is an AX node and its only must son is colored . The rest of the nodes are then
coloredF in phase 2b. This example demonstrates that if a node is lefihoolored
after phase 2a in a set with anAU-witness, then it lies on a non-trivial must-SCC
that provides an evidence for refutation. The nal coloringfunction can be seen in
Figure 4.1, where white nodes are colorel, dark grey nodes are colore& and light
grey nodes are colored ?. Based on Theorem 4.7, that descsiltlee relation between
the coloring results and model checking, we can use the cotdreach node in order
to conclude what is the truth value of its formula in its state In particular, since the
initial node (s; A(pUQ) is colored byF, we can conclude that the value of the formula
' = A(pUg in the initial state s of the modelM is . This is indeed correct since the
value of the until formula pUqin the (in nite) must-path s;s;:::is (the value of
p is always in this path, thus the eventuality of the until is de nitely refuted), and
the existence of such a must-path su ces to de nitely refutethe universal formula
A(pUQ, resulting in the truth value . Since s is an initial state of the modelM,
we can conclude that the value of = A(pUg in the abstract modelM is . This
implies that ' is refuted in the corresponding concrete model, represedtby M .
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((sia _ (p~ AXA (pua)) )

(siAXA (pUq))
(s1:A (pUq))

((Slzq _ (p~ AXA (pUq)) )

=
cmy) (s1:p " AXA (pUa) )
G (s1:AXA_(pUa)) /

Figure 4.1: A colored 3-valued game-graph fod and' = A(pUg, where dashed

edges are may-edges, solid edges are must-edges or auxikaiges, and rectangles

depict the partition of the nodes. White nodes are colored by, dark grey nodes
are colored byF, and light grey nodes are colored by ?.
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Chapter 5

Concrete Annotated
Counterexamples Based on
Abstract Game-Graphs

In this chapter we show how to produce &oncrete annotated counterexample from
the 3-valued abstract game-graph that was used for model akéng, in case that one
of the initial nodes was colored by, meaning thatM F '] = .

Let Mc = (Sc;Soc;! ;Lc) be a (concrete) Kripke structure and letMy =
(Sa:Sona: ™ : ™ :La) be a (abstract) KMTS as described in the preliminaries, sic
that Mc M,, where is the mixed simulation relation. Let : Sy ! 25 be
the concretization function. Given the abstract 3-valued gme-graphG,, based on
and the abstract modelM, and its coloring function : N !'f T;F;?g, such that

(noa) = F for some initial nodeng, = (Sea; ' ), We rst use a variation of the previ-
ously describedComputeCounterto produce an abstract annotated counterexample
Ca. The dierence in the abstract version of the algorithm is tkat for an AX -node,
where thecauseis added to the annotated counterexample, we now choose thause
to be a must-son and in an EX -node, we add all itsmay-sonsto the annotated

counterexample.

In order to nd a concrete annotated counterexample out ofC,, we then need
to replace each abstract states, in Ca, that represents a set of concrete states,
with a single concrete states. from (s;). Since we are dealing with an annotated
counterexample, some of the edges between nodes are auyiledges, that do not
represent advancements along transitions of the model. Ifis is the case then the
same concrete state should eventually match both these nedeFor an AX -node,
the annotated counterexample shows one son that refutes tpeoperty. Given such
a noden,, and its only son in the counterexamplen?, we need to match both their
states with concrete states that have a concrete transitiometween them. For arEX -
node, the annotated counterexample shows refutation in ailis sons. Hence, given
such a noden,, we need to match its abstract states, with a concrete states, and
add all its concrete sons to the concrete annotated counterexample
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Hence, theconcretization algorithm of Ca for producing a concrete annotated
counterexample,Cc, is described as follows.

Choose the initial concrete node to b&g. = (Soc;' ), Where sg, is the initial
abstract state that appears inng, and sy is an arbitrary node from (Sga)\ Soc.

Apply the recursive procedureComputeSon®n (Nge; Noa).

Given a concrete node. = (S¢;' 9 and the abstract noden, = (s5;' 9 that matches
it, the procedure ComputeSon@.; n,) creates the concrete sons af, as follows:

If ' 9= EX' 4, then for each states? such thats. ! s, the node &' ;) is
added to the concrete annotated counterexample as a somgf Each such node
matches an abstract noden? = (s%;' 1), such that s2 2 (s2). Moreover, n? is
a son ofn, in the abstract annotated counterexample.

If * 9= AX' 1, then n, has one som2 = (s2;' ;) in Ca. An arbitrary state s?

is chosen fromfs? 2 Sc :s. ! slg\ (s2) and the node &' 1) is added to the
concrete annotated counterexample as a son f. The resulting son matches
ng.

If ' 9=, ', then the nodes &' 1) and (s¢;' ») are added to the concrete
annotated counterexample as sons of. They match the abstract nodesg,;" 1)
and (sa;' 2) respectively, which are both sons afi, in Ca.

If + ="' ;2" ,, then n, has one som? = (sy;' ;) in Ca, Wherei 2 f 1;2g. The
node (¢;" i) is added to the concrete annotated counterexample as a sanng.
It matches the abstract noden?.

In any case, we then recursively call the procedu@omputeSongn the new concrete
nodes (each one and the abstract node that it matches).

Basically, this is a greedy algorithm. The only situation wkre there is \freedom"
in the choice of concrete states is in case of sonsff -nodes. INEX -nodes the algo-
rithm makes sure to include all the concrete sons in the anrated counterexample.
As for other nodes, whose sons result from auxiliary edgeklgetalgorithm makes sure
to attach both the parent and the son with the same state.

Complexity:  The running time of the concretization algorithm is linearin the size of
the concrete annotated counterexample, which is bounded Kye size of the concrete
Kripke structure M¢ times the length of the CTL formula' , i.e. O(jMc¢j | J).

Lemma 5.1 The concretization algorithm does not fail.

Proof: This results from the following properties of the mixed simation between
M and Mc, induced by , and of the abstract annotated counterexample.
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1. For each initial abstract statesg,, there existssy. 2 Soc such that Ssoc 2 (Spa)
(sinceMc  Mp). Thus we have that (Spa) \ Soc 6 ;.

2. If sc 2 (sq), then for eachs? such that s; ! s?, there exists an abstract
state s such that s? 2 (s2) and s, ™ 8. In addition, for EX -nodes the

abstract annotated counterexampleéC, containsall the may-sons. Thus, in the

concretization of anEX -node, we are guaranteed that all its concrete sons are

represented by the sons of its matching node G, .

3. If s, ™ 2, then for eachs. 2 (s,) there existss? 2 (sQ) such that s. ! 2,
thus fs22 Sc :sc! slg\ (s9) 6 ;. In addition, for AX -nodes the abstract
annotated counterexampleC, contains amust-son Thus, in the concretization
of an AX -node, we are guaranteed that there exists a concrete son tha
represented by the abstract son irC,.

2

In order to prove the correctness of the concretization algthm, we need to show
that the result Cc that it produces is indeed a (concrete) annotated counterarple
for the concrete game-graplic = (N¢; Ec), based onM¢ and' . To do so, we need
to show that C¢ is a subgraph ofG¢ that is (1) colored F by the coloring function of
Gc, denoted :Nc¢ !'f T;Fg, (2) independent ofGc, i.e. that every partial coloring
function of G¢ w.r.t Cc does not change the colors of its nodes, and (3) minimal.

Lemma 5.2 C¢ is a subgraph ofGc.

Proof: This results from the following properties.

The initial node consists of a concrete initial state and theriginal formula '
(which also appeared in the abstract initial node).

Every other node is a legal son of its parent. The correctness terms of
the formulae in the nodes results from the abstract annotatecounterexample,
because the formulae are not changed. As for the states, iktparent is anAX

or EX node, the correctness results from the fact that we replaceékde may or
must edges with concrete edges, such that there exists a r&@nsition in the

model from the parent's state to its son's state. Otherwisdt results from the
fact that we made sure to have the same state both in the pareand in its son.

2

As for (1) and (2), it su ces to show that both the regular coloring algorithm and
the partial coloring algorithm w.r.t Cc, given any initial coloring function of Nc nCc¢,
color the nodes ofCc by F. In fact, the regular coloring algorithm can be viewed
as an instance of the partial coloring algorithm with respedo Cc where the initial
coloring function of Nc nCc colors each nod@& 2 Nc nCc by (n). Thus, it su ces
to prove this claim for the partial coloring algorithm only.
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Lemma 5.3 Let n; be a node inC¢ that corresponds to a nod@&, in C5. Then given
any initial coloring function of Nc nC¢, n. is colored byF in the partial coloring of
Gec w.rt Cc.

Proof: Given any initial coloring function that colors N¢c n Cc, the proof is by in-
duction on the computation of the partial coloring algorithm w.r.t Cc. We consider
nodes inCc only. The rest are colored by the initial coloring functionhowever their
colors are not relevant to the proof. Note that each noda. 2 Cc has exactly one
matching node inC,, denoted byn, (by the concretization algorithm).

Base case: n. 2 Cc is a terminal node, thus so is its matching abstract noda,,
because they have the same formula. Sinog 2 C,, we have that it was colored by
F. Thus, their formula can be either false ot where: | 2 La(s.). In the rst case,
n. is obviously colored byF. In the second case, by the concretization algorithm,
we have that the (concrete) states, of n. belongs to (s;). In addition, : 1 2 La(Sa)
means that: | labelsall the concrete states in (s;) and in particular : | 2 Lc(S).
Hence,n. is colored byF as well.

Induction step:

1. nc 2 C¢ is colored due to its sons. We prove that it is colored bif. Assume
to the contrary that n, was colored byT based on its sons.

If n. is an_-node, this means that it has a som? 2 G¢ that is already

colored by T. Clearly, by the description of the concretization algoritm,

we get that all of the sons ofn. from G¢ appear in Cc. This is true in

particular for nl. Therefore, by the induction hypothesis, if it is already
colored, then it must be colored byF, in contradiction.

If n. is an”-node, this means that all its sons inG¢ are already colored
by T. By the concretization algorithm, one of its sons, denotedybn?, is
in Cc. However, by our assumption,n? is already colored byT, which
contradicts the Induction hypothesis.

2. n. was colored due to witness. It su ces to show that the withesgan not be
AV or EV. Similarly to Lemma 3.11, it can be shown that fon. to be colored
by a witness, it must reside on a loop of nodes that matches absiract loop
that passes throughn, in C,. However, by a generalization of Lemma 3.3 to
the abstract case, ifn, resides on a loop irC,, then at least one of the nodes
ng on the loop must have been colored by a witness. Now, if the wéss that
caused the coloring oh, was AV or EV, then so would be the withess that
caused the coloring oh? (becausen? lies on a loop that containsn,, thus by
Lemma 2.6 which holds for the abstract case as well, their faulae result from
the same witness and the formulae in, and n, are the same), which meansfj1
would be colored byT, in contradiction to its being in Cx.
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Lemma 5.4 Cc is minimal in the sense that any node and edge that are removed
from it result in a subgraph ofG¢ that is not independent ofGc¢.

Proof: similar to the proof of Theorem 3.12. 2

We can now conclude the correctness of the concretizatiorgatithm, guaranteed by
the following Theorem.

Theorem 5.5 C¢ is an annotated counterexample foMc and' .
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Chapter 6

Re nement

In this chapter, we show how to exploit the abstract game-gpd in order to re ne
the abstract model in case that the model checking resulted an inde nite answer.

In the framework of abstraction-re nement, re nement is usially based on a spu-
rious counterexample, and the state in which its concretitian fails. This approach is
suitable when the model checking is based on 2-valued semesit where tt is de nite,
whereas is not, such that an abstract counterexample may bspurious. The goal
of the re nement is then to eliminate the spurious countereample.

When dealing with the 3-valued semantics, if the result of # model checking is
, then it is de nite as well and no re nement is needed. In this case, re nement is
needed when the resulting truth value is inde nite, i.e.?, in which case there is no
reason to assume either one of the de nite answers tt or . Thg} we would like to
base the re nement not on a counterexample as in [30, 9, 3, B}, but on the point(s)
that are responsible for the inde nite answer. The goal of tare nement is to discard
these points, in the hope of getting a de nite result on the reed abstraction.

Let Mc = (Sc;Soc;! ;Lc) be aconcrete Kripke structure and leMa = (Sa; Soa
™™ - LA) be an abstract KMTS as described in the preliminaries suchhat
Mc Ma. Let :Sp ! 25 be the concretization function. Given the abstract
3-valued game-graphG, based on the abstract modeM , and its coloring function

N !'f T;F;?g, suchthat (ng)=? for some initial nodeng, we use the information
gained by the coloring algorithm ofG in order to re ne the abstraction. We re ne
the abstract model by splitting its abstract states accordig to criteria obtained by a
failure node

De nition 6.1 A node n is a failure nodeif it is colored by ?, whereas none of its
sons was colored b¢ at the time n got colored by the coloring algorithm.

Informally, such a node is a failure node in the sense that itao be seen as the
point where the loss of information occurred. Thus, it can gde the re nement in
hope to avoid the loss of information.
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Note that a failure node may have uncolored sons at the time is colored, some
of which may eventually be colored by ?. Also note, that a termal node that is
colored by ? is also considered a failure node.

6.1 Finding a Failure Node

First, the coloring algorithm is adapted to identify and renember failure nodes. In
addition, for each noden that is colored by ?, but isnot a failure node, the coloring
algorithm remembers a son that was already colored ? by therte n was colored,
denoted cont(n). Now, given the initial node ny that is colored ? a failure node is
found by the following DFS-like greedy algorithm, startingfrom nj.

Algorithm  FailureSearch
If the current node n is afailure node the algorithm ends and returns it.

As long asn is not a failure node, the algorithm proceeds ta@ont(n) (recur-
sively).

Lemma 6.2 The algorithm FailureSearch terminates.

Proof: As long as the current noden is not a failure node, the algorithm continues
to cont(n). This is a node that was colored prior to n. Note, that by the de nition
of a failure node, there always exists such a nodenfis not a failure node. Thus,
each recursive call is applied on a node that was colored ?lear Hence, the number
of recursive calls is bounded by the running time of the colimg algorithm, which is
nite. 2

Lemma 6.3 A failure node, and in particular the one returned by the algithm
FailureSearch , is a node colored by?, which is one of the following.

1. A terminal node of the form(sy;l) wherel 2 Lit .

2. An AX -node (EX -node) that has a may-son colored Wy (T).

3. An AX -node [EX -node) that was colored during phase 2a based on Ab
(EV) witness, and has a may-son colored &

Proof: By its de nition, a failure node n is colored by ? and none of its sons were
colored by ? at the time it got colored. Thus, it cannot be arf*-node or an_-node
other than an AX -node or anEX -node. This is because such a node can never be
colored by ? when none of its sons are colored by ?. More speally:

1. This is clear from the description of the coloring algoritm when n is colored
during phase 1.
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2. As for phase 2n could get colored by ? only in phase 2a. If the witness is an
AU or an EU witness, then by the description of the coloring algorithman
~-node gets colored by ? only if both its sons are colored Byor ?. It is not
possible that both of them were colored by, since this would mean they were
already colored this way in phase 1, thus would already be colored in this
phase as well. Similarly, an_-node gets colored by ? in this phase and with
such a witness only if it has a son that is colored by or ?. The T option is not
possible since it would again mean that could already be colored in phase 1.
In any case, we get that ar’*-node or an_-node that gets colored in phase 2a
based on such a withess has a son that is already colored by ?this time.
Similar arguments apply to the case of al\V or an EV witness.

Thus, by de nition, the failure node cannot be such a node, wbh means it can only
be a terminal node, anAX -node or anEX -node.

If nis a terminal node (case 1), then it must be of the forms(; I) since terminal

nodes of the form §,; true), (s,; false) are colored by de nite colors rather than
?.

Consider the case where the failure nodeis an AX -node. We prove that either

it has a may-son colored by (case 2), or it was colored during phase 2a based
on an AU witness, and has a may-son colored by ? (case 3)nlhas a may-son
colored byF, then we are done.

If n does not have a may-son colored by, then all its may-sons are clearly
colored by T or ?. It cannot be the case that all of them are colored by, since
then n would also be colored by, in contradiction to its being a failure node.
Thus, n has at least one may-son that is colored by ?. Note, that we atathat
this son is colored by ? at theend of the coloring, but not at the time n got
colored (otherwisen would not be a failure node). It remains to show that if
this case occurs them was colored during phase 2a based on &t witness.

Obviously, n could not be colored during phase 1, since if this was the case
then by the coloring algorithm, n would have a may-som? that was already
colored byF or ? whenn got colored. By our assumption, none of its may-sons
is colored byF at the end of the coloring and thus also at that time, which
implies that n has a may-son that was already colored by ?, which contradsct
its being a failure node.

Furthermore, n could not be colored during phase 2b of any iteration, otheise
it would be colored by a de nite color, in contradiction to its being a failure
node.

Thus, we conclude that in the case whera does not have a may-son that is
colored byF, n was indeed colored during phase 2a. In addition, since it ima
AX -node, it cannot be a part of an MSCC whose witness iEU or EV (by

Lemma 2.6). Thus, it remains to eliminate the possibility tkat the witness is
AV . If n was colored during phase 2a based on #V -witness, then by the
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coloring algorithm, when it got colored, it had a may-som® that was already
colored by F or ?. By our assumption, theF option is not possible, which
meansn had a may-son that was already colored by ?, in contradictioto its

being a failure node. Thus, we conclude that the witness is alJ-witness.

As a conclusion we get that eithen has a may-son colored by, or it has a
may-son colored by ?, in which case it was colored during plea®a based on an
AU witness.

The case wheran is an EX -node is similar.

6.2 Failure Analysis

Given a failure noden, it provides us with criteria for the re nement. Based on
this criteria, the re nement problem is reduced to the probém of separating sets of
(concrete) states, which can be solved by known techniquedgpending on the type
of abstraction used. Examples of solutions for certain tygeof abstractions can be
found in [12] (for abstraction based on invisible variablg@sand in [9] (for abstraction

based on formulae clusters). The criterion for the separath depends on the type of
n and is found by the following analysis.

1. n = (s, ) is a terminal node. In this case, its inde nite color resul from
the fact that s, represents both concrete states that are labeled Ihyas well as
concrete states that are labeled by I. In order to avoid the inde nite color in
this node, we need to separate these types of concrete statekence, our goal
is to separate (S,) to two setsfs.2 (s¢): 12 Le(sc)gandfsc2 (so)::12

Lc(se)g

2. n = (s5;AX" ;) with a may-son coloredF, or n = (s;;EX' 1) Wi@ a may-
son coloredT. Let K stand for F or T. We dene sonsc = f (D) :
(s%;' 1) is a may-son ofn coloredK g and cong = (Sa) \f sc 2 Sc : 9s0 2

sonsc;s. ! sUg. For the AX' ; case,K = F and cong is the set of all con-
crete states, represented bg,, that de nitely refute AX' ;. For the EX' ;
case,K = T and cong is the set of all concrete states, represented Isy, that

de nitely satisfy EX' ;1. In both cases, our goal is to separate the set®ng

and (sy) ncong .

3.n=(s5;AX" 1) orn=(ssEX" ;) was colored during phase 2a based on an
AU or an EV witness (respectively), and has a may-son®= (s;' ;) colored
by ?. Letcong = (Sa)\f Sc 2 Sc :9s22 (sD);s.! sYg be the set of all
concrete states, represented bss, that have a son represented bgl. Our goal
is to separate the setgonc and (s;) ncone.
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It is possible that one of the sets obtained during the fail@r analysis is empty
and provides no criterion for the split. Yet, new informatian can be gained from it
as well. For example, consider case 2, where the failure nadés an AX -node. if
cong = (s,), then in fact every state that is represented bys, has a refuting son.
Thus, n can be colored byF instead of its current inde nite color ?. If cong = ;,
then in fact none of the concrete states in(s,) has a transition to a concrete state
that is represented by theF -colored may-sons oh. Thus, the (abstract) may-edges
from n to such sons, which caused to be colored by ?, can be removed: none of
them represents concrete transitions. Either way, the garrgraph can be recolored
based on the new information, starting from the may-MSCC cdaining n. Similar
arguments apply to the rest of the cases as well.

The intuition behind the criterion for the split that is derived from cases 1-2 is
clear. Its purpose is to allow us to conclude de nite resultabout (at least part) of
the new abstract states obtained by the split of the failure ade. These new de nite
results can be used within the framework of the incrementalgorithm, suggested in
the next chapter. We now consider case 3. Intuitively, in tld case we know that
by the time the failure noden got colored, its may-sonn® that is colored by ? was
not yet colored (otherwisen would not be a failure node). By the description of the
coloring algorithm, we know that if n® was a must-son of, then as long as it was
uncolored,n would remain uncolored too and would eventually be colored iphase
2b by a de nite color. Thus, our goal in this case is on the oneamnd to obtain a
must edge between (parts ofh and n® and on the other hand remove the may-edge
altogether between other parts ofi and n°.

Example 6.4 Consider the game-graph described in Figure 6.1(a). Its tral node
is colored by ?, thus re nement is needed. To understand winicnode is a failure
node and to identify cont(n) for a node n that is colored by ? but is not a failure
node, we need to follow the coloring algorithm. All the nodes Q; Q4 are terminal
nodes and are colored accordingly by de nite colors. As fd@s, the nodesng =
(t; p™ AXA (pUQ), ns = (t;q_ (p™ AXA (pUQ)), and ng = (t; A(pUQ) are colored in
phase 1 by de nite colors. The rest are colored in phase 2a b8 follows. The nodes
N3 = (s;AXA (pUQ), nz = (s;p”™ AXA (pUQ), n1 = (s;q_ (p™ AXA (pUq)) and
No = (S;A(pUQ) are colored in this order, which makes; a failure node, whereas
n,, Ny and ng are not failure nodes and for thentont(ng) = ny, cont(ny) = n, and
cont(ny) = n3. The nodeny = (t; AXA (pUQ) can be colored at any time during this
phase. Ifitis colored beforeg, then it is also a failure node, otherwiseont(ns) = no.
Given this information, the algorithm FailureSearch is applied starting from the
initial node, ng = (s; A(pUQ). It continues to n;, from there to n, and then reaches
the failure nodens = ('s; AXA (pUQ).

Given the failure nodens, failure analysis is applied.ns is an AX -node. It does
not have a may-son colored b¥, thus as guaranteed by Lemma 6.3, it has a may-son
no = (s;A(pUQ) that is colored by ? and it was colored in phase 2a based on an
AU-witness. That is, nz corresponds to the third case. Thus, we compute the set
cong = (S)\f sc2 Sc:9s22 (s);sc! sJg, which is the set of all concrete states
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Figure 6.1: (a) A 3-valued colored game-graph fo and' = A(pUg), where the
initial node is colored by ? and the failure node found bifailureSearch appears in
boldface; (b) The colored re ned game-graph, based on the med model M, and " .
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represented bys that have a transition to a concrete state represented bg. The
re nement is aimed at separating the setsonc and (s) ncong. For example, if
the abstraction that is used is based on making some of the iables of the system
invisible, then these sets may be separated by turning some of the iribig variables
visible again.

Fig 6.1(b) presents a possible re ned modeWl,, where each abstract state was
split into two abstract states (possibly due to the additionof one visible variable)
and the abstract transitions were computed according to theew abstract states. It
also presents the resulting re ned game-graph, where thelgpn the abstract states
caused the nodes of the game-graph to be split as well. For exale, no was split to
(s1;A(pUQ) and (s2; A(pUQ). n3 was split to (s1; AXA (pUQ) and (s;; AXA (pUQ),
etc. It can be seen that in the re ned game-graph the initial ndes are now colored
by de nite colors.

In this example the may-edge from the failure nod@s; to ng that existed in
the game-graph described in Fig 6.1(a) and guided the re nesnt was indeed elim-
inated: it no longer exists as a may-edge in the re ned gameeaph described in
Figure 6.1(b) between none of the nodes that resulted froms and no. The nodes
(s1; AXA (pUQ) and (s1; A(pUQ) that resulted from them now have amust-edgebe-
tween them, whereas the nodes§; AXA (pUQ@), which also resulted fromns does not
have any edge to the nodesd;; A(pUQ) and (s,; A(pUQ) that resulted from ny.

Note that in failure nodes of the typeAX or EX we have ignored the information
about sons that are colored byl or F respectively. This information may be used to
derive criteria for further separation. For example, conder the case of arAX -node.
Let @png = (Sa)\ fsc2 Sc : 9502 sonsr;s.! s (whereA  ScnA) be the set of
all the concrete states represented bsg, that all their (concrete) sons are represented
by sons ofn that are colored by T. These states all satisfy theAX formula. Thus,
separating them from the rest may be helpful as well.

Theorem 6.5 For nite concrete models, iterating the abstraction-re nement process
is guaranteed to terminate with a de nite answer.

Proof: Applying the re nement on the abstract model results in an abtract model,

whose states are more accurate in the sense that they repragpossibly) less concrete
states. i.e., the re ned model is \closer" to the concrete mael than the original

abstract model in terms of states. Thus, the number of iter&ns in the abstraction-

re nement process is bounded by the number of concrete statand is guaranteed to
end when the state space is nite. 2
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Chapter 7

Incremental
Abstraction-Re nement
Framework

We re ne abstract models by splitting their states. The crierion for the re nement
is decided locally, based on one node, but it has a global etesince the re ne-
ment is applied to the whole abstract model. Yet, in practicethere is no reason to
split states for which the model checking results are de nit. The game-based model
checking algorithm provides us with a convenient frameworto use previous results
and avoid unnecessary re nement. This leads to aimcremental model checking al-
gorithm based on iterative abstraction-re nement, where &ch iteration consists of
abstraction, model checking and re nement. This chapter islevoted to the descrip-
tion of our incremental abstraction-re nement framework.

At the end of the ith iteration of abstraction-re nement, we now remember the
(abstract) nodes that were colored by de nite colors, as wehs nodes for which a
de nite color was discovered during the failure analysis. &t D; denote the set of
such nodes. Let p, : D; I f T;Fg be the coloring function that maps each node
in D; to its (de nite) color. p, can be extracted from the result of the coloring
algorithm.

At the | th iteration, let D = Si<j D; denote the set of nodes that were remembered

gom previous runs, and let p : D !'f T;Fg denote their coloring function, p =
i<jg Di-

During the construction of a new re ned game-graph in thg th iteration, we
prune the game-graph in nodes that aresub-nodesof nodes fromD (nodes with
de nite colors from previous iterations). A node §,;' ) is a sub-nodeof (s2;' 9 if
(1) they both have the same subformula, i.e.! = "'° and (2) the set of concrete
states represented bys, is a subset of those represented k3. When a noden that
is a sub-node of a nodaey 2 D is encountered, we addy 2 D to the game-graph
rather than n and do not continue to construct the game-graph from, nor nq. As a
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Figure 7.1: The pruned game-graph foM, and' from Figure 6.1, where nodes
from the initial game-graph, presented in Figure 6.1(a), gpear in boldface.

result of this pruning, only the reachable subgraph that wagreviously colored by ?
is re ned.

The coloring algorithm then considers the nodes iB, where the game-graph was
pruned, as terminal nodes and colors them by their previouslors, i.e. a nodeng 2 D
is colored by p(ng). The rest of the algorithm remains unchanged. This is sinal
to the partial coloring algorithm, presented in De nition 3.6.

Note that for many abstractions, checking if a node is a subedle of another is
simple. For example, in the framework of predicate abstraicn [23, 45, 40, 20], this
means that the abstract states \agree" on all the predicatethat exist before the
re nement. When the abstraction is based on invisible variales [12], this means that
the abstract states \agree" on all the variables that are vible before the re nement.

Example 7.1 Figure 7.1 demonstrates the use of previous results withité incre-
mental algorithm, where after re ning the modelM described in Figure 6.1(a), instead
of building the entire game-graph based on the re ned mod#l,, as described in Fig-
ure 6.1(b), the game-graph is pruned int{; A(pUg) and (t,; A(pUg) that are both
sub-nodes oh,4 which already had a de nite color T). The same goes forg;; g) and
(s2; 0) that are sub-nodes ofng, and for (s;; p) and (s;; p) that are sub-nodes ofng.
The pruned game-graph, presented in Figure 7.1, is clearlgnaller and simpler than
the full re ned game-graph. Its coloring handles the nodeiQ; Qs, where the
game-graph was pruned, as terminal nodes and colors them their previous colors.
The nodes inQ, are all colored byF in phase 2b, based on th&U -witness, whereas
the nodes inQs Qg are colored in phase 1.
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Chapter 8

Conclusion

In this work, we have exploited the game-theoretic approachf CTL model check-
ing to produce annotated counterexamples for full CTL. We ha generalized this
approach to 3-valued abstract models and suggested an intental abstraction-
re nement framework based on our generalization.

Traditional game-based model checking algorithms deterne a winning strategy
for the winning player. The winning strategy holds all the reevant information as for
the result of the model checking, but it has redundancies. Ehannotated counterex-
ample introduced in this thesis may be seen as a minimal part @ that is su cient
to explain the result.

Our 3-valued game-based model checking and in particulardtfailure nodes pro-
vide information for re nement, in case the outcome is indenite. Additional in-
formation can be extracted from them and be used for furtherppimizations of the
re nement.

The incremental abstraction-re nement algorithm descriled in this thesis can be
viewed as a generalization of Lazy abstraction [26], whicll@vs di erent parts of the
abstract model to exhibit di erent degrees of abstraction.Lazy abstraction refers to
safety properties, whereas our approach is applicable tollfCTL.

This work is based on the game-theoretic approach to model edking. This
approach is closely related to the Automata-theoretic appach [29], as described
in [36]. Thus, our work can also be described in this framewqrusing alternating
automata. In addition, it can easily be extended to alternabn-free -calculus.
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Appendix A

Discussion: 2-Valued Game-Based
Model Checking

In our discussion on abstract models, we have used the 3-vadusemantics for the
interpretation of a CTL formula over a KMTS. The de nition of [(M;s) F '] can
be extended to a KMTS using a2-valued semanticsas well [16], where the possible
truth values are tt and . The de nition is similar to the conc rete semantics with
the following changes. Universal properties, of the formA , are interpreted along
may paths. Existential properties, of the formE , are interpreted alongmust paths.

This gives us the2-valued semantic®f CTL formulae over KMTSs, denoted [M; s) ]:2
"]=tt == . The 2-valued semantics is designed to preserve the trutlof a formula
from the abstract model to the concrete one. However, falséaams are possible,
where the abstract model falsi es the property, but the cormete one does not.

Theorem A.1 [16] LetH Sc  Sa be a mixed simulation relation from a Kripke
structure Mc to a KMTS M4. Then for every(sc;sa) 2 H and every CTL formula

', we have thaf{(Ma; sa) j=2 ' 1= tt implies that [(M¢; Sc) ]=2 "] =t
We conclude that ifMc  Ma, then [Ma E ' ] = tt implies that [Mc B ' ] = tt.

The game-based model checking algorithm can be extended watwith KMTSs
based on the 2-valued semantics in a more natural way than waseded to deal with
the 3-valued semantics.

The 2-valued semantics is aimed at proving: it preserves only truth from the ab-
stract model to the concrete one. Therefore, the purpose dfd game is also to prove
' 's satisfaction. As such, the moves dloise in con gurations with EX' ©formulae
need to usel™ transitions, since by the semantics de nition, existentiaformulae are
interpreted over must-paths. Similarly, the moves of8belard in con gurations with
AX' %formulae need to usd™ transitions, since universal formulae are interpreted
over may-paths. The rest of the moves, as well as the winning criteri;emain the
same, with the following exception. The transition relatio " is not necessarily

79



total. Thus, a con guration of the form (s; EX' 9 may also be a terminal con gura-
tion, if s has no outgoing™ transitions. A play that ends in such a con guration
is won by 8belard.

Clearly, the relation between the existence of winning sttagies and the satisfac-
tion of the formula, as described in Theorem 2.5 for the corete game, holds for the
new game and the 2-valued semantics. This results from thectahat the change in
the allowed moves of the players corresponds exactly to theamge in the 2-valued
interpretation of a formula over a KMTS.

The model checking algorithm, induced by the game consist$ o parts: con-
struction of a game-graph based on the rules of the game, ansl ¢oloring. Once the
moves for the new game are de ned, the game-graph is de ned asll. Recall that
in the 3-valued case, the resulting game-graph had a di erestructure and thus the
coloring algorithm needed to be changed as well. However,thre 2-valued case, the
resulting game-graph has the same structure as a concretargagraph (with the ex-
ception of a new type of terminal nodes): Although the abst@ model has two types
of transitions for each state, when the game-graph is constited, the edges become
uniform. We no longer distinguish between them, since theis only one type in each
node. As a result, in terms of the game-graph there is only oygpe of edges. Thus,
the same coloring algorithm can be applied on the (abstracgame-graph in order
to check which player has a winning strategy, with the smallhange that terminal
nodes of the form ¢; EX' 9 need to be colored byF. The correctness of the coloring
algorithm, as described in Theorem 2.7 for the concrete case maintained since the
new game has the same properties as a concrete game: the saossiple moves from
each con guration (with the type of transitions adapted to match the semantics) and
the same winning rules. Thus we are guaranteed that the gangeaph is colored by
the color of the player that has a winning strategy.

Altogether, we get that the resulting coloring function coresponds to the truth
value of the formula over the abstract model, under the 2-vaéd interpretation of a
formula over a KMTS. This is formalized by the following thecem.

Theorem A.2 Let M be a KMTS and' a CTL formula. Then, for eachn =
(si'1)2Gm

1. [(M;s)E'4]=tt i n=(s; 1) is colored byT.

2. [(M;s)B'1= i n=(s;'y)is colored byF.

Intuitively speaking, a node marked by (sAX' 9 is now colored byT i all its
sons in the game-graph are colored by (satisfy ' 9, where its sons represent all the
states to whichs has may transitions. In a similar way, a node marked by (£X' 9 is
colored by T i one of its sons is colored byT (satis es' 9, where this son represents
a state to which s has a must transition. Therefore, the coloring corresponds the

80



2-valued semantics.

Complexity:  Clearly, the running time of the coloring algorithm remaindinear with
respect to the size of the game-grapBy . The latter is bounded by the size of the
underlying KMTS times the length of the CTL formula, i.e. O(jMj j' j).

A.1 Application to 3-Valued Model Checking

We have the following correspondence between the 2-valueshmantics and the 3-
valued semantics.

Theorem A.3 Let M be a KMTS. Then for every CTL formula’ and for every
s 2 S, we have that:

1. 0f [(M;s)B']=tt then [(M;s)E"']= tt
2.if [(M;s)E :']=1tt then [(M:s)E']= .
3. otherwise[(M;s)E ' ]=72.

where: ' denotes the CTL formula equivalent to ' , with negations pushed to the
literals.

Based on Theorem A.3, given an abstract KMT3M such that Mc  Mj, one
may suggest using two instances of the previously describ2eialued model checking
algorithm in order to evaluate the 3-valued truth value of over M,, as follows.

First, evaluate' over M using the 2-valued semantics. The constructed game-
graph is referred to as thesatisfaction graph, since it was built for the purpose of
proving the satisfaction of' . If the result is tt for all the initial states, then we have

that [Ma j=3 ' ] =tt and we can conclude that Mc F ' ] = tt.

Otherwise, evaluate: ' (with negations pushed to the literals) overM, using
the 2-valued semantics. The constructed game-graph is ned to as the refutation
graph, since it was built for the purpose of proving satisféion of the negation of'
(which is equivalent to proving refutation of' ). If the result is tt for at least one

initial state, we have that [Ma F3 "]1= and we can conclude that [ Mc F ']= . In
addition, a concrete annotated counterexample may be proded from the refutation
graph.

This can be better understood using the following observain. Note, that instead

of evaluating: ' using the previous 2-valued game-based model checking aildpon,
it is possible to de ne a game with dierent rules that is degined to refute the
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Figure A.1: A satisfaction graph (a) versus a refutation gnah (b) for AX"

formula' . In such a game the players use the opposite type of transiti® in each
con guration (node): 8belard uses must transitions ilAX -nodes andloise uses may-
transitions in EX -nodes. As a resultF is preserved from the corresponding abstract
game-graph to the concrete one, but is not. Note, that the game-graph obtained
by these rules is isomorphic to the refutation graph and theesult of its coloring is
equivalent to the result of the previous algorithm applied o : ' . Obviously, if an
initial node in such a game-graph is colored b, then we can easily nd an abstract
annotated counterexample by the algorithnComputeCounterdescribed in Chapter 3.
The abstract annotated counterexample is guaranteed not toe spurious and can be
matched with a concrete one by a greedy algorithm, as desaczihin Chapter 5.

If none of the above holds, we have that\ A J:3 "] =?. Thus, Ma needs to
be re ned. One would suggest to try and use both the satisfachn graph and the
refutation graph and their coloring functions to nd a criterion for re nement. In a
sense they complement each other, because they are basedpposite types of tran-
sitions. However, these two game-graphs have di erent nosli¢because reachability is
also based on opposite transitions), so most chances aretth@ can not nd enough
needed information in their intersection. This is demonséted in Figure A.1, where
in the satisfaction graph (a) the initial node §; AX' ) is colored byF since its son
(s2;" ) is colored byF . However, in the refutation graph (b) 6; AX' ) is colored byT.
Thus, the result of the model checking in inde nite. Unfortunately, the refuting son
from the satisfaction graph, 6;;' ), does not appear in the refutation graph, since it
is not a must-son of §; AX' ). Thus, combining the information of both these graphs
does not supply enough information for the re nement.

In summary, this approach provides the same information ashé 3-valued algo-
rithm about nodes that appear in both the satisfaction and tle refutation graphs.
Since theinitial nodes appear in both of them, this approach is su cient in orér
to answer the question \M J:3 "] 7?", as accurately as the direct 3-valued approach.
However, for the re nement analysis we are interested in th@ner nodes as well, that
are not necessarily mutual to both the graphs. Thus, using twsuch game-graphs
does not provide us with full information (in terms of edgesabout all of them. Hence,
the 3-valued game-based algorithm is advantageous in terrobthe re nement.
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Note, that this approach is similar in spirit to the result oftranslating the KMTS
to an equivalent partial Kripke structure (PKS) as describd in [22] and then model
checking the PKS under the 3-valued semantics by running asstdard 2-valued model
checker twice, as described in [7].
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Appendix B

Memoryless Winning Strategies

Theorem 4.2 describes the correspondence between the exise of winning strategies
for the model checking game and the model checking results. hus, it refers to
the existence (or non-existence) of winning strategies foine players. Recall that
a strategy for a player is a set of rules telling him (or her) he to proceed from a
given con guration. In general, the rules in the strategy ca depend on the entire
sequence of con gurations in the current play that led to thegiven con guration.
Yet, one may also be interested in referring tonemoryless(or history-free) winning
strategies, where every rule can depend only on the currerdgrcguration of the play
and cannot depend on the course of the play up until this conwration (i.e., it should
be independent of the pre x of the play). More formally:

De nition B.1 A strategy for a player P is a function assigning to every nite
sequence of con guration€ ending in a con guration C, which is in the responsibility
of the playerP, a con guration C° such that the move fronC to C%is a legal move
for P. A strategy is memorylessi  (C) = (C9 wheneverC and C%end in the
same con guration.

The winning strategies described in the proof of Theorem 4de not memoryless.
The reason for this is that the paths that are used to constriu¢he winning strategies
may contain repetitions of states. The result is that it is pesible that the strategy
contains di erent rules for the same con guration €%' 9 based on the position of the
state s?in the path, or in other words, based on the position of the coguration in
the play. This problem is avoided when usingimple paths.

De nition B.2 An in nite path is said to besimpleif is of the formx y',
wherex = sg;:::;Sc andy = Ski1;:::;S, such that for every0 ;] n:
i 6 j =) s 6 Sj.
A nite path is said to besimpleif is of the formsg;:::;s, such that for

every0 i;j n:i6j =) s6s.
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The following lemma implies that every non-simple path thais used in the proof of
Theorem 4.2 for the construction of a strategy for any of thelayers can be replaced
by a simple one.

Lemma B.3 Let be a (path) formula of the form' ;U' , or ' ;V' ,, where' ; and

', are CTL formulae. If there exists a (must or may) path such that]| ]é ]=v
for v2 ftt; ;?g, then there exists asimple path ° of the same type (must or may)

such that[ °B = v as well.

Based on Lemma B.3, we conclude that the winning strategies the proof of
Theorem 4.2 can be made memoryless. As a result we get that Bhem 4.2 can be
rephrased in terms oimemorylesswinning strategies.
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