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Abstract formula is interpreted w.r.t. a 3-valued semantics [1]. This
semantics evaluates a formula to eittrele, falseor indefi-

This paper investigates both theecisionand the model  nite. Abstract models can then be designed to be conserva-
checkingefficiencyof abstract models designed to preserve tive for bothtrue andfalse Only if the value of a formula
branching time logics w.r.t. a 3-valued semantics. Current in the abstract model is indefinite, its value in the concrete
abstract models use ordinary transitions to over approxi- model is unknown. We follow this approach.

mate the concrete transitions, while they isger transi- ~ The logic specifications we consider in this paper are for-
work we refer to precision measured w.rt. the choice of js 3 powerful formalism for expressing properties of transi-
abs_tract states, independently of the formalism used to de+jon systems using fixpoint operators. In particular, it com-
scribe abstract models. We show that current abstract mod-pines hoth existential and universal properties. As such, two

els do not allow maximal precision. We suggest a new classransition relations are needed in an abstract model for it to
of models and a construction of an abstract model which is pe conservative w.r.t. the fuli-calculus (be it over a 2-
most precisav.r.t. any choice of abstract states. As before, yalued or a 3-valued semantics). Examples of such abstract
the construction of such models might involve an exponen-models arenodal transition systenj&8, 16] ormixed tran-

tial blowup, which is inherent by the use of hyper transi- sjtion system§7] that containmaytransitions which over-
tions. We therefore suggest an efficient algorithm in which gpproximate transitions of the concrete model, amast

the abstract model is constructedringmodel checking, by transitions, which under-approximate the concrete transi-
need. Our algorithm achieves maximal precision w.r.t. the tions. To ensure logic preservation, truth of universal for-
given property while remaining quadratic in the number of my|as is then examined over may transitions, whereas truth
abstract states. To complete the picture, we incorporate it of existential formulas is examined over must transitions.

into an abstraction-refinement framework. Dually for falsity when a 3-valued semantics is considered.
It was shown in [19, 8, 9] that must transitions are a
1. Introduction source of incompleteness, in the sense that when limited to

the use of must transitions, it is not always possible to con-

Abstraction is one of the most successful techniques for Struct afinite abstract model in which a property holds, even
fighting the state explosion problem in model checking [3]. if it holds on the concrete model. Must transitions were also
Abstractions hide some of the details of the verified system, Shown to behave badly in refinement in the sense of causing
thus result in smaller models. Most commonly used are & l0ss of precision [23]. It was therefore suggested to model
state abstractions that collapse (possibly non disjoint) setsthe must transitions of an abstract modelhgper transi-
of concrete states into abstract states. As such, an abstradlons which connect a single state tosat of state. Hy-
tion consists of a set of abstract statesand a mapping (or ~ Per transitions, first introduced in [17], were shown in [23]
concretization functiony that defines the relation between t0 prevent the loss of precision during refinement. They
abstract states and the concrete states that they represef¥€re also shown in [8, 9] to result in@mpleteabstrac-
The rest of the components of the concrete model then alsdion framework for the fragment of the-calculus defined
need to be lifted into the abstract world, in order to result in With greatest fixpoints only ([8] also introduces fairness and
an abstract model. This can be done in various ways. hence achieves completeness for the futtalculus). Fol-

When using a 2-valued semantics, abstract models ardowing [23], we refer to such models, defined with may
usually designed to beonservativefor true, meaning that ~ transitions and must hyper transitionsgesieralized kripke
truth of a formula is preserved from the abstract model to modal transition systen(§&TSs).
the concrete model. A greater advantage is obtained if the In this paper we investigate both tipgecision of ab-



stract models, and thefficiencyof their model checking.
We show that GTSs are not yet satisfactory in terms of pre-
cision. We suggest how to overcome their imprecision by
using may hyper transitions. We then suggest an efficient
abstract model checking algorithm that achieves the newly
obtained maximal precision while avoiding the exponential
blowup inherent by the use of hyper transitions.

Precision of an abstract model is measured by the extent Figure 1. lllustration of Example 1.1
to which it enables to verify or falsify formulas. Specifi-

cally, given an abstractioS4,), it is desirable to con-  outgoing may hyper transition of an abstract statever
struct an abstract model over the states in which as  approximatesll the concrete transitions of the states rep-
many formulas as possible have a definite value (true orresented by, but several different approximations (may
false). With this purpose in mind, we address the allegedly hyper transitions) can be used. Other possible solutions
non-problematienaytransitions. We show that while being involve changing the abstract state space, for example by
good enough for completeness purposes [8, 9], they are insome kind of completion that improves the states precision
fact a source ofmprecision This might sound surprising, (e.g. [6]). However, we wish to “make the most” of the
yet the explanation is simple: when completeness is investi-givenabstract states.
gated, the choice of the abstractif, 7) is left open. On Using HTSs as abstract models solves the problem
the other hand, when precision is investigated, one is inter-yemonstrated by Example 1.1, but one may wonder if there
ested in how precise the model is fogaenabstraction. are other imprecision sources that HTSs do not address. To

In order to elaborate further on the imprecision prob- answer this question and justify the use of HTSs as abstract
lem we need a more detailed description of abstract mod-,qdels we show how to construct givanyabstraction, an
gls. Typically, to ensure logic preservation, may transitions' HTS which is agreciseas the abstraction allows. We for-
in an abstract model have to be such that whenever there igy jize this by introducing a new notion of precision which
a concrete transition from a concrete stafdo a concrete oy depends on the abstractitfis, ) itself and not on the

/
states,, then every abstract state that represeptsas 0 ¢|ass of abstract models. This enables us to claim that the
have a may transition to some abstract state that representsynstructed HTS is as precise as possible, among all possi-
) ) )

s.- Now, consider the following example. ble abstract models with a standard 3-valued semantics.

HTSs therefore settle the issue of precision, as they allow
maximal precision. Yet, in terms of efficiency, their use
only increases the problem which already exists in GTSs
due to the must hyper transitions: In general, the number
of hyper-transitions might be exponential in the number of

qStates in the abstract model. Thus, the need to handle hyper
by s.. Moreover suppose that is represented by two ab- transitions makes both the construction of an abstract model

stract statess;, that satisfiep but has an indefinite value and 't_s model checking computationally gxpensye.
ong, ands,, that satisfieg but has an indefinite value gn This problem was already addressed in [23] with respect
Fig. 1 illustrates this setting. Then at least one of the tran- to must hyper transitions. Th_ey_suggested an automatic con-
SItions (sq, $14) OF (54, 524) has to be included as a may struction of abstract GTSS Wlthlll’] an abstracqon—refmemgnt
transition in the abstract model to ensure logic preservation.amework for CTL. Their algorithm starts with some ini-
However, choosing the first will enable verification(@p, tial model.whlch. consists of (mostly) ordinary transmons.'
but notClg, choosing the second will enable the opposite, Then, during refln_ement, when the abstr_a_ct states are split,
and including both transitions will prevent verification of Instead of computing all must hyper transitions, they “learn”
both properties. In other words, no choice of a may transi- MuSt hyper transitions from must transitions (and hyper
tion relation will enable verification of bothlp andClg. In transitions) that eX|st_ed in the previous iteration. Thus, in
particular, none of them will enable to verifyp A Og. many cases they avoid the exponential blowup.
This approach suffers from several disadvantages. First,

Intuitively, in order to achieve the desired precisioninthe it only works as part of an abstraction-refinement loop.
above example one has to consider both may transitions, buMore importantly, the produced must hyper transitions are
each of them has to be considered separately. We therefor@ot necessarily the ones that are needed in practice for a spe-
suggest a new class of models, calleger kripke modal  cific proof. Some of them might be redundant, as they are
transition system@TSs), in which may transitions are also irrelevant for proving the desired property, whereas others
replaced by hyper transitions, with the meaning that eachwhich are needed to verify the desired property might not

Rectangles depict con-
crete states circled by
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Example 1.1 Suppose that we are interested in verifying
the formulagdp (“all the successors satisfy) and g (“all

the successors satisf) in a concrete state, that has ex-
actly one successof, satisfying bothp andgq. Suppose
further that we are given an abstraction in whichs rep-
resented by,, and no other concrete state is represente



be produced, making the model not precise enough. approximation — not necessarily the best one.

We wish to obtain efficiency without compromising the ~ To complete the discussion, we show how to use our
precision that an HTS enables to get. We achieve this goalabstract model checking within an abstraction-refinement
for the alternation free fragment of tpecalculus. The abil- ~ framework, and show that the refinement has the desirable
ity to do this results from the fact that the precise HTS is property of monotonicity, meaning that the precision of an
precise w.r.teveryyu-calculus formula, whereas we are only - abstract model never decreases as a result of refinement.
interested ironeparticular (alternation-free) formula. This To sum up, the main contributions of this paper are:

can be exploited to save unnecessary efforts. o New simple definition of precision of abstract mod-
Suppose, for example, that we wish to check the formula |5, which measures the precision w.r.t. the abstraction

Op (“there_: is a successor that sati_sﬁé)sin an abstract state (5.4,7), independently of the class of models used.
sa, for which the number of outgoing must hyper-transitions o New class of abstract models and a construction of an
in the precise HTS is exponential in the number of states.  apstract model of this class which is precise w.r.t. any

If we want the abstract model to be as precise as possible  gjyen abstraction.
w.r.t everyp-calculus formula, we might need to consider o New abstract model checking algorithm for the alter-

all of the hyper transitions (or at least the minimal ones). nation freeu-calculus that achieves maximal precision
sider a single must hyper transition (under approximation),  number of abstract states. This algorithm results in a
in which all the target states Sati&fyln other WordS, W.r.t. more precise abstraction-refinement framework.

the particular formula, a HTS that contains only the relevant
must hyper transition is as precise as the precise HTS. Simigg|ateq Work. Precision of modal (or mixed) transition
lar reasoning applies to may hyper transitions. The questiongy gtems with ordinary may and must transitions, is studied
is how to f|nd_ these designated hyper transitions and aVO'din [4, 7, 21]. They suggest constructions of such abstract
the computation of the rest. . models which are most precise among all models from this
The key idea is to construct the HTdBiring the model  gpecificclass. In [23] GTSs are considered. They suggest
checking, and thus avoid the (exponential) construction of 5 construction of an abstract GTS (with must hyper tran-
the precise HTS. We use the model checking to guide thegitions) and show that it is most precise among all models
computation of hyper transitions, by checking for the exis- nroduced by apecificconstruction method. In contrast to
tence of hyper transitions only when needed. the above, we define a general notion of precision, which is
We obtain an automatic construction of an abstract independent not only of the construction method, but also
model which is as precise as the precise HTS w.r.t. the prop-of the class of abstract models.
erty of interest, along with a model checking algorithm with A similar approach is taken in [13]. They refer to multi-
complexityO(|Sa|* x|¢l). This is comparable to the model  valued concrete models and use an abstract semantics which
checking complexity of the alternation frgecalculus over  is more general than the 3-valued semantics. They also
models limited to ordinary transitions (recall that the num- define precision w.r.t. the abstraction itself, but then use
ber of ordinary transitions oveiS,| states isO(|S4[?)), (multi-valued) transition systems as abstract models, which
except that our algorithm also ensures maximal precision.causes a loss of precision. Our work, on the other hand,
We believe that similar techniques can be used to developsuggests a class of models that achieves maximal precision
precise abstract model checking algorithms for the fll  for the case of 2-valued concrete models. Moreover, [13]
calculus, with complexity comparable to model checking defines precision within the framework of abstract interpre-
of ordinary transition systems. tation [5] and assumes that every set of concrete states has
We emphasize that while may hyper transitions are nota unique most precise abstract state that describes it. We do
always necessary for maximal precision, must hyper transi-not impose any restrictions on the abstraction and provide a
tions are in fact mandatory for completeness. This demon-simple, “stand alone”, definition of precision.
strates the importance of such an algorithm, which handles The work of [9] also measures the precision of an ab-
hyper transitions efficiently. Moreover, our approach can stract model by comparison to the precision of the abstrac-
be beneficial even in cases where ordinary transitions suf-tion. They define the precision of an abstracticty, )
fice for the construction of a precise abstract model for a in terms of a game over the concrete model. Their defini-
formula. This is because such constructions are usually extion considers abstract states as precise in less cases than
pensive as they require finding best approximations of theour definition. In particular, the abstract statefrom Ex-
concrete transitions (e.g. [7]). In our approach, instead of ample 1.1 is not considered precise fdp by their defini-
computing best approximations, the model checking algo- tion (when translating it to logic terms), although as demon-
rithm wisely chooses candidates for which we perform the strated by Example 1.1, @oescarry enough information to
simpler task of checking if thgivencandidate is a correct  verify Clp in the (only) concrete state it represents. Using



this stronger definition they show that the construction of wherel € Lit andZ € V. pu denotes a least fixpoint,
an abstract GTS, which is also suggested in [23], results inwhereas’ denotes greatest fixpoint. L&t, denote the set

a precise abstract model. This is in contrast to our resultof closedformulas generated by the above grammar, where
that shows that GTSs do not allow maximal precision, since the fixpoint quantifiers: and v are variable binders. We
we measure the precision of a model compared to a morewill also write n for eithery or v. Furthermore we assume
general definition of precision of an abstraction. As a con- that formulas are well-named, i.e. no variable is bound more
seguence, when pursuing precision w.r.t. our definition, we than once in any formula. Thus, every variallédentifies

get abstract models which are strictly more precise. a unique subformuldp(Z) = nZ.¢) of ¢, where the set
[10] refers to precision with a different motivation. They Sub(y) of subformulaf ¢ is defined in the usual way.
suggest how to define the abstractidy, ) after refine- We also consider thalternation-freefragment of theu-

ment in order to maintain precision of an abstract model calculus, denoted:ﬂ, where no nesting of fixpoints is al-
after refinement. Thus, they measure precision only w.r.t.lowed. Namely,p € [,2 if for every subformulanZ.¢) €
the precision before refinement and not independently. Sub(y), no variable other tha@ occurs freely in).

A dlﬁerenfc approach to precision pursuedin [2, 11] uses Concrete SemanticsConcrete systems are typically mod-
amore precise 3-ya|ued se_man_t|cs, referred _to_ afnine elled asKripke structures A Kripke structure [3] is a tuple
ough semanticsThis semantics gives more definite answers M = (S, R, L), whereS is a (possibly infinite) set of states
than the standard 3-valued semantics, at the expense of ing, — o ><’ S’is a,transition relation. which must betal. and '
creasing the complexity of model checking. Namely, the L:8—2litisa labeling functior’1, such that forevéry state

resultl_ng_ mp_del checklng problem_ has the same complexﬂys and every € AP, exactly one o and—p is in L(s).
as satisfiability. We are interested in an effective framework, M
Theconcrete semantidso] ™~ of a formulay € £, w.r.t.

thus we use the standard 3-valued semantics, which is less . _ : .
precise, but enjoys a better model checking complexity. We 2 Kripke structurell’ = (S, K, L) is a mapping fron' to

M .
note that the imprecision problem described in this paper Lt T} [¢] ™ (s) = tt (= ff) means that the formula is
still exists even if the thorough semantics is used. true (false) in the state of the Kripke structureV/. Intu-

May hyper transitions resemble the de-focus Operationsitively, in this contextd stands for “all successors”, whereas

of [8]. We give them a new motivation and use. ¢ stands for “exists a successor”.
In terms of model checking in the presence of hyper
transitions, [9] shows that the model checking problem for
GTSs s reducible to concrete model checking in linear time ) _
(and logarithmic space) in the size of the GTS. Yet, the GTS Let Mc be a concrete Kr_lpke structure with a sgt of con-
itself might be of size exponential in the size of the abstract crete statesic. An abstraction(5.,7) for Sc consists of

state spac& 4 (due to the existence of hyper transitions). ?ﬂmFe set'ofgbstractss;atﬁss'A and a tothak:ct:)ncrenzatlon
Thus the overall complexity is exponential. unctiony : 54 — 2°¢ that maps each abstract state to

Our approach in which we construct the abstract model the (nonempty) set of concrete states it represents. Every

during the model checking has some resemblance to the’e € Sc is represented by somg € Sa.
work of [20]. They perform reachability analysis, where The abstract states provide descriptions of the concrete

they execute the concrete transitions, while storing abstracStates: The.othe.r components of the maligt then also
versions of the concrete states that are visited. Their ap_need to be lifted into the abstract world. Several classes of

proach is limited to falsification of safety properties, as abstract models have been suggested for this purpose.

they consider only an under approximation of the concrete A class _Of modelson_5|sts _Of some f_orm ofa transmon
model. Our work, on the other hand, is suitable for any system. It is accompanied withsemanticdor the logic of

property expressed in the alternation freealculus, and is |n|terest, :jn our case thgcaICL:Iug, ovsr models from Lhe
based on a 3-valued setting which enables both verification®'@SS: @n son‘pres_ervaﬂon re at!onj etween states that
and falsification. ensures preservation of the logic. Abstract modefor

M is then a model 4, from the class, ovef 4, in which
(Mc,sc) = (Ma,s,) whenevers. € y(sq).

We are particularly interested in classes of abstract mod-
els that use a 3-valued semantics. T3hwealued seman-
tics [1] of a formula in a modelM enables preservation
of both satisfaction (tt) and refutation (ff) from an abstract
model to the concrete one. In addition, a new truth value,
1, is introduced, meaning that the truth value over the con-
crete model is unknown and can be either tt or ff. Such
o = 1| Z]ehp | e | Op | Oo | uZe | vZ.e  a 3-valued semantics was suggested for various classes of

2.1. Abstraction Framework

2. Preliminaries

p-calculus. [15] Let AP be a finite set of atomic proposi-
tions and) a set of propositional variables. We define the
set Lit of literals overAP to be the sedP U {-p : p €
AP}. We identify ——p with p. The logic u-calculusin
negation normal fornis defined as follows:



abstract models (e.g. [14, 12, 23]). We defingemeric 3- OM(U) = {s|JA C Sst.sRTAandA C U}. When
valued semanticthat generalizes these definitions. We re- integrated into Definition 2.1 this results in a 3-valued se-
fer to classes of models defined with such a 3-valued semanmantics. In particular, for a consistent GTS the definition

tics, where the preservation relation ensures preservation ofor formulas of the fornt € Lit, [y or $+) results in

both tt and ff, a8-valued classes

A 3-valued class defines, for each modél from the
class, setsM ¢ 29 for everyl € Lit, and operators
OM, oM . 25 — 25, These definitions are given in terms
of the components of\/, with the requirements that"
and(—1)M are disjoint and the operatol$" and<{>* are

monotone w.r.t. set inclusion. The 3-valued semantics for

the class is then defined by the following definition.

Definition 2.1 (Generic 3-Valued Semantics).et M be a
model from a 3-valued class. Ttteset[[ga]]ft” C S andff-
set[gly’ € S ofp € L, over M are defined inductively in
the style of [1] (based on Kleene’s 3-valued logic foand
Vv, and with the standard definition for fixpointy except
that the definition for formulas of the forine Lit, Oy, or
{1 depends on the particular class df, as follows.
Il =™, [y =™
[Ovl' = 0" (Wl [Ovlg" = oM [vls)

and dually for{>¢) when exchanging) and $.

If for everyp € L,,, [ela N els" = 0, thenM is con-
sistent The 3-valued semanticspfe £, over M, denoted

[[@]]é”, is then defined to be a mappisg— {tt, ff, L }:

Ny t, ifse [[(p]]tg
lely" (s) = ff, if s € [wly
1, otherwise

Note that if M is an abstract model, preservation of both
ttand ff of the£ , from M to the concrete model guarantees
that M is consistent.

L1137 (s) = ttif L € L(s),ffif = € L(s), and L otherwise
tt, ifvtesS, if sR tthen[y] (t) =tt

O ]\/I(S) _ ff, if3AC Sst.sRtAand
3 vt e A [Y]E (1) = ff
1, otherwise

[[<>¢]]§4(s) is defined dually when exchanging tt with ff.

Definition 2.4 (Generalized Mixed Simulation) [23] Let
M, = (Sl,RT,Rl_,Ll) and M, (SQ,R;_,RQ_,LQ) be
two GTSs. We say that C S; x S; is ageneralized mixed
simulationfrom M; to M, if (s1, s2) € H implies:

1. LQ(SQ) g Ll(Sl).

2. if s Ry s}, thenthere is somg, € Ss s.t. so R sh and
(sh,s5) € H.

3. if sy RS Ay, then there is somd; C S s.t. s; R Ay
and (A, A;) € H"?, where(A;,Ay) € H? &
Vs) € Ay Ish € Ayt (s),5) € H.

If there is a generalized mixed simulatidid such that
(81, 82) € H,we Write(]\/.[l, 81) = (MQ, 82).

In particular, Definition 2.4 can be applied to a (concrete)
Kripke structureM and an (abstract) GT&/ 4, by view-

ing the Kripke structure as a GTS whelRe = R, RT =
{(s,{¢'}) | (s,¢’) € R}. For a Kripke structure the 3-
valued semantics agrees with the concrete semantics. Thus,
preservation o, formulas is guaranteed by the following
theorem, which is adapted from [23] 13),.

An example of a 3-valued class of models is the class Theorem 2.5 For GTSsM; and M, with statess; and s,
of Generalized Kripke Modal Transition Systems described resp., if(M1,s1) < (M, s2) then for everyp € £, s3 €

below with generalized mixed simulation as a relation that

ensures logic preservation.

Generalized Kripke Modal Transition Systems.

Definition 2.2 Given a set of state$, a hyper-transitions
apair (s, A) wheres € Sand A C S is a nonempty set.

Definition 2.3 [23] A Generalized Kripke Modal Transi-
tion System(GTS) is a tupleM = (S,R*, R~, L), where
S is defined as beford?—, R are may and must transition
relations s.t. R~ C S x S is total andRt C S x 2°.
L : S — 25 is a labeling function s.t. for every state
andp € AP, at mostone ofp and—p isin L(s).

3-Valued Semantics for GTSs. For a GTS M
(S,R*,R™, L), we definel™,O0M &M as follows. For
everyl € Lit, IM = {s |1 € L(s)}. ForeveryU C
S: OM@U) = {s |Vt € S, if sR~tthent € U}, and

1we omit the use of an environment for simplicity of the presentation.

[ela” = s1 € [ely " andsz € [ely* = 51 € [elg"-
Construction of an Abstract GTS. Let Mg
(Sc, R, L¢) be a (concrete) Kripke structure aff 4,
an abstraction forSz.  An abstract GTSMy4
(Sa, RT, R™, L) can be constructed as follows [23].
The labeling of an abstract state is defined in accord with
the labeling of all the concrete states it represents./ For
Lit,l € La(sq) only if Vs, if s. € y(s,) thenl € Lo (se).
It is thus possible that neithemor —p are inL 4(s,).
The maytransitions are computed by ag] rule such
that every concrete transition is represented by them:

)

Js. € y(sa) 3s.. € y(s},) s.t.s.Rs., = s,R™ s,

The musthyper transitions, on the other hand, represent
concrete transitions that are common to all the concrete
states represented by the source abstract state. They are
computed by an{33] rule:

Vse € v(sq) 38, € Ay s, € y(s)) s.t.s.Rs., < s,RT A,



Exact GTS. If the three implications above are replaced by s, fulfills ¢ =1, U4 or $U 4, forl € Lit andUa C Sa,
“iff", then the labeling, may transitions and must hyper tran- if Vs, € y(s4) : [¢]"' (sc) = tt.
sitions areexact resulting in theexact GTS
Other constructions of abstract GTSs can also be sug- Note that this definition is independent of the class of
gested. For example, the construction of a mixed transitionabstract models, as itis meant to capture the precision of the
system from [7] within the framework of abstract interpre- abstraction itself, in terms of the information carried within
tation can be extended to GTSs as well. the abstract states. For example, for the abstraction to reflect
All the above constructions assure us that whenever the fact thaQU 4 holds in an abstract statg (meaning it
v(s4), then(M¢, s.) = (Mg, s,). The generalized mixed holds in all the concrete states it represents), it has to be the

simulation H C Sc x S, is induced by~y as follows: case thaasll the concrete states if(s,) share the property
(Sey 8q) € H iff s. € v(s,). Therefore, Theorem 2.5 guar- that all of their outgoing (concrete) transitions aret64),
antees preservation @, from M to Mc. which is the “description” ot/ 4 in the concrete world.

Definition 3.2 (Precision of Models) An abstract model
My for Ms (from some 3-valued class) frecisew.r.t.
(Sa,v)ifforall s, € Sa,l € LitandU4 C S4: whenever
s, fulfills o = 1, U4 or $Ua, thens, € [o]i™.

3. Increasing Precision

Let Mc be a concrete Kripke structure. In this section
we are interested in th@recisionof the abstract model con-

structed forMc with a given abstractio(S 4, 7). Thus whenever the information abaytJU 4, or $U 4
Specifically, in Section 2 we described GTSs as a class ofg,jsts in the abstract states, a precise abstract model enables
abstract models, along with constructions of abstract mod-;, ¢ae that. To formalize the generality of Definition 3.2,

els from this class. We now ask the following questions: (1) \ye extend Definition 3.1 to more complicated formulas and
Do the constructions of GTSs from Section 2 produce the v, ¢ sification, following the 3-valued semantics. We then

most precise abstract model that we can hope for, given aryp,y that whenever an abstract model is precise w.rt. truth
abstraction? and more fundamentally: (2) Does the use of 1,000, SU, itis also precise wir.t. any other formula.
GTSsenableto express the most precise abstract model?

Of course, to answer these questions we first need to depefinition 3.3 Let A = (S4,7) be an abstraction. We
fine what the most precise abstract model that we can hop&yefine anabstract semantiQBP]]? by using the generic 3-

for is, given an abstraction. We measure precision with ré-y 5,64 semantics (see Definition 2.1) with the following
spect to a 3-valued semantics. We therefore restrict the disefinitions ofi4 € 254, and 04, A : 254 —, 254,

cussion to abstract models from 3-valued classes. For | € Lit: 1A = {s, | sofulfillsl}. For Uy C
L. Sa: D‘A(UA) = {Sa | s, fulfills DUA}, and<>A(UA) =
3.1. Precision of Abstract Models {54 | 5o fulfilis GU4}. We say that, € S4 enables verifi-

cation (falsification)of L if A o) = tt(ff).
We wish to capture maximal precision within the bound- lon (falsification)of ¢ € £, if [ip]; (s) (t)

aries of the inductive 3-valued semantics as defined in Def-  The abstract semantics is well defined since whenever
inition 2.1. When using this semantics, the verification ¢ o [[@]]{f‘ (resp.ﬂcp]];f“), thenVs. € v(sa) : [¢]M€ (s0) =
or refutation of anyZ, formula over an abstract model tt (resp. ff). This ensures thﬁp]]{t“ A [[90]]%4 — 0.

: : . I —M
J\%Abons down to manipulations af's, 04 (Uy), and For example, by this definitios, enables verification of
<>_ (Ua) for variousl € Lit andU 4 C 54. We therefqre o — Ou iff s, fulfills OU, for somel, C S, such that
view a setU4 C S4 as a new formula with the following everys’. € U4 enables verification af.

semantics. Let/(U,) stand forl J, i, 7(sq). Thenin a ¢

concrete modeMc¢, [Ua]i'® = {s. | sc € v(Ua)}. Inan  Theorem 3.4 Let M, be an abstract model fak/c (from
abstract model/, (from a 3-valued classf{/4];* = U4. ~ Some 3-valued class) whichpsecisew.rt. (54,7). Then

This makes the tt-sets of formulas of the fofnilU4, and ~ Whenevers, € f{A enables verification (falsification) of
OU 4 over M4 the building blocks of any model checking ¢ € £,,, then[e];™* (sa) = tt (ff).

problem overM 4. As such, the precision aff 4 is deter- .
mined by its precision w.r.t. truth of such formulas. The following theorem ensures that an abstract model

In the spirit of [9] we first define the precision of ab- which is precise w.r.t. the abstraction is also most precise
stractionw.r.t. such formulas. This is the precision that a When compared to other abstract models, provided that their

precise abstrachodelwill then be expected to match. class has the following property. A 3-valued class of models
is structural if its definitions of M, $M . 254 — 254

Definition 3.1 (Precision of Abstractions) Given an ab- ensure that for everyy, C S4, whenevers, € OM (U ,),

straction(S4,) for M¢ and a states, € S4, we say that  then for everys. € v(s,) all the concrete successorsf



are iny(Ua). Similarly, whenevers, € $M(Uy,), then transitions, in which case one needs to considleof their

everys. € y(s,) has a successor i(U,). Intuitively, for (incomparable) possibilities to achieve maximal precision.
OM and<{>M to maintain such consistency with the concrete Unfortunately, a GTS does not enable to do that. We there-
world, they have to be based on some (structural) abstracfore suggest to model the may transitions as hyper transi-
description of the concrete transitions in the abstract model.tions as well, with the meaning that each may hyper tran-

For example, GTSs and their variants are such classes.

Theorem 3.5 Let M4, M, be two abstract models fdv/

(from possibly different 3-valued classes) based on an ab-

straction (S4,v). If M4 is precisew.r.t. (S4,7) and the
class ofM/, is structural, then for every, € S4 and every

0 € L, [l (sa) 2L = [0l5™ (50) = [2]3™ (s54).

3 3 3
Now, equipped with formal definitions of precision, we
go back to our questions about the precision of GTSs.

Theorem 3.6 If the abstraction(S 4, v) partitions the con-
crete states, i.e. for each,, s, € Sa : y(sq) N(s,) =0,
then the exact GTS from section 2 is precise W.81;, ).

sition (s, Aq) € Sa x 254 providessomeover approxi-
mation ofall the outgoing transitions of the concrete states
represented by, .

3.3. Hyper Kripke Modal Transition Systems

This brings us to the new class of abstract models that
we suggest to be used in order to obtain maximal precision.

Definition 3.8 A Hyper Kripke Modal Transition System
(HTS)isatupleM = (S, R*, R~, L), whereS, L, R* are
defined as before, ani~ C S x 2° (not necessarily total).

3-Valued Semantics for HTSs.To adapt the 3-valued se-
mantics of. , for HTSs we redefingl". For everyU/ C S:

However, in many cases it might be desirable to gatherOM (/) = {s | 3A C Sst.sR-Aandvt € A:t € U}.
the concrete states into non-disjoint sets, as this can reduc&his changes the definition fati) in a consistent HTS to:

the size of the abstract state space that enables verification

or falsification of the desired property. We show that in this
general setting, the answer to both questions is “no”.

3.2. May Transitions as a Source of Imprecision

As demonstrated by Example 1.1, when the given ab-

tt, ifdJAC SstsR™Aand

vt e A [¥]y (1) =tt

[Oy]3'(s) =4 ff, if3ACSstsRTA aj\n{d
vie A: Y)Y () =ff
1, otherwise

and dually for[[ow]]é”(s) when exchanging tt with ff.
Thus, in order to evaluatel@y formula to tt, instead of

stract states do not represent disjoint sets of concrete statesequiring thagll the may transitions are to states that satisfy
the may transitions can become a source of imprecision. Inw, we now require that therexistsa may hyper transition

this example there iso abstract GTS fol/x overS 4 that
will enable verification of bottidp andq in s,. This is
while the abstractiomloesenable verification of botllp
andClq in s, (see Definition 3.3). Thus, none of the possi-
ble GTSs is precise w.r.t. the given abstraction.

Theorem 3.7 GTSs do not always suffice for the construc-
tion of a precise abstract model w.r.t. a given abstraction.

We emphasize that this imprecision is not limited to a
certain construction. Indeed, the construction of the ex-
act GTS from Section 2 is simplistic, as it might introduce
redundancy in the may transitions (for example, in Exam-
ple 1.1 both may transitions would be included). Yet, The-
orem 3.7 holds even for optimized constructions that avoid
redundant may transitions (e.g. in the style of [7]).

It can be shown that the imprecision results from the may

transitions and not from the other components of the GTS.
This is because whenever the abstraction enables verificazy, we write(M, s1) =< (Mo, $2)

tion of I € Lit or $U 4, so does the exact GTS, which im-

plies that the labeling and the must hyper transitions (used

for verification of such formulas) are precise enough.
More than that, analyzing Example 1.1 shows that the
imprecision arises when there is no “best” choice of may

such thagll the states within the target set satigfy

A GTS, and thus also a Kripke structure, can be viewed
as a HTS, where every state has exaotig outgoing may
hyper transition, whose target set consists of the target states
of all of its (ordinary) may transitions. Preservation®f
between HTSs (and in particular between an HTS and a
Kripke structure) is guaranteed by the following relation.

Definition 3.9 (Hyper Mixed Simulation) Let M,
(S1,Rf, Ry, L) and My = (S2, Ry, Ry, Ly) be two
HTSs. H C S; x Ss is a hyper mixed simulatiorfrom
My to M, if (s1,s2) € H implies the requirements of
Definition 2.4, except that requirement 2 is replaced by:

2. if soR5 Ag, then there is somd; C Sy s.t. s1R] Ay
and (A1, Ay) € H"3, where as before(A4;, A;) €
H"3 & Vs € Ay 3sh € Ay : (s),s5) € H.

If there is a hyper mixed simulatiol such that(s, s2) €

Intuitively, there can be less may hyper transitiona4p
but each one has to over approximatenehyper transition
in M. Thus, if some may hyper transition was used to
verify (v in My, then the may hyper transition that it over



approximates can be used to verify it Md;. Note that a
may hyper transition of\/; that has no representation in
M, can only cause formulas with a definite valuelif to
be indefinite in)M5 and not vice versa.

Theorem 3.10 For HTSsM; and M5 with statess; andss
resp., if(Mi,s1) = (Ma, s2) then for everyp € L,: sy €

[eli = s1 € [l andss € [o]g® = s1 € [o]g -

Construction of an Abstract HTS. Let Mg
(Sc, R, L) be a (concrete) Kripke structure. Given an ab-
straction(S,~) for it, an abstract model in the form of
aHTSM, = (Sa,RT,R™,L,), can be constructed as
before with the exception tha®~ now consists of hyper
transitions, constructed as follows. A may hyper transition
sq R~ A, exists only if an ¥v3] condition holds:
Vs. € Y(8q) Vsl [ scRs.. = 3s!, € A, s.t.sl. € v(s)) ]

That is, every outgoing may hyper transitionsgfover ap-
proximatesall the concrete transitions of the states repre-
sented bys,. An example of a “legal” may hyper tran-
sition is (sq, As) for A, = {s, | s € ~(s,) s, €
~(s,) s.t. scRs.}. Note that the “only if” allows to include
less hyper transitions than allowed by the rule. The follow-
ing theorem formalizes the correctness of the construction.

Theorem 3.11 Let M be a concrete Kripke structure over
Sc, and letM4 be an HTS computed as described above
based on an abstractiofS4,~) for Sc. Then whenever
Sc € v(sq) then(Mc, s.) = (Ma, 8q4)-

For example, to verifyp andq in Example 1.1, we in-
clude(s,, {s14}) and(s,, {s24}) @s may hyper transitions.

Exact HTS. If the “only if” in the definition of may hyper
transitions is replaced by “iff”, the may hyper transitions are
exact If all components are exact, we get #eact HTS

Theorem 3.12 Let M be a Kripke structure and/¥ the

exact HTScomputed as described above based on an ab-

straction(Sa,~). ThenM¥ is precise w.r.t(S4, ).

4. Decreasing the Model Checking Cost

%116{0,1} %:16{0,1}
Sl Lt fp(2) =024
StFF%w : Sét % : Sét

Figure 2. Rules for product graph construction

states that represest are candidates to enable verification
or falsification ofp in s.. We therefore refer to them as
designatedstates. Our purpose is to evaluatén all these
designated abstract states in the exact TS,

Our algorithm is based on a generalization of the game-
based model checking suggested in [22] for CTL over ab-
stract models with ordinary may and must transitions. We
omit the details of the game, but continue with the game-
graph, to which we refer as thoduct graph

Product Graph. The product graph presents all the infor-
mation “relevant” for the model checking: Every node in
the graph is labeled by, - v, wheres,, is an abstract state
andv is a subformula ofp, indicating that the value af

in s, is relevant for determining the model checking result.
The outgoing edges of a nodg I ¥ can be seen as defin-
ing “subgoals” for the goal of checkingin s,.

Formally, lety € [,2 be a formula,S4 a set of states,
Sa € S4 a set of designated states in which we want to
evaluatep, andR C Sy x S, a total transition relation.

R is meant to provide a basic description of the possible
transitions between states (we will soon see how it is ob-
tained). Theproduct grathsd’fw, or in shortG, is a
graph(V, E) with a set of nodesV C S4 x Sub(y) and

a set of edge® C N x N, defined as follows. Thanitial
nodesN, C N consist ofSy; x {¢}. The (rest of the) nodes
and the edges are defined by the rules of Fig. 2, with the
meaning that whenever € N is of the form of the upper
part of the rule, then the result in the lower part of the rule
isalso anode’ € N and(n,n’') € E.

The nodes ofy are classified as, Vv, [, & nodes, based
on their subformuals. Nodes whose subformula is a literal
areterminal nodegthey have no outgoing edges). Nodes
whose subformulas are of the foréh or nZ.4) aredeter-

Using the exact HTS as an abstract model ensures maXministic— they have exactly one son.

imal precision. Yet, it involves an exponential blowup. In
this section we suggest an efficient model checking, which

remains quadratic in the number of abstract states, and ye

produces a result which s precise as possibleith re-
spect to a specific property.

From now on, we restrict the discussion to the alterna-
tion free fragment of the:-calculus. LetMq be a con-
crete Kripke structure angd € Lﬂ a formula that we wish
to check in some state. of M. Moreover, suppose that
we are given a (finite) abstractidi$ 4,~). All the abstract

Each strongly connected component (SCC¥invhich
is non-trivial, i.e. has at least one edge, contains exactly one
free fixpoint variableZ € V, called awitness If fp(Z) =
nZ.ap, thenZ is ap-witness. Otherwise it is a-witness.

Coloring Algorithm. To determine the model checking re-

sult, a coloring algorithm is applied on the product graph

with the purpose of labeling each node= s, F ¢ in it by

T, F, ? depending on the value @fin the states,, in M¥.
The coloring algorithm of [22] processes the product



graph bottom-up by iterating two phases:

In the sons- Coloring. The following two phases are performed repeat-

coloring phase, a node is colored based on the colors ofedly until all nodes are colored.
its sons by rules which reflect the 3-valued semantics of the 1. Sons-coloring phaseApply the following rules until

logic. In the witness-coloring phase a special procedure is
applied to handle cycles (non trivial SCCs) in the graph.

As for our algorithm, for the sake of the explanation,
suppose first that we construct the product graph based
on M¥ (of course, eventually the point will be to avoid
the construction of\/%). R will then simply be the set
RE = {(sa,5.) | s, € Aqand(s,R™ A, of s,RTA,)},
where R~ and R* are the transition relations df/¥. In
this case we also define may and must hyper-sods iff
n=sk Qype NforQ e {04} andsR™ A (sRT A),
thenB = A x {4} C N is amay (must) hyper-soof n.

The coloring can be extended to handle hyper sons in the
same way that the 3-valued semantics is extended to handle
hyper transitions. For example[Z&node will be colored by
Fiff it has a must hyper-son whose nodes are all colored by
F. It will be colored byT iff it has a may hyper-son whose
nodes are all colored by'. Otherwise it will be colored
7. Dually for a<{>-node. Yet, instead of consideritadl the
hyper sons and checking if any of them justifies coloring the
node, we suggest to use the information gathered so far in
the bottom-up coloring to perform this check wisely.

For example, to color &-noden by F, it suffices to
check, whenever some son nfgets colored byF, if all
of n's currently F-colored sons comprise a must hyper-son
(i.e., their underlying states fulfill the33 rule). Similarly,
to conclude thak should not be colored", it suffices to
check that’s currently F-colored sons along with the un-
colored sons (if exist) do not form a must hyper-son. Thus,
checking these candidates is as informative as che@ling
of the possible must hyper sons. Similar reasoning applies
to may hyper sons. This leads us to the following algorithm,
whereM ¥ is not constructed in advance.

4.1. Optimized Abstract Model Checking

Let M be a concrete moded,. € S a concrete state,

none is applicable.
e A terminal nodes, + [ is coloredT if [ €
LA(sq), Fif =l € La(s,), and? otherwise.
e An A-node {/-node) is colored by:
— T(F) if both its sons are coloredi(F).
— F(1)ifit has a son that is colored(T).
— ?ifithas a son that is coloretdand the other
is colored#£ F(T).
e A deterministic node is colored as its (only) son.
e A O-node {>-node) is colored by:
— T(F) if its currently T(F)-colored sons
form a may hyper son.
— F(T) if its currently F(T)-colored sons
form a must hyper son.
— 7ifall of its sons are colored, yet none of the
above holds.

2. Witness-coloring phaself there are still uncolored

nodes, let); be the smallest MSCC w.r.& that is not
yet fully colored.q; is necessarily a non-trivial MSCC
that has exactly one witness. Its uncolored nodes are
colored according to the witness. Foravitness:
(a) Repeatedly colo? each node inQ; satisfying
one of the following.
e An A-node (/-node) that both (at least one)
of its sons are coloreg F.
e Adeterministic node whose son is colorgd
e A [O-node ¢>-node) whoseF'-colored sons
along with its remaining uncolored sons do
not form a must (may) hyper-son.
(b) Color the remaining nodes i3; by F'.

The case where the witness is of typés dual, when
exchangingF’ with T', A with v, and with .

In each phase of the coloring, the rules will initially be

wE Cg a formula that we wish to check i, and(S4, v)
an abstraction. The algorithm is as follows.

Product Graph Construction. Construct apartial HTS
My = (Sa,R,Ly4), whereL 4 is defined as in the exact
HTS, andR C S, xS 4 is defined byR = {(sq,s)) | 3s. €
v(sq) 35, € v(sl,) s.t.s.Rs.}. This ensures thak D RE.
Construct the product grapﬁsdﬁw based onp, S4, R as
above, andsy = {s, | sc € v(sa)}-

Partition. Gs, i is partitioned into Maximal Strongly
Connected Components (MSCCs), denafgt$, and a (to-
tal) order< is determined on them, s.t. for evenyc Q;
andn’ € Q;, (n,n’) € Eonlyif Q; < Q;. Such an order

exists because the MSCCs form a directed acyclic graph.

checked once for every uncolored node, and later will only
be checked when one of the sons of the node gets colored
by an appropriate color. Several optimizations can be used.

Remark 4.1 Checking if a se3 of nodes forms a may or
must hyper son of @-node or a>-noden is performed by
checking they33 or the Yv3 condition (resp.) between the
underlying states of the nodeand the set of nodes.

Theorem 4.2 Let M% denote the exact HTS fdc w.r.t.
(S4,7). LetG = Gs, ko be the product graph produced
by the algorithm. Then for every = s, F ¢ € G such
that, is closed the following holds:

L [p1] 2% (s0) = tt iff n = s, - ¢ is colored byT.



we will not “miss” the opportunity to get a definite result

only due to excess refinement. Thus, our approach, which is
as precise as using the exact HTS w.r.t. the desired property,
Thus, for all nodes with closed formulas in the product Will ensure the same. Recall that the same is not guaranteed

2. ﬂ@lﬂyf(sa) = ff iff n = s, ¢ is colored byF.
3. [e1]3" (sa) =L iff n = s, I ¢ is colored by?.

graph, the coloring is as precise as model checking with When using ordinary must transitions [23].

MZE, even though\/ ¥ is not constructed by the algorithm.
In particular, this is true fotNg = Sy x {¢}, and by the

If the concrete model is finite, an iterative abstraction-
refinement is guaranteed to terminate with a definite answer.

choice ofS,;, we are guaranteed that whenever the abstrac—ReferenceS

tion is precise enough, at least one initial node will be col-
ored by a definite colof” or F', in which case by Theo-
rems 4.2 and 3.1 " (s.) = tt or ff respectively. Note,
that it is impossible that some initial node will be colofEd
and another will be colored'. If all the initial nodes in the
product graph are colorey then the result is indefinite.

(1]
(2]
(3]
(4]
(5]

Remark 4.3 By considering the underlying hyper transi-
tions of hyper sons computed by the algorithm, the final
product graph induces an abstract HTS fbfo which is

as precise as the exact HTS w.¢t.

(6]
Complexity. During all applications of the sons-coloring
phase, th&33 and thevvd conditions are checked at most [7]
|Sa| times for each node, as each node has at st 8
sons, and between checks the set of candidates to comprise
a hyper son is monotonically increasing. Similar analy-
sis holds for phase 2a, with the difference that the sets of
candidates to comprise a hyper son are monotonically de-
creasing. As the number of nodes in the product graph is
O(]S4| x |¢|), the total number of checks of th&l3 and
the Vw3 conditions isO(|S4|? x |¢|). This is the dominant
part which determines the model checking complexity.

(9]
[10]

[11]

[12]

5. Abstraction-Refinement [13]
Our abstract model checking ensures maximal precision. [14]
Still, its result might be indefinite if the abstraction is not
precise enough. In this case, refinement can be applied[ls]
by splitting the abstract states, similarly to the refinement
of [22] for models with ordinary transitions (with various
optimizations that exploit the use of hyper transitions).
When refinement is introduced, monotonicity in the pre- [17]
cision of the abstract models before and after the refinement
is desirable, meaning that formulas that had a definite value[18]
before the refinement will not become indefinite after re- [19]
finement [23]. This is guaranteed by the following theorem.
[20]

[16]

Theorem 5.1 (Monotonicity of HTSs) Let M/, and M4
be exact HTSs defined based on abstractigiis +') and
(Sa,7) resp., whergS’,,~") is the result of splitting the
states of(S4,7). Then whenevet, € S/, is a substate of
Sq € Sathen(M), s)) < (Ma, sq,).

[21]

[22]

Monotonicity implies that refinement of an exact HTS will [23]

never take us further from the (definite) result. In particular,
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