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Abstract. This work exploits and extends the game-based framework of CTL
model checking for counterexample and incremental abstraction-refinement. We
define a game-based CTL model checking for abstract models over the 3-valued
semantics, which can be used for verification as well as refutation. The model
checking may end with an indefinite result, in which case we suggest a new no-
tion of refinement, which eliminates indefinite results of the model checking. This
provides an iterative abstraction-refinement framework. It is enhanced ioy an
crementalalgorithm, where refinement is applied only where indefinite results
exist and definite results from prior iterations are used within the model checking
algorithm. We also define the notion ahnotated counterexampleshich are
sufficient and minimal counterexamples for full CTL. We present an algorithm
that uses the game board of the model checking game to deriearastated
counterexampl@ case the examined system model refutes the checked formula.

1 Introduction

This work exploits and extends the game-based framework [31] of CTL model checking
for counterexample and incremental abstraction-refinement.

The first goal of this work is to suggest a game-based new model checking al-
gorithm for the branching-time temporal logic CTL [7] in the context of abstraction.
Model checking is a successful approach for verifying whether a system mddel
satisfies a specificatiop, written as a temporal logic formula. Yet, concrete (regular)
models of realistic systems tend to be very large, resulting istdte explosion prob-
lem This raises the need for abstraction. Abstraction hides some of the system details,
thus resulting in smaller models.

Two types of semantics are available for interpreting CTL formulae over abstract
models. The2-valuedsemantics defines a formulato be either true or false in an
abstract model. True is guaranteed to hold for the concrete model as well, whereas false
may be spurious. Thg-valuedsemantics [14] introduces a new truth value: the value
of a formula on an abstract model mayibdefinite which gives no information on its
value on the concrete model. On the other hand, both satisfaction and falsification w.r.t
the 3-valued semantics hold for the concrete model as well. That is, abstractions over
3-valued semantics are conservative w.r.t. both positive and negative results. They thus
give precise results more often both for verification and falsification.

* A fuller version appears in http://www.cs.technion.ac.il/lusers/orna/publications.html



Following the above observation, we define a game-based model checking algo-
rithm for abstract models w.r.t. the 3-valued semantics, where the abstract model can
be used for both verification and falsification. However, a third case is now possible:
model checking may end with an indefinite answer. This is an indication that our ab-
straction cannot determine the value of the checked property in the concrete model and
therefore needs to be refined. The traditional abstraction-refinement framework [19, 6]
is designed for 2-valued abstractions, where false may be a false-alarm, thus refinement
is aimed at eliminating false results. As such, it is usually based on a counterexam-
ple analysis. Unlike this approach, the goal of our refinement is to eliminate indefinite
results and turn them into either definite true or definite false.

An advantage of this work lies in the fact that the refinement is then applied only
to the indefinite part of the model. Thus, the refined abstract model does not grow un-
necessarily. In addition, model checking of the refined model uses definite results from
previous runs, resulting in @ancrementalmodel checking. Our abstraction-refinement
process is complete in the sense that for a finite concrete model it will always terminate
with a definite “yes” or “no” answer.

The next goal of our work is to use the game-based framework in order to pro-
vide counterexamples for full CTL. When model checking a madelvith respect to
a propertyyp, if M does not satisfy» then the model checker tries to return a coun-
terexample. Typically, a counterexample is a part of the model that demonstrates the
reason for the refutation ¢f on M. Providing counterexamples is an important feature
of model checking which helps tremendously in the debugging of the verified system.

Most existing model checking tools return as a counterexample either a finite path
(for refuting formulae of the formdGp) or a finite path followed by a cycle (for re-
futing formulae of the formAFp?) [5, 7]. Recently, this approach has been extended
to provide counterexamples for all formulae of the universal branching-time temporal
logic ACTL [9]. In this case the part of the model given as the counterexample has the
form of a tree. Other works also extract information from model checking [29, 12, 25,
32]. Yet, it is presented in the form of a temporal proof, rather than a part of the model.

In this work we provide counterexamples for full CTL. As for ACTL, counterex-
amples are part of the model. However, when CTL is considered, we face existential
properties as well. To prove refutation of an existential fornfuia one needs to show
an initial state from whictall paths do not satisfy. Thus, the structure of the coun-
terexample becomes more complex. Having such a complex counterexample, it might
not be easy for the user to analyze it by looking at the subgrapli afone. We there-
fore annotateeach state on the counterexample with a subformula tfat is false in
that state. The annotating subformulae being false in the respective states, provide the
reason forp to be false in the initial state. Thus, the annotated counterexample gives a
convenient tool for debugging. We propose an algorithm that constructs an annotated
counterexample and prove that it is sufficient and minimal.

To conclude, the main contributions of this work are:

— A game-based CTL model checking for abstract models over the 3-valued seman-
tics, which can be used for verification as well as refutation.

1 AGp means “for every path, in every state on the pathplds”, whereasi Fp means “along
every path there is a state which satisfiés



— A new notion of refinement, that eliminates indefinite results of the model checking.
— An incremental model checking within the framework of abstraction-refinement.
— A sufficient and minimal counterexample for full CTL.

Related Work. Other researchers have suggested abstraction-refinement mechanisms
for various branching time temporal logics. In [21] the tearing paradigm is presented as
a way to obtain lower and upper approximations of the system . Yet, their technique is
restricted to ACTL or ECTL. In [27, 28] the full propositional mu-calculus is consid-
ered. In their abstraction, the concrete and abstract systems share the same state space.
The simplification is based on taking supersets and subsets of a given set with a more
compact BDD representation. In [23] full CTL is handled. However, the verified system
has to be described as a cartesian product of machines. The initial abstraction considers
only machines that directly influence the formula and in each iteration the cone of in-
fluence is extended in a BFS manner. [1] handles ACTL and full CTL. Their abstraction
collapses all states that satisfy the same subformulaeinto an abstract state. Thus,
computing the abstract model is at least as hard as model checking. Instead, they use
partial knowledge on the abstraction function and gain information in each refinement.

Other researchers [14] have suggested to evaluate a property w.r.t the 3-valued se-
mantics by reducing the problem to two 2-valued model checking problems: one for
satisfaction and one for refutation. Such a reduction results in the same answer as our
algorithm. Yet, it is then not clear how to guide the refinement, in case it is needed.

The game-based approach to model checking, used in this work, is closely related
to the Automata-theoretic approach [18], as described in [22]. Thus, our work can also
be described in this framework, using alternating automata.

Organization. The rest of the paper is organized as follows. In Section 2 we give some
background for game-based CTL model checking, abstractions and the 3-valued se-
mantics. Due to technical reasons, we then start with annotated counterexamples. In
Section 3 we describe how to construct an annotated counterexample for full CTL and
show that it is sufficient and minimal. In Section 4 we extend the game-based model
checking to abstract models using the 3-valued semantics. In Section 5 we present our
refinement technique, as well as an incremental abstraction-refinement framework.

2 Preliminaries

Let AP be a finite set of atomic propositions. We define theLgeof literals overA P
to be the sehP U {—p : p € AP}. We identify——p with p. In this paper we consider
the logic CTL innegation normal formdefined as followsp ::=1tt [ff [l | oA @ | oV
v | Ay | Ev wherel ranges ovelit, andy is defined by ::= X o | oUp | oV .

The (concrete) semantics©fI' L formulae is defined with respect td<aipke struc-
ture (KS)M = (S, Sy, —, L), whereS is a finite set of statesjy C S is a set of initial
states—C S x S is a transition relation, which must etal andL : S — 2% s a
labeling function, such that for every statand everyp € AP, p € L(s) iff —=p & L(s).

[(M, s) = ¢] = tt (= ff) means that the CTL formulg is true (false) in state of a
KS M. The formal definition can be found in [7}{ satisfiesp, denotedM E o] = tt,
if Vso € So : [(M, so) E ¢] = tt. Otherwise M refutesp, denotedM |= o] = ff.



Definition 1. Given a CTL formulap of the formQ(o1Up2) or Q(p1V ¢2), where
Q € {A, E}, its expansions defined by:

if o = Q(p1Up2) thenexp(v) = {¢, p2 V (o1 ARX @), p1 AQXp, QX ¢}

if o = Q(p1Vp2) thenexp(p) = {p, Y2 A (g1 V QX @), v1VQXp, QX ¢}

2.1 Game-based Model Checking Algorithm

Given a (concrete) K/ = (5, Sy, —, L) and a CTL formulap, the model check-
ing game[31, 22] of M and is defined as follows. Its board i§ x sub(y), where
sub(y) is the set of subformulae of, defined as usual, except thatif= A(x1Ups2),
E(01Ugp3), A(p1V2) or E(p1V2) thensub(p) = exp(p) U sub(p1) U sub(pz) .
The model checking game is played by two play®l®lard, the refuter, angloise,
the prover. Aplay is a (possibly infinite) sequenag, —,o C1 —p1 Ca —p2 .
of configurations, wher€, € Sy x {¢}, C; € S x sub(y) andp; € {V,3}. The
subformula inC; determines which player; makes the next move.

Possible moves at each step.
1. C; = (s,ff), C; = (s,tt), or C; = (s,1) wherel € Lit: the play is finished. Such

configurations are calle@rminal configurations
. C; = (s, AXy): Vbelard chooses a transitiean— s’ andC; 1 = (s', ¢).
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3. C; = (s, EXy): Jloise chooses a transition— s’ andC; 1 = (¢, ).

4. C; = (s, 1 A p2): Ybelard choosep € {1,2} andCiy1 = (s, ¢;).

5. C; = (s,1 V 2): Jloise chooseg € {1,2} andCit1 = (s, ¢;).

?- Ci=(5,Q(p1Ug2)), Q € {A, E}: Cipr = (5,02 V (01 A QX Q(p1U2))).

0= (5,Q(p1V92)), Q € {A, E}: Civ1 = (5,09 A (01 V QX Q(p1Vp2))).-

In configurations 6-7 the move is deterministic, thus any player can make the move.
A play ismaximaliff it is infinite or ends in a terminal configuration. In [31] it is shown
that a play is infinite iff exactly one subformula of the fortd/, EU, AV or EV occurs
in it infinitely often. Such a subformula is calledrdtness

Winning Criteria. Vbelard wins the play iff (1) the play is finite and ends in a terminal
configuration of the fornC; = (s, ff), orC; = (s,1), wherel ¢ L(s), or (2) the play is
infinite and the witness idU or EU. Jloise wins otherwise.
The model checkingameconsists of all the possible plays.winning strategyis
a set of rules for a player, telling him how to move in the current configuration and
allowing him to win every play if he plays by the rules. All possible plays of a game
are captured in thgame-graphlt is the graph whose nodes are the elements (configu-
rations) of the game board and whose edges are the possible moves of the players.
The model checking algorithm for the evaluation df |= ¢] consists of two parts.
First, it constructs (part of) thgame-graph The evaluation of the truth value ¢fin
M is then done by coloring the game-graph.

Game-graph Construction and Its Properties.The subgraph of the game-graph that
is reachable from the initial configuratioss x {¢} is constructed in a BFS or DFS
manner. Itis denoted's;«, = (N, E), whereN C S x sub(y). The nodes (configu-
rations) ofG'xr «, can be classified into three types. Terminal configurationteanees

in the game-graph. Nodes whose subformulae are of the farm p2 or AX ; are



A-nodes Nodes whose subformulae are of the fopmv ¢ or EX ¢, areV-nodes

Nodes whose subformulae afd/, EU, AV, EV can be considered eithernodes or
A-nodes. Sometimes we further distinguish between nodes whose subformulae are of
the formAX ¢ (E X ¢) and other\-nodes {-nodes), by referring to them @s<-nodes
(EX-nodey The edges iiar«, are divided toprogress edgeghat originate in AX-

nodes or EX-nodes and reflect transitions of the KS,andliary edgeswhich are the

rest. Each non-triviadtrongly connected compong®CC) inG s, i.€. an SCC with

one edge at least, contains exactly one witness and is classified4ds,atV’, EU, or

EV SCC, based on its witness.

Coloring Algorithm. The followingColoring Algorithm[3] labels each node i,
by T or F’, depending on whethefloise orvbelard has a winning strategi., », is
partitioned into itdMaximal Strongly Connected Compone(SCCs), denoted);’s,
and an ordeK is determined on them, such that an edgen’), wheren € @, and
n’ € Qj, exists inGarx, only if Q; < Q;. Such an order exists because the MSCCs
form adirected acyclic grapiDAG). It can be extended to a total orderarbitrarily.

The coloring algorithm processes theg's according to<, bottom-up. Let); be the
smallest MSCC w.r.K that is not yet fully colored. Every outgoing edge@f leads to
a colored node or remains in the same &gt,The nodes of); are colored as follows.

1. Terminal nodes are colored Byif Jloise wins in them, and by’ otherwise.

2. AnV-node (\-node) is colored by" (F) if it has a son that is colored ¥ (F)),
and byF (T) if all its sons are colored by’ (7).

3. All the nodes inQ; that remain uncolored, after the propagation of these rules, are
colored according to the witness . They are colored by’ if the witness is of
the form AU or EU, and are colored bY' if the witness is of the formdV or EV.

The result of the coloring algorithm isaloring functiony : N — {T, F'}.

Theorem 1. [31] Let M be a KSyp a CTL formula and’s, ¢1) € Gux.,. Then:
[(M,s) E ¢1] = tt (ff) < Hloise (“belard) has a winning strategy for the game
starting at(s, 1) < (s, 1) is colored by’ (F).

2.2 Abstraction

Abstract models preserving CTL need to have two transition relations [20, 11]. This is
achieved by using(ripke Modal Transition Systenfi$7, 13].

Definition 2. A Kripke Modal Transition SystetKMTS) is a tupleM = (S, Sy, —
, L), whereS is a finite set of states§, C S is a set of initial states;>C S x S
may

and ™4C S x S are transition relations such thaf2C ™ andL : S — 2Lt js a
labeling function, s.t. for each stateandp € AP, at mostone ofp and—p isin L(s).

We consider abstractions that collapse sets of concrete states into single abstract
states. Such abstractions can be described in the framewaodkksifact Interpreta-
tion [24,11]. LetMc = (S, Soc, —, L) be a (concrete) KS. Lét5 4, C) be a poset
of abstract stategind (v : S4 — 25¢,a : 25¢ — S,) aGalois connectiorj10, 24]
from (25¢, C) to (Sa, C). v is theconcretization functiothat maps each abstract state



to the set of concrete states that it represemtss. the abstraction functiorthat maps
each set of concrete states to the abstract state that represents it.
An abstract modelM 4 can then be defined as follows. The set of initial abstract
statesSy 4 is defined such thaty, € Sy 4 iff there existssy. € Soc for which sg. €
~v(s0a). An abstract state, is labeled byl € Lit only if all the concrete states that
it represents are labeled byThus, it is possible that neithernor —p are inL 4(s,).
Themaytransitions are computed s.t. they represent (at least) every concrete transition:
if 3s. € v(s,) and3s, € y(s,) s.t.s. — s, thens, — s/ . The musttransitions
represent concrete transitions that are common to all the concrete states represented by
the origin abstract state; — s/, only if Vs, € v(s,) 35, € v(s)) s.t.s. — s.. Other
constructions of abstract models, based on Galois connections, can be found in [11, 15].
The relationH € S¢ x Sy, which is defined bys., s,) € H iff s. € v(s,), then

forms amixed simulatiorj11, 13] from M to the resulting abstract mod&f 4.

[17] defines the3-valuedsemantics of CTL over KMTSs, denotéd/, s) }i @],
preserving both satisfaction (tt) and refutation (ff) from the abstract model to the con-
crete one. However, a new truth valuke, is introduced, meaning that the truth value
over the concrete model is not known and can be either tt or ff.

Theorem 2. [13] Let H C S¢ x S4 be a mixed simulation relation from a K& to
a KMTSM 4. Then for everys,, s,) € H and every CTL formula:

[(Ma.sa) B o] =tt(f) = [(Me.se) = o] =t (ff)

3 Using Games to Produce Annotated Counterexamples

In this section we describe how to constructamotated counterexampfeom the
coloring of a game-graph fav/ andy in caseM does not satisfy.

First, the coloring algorithm is changed to identify and remembec#useof the
coloring of anA-noden that is colored by If n was colored by its sons, theause(n)
is the son that was the first to be colored Bylf n was colored due to a witness, then
cause(n) is chosen to be one of its sons which resides on the same SCC and was colored
by witness as well. There must exist such a son, othernwig®uld be colored by its
sons. Note thatause(n) depends on the execution of the coloring algorithm.

Given a game-graptiys »,, for a KSM and a CTL formulap, and given its color-
ing x and an initial nodewy = (s¢, ¢) S.t. x(ng) = F, the following algorithm finds an
annotated counterexampléenoted”, which is a subgraph @, colored byF.
Algorithm ComputeCounter
Initially: new = {(so, )}, C =0.
while new # 0

n = remove(new)

- if n was already handled orif is a terminal node - continue.

- if nis anv-node, then for each soti of n addn’ to new and(n,n’) to C'.

- if nis anA-node, then addause(n) to new and(n, cause(n)) to C.

Complexity. Algorithm ComputeCounter has a linear running time (in the worst
case) w.r.t the size of the game-gra@hy ... The latter is bounded b@ (| M| - |¢]).



Note, that for the correctness 6fit is mandatoryto choose for am-node the son
that caused the coloring of the node, and not any son that was coloéd by

Properties of the computed Annotated CounterexampleC' is a subgraph of7 5/«

s.t. for each nodes € C, x(n) = F. It can be viewed as the part of the winning
strategy of the refuter that is sufficient to guarantee his victory. We formalize and prove
this notion in the next section. Intuitively, it is indeed a counterexample in the sense that
it points out the reasons far's refutation on the model. Each nodeGhis marked by a
states and a subformulay, s.t.x((s, 1)) = F, thus by Theorem 1s = ¢1] = ff. The

edges point out the reason (cause) for the refutation of a certain subformula in a certain
state: the refutation in an-node is shown by refutation in one of its sons, whereas the
refutation in anv-node is shown by all its sons. Another important property is:

Lemma 1. C contains non-trivial SCCHf at least one of the nodes in the SCC was
colored due to a witness. We conclude that non-trivial SCCsame AU- or EU-SCCs.

The property of”' described in Lemma 1 implies that any non-trivial SCC that appears
in the annotated counterexample indicates a refutation dfitbperator, which results,
at least partly, from an infinite path, where weak until is satisfied, but not strong until.

3.1 The Annotated Counterexample is Sufficient and Minimal

In this section we first informally describe our requirements of a counterexample. We
then formalize them for annotated counterexamples and show that they are fullfilled by
the result ofComputeCounter . Generally speaking, for a sub-model to be a coun-
terexample, it is expected to: (1) falsify the given formula; (2) hold “enough” infor-
mation to explain why the model refutes the formula; and (3) be minimal in the sense
that removing any state or transition will not maintain 1 and 2. To formalize the second
requirement w.r.t an annotated counterexample, we need the following definitions.

Definition 3. LetG = (N, E) be a game-graph and let be a subgraph ofs. The

partial coloring algorithm of7 w.r.t A works as follows. It is given aimitial coloring

functiony; : N\ A — {T, F} and computes a coloring function fét. The algorithm

is identical to the (original) coloring algorithm, except for the addition of a new rule:
-Anoden € N \ Ais colored byy;(n) and its color is not changed.

Any result of the partial coloring algorithm af with respect toA is called apartial

coloring function ofG with respect to4, denotedy : N — {T, F'}.

As opposed to the usual coloring algorithm that has only one possible result, the partial
coloring algorithm has several possible results, depending on the initial coloring func-
tion x;. Each one of them is considered a partial coloring functioof.r.t A. By
definition, the usual coloring algorithm is a partial coloring algorithnd-of.r.t G.

Definition 4. LetG be a game-graph and lgt be the result of the coloring algorithm
on G. A subgraphA of G is independent ofG if for each’ that is a partial coloring
function ofG with respect tad, and for eachn € A, we have thak(n) = x(n).

Basically, a subgrapH is independent of7 if its coloring isabsolutein the sense that
all of its completions to the full game-graph do not change the color of any nade in
We can now formalize the notion of an annotated counterexample.



Definition 5. Let G be a game-graph, and let be its coloring function, such that
x(ng) = F for some initial nodex,. A subgraphC' of G containingn, is anannotated
counterexampli it satisfies the following conditions. (1) For each node C, x(n) =
F; (2) C is independent of; and (3)C is minimal.

The first two requirements in Definition 5 imply th&tis sufficientfor explaining
why n is coloredF: First it guarantees that all the nodeg(irare colored. In addi-
tion, sinceC is independent of;, we can conclude that regardless of the other nodes in
G, all the nodes it’, and in particular, will be coloredF. Thus, it also explains why
the model falsifies the formula. The third condition shows tHas also “necessary”.

We now show that the result @fomputeCounter , denoted”, is indeed an anno-
tated counterexample. The first requirement is obviously fulfilled, as described earlier.
The following theorem states thét satisfies the other two conditions as well.

Theorem 3. C is independent af/. Moreover,C' is minimalin the sense that removing
a node or an edge will result in a subgraph that is not independe6t of

The correctness of the first part of Theorem 3 strongly depends on the choice of
cause(n) as the son of an-node in the algorithn€omputeCounter

4 Game-Based Model Checking On Abstract Models

In this section we suggest a generalization of the game-based model checking algorithm
for evaluating a CTL formulg over a KMTSM w.r.t the 3-valued semantics.

We start with the description of the 3-valued game. The main difference arises from
the fact that KMTSs have two types of transitions. Since the transitions of the model
are considered only in configurations with subformulae of the fdiy;, or EX ¢,
these are the only cases where the rules of the play need to be changed. Intuitively, in
order to be able to both prove and refute each subformula, the game needs to allow the
players to use both may and must transitions in such configurations. The reason is that
for example, truth of a formula X ¢; should be checked upon may-transitions, but its
falseness should be checked upon must-transitions.

New moves of the game.

must

2. if C; = (s, AXy), thenVbelard chooses a transitisn— s’ (for refutation) or
s % s (for satisfaction), and’; 1 ; = (s', ¢).

3. if C; = (s, EX¢), then3loise chooses a transition ™ s’ (for satisfaction) or
s 2 s’ (for refutation), and”; . ; = (s, ¢).

Intuitively, the players use must-transitions in order to win, while they use may transi-
tions in order to prevent the other player from winning. As a result it is possible that
none of the players wins the play, i.e. the play ends with a tie. As befonega-
mal play is infinite if and only if exactly onavitness which is either alAU ,EU , AV
or EV-formula, appears in it infinitely often. However, the winning rules become more
complicated. A player can only win the play if he or she are “consistent” in their moves:

Definition 6. A player is said toplay consistenthyif in each configuration where he
must

proceeds over the transitions of the model, his move is based-eh @ansition.



New winning criteria.

— Vbelard wins a play iff he plays consistently and in addition one of the following
holds: (1) The play is finite and ends in a configuration= (s, ff) or (s, ), where
-l € L(s); or (2) The play is infinite and the witness is of the fodlV or EU .

— dloise wins a play iff she plays consistently and in addition one of the following
holds: (1) the play is finite and ends in configurat@n= (s,tt) or (s,!), where
l € L(s); or (2) the play is infinite and the witness is of the fod# or EV.

— Otherwise, the play ends with a tie.

Theorem 4. Let M be a KMTS andy a CTL formula. Then, for eache S:

1. [(M,s) )i ] = ttiff Jloise has a winning strategy for the game startindgtp).
2. [(M,s) }i »] = ffiff Vbelard has a winning strategy for the game startingaty).
3. [(M, s) E ¢] =L iff none of them has a winning strategy for the game fteny).

w

In order to use this correspondence for model checking, we generalize the game-
based model checking algorithm. The (3-valued) game-graph, deGqigd., is con-
structed as in the “concrete” case. Its nodes, denbteate again classified asnodes,
V-nodes,A X -nodes ot X -nodes. Similarly, the edges are classifiep@gressedges
orauxiliary edges. But now, we distinguish between two types of progress edges: Edges
that are based on must-transitions are referred tost-edges€Edges that are based on
may-transitions are referred to amy-edgesA noden’ is amay-sonmust-soi of the
noder if there exists a may-edge (must-edge) frarno n’. An SCC in the game-graph
is amay-SCQmust-SCCif all its progress edges are may-edges (must-edges).

The coloring algorithm of the 3-valued game-graph needs to be adapted as well.
First, a new color, denoted, is introduced for configurations in which none of the
players has a winning strategy. Second, the partitia,te that is based on MSCCs is
now based on may-MSCCs (note thatC %),

The (3-valued) coloring algorithm.

Partition and Order.G ;. is partitioned into its may-MSCCs, denot€ds. A (total)
order< is determined on them in the same way as for the concrete case.

Coloring. As before, the coloring algorithm processes €h¢s bottom-up. LetQ; be
the smallest set w.rg that is not yet fully colored. Its nodes are colored in two phases.

1. Sons-coloring phasépply the following rules taR; until none is applicable.
— Aterminal node is colored by if Jloise wins in it, byF if Ybelard wins in it,
and by? otherwise.

— An AX-node EX-node) is colored by:
e T (F) if all its may-sons are coloredl (F).
e F'(T)if it has a must-son that is colordd (7).
o 7 if all its must sons are coloredl (F') or ? and it has a may-son that is

coloredF (T') or?.

— An A-node (/-node), other thaml X -node F X -node), is colored by:
e T (F) if both its sons are colorefl (F).
e F'(T)ifit has a son that is colored (7).



e ?7ifit has a son that is coloretland the other is coloretlor T' (F').

2. Witness-coloring phas#.after the propagation of the rules of phase 1 there are still
uncolored nodes ip;, then@; must be a non-trivial may-MSCC that has exactly
one witness. Its uncolored nodes are colored according to the witness, as follows.

— The witness is of the formil(p1Ugs) or E(p1Ugs):
(a) Repeatedly colot each node ir); satisfying one of the following.
e An A-node (AX-node) that all its (must) sons are colofEabr 7.
e An V-node EX-node) that has a (may) son that is colofiédr 7.
(b) Color the remaining nodes @; by F'.
— The witness is of the formil (1 Vpa) or E(p1Vs):
(a) Repeatedly colot each node ir); satisfying one of the following.
e An A-node (AX-node) that has a (may) son that is coloredr ?.
e An Vv-node EX-node) that all its (must) sons are colorEdr 7.
(b) Color the remaining nodes @; by 7.

The result of the coloring algorithm is3avalued coloring functiory : N — {7, F, ?}.
Note that a node is colorébnly if there is evidence that it cannot be colored otherwise.

Theorem 5. LetGr«, be a 3-valued game-graph, then for eacke G«

1. x(n) = T iff Jloise has a winning strategy for the game startinguat
2. x(n) = F iff Vbelard has a winning strategy for the game startingiat
3. x(n) =? iff none of the players has a winning strategy for the game starting at

The correctness of the coloring algorithm is strongly based on the property that when
phase 2b is applied, the uncolored nodes that are colored in it form non-trivial SCCs. In
case of amMU-witness, these are must-SCCs, and indeed in this case loops can only be
used for refutation, thus to identify “real” loops, must-edges are needed. On the other
hand, in case of ad V-witness, loops can contribute to satisfaction, and satisfaction of
universal properties should be examined upon may-transitions, and indeed for such a
witness, we get uncolored may-SCCs. Similarly, fo&li witness, we get may-SCCs,
whereas for arEV witness, must-SCCs are formed.

Implementation issues and ComplexityThe coloring algorithm can be implemented

in linear running time w.r.t the size @, using a variation of an AND/OR graph,
similarly to the algorithm described in [18] for checking nonemptiness of the language
of a simple weak alternating word automaton. Thus, its running tina¥ i3/ - |¢|).

As a conclusion of Theorem 4 and Theorem 5, we get the following theorem.

Theorem 6. Let M be a KMTSyp a CTL formula and's, ¢1) € Garx,. Then:
(M, s) |i 1] = tt, ffor L < (s,¢1) is colored byT', F or ? respectively.

Given the colored game-graph, if all the initial nodes are coldredr if at least
one of them is colored’, then by Theorem 6 and Theorem 2, there is a definite an-
swer as for the satisfaction of in the concretemodel. This is because there exists
a mixed simulation from the concrete to the abstract model. Furthermore, if the re-
sult is ff, aconcreteannotated counterexample can be produced, using an extension of
ComputeCounter



5 Refinement

In this section we show how to exploit the abstract game-graph in order to refine the
abstract model in case model checking resulted in an indefinite answer. When the result
is L, there is no reason to assume either one of the definite answers tt or ff. Thus, we
would like to base the refinement not on a counterexample as in [19, 6, 2, 8, 4], but on
the point(s) that are responsible for the uncertainty. The goal of the refinement is to
discard these points, in the hope of getting a definite result on the refined abstraction.
Let Mo = (S¢, Soc, —, L¢) be a concrete KS and 1874 = (S, So 4, —>, =%
,L4) be an abstract KMTS. Let : S4 — 25¢ pe the concretization function. Given
the abstract 3-valued game-gra@hbased on\/ 4, and its coloring functiory : N —
{T, F, 7}, such thaty(ng) =? for some initial node:,, we use the information gained
by the coloring algorithm of7 in order to refine the abstraction.
Refinement is done by splitting abstract states according to criteria obtained from
failure nodes A node is afailure nodeif it is colored by?, whereas none of its sons
was colored by’ at the time it got colored by the algorithm. Such a node is a failure
node in the sense that it can be seen as the point where the loss of information occurred.
Note, that a terminal node that is colored bys also considered a failure node. The
coloring algorithm is adapted to remember failure nodes. In addition, for eachrnode
that is colored by?, but isnot a failure node, the coloring algorithm remembers a son
that was already coloretby the timen was colored, denotetbnt(n).

Searching for a Failure Node A failure nodeis found by a DFS-like greedy algorithm,
starting fromng: As long as the current node, is not a failure node, the algorithm
proceeds teont(n). It ends and returns when a failure node is reached.

Lemma 2. A failure node is either (1) a terminal node; (2) ahX-node X -node)
that has a may-son colored # (T); or (3) an AX-node £ X -node) that was colored
during phase 2a based on ai/ (E'V) witness, and has a may-son colored’y

Failure Analysis. Based on the failure node the refinement is reduced to the problem
of separating sets of (concrete) states, which can be solved by known techniques, de-
pending on the abstraction used (e.g. [8, 6]provides the criterion for the separation:

1. n = (sq,!) isaterminal node. The reason for its indefinite color is thaepresents
both concrete states that are labeled laynd by—!. This is avoided by separating
v(sq) to two sets{s. € v(s,) : 1 € Le(se)} and{s. € y(sa) : =l € Lo (se)}-

2. n= (84, AX 1) Or (s4, EX 1) with a may-son colored’ or T' resp. LetK stand
for F or T. We definesonsx = |J{~(s},) : (s}, 1) is a may son ofi coloredK }
andconckg = ¥(sq) N {s. € S¢ : 3s. € sonsk,s. — s.}. For the AX ¢,
case, K = F andconcy is the set of all concrete states, represented hythat
definitely refuteAX ¢,. For the E X ¢, case,K = T andconcg is the set of all
concrete states, representedshythat definitely satisfy¥ X ;. In both cases, our
goal is to separate the setscx andy(s,) \ conck.

3. n = (sq,AXp1) Or (sq, EX 1) was colored during phase 2a based oméhor
an EV witness resp., and has a may-36n= (s/,, ¢1) colored by?. Let conc, =
Y(sa) N {s. € Sc : 3s. € (s,),s — s.} be the set of all concrete states,
represented by,, that have a son represented 4y Our goal is to separate the
setsconc, andy(s,) \ concs.



It is possible that one of the sets obtained during the failure analysis is empty and
provides no criterion for the split. Yet, this is informative as well. As an example, con-
sider case 2, where the failure nodés an AX-node. Ifconcr = 7(s,), then every
state represented hy, has a refuting son. Thus, can be colored” instead of?. If
concr = ), then none of the concrete states{,,) has a transition to a concrete state
represented by th&-colored may-sons of. Thus, the may-edges fromto such sons
can be removed. Either wag;, can be recolored starting from tlig containingn.

The purpose of the split derived from cases 1-2 is to conclude definite results about
(at least part) of the new abstract states obtained by the split of the failure node. These
results can be used by the incremental algorithm, suggested below. As for case 3, we
know that by the time the failure nodegot colored, its may-son’ that is colored by
was not yet colored (otherwisewould not be a failure node). By the description of the
algorithm, ifn’ was a must-son of, then as long as it was uncoloredyould remain
uncolored too and would eventually be colored in phase 2b by a definite color. Thus,
our goal in this case is to obtain a must edge between (partsanfjin’.

Theorem 7. For finite concrete models, iterating the abstraction-refinement process is
guaranteed to terminate with a definite answer.

5.1 Incremental Abstraction-Refinement Framework

We refine abstract models by splitting their states. The criterion for the refinement is
decided locally, based on one node, but has a global effect. Yet, there is no reason to
split states for which the model checking results are definite. The game-based model
checking provides a convenient framework to use previous results, leadingrtoren
mentalmodel checking based on iterative abstraction-refinement, where each iteration
consists of abstraction, model checking and refinement. After each iteration, we now
remember the (abstract) nodes colored by definite colors, as well as nodes for which
a definite color was discovered during failure analysis. When a refined game-graph is
constructed, it is pruned in nodes that amd-node®f nodes remembered from previ-
ous iterations. A nodés,, ¢) is asub-nodeof (s, ¢') if ¢ = ¢’ and the concrete states
represented by, are a subset of those representedshyThus, only the reachable
subgraph that was previously colored refined. The coloring algorithm considers the
nodes where the game-graph was pruned as leaves and colors them by their previous
colors.

Note that for many abstractions, checking if a node is a sub-node of another is sim-
ple. For example, in the framework of predicate abstraction [16, 30, 26, 15], this means
that the abstract states “agree” on all the predicates that exist before the refinement.
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