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Abstract.  In this document we present SHAvite-3, a secure and e cient h ash function
based on the HAIFA construction and the AES building blocks. SHAvite-3 uses a well
understood set of primitives such a Feistel block cipher which iterates a round function
based on the AES round. SHAvite-3's compression functions are secure against crypt-
analysis, while the selected mode of iteration o ers maximal security against black box
attacks on the hash function. SHAvite-3 is both fast and reso urce-e cient, making it suit-
able for a wide range of environments, ranging from 8-bit pla tforms to 64-bit platforms
(and beyond).

1 Introduction

The recent security ndings on the (lack of) collision resigance in SHA-1 [23, 55] mark the close
end of SHA-1's useful life. Although the use of SHA-256 may ba solution for this speci c issue,
the recent collision nding techniques as well as the resuls on the second preimage resistance
of Merkle-Damgrd hash functions and the similarity of the SHA-256 design to the design of
SHA-1, motivated the US National Institutes of Standards and Technology to issue a call for a
successor algorithm to be named SHA-3. The essential req@ments for SHA-3 are the support
for message digests of 224, 256, 384, and 512 bits.

In this document, we present a candidate for SHA-3. Our desig philosophy is to use well-
understood components to achieve high security and compdtie performance. We nd this
approach the most reasonable one given the advances in crygmalysis of hash functions, and
speci cally, the results on SHA-1 and on Merkle-Damgrd ha sh functions.

A hash function is usually composed of a compression functioand a mode that iterates
this compression function to deal with arbitrarily long messages. For the compression function
we developed a construction based on the well understood D#&s-Meyer transformation of a
block cipher into a compression function. The underlying bbck cipher is a Feistel construction
which uses the AES round as a building block.

The hash function then iterates the compression function ugg the HAsh lterative FrAme-
work (HAIFA). The result is a fast and secure hash functions, which can be used to produce
any digest size up to 512 bits. For digests of up to 256 bits wellbw messages of up to (&% 1)
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bits, and for longer digests we allow messages of up to {2 1) bits in line with the current
FIPS tradition of SHA-1 and the SHA-2 family, ensuring easy transition to SHAvite-3.

As SHAvite-3 is based on AES building blocks, as well as the HAFA mode of iteration, it
is assured to be compact and e cient, and suitable to many plaforms (both modern CPUs, as
well as smart card and 8-bit machines). Our current implemenation of SHAvite-3 achieves for
256-bit digests a speed of 35.3 cycles per byte on a 32-bit nt@ine and of 26.7 cycles per byte
on a 64-bit machine. For 512-bit digests, SHAvite-3 achieve speeds of 58.4 cycles per byte on
a 32-bit machine, and 38.2 cycles per byte on a 64-bit machine

SHAvite-3 is hamed after its speed and security, as it is botha secure hash function, and
fast (vite in French). In Hebrew, the meaning of the word shante is comet, a fast natural
phenomena. The current proposed version is SHAvite-3 (proounced \shavite shalosh”, as in
Hebrew), as it is the third variant of the design (the rst two are unpublished).

This document is organized as follows: In Section 2 we deste the AES round function
and some mathematical background related to it. Section 3 otlines HAIFA which is the way
SHAvite-3 iterates its compression function. The full speccations of SHAvite-3 are given in
Section 4. The design criteria and motivation is outline in Section 5. The security analysis is
detailed in Section 6, and we introduce an e cient MAC based on SHAvite-3 in Section 7. We
present our performance analysis in Section 8. Several testectors are given in Appendix A,
and detailed internal values during the execution of SHAvite-3 for several messages is given in
Appendix B. We summarize the proposal in Section 9.

2 AES and Some Mathematical Background

Our construction relies on the round function used in AES [5]. The advanced encryption
standard is an SP-network with block size of 128 bits which spports key sizes of 128, 192, and
256 bits. A 128-hbit plaintext is treated as a byte matrix of size 4x4, where each byte represents
a value in GF (28). An AES round applies four operations to the state matrix:

{ SubBytes (SB) | applying the same 8-bit to 8-bit invertible S -box 16 times in parallel on
each byte of the state,

{ ShiftRows (SR) | cyclic shift of each row (the i'th row is shifted by i bytes to the left),

{ MixColumns (MC) | multiplication of each column by a constan t 4x4 matrix over the eld
GF (28), and

{ AddRoundKey (ARK) | XORing the state with a 128-bit subkey.

We outline an AES round in Figure 1. We note that we only use thefull round function of AES,
and thus we omit here the full description of the key scheduleand the exact de nition of AES.

Throughout this document we denote by AESRoundsuskey (X) one round of AES as de ned
in the FIPS [51], using the subkeysubkey applied to the input x. Speci cally,

AESRoundsypkey (X) = MC (SR(SB(x))) subkey:

In AES, each byte represents a value in the eldGF (28), i.e., the byte value 0x13 corresponds
to the polynomial x* + x + 1. In order to explicitly the AES designers picked the following
irreducible polynomial used to generate this eld:

m(x) = x8+ x*+ x3+ x + 1:

Thus, to multiply two elements p(x);q(x) 2 GF (2)=m(x) (which we denote by , following
the Federal Information Processing Standard 197 [51]), ré compute the product of p(x)q(x)
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Fig.1. An AES round

(as polynomials over GF (2)), and then reduce the outcome modulom(x). For example, let
p(x) = x8+ x®+ x2 +1 (i.e., p(x) represents the value 65) and let g(x) = x” + x% + x (i.e.,
q(x) represents the value &), then p(x) q(x) = x” + x*+ x%+ x? +1 (i.e., corresponding to
9Dy) as

pO)A(x) = x®+ x>+ x?+1 X +x¥+x =

X13+X12+X8+X6+X5+X

which reduces tox” + x* + x3+ x2+ 1 modulo m(x) = x®+ x*+ x3+ x + 1.
The MixColumns operation takes each 4-byte column ky; by; by; b3) T, and multiplies it (from
the left) with an MDS matrix over the eld GF (28), thus the output ( do; d;; d2; d3)" is computed

as 0 1 0 10 1
do 2311 by
d1§_ %123;%%&31
A~ @112 by
ds 3112 by

The computation of the S-box is done as follows:

{ Given the input x, computer = x ! in the eld GF(2 &) (where zero is considered its own
inverse).
{ Computey = A r + bas linear equations ovelGF (2) where

0

o
[y

100011111
1100011
1110001
1111000
1111100
0111110
0011111
00011111

OFrRPrPFPOOOREF

{ Output vy.

For completeness, we provide the S-box in Table 1.
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Table 1. AES' S-box (all values are given in hexadecimal)

3 HAsh lterative FrAmework

The most widely used mode of iteration is the Merkle-Dam@r d construction [22,42, 43]. While
the collision resistance of the compression function is pserved in the Merkle-Damagrd con-
struction, this is not the case for second preimage resistare as suggested in [1, 25, 37]. Other
undesired properties in such iteration were also suggesteextensions attacks (which lead to
some di erentiability results [19]) and chosen target preimage attacks [36].

The HAsh Iterative FrAmework allows to overcome these probems while maintaining a
simple construction and at the same time allowing for a more exible hash function (for example,
it contains an integrated support for variable digest length). Under reasonable assumptions, it
is claimed that HAIFA does preserve the major security notions and is indeed second preimage
resistant [17]. In particular, we show that the HAIFA mode of iteration is protected against the
second preimage attacks of [1, 25, 36, 37].

Moreover, HAIFA has an integrated support for keys, thus de ning families of hash functions
(when needed). This can also be used as a base for more e ciemhessage authentication codes
based on the hash function (as we de ne in Section 7).

3.1 Speci cations of HAIFA
Hashing with HAIFA involves few steps:

1. Message padding, according to the HAIFA padding scheme.
2. Compressing the message using HAIFA-compatible comprs®n function.
3. Truncating the output to the required length.

The message padding used in HAIFA is very similar to the one usd in Merkle-Damgrd,
but o ers a better security, as well as better support for di erent digest sizes. The compression
is done using a compression function with four inputs:

{ A chaining value (of length m¢),
{ A Message block (of lengthn),
{ The number of bits hashed so far including the current block & counter of length ¢),
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{ A salt (of length s).

Hence, to compress a messagd , the user rst chooses asalt at random. The salt can
be application specic (e.g., a string identifying the application), a serial number within the
application (e.g., the serial number of the message signeddr even a counter. However, a careful
application would ensure that the salt contains enough ran@mness to be unpredicted.

In order to compute HAIFA &, (M) using the compression functionC : f0; 1g™¢ f 0;1g"

f0;1g° f 0;1g°!'f 0O;1g™c the message is rst padded, and divided intol blocks ofn bits each,
pad(M ) = M1jjM,jj :::jjM;. Now, the user:

1. Setshg as the initial value (according to the procedure de ned in Setion 3.3).
2. Computes iteratively
hi = C(h; 1;M;;# bits; salt):

3. Truncates h; (according to the procedure de ned in Section 3.3).
4. Output the truncated value as HAIFA S, (M).

3.2 The Padding Scheme
Let n be the block length (e.g.,n =512 or 1024). The padding of a messag#! is:

1. Pad with a single bit of 1.

2. Pad with as many O bits as needed such that the length of the @dded message (with the
1 bit and the 0's) is congruent modulon to (n  (t + r)).

3. Pad with the message length encoded it bits.

4. Pad with the digest length encoded inr bits.

We note that when a full padding block is added (i.e., the entre original message was already
processed by the previous calls to the compression functiorand the full message length was
already used as an input to the previous call as the #hits parameter), the compression function
is called with the # bits parameter set to zero. This property ensures that the additional full
padding block is processed with a di erent #bits parameter than in prior invocations.

3.3 Variable Digest Length

Di erent digest lengths are needed for di erent applications. HAIFA supports variable digest
length while preventing relations between the digests of te same message with di erent hash
sizes. For generating a digest of lengthm,

1. The initial value hg is computed byhg = C(MIV; m; 0;0), whereMIV is a masterlV , and
m is encoded as the content of the block.

2. The digest length is used by the padding schemes, and thusréctly a ects the compression
of the last block.

3. After the nal block is processed, the digest is composed fom bits of the last computed
chaining value h;.

Note that hy can be computed during the initialization of the hash function or can be
computed in advance, and be hard-coded into the implementaon.
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3.4 The Security of HAIFA Hash Functions

The HAIFA mode of iteration preserves many useful properties of the compression function.
If the compression function is collision resistant, so doeshe hash function. The same is true
with respect to PRF features of the compression function, ie., if the compression function is
PREF, then so does the hash function. This makes HAIFA ideal fo message authentication codes
besides hashing. HAIFA also o ers maximal security against(second) preimage attacks.

3.4.1 Collision Resistance Preservation The proof that HAIFA preserves the collision
resistance of the compression function is very similar to tke one used to prove that Merkle-
Damgrd hash functions retain the collision resistance of the underlying compression function.

As HAIFA uses salts, we shall consider the strongest de niton of a collision in the com-
pression function where the adversary may control all input parameters to the compression
function and tries to generate the same output. We assume uner this strong assumption that
the adversary can even manipulate the #bits parameter.

Let M1 and M be the two colliding messages, i.e HAIFA &, (M1) = HAIFA §  (My),
with respective lengthsl; and I,. If the lengths |; and |, are di erent, or the salts are di erent,
then the last blocks are necessarily di erent. Therefore, acollision of the (full) hash function
allows to nd a collision of the compression function of the kst block.

If the lengths of the messages are the same and the salts aregtsame, one can start from
the equal digest and equal last block and trace backwards ftilthe point where the inputs
to the compression function (either the input block or the input chaining value) dier, as
at some point they must dier (otherwise M; = M;). The same argument as the one for
the Merkle-Damgrd mode shows that there must exist a messae blocki such that M &
M?Z or ht ; 6 h? ; (where the superscript denotes the corresponding messagefpr which
C(hl ;M salt; # bits) = C(h? ;M ?;salt; # bits), i.e., a collision of the compression function
is found.

3.4.2 Security Against Extension Attacks HAIFA uses a bit counter, which is processed
in each and every compression function call. This extra inptio ers great security advantages,
one of which is the pre x-free encoding of the inputs to the canpression function, which is
independent of the messages themselves.

The reason for that is that the last block (or the one before it, in case an additional padding
block is added) is compressed with the number of bits that wee processed so far. If this value
is not a multiple of the block size then the resulting chaining value is not equal to the chaining
value that is needed to extend the message. If the message isnaultiple of a block, then an
additional block is hashed with the parameter #bits = 0. Thus, the chaining value required for
the extension remains obscure to the adversary.

We conclude that as long as the compression function is secey it is not possible to com-
pute HAIFA gt (Mjjx), given HAIFA sy (m) for any x (even if salt is given). This has some
interesting security features (besides the obvious suitaitity for simpler MAC constructions).

3.4.3 PREF Preservation and PRO Preservation The bit counter scheme allows a pre x-
free encoding of the message. Among other things, this factrpves that HAIFA (when instan-
tiated with a random oracle as a compression function) preswes the pseudorandom oracle

property [19].
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The pre x-free encoding also ensures the preservation of th pseudorandom function prop-
erty of the compression function [6]. And thus, the only way to distinguish a HAIFA hash
function e ectively from a random string/random oracle is t 0 use internal collisions, providing
security of minf 2™; 2M<=2g against these attacks. The 2' option is for cases where more than
half of the bits of the internal state are truncated (and thus, \exhaustive search"-like attacks
require less e ort than attacks based on internal collisiors).

3.4.4 Security Against Second Preimage Attacks HAIFA o ers full security against
second preimage attacks, i.e., nding a second preimage or ehosen target preimage of arm-
bit digest requires 2" compression functions calls. We rst consider some of the kst results on
Merkle-Damgrd, and show that they do not apply to HAIFA. We then discuss some theoretical
reasoning why even future attacks are expected to fail.

{ Dean's expandable message technique (second preimage att ack) | Dean's at-
tack [25] is based on nding x-points for the compression function, which can be iterated
repeatedly. While it maybe easy to nd a x-point for an insta nce of the compression func-
tion, the use of the #bits counter prevents the repeated concatenation of the xed-pint
to itself (as for di erent # bits di erent x-points are expected). Moreover, even if a xed-
point for multiple # bits value is found, the phase of connecting the expandable mespato
the target message requires that the adversary commits to apgeci c location (i.e., which
message block is replaced), which means, that the connectioof the expandable message
to the challenge message requires™ operations.

{ Kelsey and Schneier's expandable message (second preimag e attack) | Kelsey
and Schneier's attack [37] is based on constructing an expaable message using Joux's
multicollision technique [33]. As noted before, even if sut a message was constructed, the
cost of connecting it to the challenge message is like the cogf nding a second preimage of
the compression function. Moreover, to generate the exparable message, one needs to be
able to connect from a given chaining value two sequences ofdzks with di ering lengths
resulting in a common chaining value that can be connected tadi erent positions in the
sequence of chaining values. The best possible approach wdilbe to set the length after
one block of this multicollision (e.g., blockl), nd a one block/two block collision that leads
to the given length (i.e., start from position I 1 and nd a message block that leads to a
collision with a two message block starting at position] 2) and nd from this location a
collision between one message block with three blocks. Thesult is a limited \expandable
message" of between two and ve blocks which must be used stéing at block | 2 (and
then its length is either 3 or 5 blocks) or at blockl 1 (and then its length is either 2 or 4
blocks). All other options are foiled by the # bits parameter which has to be determined in
other locations as well.

{ The Herding Attack (chosen target preimage attacks) | In the herding attack [36],
the adversary constructs a diamond structure, a set of many kaining values from which
the adversary knows how to get to a speci c target value. As HAFA contains salts, the
adversary has either to choose the salt on his own (making thattack scenario less realistic)
or generate a diamond structure for every possible salt. Ashe salt length is equal to the
digest size (or even longer), this approach takes pre-prossing time which is larger than
a preimage attack and whose memory storage makes standardntie-memory attacks more
favorable. Moreover, unlike the Merkle-Damgrd construction where the same diamond
structure can be used in any possible location, in HAIFA, thediamond structure is xed to
a given location in the stream due to the #bits parameter, thus reducing the applicability
of the attack.
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{ Second Preimage Attack Based on Herding | The latest second preimage attack
suggested in [1] uses a diamond structure to allow the adveasy to generate short \patches"
to the message, and thus obtain a second preimage attack whicis slightly slower than
other techniques, but at the same time can deal with more hasHunction constructions. As
stated earlier, the fact that the diamond structure is xed t o a given position, renders this

impractical (or more precisely makes this attack equivalemto exhaustive search against the
compression function).

While the above issues deal with concrete attacks, one mightonder whether there are other
second preimage attacks which may break HAIFA hash functios. Though the general case is
not yet solved, the results of [17] claim that if the compres®n function is a random oracle,
then indeed there is no a shortcut second preimage attack on AIFA.

The main reason for the security is that the bit counter prevents applying any attack in
more than one speci c location (i.e., the adversary has to coonmit in advance to the location
where the second preimage is to be found) even in the theoretil settings studied in [17]. Hence,
the best strategy an adversary could apply is to try and nd a single block second preimage,
which requires an exhaustive search if the compression fution is strong.

3.4.5 The Security Advantages of the Salt The salt parameter can be considered as
de ning a family of hash functions as needed by the formal denitions of [48] in order to ensure
the security of the family of hash functions. This parametercan also be viewed as an instance

of the randomized hashing concept [29], thus, it also inhet$ all the advantages of the two
concepts:

{ The ability to de ne the security of the hash function in the t heoretical model.

{ Transformation of all attacks on the hash function that can use precomputation from an
o -line part and an on-line part to only on-line part (as the e xact salt is not known in
advance).

{ Increasing the security of digital signatures, as the signechooses thesalt value, and thus,
any attack aiming at nding two messages with the same hash véue has to take the salt
into consideration. See [29] for more details about this prperty.

We note that the salt can be application speci c (e.g., a string identifying the application),
a serial number that follows the application (e.g., the seral number of the message signed), a
counter, or a random string. It is obvious that the salt can also be set as a combination of these
values. However, we emphasize that applications that needhe extra security suggested by the
salt should use as many random bits of salt as possible.

4 Speci cations of SHAvite-3

SHAvite-3 has two avors, according to the used compressioriunction and digest size:

1. SHAvite-3;56 uses the compression functiorC,ss and produces digests of up to 256 bits,
2. SHAVvite-3512 uses the compression functiorCs;, and produces digests of 257 to 512 bits.

Speci cally, digest lengths 160, 224, and 256 bits (requiré by the NIST call, as well as needed
for a SHA-1 replacement) are to be produced by SHAvite-3ss (with truncation, as de ned
by HAIFA). The digest lengths 384 and 512 bits required by the call are to be produced by
SHAvite-3s515.
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4.1 Specications of SHAvite-3 256

SHAvite-3,56 is a HAIFA hash function, based on the compression functionC,s¢. The com-
pression function C,s¢ accepts a chaining value of 256 bits (i.e.m; = 256), a message block of
size 512 bits fi =512), a salt of size 256 bits € = 256), and a bit counter of 64 bits (b= 64).

We use an underlying block cipherE 2% in a Davies-Meyer transformation to construct Cosg.
The block cipher is a 12-round Feistel block cipher. Each road function of the block cipher
is composed of three full rounds of AES. The plaintext size i256 bits (the 256 bits of the
chaining value), while the \key" (composed of the message loick, the salt, and the counter)
size is 512 + 64 + 256 = 832 bits. Not all the \key" bits are treat ed equally, as 512 of these bits
are the message block, 64 bits are the bit counter, and the reaining 256 bits are the salt.

4.1.1 The Cs6's Underlying Block Cipher | E 256 The block cipher accepts a 256-

Then, the round function is repeated 12 times:
(Lis1;Rist) = (RisLi - Fc (R)):

F3() accepts an input of 128 bits, R;, as well as a 384-bit subkeyRK; = (k?;ki; k?), and
applies three full rounds of AES, usingk? as a whitening key before the rst internal round,
k! the subkey of the rst round, k? the subkey of the internal second round (and all zeroes as

the subkey of the third internal round):
Foxixz)(X) = AESRoundgus (AESRoundy2 (AESRoundy: (x - k?))):

We note that the last round's subkey (which is XORed) is the all zero value (thus, this oper-
ation can be omitted). We also note that all the AES rounds arefull AES rounds (with the
MixColumns operation).

The ciphertext C = (L12; R12) is the output of the block cipher, where bytes 0,1,2,3 ofL ;,
compose the rst 32-bit word of the ciphertext. We outline th e block cipher E2%¢ in Figure 2.

4.1.2 The Message Expansion The message expansion .56 (the key schedule algorithm
of E256) accepts a 512-bit message block, a 64-bit counter, and a 248t salt. All are treated as
arrays of 32-bit words (containing 16, 2, and 8 words, respéively), which are used to generate
36 subkeys of 128 bits each, or a total of 144 32-bit words.

The rst 16 words of rk[] are initialized with the message words themselves. Afterhat we
repeat a process that generates 16 words in a nonlinear mannand then 16 words in a linear
manner. The nonlinear process takes fourk [ ] words, encrypts them under the salt (twice under
the rst four words of the salt, and twice under the last four w ords of the salt), and XORs the
outcome with four (other) rk[] words to produce the next four words (this is repeated four
times in each iteration of the nonlinear process). The lineaprocess takes two words fronrk[ ]
and XORs them to produce the next word (this is repeated sixteen times in each iteration of
the linear process).



SHAvite-3 Proposal to NIST for SHA-3

|

~——{AESRound || AESRound || AESRound |<—L <

1l

0 k3 k

~—{AESRound || AESRound [ AESRound |<—L1<—

0 K2 K} k?

2
kll

Fig.2. The underlying block cipher of Cozse

Eight of the produced words are XORed with the counter (four with cnt[0] and four with
cnt[1]), thus preventing any slide properties of the cipher:rk [16], rk[54], rk[91], and rk [124]
are XORed with cnt[0] during their update, and rk [17], rk[53], rk [90], andrk[127] are XORed
with cnt[1].

A summary of the computation of rk is as follows:

{ Fori=0;:::;15 setrk[i] msq[il.
{ Seti 16
{ Repeat four times:

1. Nonlinear Expansion Step: Repeat twice:
(a) Let

t[0::3] = AESRoundo((rk[i 15]jrk[i 14Jjrk[i 13Jjrk[i 16]) (salt[0]jjsalt[1]jsalt[2]jjsalt[3])):
(b) For j =0;:::;3:rk[i+j1 t[j] rkli+j 4]

(c) If i =16 then rk[16] = cnt[0] andrk[17] = cnt[1].
(d) If i =84 then rk[86] = cnt[1] andrk[87] = cnt[O].
(e i i+4.

(f) Let

t[0::3] = AESRoundo((rk[i 15]jrk[i 14Jjrk[i 13Jjrk[i 16]) (salt[4]jsalt[5]jsalt[6]jsalt[7])):
(@ Forj=0;:::;3rk[i+j] tli] rkli+j 4]
(h) If i =56 then rk[57] = cnt[1] and rk[58] = cnt[0].
@) If i =124 then rk[124] = cnt[0] andrk[127] = cnt[1].

10



SHAvite-3 Proposal to NIST for SHA-3

Message words 0 1 0 11 12 13 14 15

A e A A A N

rk M 4>$4< 1 12 13 14 15
AESRound | AESRound | AESRound | AESRound
salt [0;1;2;3] salt [4;5;6;7] salt [0;1;2;3] salt [4;5;6;7]

cnt [0] +
K [12] " Ll Ll
3] rk [14] = L
rk [15] L L
cnt [1] L L\
Ly
oll!
L
R
L

L
| L
b

rk L1£317 18| 19 20 21 22 23 24 25 26 27 28 29 30 31

Ly
O
Ly
L
R
L
L
R

L
L

rk 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47

The salts are XORed to the inputs before the SubBytes operati ons.
We note that the counters are added in dierent positions in d ierent iterations of the nonlinear

expansion step.

Fig. 3. The Message Expansion ofCasg

g i i+4
2. Linear Expansion Step:  Repeat sixteen times:
(@) rk[i] rk[i 216] rk[i 3]
() i i+1.
Figure 3 outlines the message expansion algorithm.

Oncerk[] is initialized, its 144 words are parsed as 36 subkeys of 18t each, which are
then used as 12 triplets of subkeys, i.e.,

RK o = (k3; kg k3) = (( rk[O] rk [1]; rk [2]; rk [3]); (rk [4]; rk [5]; rk [6]; rk [7]); (rk [8; rk [9]; rk [10]; rk [11]))
RK 1 = (k; k}; k?) = (( rk[12]; rk[13]; rk [14], rk [15]); (rk [16], rk [17], rk [18]; rk [19]);
(rk [20] rk [21], rk [22]; rk [23]))

Rki :(kio;k'il;kiz):(( rk[12 i];rk[12 i+1];rk[12 i+2];rk'[12 i +3));
(rk[12 i1 +4];rk[12 i +5];rk[12 i +6];rk[12 i+7]);
(rk[12 i+8];rk[12 i+9];rk[12 i+10];rk[12 i+ 11])

11
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4.1.3 Summary of Cg Each compression function call toCzse has four inputs. The mes-
sage blockM;, the salt salt, and the bit counter # bits are viewed as a key of the block cipher
E 256 while the chaining value h; 1 is treated as the plaintext. Then,

hi = Cose(hi 1;Mi;salt; #bits) = E&5is pisjjsar (Ni 1) hi 1
4.1.4 Generating Digests of up to 256 Bits In order to hash the messageM into an
m-bit digest, for m 256, rst compute IV, which is

ho = IV = Case(MIV 256; m; 0; 0);
where

MIV 256 = Cys56(0; 0; 0;0) = 62F4F5C5 DFDE7372 B1363F69 D90121BA
ODB1E936 56EG9E08 9DBD1479 DEGE4EOF,:

Table 2 lists the values oflV, for 224, 256, and 160-bit versions of SHAvite-ge.
Let jM j be the length of M before padding, measured in bits. Pad the messagd according
to the padding scheme of HAIFA:

1. Pad a single bit of 1.

2. Pad as many 0 bits as needed such that the length of the paddemessage (with the 1 bit
and the 0's) is congruent modulo 512 to 432.

3. PadjM j encoded in 64 bits.

4. Pad m encoded in 16 bits.

Now, divide the padded messag@ad(M ) into 512-bit blocks, pad(M ) = M1jjMjj :::jiM;, and
perform:

1. Set #bits 0.

2. Set ho V.

3. Fori=1;:::;bjMj=b1z:

{ Set#bits # bits +512.

{ Compute h; = Cys6(h; 1;M;;# bits; salt).

{ If the message length is a multiple of the block length (Mj = 0 mod 512), compute
h = Cus6(h) 1;My;0; salt) (where M, is a full padding block), else

{ If the message length allows for the padding to be in the samelbck as the last message
block (i.e., j]Mjmod 512 431), computeh; = Cys6(h; 1;M;;jMj; salt), else

{ Process some of the padding block with the last block contaiilmg message, i.e., compute
hy 1 = Cuse(h) 2;M; 1;jMj;salt), and then compute h; = Cyse(h; 1;My;0;salt) for
processing the additional (partial) padding block.

5. Output truncate i (h)), wheretruncate n, (x) outputs the m leftmost bits of x, i.e., X[O]jjx[1] :: .

4.2 Specications of SHAvite-3 512

SHAVvite-3s;2 is a HAIFA hash function, based on the compression functiorCs;,. The compres-
sion function Cs1, accepts a chaining value of 512 bits (i.e.;m. = 512), a message block of size
1024 bits (n = 1024), a salt of size 512 bits § = 512), and a bit counter of 128 bits (b= 128).

12
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IV Value
(IVm [0V m [1]ij : IV [7])
IVieo 63128A01 3047C73E 83B982ED E6F9DAE2
375B2554 F79A82F6 E7D69EB1 A3698BC4
IV24 D617833B 68EA6C8F FF3DF700 ES5B807EF
6FDB4E75 F966482E 3B40F9B2 755891B2
IV2s6 AE9F3281 5F867848 0C988766 DO00B409D
31C1F23F 5361AAB9 FB5E1BF6 889EE275

Table 2. 1V for Common Values of the Digest Size

Cs12 is constructed similarly to Cus6, as a Davies-Meyer transformation of a block cipher.
The underlying block cipher has 14 rounds, and has a generakd Feistel structure. The plaintext
size is 512 bits (the 512 bits of the chaining value), while tle \key" (composed of the message
block, the salt, and the counter) size is 1024+128+512 = 1664its. The plaintext (the chaining
value) is divided into four 128-bit words, and each round two of these 128-bit words enter the
nonlinear round function and a ect the other two (each word enters one nonlinear function and
a ect one word). The round function is composed of four full rounds of AES.

4.2.1 The Csi2's Underlying Block Cipher | E 2 The block cipher accepts a 512-bit
plaintext P, treated as an array of sixteen 32-bit wordsP[0;:::; 15]. The plaintext is divided
into four 128 bit words P = (Lo;Ap;Bo;Ro), where Lo contams words P[0;:::; 3], and Rg
contains wordsP[12;:::;15]. We note that bytes 0,1,2,3 ofLy are P[0], while bytes 12,13,14,15
of Rp composeP[15]. Then, the round function is repeated 14 times:

(Lis1;Ais1:Biss i Rist) = (RisLi Fago, (A AGBI Faey, (R)):

F4() accepts an input of 128 bitsR; as well as 512-bit subkeyRK i = (kIJ ; ,] ; ,] K 3), and
applies four rounds of AES, usingk? as a whitening key before the rst internal round, and
where the AddRoundKey operation of the fourth internal round is omitted (or done with the
all-zero key).

F(‘Lo «i k2 ks y(X) = AESRoundouee (AESRound,: (AESRoundy: (AESRound: (x kM) :
[ I N A N I H | | I I

As in E256 the last round's subkey is the all-zero key, and all the roumls are full AES rounds
(i.e., with the MixColumns operation).

The ciphertext C = (L14; A14; B14; R14) is the output of the block cipher, where bytes 0,1,2,3
of L14 compose the rst 32-bit word of the ciphertext. We outline th e block cipher E®'? in
Figure 4.

4.2.2 The Message Expansion of Cs12 The message expansion dfs;» (the key schedule
algorithm of E5?) accepts a 1024-bit message block, 128-bit counter, and 548t salt. All
are treated as arrays of 32-bit words (of 32, 4, and 16 words,espectively), which are used to
generate 112 subkeys of 128 bits each, or a total of 448 32-hitords.

Let rk[ ] be an array of 448 32-bit words, letmsg[0; : : : ; 31] be the message arragnt[0;:::; 3]
be the counter array, andsalt[0;: ::; 15] be the salt. The rst 32 words of rk are initialized W|th
the message words themselves. Then, we repeat a process tlgginerates 32 words in a nonlinear
manner and 32 words in a linear manner. Sixteen of the produakwords are XORed with the
counter (four with each cnt[i]). The computation of rk[] is done as follows:

13
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e T

(KY.0; Ki:0; KZ:0; K:0) (k3.0; Kd:0; Ké:0; K3:0)

(k(l);lsi k%;le,i k%;l3 ) k%;l3) (k8:13 ) ké;l3 ) kg;l3 ) kg:13)

Fig.4. The Underlying Block Cipher of Csai2

{ Fori=0;:::;31setrk[i] msq]i].
{ Seti 32
{ Repeat six times:

1. Nonlinear Expansion Step: Repeat twice:

(a) Let
t[0::3] = AESRoundo((rk[i 31Jjrk[i 30Jjrk[i 29]Jjrk[i 32]) (salt[0]jjsalt[1]jjsalt[2]jjsalt[3])):

(b) For j =0;:::;3:rk[i+j1 t[ji] rk[i 4+j].

(c) If i =32 then rk[32] = cnt[0], rk[33] = cnt[1], rk[34] = cnt[2], andrk[35] =
cnt[3].

(d) i i+4.

(e) Let

t[0::3] = AESRoundo((rk[i 31Jjrk[i 30Jjrk[i 29]Jjrk[i 32]) (salt[4]jjsalt[5]jjsalt[6]jsalt[7])):
(f) For j =0;:::;3rk[i+j]  tli] rk[i 4+j].
(@) If i = 164 then rk[164] = cnt[3], rk[165] = cnt[2], rk[166] = cnt[1], and

rk[167] = cnt[0].
(h)y i i+4.

14
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(i) Let
t[0::3] = AESRoundo((rk[i 31firk[i 30Jjrk[i 29jirk[i 32]) (salt[8]jsalt[9]jsalt[10]jsalt[11])):

() For j =0;::;3:rk[i+j] tf] rk[i 4+]j].

(k) If i = 440 then rk[440] = cnt[1], rk[441] = cnt[0], rk[442] = cnt[3], and
rk[443] = cnt[2].

Mmi i+4

(m) Let

t[0::3] = AESRoundos ((rk[i 3Ljjrk[i 30firk[i 29Jjrk[i 32]) (salt[12]jsalt[13]jsalt[14]jsalt[15])):

(n) For j =0;::5;3:rk[i+j] tlij] rk[i 4+j].
(o) If i = 316 then rk[316] = cnt[2], rk[317] = cnt[3], rk[318] = cnt[0], and
rk[319] = cnt[1].
(p) i i+4.
2. Linear Expansion Step:  Repeat 32 times:
(@) rk[i] rk[i 32] rk[i 7].
(b) i i+1.

{ Repeat the Nonlinear Expansion Step  an additional time.

Oncerk[ ] is initialized, its 448 words are parsed as 112 words of 128t each, which are
the subkeys (14 double quartets of 128-bit words each), i.e.

RK 0,0 = (k3.0: k301 k.01 k3.0) = (( rk[O]; rk [1]; rk [2]; rk [3]); (rk [4]; rk [5]; rk [6]; rk [7]);
(rk [8]; rk [9]; rk [10]; rk [11]) (rk [12]; rk [L13]; rk [14], rk [15]))
RK 1.0 = (K2.q; k}.o; K2.01k3.0) = (( rk[16], rk [17], rk [18]; rk [19]); (rk [20] rk [21], rk [22]; rk [23])
((rk[24], rk [25], rk [26]; rk [27]); (rk [28]; rk [29]; rk [30]; rk [31]))

RKoi = (K9, ikaiikdikd;) = ((rk([32 i];rk[32 i+1];rk[32 i+2];rk[32 i+3]);
(rk[32 i+4];rk[32 i +5];rk[32 i+6];rk[32 i+7]);
(rk[32 i +8];rk[32 i+9];rk[32 i+10];rk[32 i+11]);
(rk[32 i +12];rk[32 i +13];rk[32 i+ 14];rk[32 i+ 15])

RK i = (K9 ki k% k) =((rk[32 i+16];rk[32 i+17];rk[32 i+18];rk[32 i+19]);
(rk[32 i +20];rk[32 i+21];rk[32 i+22];rk[32 i+ 23]);
(rk[32 i +24];rk[32 i+25];rk[32 i +26];rk[32 i+ 27]);
(rk[32 i+28];rk[32 i+29];rk[32 i+30];rk[32 i+ 31]))

4.2.3 Summary of Cs2 Each compression function call toCs;2 has four inputs. The mes-
sage blockM;, the salt salt, and the bit counter # bits are viewed as a key of the block cipher
E 512, while the chaining value h; ; is treated as the plaintext. Then, the output of the com-
pression function is

hi = Cs12(hi 1;Mj;salt; # bits) = h; 1 E,?Alizjj# bits jj salt (hi 1):
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IVm Value (IVm [0jj 1V m [1]jj ::: 1V m [15])

IV3ga 1E41CECO E742F23B 5E195589 DDCFE7A0
827678F1 97AB48F6 5306C06C 00064879
15FE61A9 79FFC139 10426AAl1 F255945e
5573B567 B9BDA1CA CEF5447F 1A4A03A7

IVs1, 8A671C48 21FBB075 6C11F5A0 2B153831
C6192444 1254BA09 ADBD2BF9 6956353E
51ECEO4E B38D02EC 3CCCC57B B76EA6DA
DDED39A5 ACB431B4 9452E478 F2DGQEESD

Table 3. 1V for Common Values of the Digest Size

4.2.4 Generating Digests of 257 to 512 Bits In order to hash the messageM into an
m-bit digest, for 256 <m 512, rst compute IV, which is

ho = IV = Cs12(MIV 512; m; 0; 0):
where

MIV 512 = Cs12(0; 0; 0; 0) = 1FA9BAD2 9ADBE2A5 713898D1 7B528545
908EA84D 035E2C9E 57C1E9AQ 74392F7F
FOD780C2 298519CD E387BCEC 12261052
EEBSCE28 AOQ05D17A 6558949A EFAFDDFILy:

As before, letjM j be the length of the messagé before padding, measured in bits. Pad the
messageM according to the padding scheme of HAIFA:

1. Pad a single bit of 1.

2. Pad as many 0 bits as needed such that the length of the paddemessage (with the 1 bit
and the 0's) is congruent modulo 1024 to 880.

3. Pad jM j encoded in 128 bits.

4. Pad m encoded in 16 bits.

Now, divide the padded messag@ad(M ) into 1024-bit blocks, pad(M ) = M 1jjMjj :::jjM,, and
perform:

=

. Set #bits 0.

w N
)
1
=)
<
"
H
o
N
&

{ Set#bits # bits + 1024.

{ Compute h; = Cs12(h; 1;M;;# bits; salt).
4. { If jMj=0mod 1024, computeh; = Cs12(h; 1;M;;0; salt), else

{ If jMjmod 1024 879, computeh; = Csi2(h; 1;M;jMj;salt), else

{ Compute h; 1 = Csi2(h; 2;M; 1;jMj;salt), and compute h; = Csio(h; 1;M;;0; salt).
. Output truncate n, (hy).

&)

Table 3 lists the values oflV, for 384-bit and 512-bit digests produced by SHAvite-3;5.
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4.3 Degenerate Salts

In applications where a salt cannot be used or when the additinal functionality is not needed
(possibly in exchange for loss in security) it is possible tause a xed salt. While better security
can be achieved if any such application would have its own sglin certain cases an agreed xed
salt would better be used. As all xed salts presumably have he same strength, we suggest the
use of the all-zero salt in these cases. This salt can be hardded into unsalted implementations.
The speed using such hardcoded salt (in particular the all-ero salt) is expected to be slightly
faster than for the general case).

We note that the KAT/MCT answers for the NIST call were produc ed using these xed salts.

5 Design Criteria and Rationale

In the recent few years, several advances in hash functiongyptanalysis were reported. These
results show that small nonlinearity in bit-wise operations, spread using a mixture of XORs,
modular additions, and rotations, are insu cient to o er go od security. Hence, in order to
generate a good compression function, one has to use strongminear components.

5.1 Designing the Compression Function

As we use the well-understood Davies-Meyer transformationthe problem of devising a secure
compression function is reduced to the problem of construdéhg a secure block cipher. We have
chosen a Feistel construction (or a generalized Feistel opeas a well understood construction,
whose security properties are known. Adding to that the use 6the AES round function, we
obtain a secure compression function.

We use consecutive rounds of AES in the round function, and aalpt the results on the secu-
rity of AES to the security of SHAvite-3. This decision also alows the adaption of optimization
techniques used for AES, o ering an e cient construction. T his also ensures that devices which
need to include both AES and SHAvite-3 are expected to do so wh fewer gates for both of
them than in the case of AES and SHA-512 (for example). The samholds for software packages
which include the two primitives. Thus, our choice makes thedevelopment and certi cation of
products easier, as the AES round implementation can be donand veri ed only once. This
fact is expected to shorten the time required for the deploynent of SHAvite-3.

We have set several requirements for the security of the compssion functions in use: First
of all, any di erential characteristic of the block cipher should have a very low probability (i.e.,
less than 2 ™). This is the rst step in o0 ering a secure cipher, but as presented in the recent
results, this is not su cient, as the adversary can control the key (message). This extra control
allows the adversary to nd right pairs with respect to the di erential despite its low probability,
by picking messages that lead to satisfaction of some di enatial transitions. Thus, we aim at
reducing the probability of any related-key di erential of the block cipher, where the adversary
has control over the key as well. We therefore ensure that thebest related-key di erential
would has as low di erential probability as possible (it may be at most 2 ™2 for m-bit digest
to prevent any collision attacks, but need to be about 2™ to prevent any di erential-based
second preimage attacks).

In order to ensure that the di erential properties of the key schedule would not interact in an
unpredictable manner with the \encryption" part of the bloc k cipher, we designed the message
expansion with two types of operations | AES based operations which o ers high nonlinearity,
and linear operations which o er di usion and \break" the se quence of AES operations.
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5.2 Designing the Mode of Iteration
For the iteration method, we considered the following modesof iteration:

{ Merkle-Damgrd | Following the recent results on the lack o f second preimage resistance,
we nd the use of this mode unt for a modern hash function.

{ Tree-hash | While modes of iterations based on trees o er a great deal of parallelization in
the implementation, they su er from various aws. For examp le, a preimage attack faster
than exhaustive search on tree hash is presented in [1]. Thikck of security, as well as the
fact that the memory requirements for a tree hash functions ae too large for constrained
environments (such as smart cards), make tree hashes unsaible for SHA-3.

{ Sponge constructions | Even though sponge constructions have strong theoretical founda-
tions [10], we identify two issues concerning their use. Therst is the fact that the internal
state is large, making it unsuitable for constrained enviramments, and may lead to perfor-
mance penalties when su cient cache memory is not available The second issue concerns
the gap between theory and practice. A sponge constructions secure if the round function
is strong as a whole. However, as the internal state is largesuch a function is expected to
be very slow and hard to analyze. Explicit constructions sobe this issue by using a weak
round function, a very dangerous practice [21, 46].

{ Widepipe | This mode o ers security with a relatively small p erformance penalty [39].
Double internal state (i.e., m¢  2m) is the minimal size that suggests full (second) preimage
resistance of 2' for an m-bit digest. It requires the function to handle twice the number of
bits of the chaining value. Even this expansion rate of two caises a loss of resources (more
gates are needed to store the chaining value, the compressidunction has to process more
bits, etc.) and thus undesirable if can be avoided.

{ HAIFA | HAIFA o ers security against all known cryptanalyti ¢ attacks on modes of
iteration, while incurring no (or very little) performance penalties.

As can easily be seen, HAIFA is the best solution that suggestfull security without increas-
ing the internal state. The performance penalty of a larger $ate in a hardware implementation
is apparent. At a rst glance, the penalty in software may be considerably small. However, when
multiple instances of the hash function are being run in pardlel or when the available cache
memory is small, each additional cache-miss increases theaimning time of the hash function
signi cantly.

The choice of HAIFA is thus natural. It o ers the best perform ance for the required security
for an m-bit hash function with collision resistance of 2"=2 and (second) preimage resistance
of 2m,

5.3 Choices of Parameters

The choice of parameters was motivated by several argumentgirst, we decided to maintain the
same input parameters as the SHA-2 family. This decision wasade to facilitate an easy tran-
sition for any application that is expected to use SHAvite-3 allowing for a faster development
and deployment.

The salt must be at least half the size of the chaining value inorder to protect against
herding attacks (i.e., s > m=2). Nevertheless, we decided to pick the salt size equal to th
chaining value size, for the sake of applications that use SAvite-3 in ways where an m-bit
digest requires a 2' security, which we wanted to maintain even against attacks airgeting the
salt.
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5.4 Choices of Constants

SHAVvite-3 uses a relatively small number of constants. Thee are constants used in the AES
round over which we have no control. The only constants of SHAite-3 we chose are the values
of M1V 256; M1V 512, the \tap” positions in the message expansion, and the locabns of where
the counter and salt are mixed.

In order to allow implementations to save memory, we decidedo pick M1V 256 = C256(0; 0; 0; 0)
and M1V 532 = Cs12(0; 0; 0; 0). These values can easily be computed on the y, or precomped
and stored. In any case, we just tried to pick relatively random strings (as much as apx_ed string
can be random), without resorting to the standard set of \common constants” (i.e.,  2;%::: ).

As for the tap positions, we rst note that we use a register of 16 32-bit words in SHAvite-
3256 and 32 words in SHAvite-3;, in the message expansion. We choose to perform a layer of
AES rounds and only then to perform the XORs (of the nonlinear expansion step), in order to
allow parallel computation of all the AES rounds of nonlinear expansion step.

In SHAvite-3 556, We have chosen the feedback taps of the linear feedback retgr to be 3
and 16 (i.e.,rk[i] = rk[i 3] rk[i 16]). This choice ensures that the entire process is revetsie
and o ers a good di usion. Similarly, the choice of 7 and 32 ersures it in SHAvite-3s515.

For the locations where the counter is mixed, we chose locatns which allow good mixing of
the counter, and prevent slide properties. The locations wee chosen to be in the four di erent
nonlinear expansion steps. We also chose that inside the ntinear expansion step, the counter
is mixed in di erent respective locations, and we ensured tlat the distance between the di erent
locations is not regular, and does not repeat, thus foiling ay slide property. In SHAvite-351»
we picked four out of the seven nonlinear update steps (takig the odd ones). Using similar
considerations, we made sure to pick di erent respective loations in the nonlinear expansion
step. Mixing the order of the counter words used each time oyl serves to further prevent any
slide attack and prevent the existence of \weak" bit counters.

Hence, there are no slide properties in the underlying blockciphers. Even if (somehow) the
attack generates the same state in di erent positions, the ounters break this property. As the
bit counters change between di erent invocations of the conpression function, this also assures
that such relations cannot exist for more than a short numberof rounds even between di erent
invocations of the compression function.

In order to reduce the memory consumption, and prevent the ned of storing tables of
constants (which costs memory and/or gate area), we decidedhat SHAvite-3 would not use
any other round constants. Even though this may seem to weake the hash function, there
are two good argument why this is not the case. The rst is the fact that some constants are
embedded into the AES round constant, and we see no reason tald more (as the issue of weak
inputs is solved by AES' constants and design criteria). Thesecond reason is the fact that the
only conceivable problem following the use of the same coraits (of the AES round function)
over and over again is the existence of slide properties. Asated before, this is impossible, and
thus, we conclude that there is no need for additional round onstants.

6 The Security of SHAvite-3

The security of SHAVvite-3 is based on the security of its compession functionsCysg and Cs;o,
and the security of the mode of iteration used (HAIFA). Thus, we perform security analysis of
each of these two parts independently, starting from the searity of the compression functions.
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6.1 The Security of the Compression Functions

SHAVvite-3's compression functions are based on AES. We thefore recall a few results con-
cerning the security of AES.

Lemma 1. ([35]) The exact 2-round AES maximal expected di erential probality is equal to
53=234 1:656 2 2°.

Lemma 2. ([35]) The 4-round AES maximal expected di erential probability is upper bounded
by (53=2%%)* 1:881 2 14,

The upper bound given in Lemma 2 is not tight. Under the assumpion that 4-round AES
behaves like a random permutation, the maximal expected dierential probability is about
80 2 128 =2 127 This probability is derived from the Poisson distribution of the di erence
distribution table, whose maximal entry (besides the 0! 0 entry) is expected to be 78 2 128
or 80 2 128 with an overwhelming probability [45].

As Cys6 Uses 3-round AES as the round function, we conclude that:

Lemma 3. The maximal expected di erential probability of 3-round AES is upper bounded by
2 49,

Proof. Any 3-round dierential can be decomposed into two (overlapping) 2-round di er-
entials (one without the rst round, and one without the last round). In each of these 2-
round constructions, the dierential with the highest prob ability has only one active AES'
Super-box (2-round AES can be decomposed into 4 independertiphers, each with input
and output of 32 bits, called a Super-box). Having two active Super-boxes in the rst (or
the last) two rounds necessarily bound the probability of the di erential to be no more than
(53 2 3)2=2809 2 % 1:372 2 5. Thus, a better dierential (with higher probability)
can have only one active Super-box in the rst two rounds and n the last two rounds. This is
possible if, and only if, there is one active S-box in the seaw round (being the last round of
the rst Super-box, and the rst round of the second Super-box).

This di erential has one active Super-box in the rst two rou nds, and four active S-boxes
in the third round. Consider a possible output di erence of this di erential, and consider all
the one-round characteristics which lead to this output di erence. In each active S-box there
are 127 input di erences which lead to the desired output di erence with non-zero probability.
Now, consider the second round. If it has only one active S-bq then there are only 255 possible
di erences after the second round, whose di erences in the etive bytes is linearly dependent
(due to the MixColumns operation). In other words, setting the input di erence to one of the
active S-boxes of the third round, immediately xes the input di erence of the other active
S-boxes. Hence, for the given output di erence there are at rast 127 possibilities for the rst
2-round di erentials which may lead to the desired output di erence. In the computation of the
upper bound, we take into consideration the fact that any 2-round di erential has probability
at most 53 2 24, and that in the one-round characteristics there are four ative S-boxes. For the
given output di erence in each active S-box there are 126 inpt di erences with probability 2 7
and one with probability 2 ©, each of the one-round characteristics has probabilities &tween
2 2% and 2 28, But not all the characteristics have probability 2 24, as for each active S-box
there is only one input di erence with probability 2 ©. Therefore, we conclude that the maximal
expected di erential probability is upper bounded by

53 2% 2244126 2 8 =53 142 2 % 2 =7526 2 %2 1:837 2 °0:
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Considering the above lemma, we follow to prove the followig results concerningg 2°¢:

Lemma 4. The dierential properties of E?2°6:
Except for the trivial 0! 0 characteristic,

{ There is no iterative di erential characteristic of 2-roun d E 256,

{ Any 4-round iterative di erential characteristic E2°¢ has probability lower than2 47,
{ Any 3-round di erential characteristic of E?2°¢ has probability of no more than2 8.
{ Any 9-round di erential characteristic of E2°¢ has probability of no more than2 2°4.

Proof.

{ Any 2-round iterative di erential characteristic of a Feis tel cipher requires that both rounds
have a zero output di erence. As the round function of E2%6 is invertible, it follows that
the input di erences are zero as well which results in the trivial 0! 0 characteristic.

{ 4-round iterative characteristic cannot have two rounds wth zero input di erence (these two
rounds cannot be next to each other, as this causes two rounds have zero input di erence,
i.e., the whole di erence is zero, and if they are separatedya non-zero input/output round,
we obtain the same case as the 2-round iterative characteti€s). Thus, the characteristic
has at most one round with a zero input/output di erence, i.e ., has probability of at most
(2 49)3 =2 147

{ It can be easily seen that at least two rounds in any non-trivial 3-round characteristics have
non-zero input di erence. Therefore, the maximal probability is (2 4°)2 =2 98,

{ Following the previous lemma, it is easy to see that any 9-rond di erential characteristic
of Cos6 has at most probability of (2 98)3 =2 294,

u

Lemma 5. The dierential properties of E5!?:
Except for the trivial 0! 0 di erential:

{ There is no iterative di erential characteristic of 2-roun d E>2,
{ Any 3-round di erential characteristic of E®!? has probability of no more than2 226,
{ Any 9-round di erential characteristic of E5? has probability of no more than2 678,

Proof.

{ As E®52 can be represented as a Feistel block cipher with a bijectiveound function of
256 bits,! Hence, similarly to the case ofE?%%, there is no 2-round iterative di erential
characteristic.

{ Recall that F4(), is composed of 4 AES rounds. Thus, the maximal expected derential
probability of any non-zero dierential of F4() is less than 2 3. Hence, if we look at
the Feistel representation of E5? in each active round, the maximal expected di erential
probability is 2 13 (corresponding to only one of theF#( ) being active). Any non-trivial
di erential cannot have two consecutive rounds with input di erence zero. If there were
two such non-consecutive rounds (out of the three) with inpu di erence zero, then that
would mean that the non-zero di erence which entered the round function produced a zero
output di erence, which is impossible due to the bijectiveness of the round function. Hence,
there are at least two active rounds, and the maximal di erential probability of 3-round
di erential characteristics is at most (2 113)2 =2 226,

1 We note that in this representation there is also a re-orderi ng bit permutations before the rst round
and after the last round, similar to the initial permutation and nal permutation of DES.
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{ Following the previous lemma, it is easy to see that any 9-rond di erential characteristic
of E®'2 has a maximal expected di erential probability of (2 226)3 =2 678,
u

6.1.1 The Security of the Underlying Block Ciphers Following the previous lemmas,
it is easy to see that the underlying block ciphersE 2% and E>'? o er security against di eren-
tial cryptanalysis. While we did not discuss linear cryptanalysis, it is possible to o er similar
assurances against linear cryptanalysis (even though its sage in the hash function context is
unclear).

The block ciphers in use are also secure against other cryptalytic attacks. For example,
the low probability of the best non-trivial dierentials ev en for a small number of rounds,
suggest that boomerang attacks (or ampli ed boomerang attaks) are not applicable to the
block ciphers, and indicate that the ampli ed boomerang attack in the context of hash functions
is likely avoided [34].

As the underlying block ciphers E?%¢ and E>'2 are not used as block ciphers, there seems
to be no apparent reason to analyze their security against dter cryptanalytic techniques. Still,
for completeness, we present results concerning the sectyriof the two block ciphers, showing
that there security is indeed intact:

{ Linear Cryptanalysis | Results similar to the di erential results, can be obtaine d for
linear hulls of 3-round AES and 4-round AES. In [35] the 2-rond maximal expected linear
probability is found to be 1:638 2 28 and the 4-round maximal expected linear probability
is upper bounded by 1802 2 9. Using a similar procedure as in the dierential case,
we obtain that the maximal expected linear probability of 3-round AES is no more than
2 474 Hence, linear cryptanalysis is likely to fail for both E2%¢ and E 52,

{ Impossible Di erential Cryptanalysis | E? is a Feistel block cipher with a bijective
round function. This implies the existence of a 5-round impasible di erential. However,
due to the strong di usion of the round function, we do not expect a longer impossible
di erential in E2%6. For E®5'?, there is a 9-round impossible di erential (a structural im -
possible di erential suggested in [38]). This (along with the strong round function) suggest
that it is secure against impossible di erential as well.

{ Di erential-Linear Cryptanalysis | Given the probabilities of the best di erentials
and the best linear approximations, it is easy to see that thee is no high probability
di erential-linear approximation in any of the underlying block ciphers.

{ Algebraic Approaches | While the level of the threat algebraic attacks pose to bloc k
ciphers (and speci cally to hash functions) is still open, we analyze the security of the un-
derlying block cipher to this kind of attacks. Consider the round functions F3( ) and F4().
As they are composed of AES rounds, the best possible algehcarelations are of quadratic
nature over GF (28). As each additional round doubles the degree, the expectedegree of
algebraic relations concerning the input and output of the round functions over GF (28)
is 8 in F3() and 16 in F#(). The repetition of the rounds increases the algebraic degre
very quickly, and is expected to reach the maximal value afte a few rounds. Speci cally,
in the case ofE 28, after four rounds, the expected degree of any relation is 2(more than
the actual possible degree), which means that it achieved th maximal possible degree. In
the case ofE 512, after four rounds, the expected degree of any relation is 2, which means
that the maximal degree is achieved. Besides the high degre# appears that the resulting
equations are more dense than in AES, thus making algebraictiacks which exploit the
sparse nature of the equations less likely to be applicable.
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{ Slide Attacks | Slide attacks exploit the self-similarity of the cipher. T he standard solu-
tion to the problem is to use di erent round constants, but th ese are not found in SHAVvite-3.
Despite that, SHAvite-3's underlying block ciphers are seare against slide attacks due to
the bit counters. The bit counters are added in positions whth break any self similarity
property that may exist. The only problematic case is when #bits = 0, which happens
only during initializations (where the adversary has no corirol over the inputs), and during
the processing of a full padding block (again, where the adwsary has no control over the
inputs).

{ Square Attacks | SHAvite-3 uses the AES building block which is susceptible to square
attacks in small number of rounds. The longest square propéies that can be found are
of four consecutive AES rounds, and using the Feistel struaire of the underlying block
ciphers, we can use them to nd square properties of up to thre rounds of E2%¢ and E 52
at most. Hence, the underlying block ciphers are secure agast Square attacks.

6.1.2 Resistance to Collision Attacks on the Compression Fu nction Without loss of
generality we discuss the case d€ys6 | the results in the case of Cs;p are much stronger.

We will now assume that a random salt has been selected, and weill approximate the
probability of a di erential given that xed random salt.

Clearly, due to the properties of an AES round, at least 5 bytes are active in the input
and output in any layer of AES rounds in the message schedulef&GHAvite-3. Without loss of
generality, we concentrate on the second AES layer. We can aame that the di erences in these
5 bytes are distinct (and even linearly independent) - the asumption that the salt is selected at
random assures that the attacker cannot select the exact dierences to his favorable values. The
linear transforms evolve each of the (at least) 5 independedrdi erences into at least 4 S-boxes
at the input of the next AES layer (third layer) (or at the outp ut of the rst layer, in case of
the input of the S-box). Therefore, in total, we get more than 20 active bytes at the input of
layer 3 and output of layer 1. At the output of layer 1, the numb er of active bytes is usually a
lower bound for the number of active S-boxes (due to the invese mix column operation, which
will rarely reduce the number of the active bytes, especiall if the original di erences are linear
independent as assumed).

Now without loss of generality, assume that the number of acive bytes at the output of
layer two is larger or equal to the number of active bytes in the input, i.e., there are at least
10 active bytes in the input of the third layer, and at least 10 active S-boxes in the third layer.
We can then safely assume that with a very high probability a majority of the S-boxes at the
fourth layer are active, and therefore, that almost all the 128 rk[ ] bytes generated after that
layer are active.

We therefore conclude that except for a negligible probabity, the number of active bytes
in rk[]is much higher than 1+20+32+128 = 181. When counting the active bytes generated
between the second and third layer, and between the third andhe fourth, which are not directly
an input to the AES layers, the total number of active bytes in rk[ ] is expected to be way over
200.

We therefore conclude that either the attacker make trial hashing of a huge number of
messages in order to get one with fewer than 200 active bytes |and this process will be very
time consuming, or that the 200 or more active bytes inrk [ ] will a ect the computation of the
main function with 200 active "hits', each of them may be caneled at random with probability
2 8 on average, i.e., the probability of any characteristic maynot be over 2 169 As the total
size of the input to the compression function is 512+256+25664=1088 bits, we expect that
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there is not even a single right pair for almost all the charateristics, and a very small nhumber
of right pairs for the rest. Under these circumstances, no derential attack may be performed.

6.1.3 Resistance to (Second) Preimage Attacks on the Compre ssion Function The
use of Davies-Meyer makes the inversion of the compressioarfction impossible without weak-
nesses in the block cipher. As analyzed before, the block dier is secure, and thus no such
attacks are feasible.

In some instances, collision attacks can be transformed foa second preimage attacks for
a set of \weak messages", i.e., messages which satisfy sormadlision producing di erential. As
we showed before, there are none of these, and thus there are such classes of weak message,
i.e., the second preimage resistance is optimal.

6.1.4 Security in the Presence of Multiple Salts Our previous analysis assumed that
the adversary has control over the salt, but has to choose thesame salt for both message
blocks. Repeating the previous analysis when the adversarjas more control (additional 256-
bit freedom in SHAvite-3,56 and 512 more bits of freedom in SHAvite-31»), reveals that both
hash functions are still secure, as di erence in the salt maycancel message di erences when
rk[] and the salt have an active column in the same position. On tle other hand, whenrk[ ]
has no active column, the salt di erence leads to an active clumn.

In other words, if the adversary uses two di erent salts, then the evolution of di erences in
the message expansion is faster. Bytes that earlier were naictive, get activated by the salt
di erence (bytes can also become inactive with some probality/lose of freedom).

Thus, even in the presence of multiple salts, the security poperties of collision resistance
and (second) preimage resistance, are preserved.

6.2 The Security of HAIFA

The HAIFA mode of iteration o ers security against many atta cks. As noted earlier, HAIFA
maintains the security of the compression function. The stadard security features which are
preserved, as well as the more advanced properties, make SMite-3 a secure candidate.

The above claim might seem contradictory to the results obtaned in [2], which claim that
HAIFA does not preserve various properties of the compresen function. The proof of [2] is
based on constructing a special compression function whicposses undesired and unrealistic
properties, and using these properties to attack the hash foction (despite the security of
the compression function). The compression functions we @sare strong, and do not posses
the weaknesses used in the special construction (or any weaéss for that matter). Moreover,
recent results obtained in [17], show that if the compressio function is secure (i.e., is a xed
input length random oracle), then there are no shortcut secad preimage attacks on the hash
function. Thus, we conclude that SHAvite-3 is a secure hashunction.

Both HAIFA and SHAvite-3 ensure that there are no related-sdts issues. The best way
to nd a pair of messages and salts k;salt) and (M %salt% such that SHAvite-3¢,; (M) =
SHAVvite-3¢4t o(M 9 (or that satisfy any other relation) is best achieved by gereric attacks, e.g.,
the birthday attack. Moreover, given a digest y, the best approach to nd a pair of message
and salt (M;salt) such that SHAvite-3s4: (M) = y requires the use of generic attacks (i.e.,
exhaustive search).

Another security property that HAIFA hash functions (and th us SHAvite-3) posses is the
lack of extension attacks. While for many iterated construdions h(xjjz) can be derived from
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h(x) and z, without even knowing X, in HAIFA this is impossible. The reason for that is the
way the last block (or the last two blocks, in case an additioral padding block is added) is
treated. In the last block, the compression function is caled with the number of bits that were
processed so far. If this value is not a multiple of a block, tlen the resulting chaining value is
not equal to the chaining value that is needed in case the meage is extended. If the message is
a multiple of a block, then an additional block is processed \ith the parameter # bits set to 0).
Thus, the chaining value required for the extended messageemains unknown to the adversary.

As noted earlier, HAIFA maintains the collision resistance of the compression function. The
underlying compression functions of SHAvite-3 are strong nder the assumption that the block
ciphers used are secure (which is the case), and thus SHAVH& o ers a secure pseudorandom
oracle and pseudorandom function behavior (up to the birthcay bound, or more precisely,
up to minf2™;21%8g for digests of lengthm 256 bits, or up to 2°56 for digests of length
257 m 512).

6.3 Security of the Constructions Using SHAvite-3

As SHAvite-3 is a secure hash function, each construction usg it in a \sane" manner is
expected to be secure. This is also true for the signatures Bemes and HMAC. Moreover,
SHAvite-3 o ers an inherent secure mode for randomized hashg through the use of salts.

6.3.1 Security of Signature Schemes As SHAvite-3 is a collision resistant and second
preimage resistance hash function, it can be used in securéggaature schemes. SHAvite-3 can
replace SHA-1, any of the SHA-2 family, or any other used haslfunction (which provides digests
of length up to 512 bits). Explicitly, SHAvite-3 can be used in any of these constructions with
the xed salt.

In applications where the salt can be communicated as well, .g., the Digital Signature
Standard (DSS) [50], one could use the randomness as the sa well (or part of the salt). As
the use of salts increases the security of the hash functiorjyst like in randomized hashing [29]),
we suggest new signature schemes to allow for a mechanism toramunicate the salt.

6.3.2 Support for Randomized Hashing in SHAvite-3 The main purpose of random-
ized hashing is to reduce the level of requirements from theampression function in order to
achieve more secure hash function [29]. The randomized haislg is especially useful for digital
signatures, where the additional random inputs allow for a weaker compression function to be
used. This even motivated NIST to put forward a special publication on the matter [53].

In [29] two constructions o ering better security for hash functions are presented (and
proved to be secure). While these proofs show that randomizkhashing increases the security
of unsalted hash functions (i.e., SHAvite-3 with xed salts), we believe that better security can
be achieved by just using the random value as the salt in a simp SHAvite-3 call.

6.3.3 Security of HMAC-SHAvite-3 HMAC's security is based on the pseudorandomness
of the underlying compression function [5]. We recall that HAIFA preserves the pseudorandom-
ness of the compression function and thatC,s¢ and Cs;, are secure when keyed by a random
salt. Hence, we conclude that SHAvite-3 o ers a secure basef HMAC.

In Section 7 we present a message authentication code whichess the same security as
HMAC based on SHAvite-3, while o ering better performance. Thus, we suggest that users of
SHAuvite-3 would use the more e cient construction.
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7 HAIFA-MAC and SHAvite-3-MAC

According to the security analysis, HAIFA hash functions are protected against extension at-
tacks and o er PRF preservation of the compression functiors. Thus, unlike unsalted construc-
tions, if the salt of the compression function is treated in astrong manner than it is possible
to de ne a secure HAIFA-MAC. HAIFA-MAC using the compressio n function C( ) and the key
k is de ned as:

HAIFA-MAC (M) = HAIFA £ (M):

Given the PRF preservation of HAIFA, then the above construction is a secure MAC if the
compression functionC( ) is a PRF. Thus, it is possible to replace more complex hash-é#sed
message authentication codes with a simple instance of HAK.

Moreover, the dierent IV, for dierent digest sizes (and di erent tag sizes), as well &
the encoding of the digest (tag) size in the padding of the mesage, ensure that even under
the same key, the same message have completely di erent andnoorrelated digests (tags) of
di erent lengths.

In order to o er true security, the compression function C( ) has to be indeed a pseudoran-
dom function (and preferably related-key pseudorandom fuition). As SHAvite-3 has a secure
compression function, we de ne

SHAvite-3-MAC ¢ (M ) = SHAvite-3 (M ):

We note that for tags of up to 256 bits, one should use SHAVvite3,56 as the hash function, while
for tags of longer tags (up to 512 bits), one should use SHAvéE-3;,.

The e ciency of SHAvite-3-MAC is better than of HMAC-SHAVvit e-3. Consider a message
M, and a tag of size up to 256 bits. Computing SHAvite-3-MAG(M ) takes djM j + 81=512%
compression function calls and requires one initializatio (including one initialization of the
key). When computing HMAC-SHAvite-3 of the same message, th compression function is
calleddjM j +81=512e+ 1 times, and there are two initializations. Even if the hash function in
use does not add the tag size to the last block, the number of dia to the compression function
in HMAC is djM j + 65=512+ 1, which in most cases is still one more call to the compressn
function.

The performance advantage may seem small (one compressiamgttion call), but for short
messages (up to 53 bytes), it is 50% gain (also in the number dfitializations), and for messages
of 1500 bytes (a very common message size) the gain is 4% in thember of compression function
calls.

8 Performance

SHAuvite-3 is well suited for various platforms and machines just like the AES. The byte-
oriented structure and the AES building blocks, make SHAvite-3 \native" on 8-bit machines,
32-bit machines, 64-bit machines, and actually any machinghat already supplies or uses AES.
The running times of our current (slightly optimized) ANSI- C code is 35.3 cycles per byte
for 224-/256-bit digests, and 58.4 cycles per byte for 384812-bit digests on 32-bit Intel ma-
chines. On a 64-bit machine, the corresponding running time are 26.7 and 38.2 cycles per

2 HAIFA does not de ne exactly in which manner the salt has to be mixed. However, our intentions
are that the salt is mixed appropriately, o ering a true e ec t of the salt on the compression function.
For example, some weak possibilities are identi ed and discussed in [4].
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byte, respectively. The code uses a relatively simple optirization techniques for AES, but does
not use any special assembly or extended instruction sets,na thus well-optimized SHAVvite-3
implementations are expected to be much faster.

We note that these numbers are based on a general 32-bit/64#bmachines architecture.
Once the AES instruction set will be added to the Intel CPUs (expected in the second quarter
of 2009), these speeds will improve signi cantly, as insted of performing an AES round in 21{
29 cycles (the best known speed at the moment on common CPUsthe speed of an AES round
would be reduced to roughly 6 cycles. Of course, not all of thespeed up can be \exploited",
but it is reasonable to assume that SHAvite-3 would enjoy at ast 60% speed increase, and
arguably even more.

8.1 Software Implementation Ideas

8.1.1 8-Bit Machines Justlike AES, SHAVvite-3 is highly suitable for 8-bit machines, and by
using a table lookup for the S-box, a straightforward implementation of SHAvite-3 is possible.
For the implementation of the MixColumns operation (the only non-byte operation) one can
use the same suggestion as in [20]:

\The only eld multiplication used in this algorithm is mult iplication with the element
02, denoted by “xtime'.

t=a[0] a[l] a[2] a[3]; = aisacolumn =
u = al0];

v=a[0] a[l]; v=xtime(v); a[0]=a0] v t;
v=a[l] a[2]; v=xtime(v); a[l]=a[l] v t;
v=a[2] a[3]; v=xtime(v); a2]=af2] v t
v=a[3] u; v=xtime(v); a[3]=a3] v t;"

SHAvite-3,56 deploys 52 AES rounds, as well as about 192 32-bit XOR operains (which
may be implemented by 192 4 = 768 8-bit XORS). In [47] an AES-128 implementation which
takes 3766 cycles per block is reported on an AVR processor.his speed is about 377 cycles
per full AES round. Hence, the running time of SHAvite-3,56 on AVR is expected to be about
20370 cycles per each invocation of the compression functip or about 318 cycles per byte.
SHAvite-351, uses 168 rounds of AES and 528 32-bit XOR operations, and thuthe expected
running time of Cs;, for each invocation is about 65450 cycles per byte, or a speaxd 511 cycles
per byte.

In [49] the 8-bit AVR core was extended with about 1100 gatesto reach speeds of 1300
cycles per 10-round AES encryption/decryption. This extersion allows for implementing one
round of AES in about 130 cycles. Thus, with this small extengon, the speed of SHAvite-3 can
be greatly improved to about 118 cycles per byte for digests foup to 256 bits, and 187 cycles
per byte for digests of 257 to 512 bits.

8.1.2 32-Bit Machines For 32-bit machines, one can join together the accesses fohe
S-boxes along with the MixColumns operation, exploiting the linearity of the MixColumns
operation. This approach requires the use of four tables, ed containing 256 elements of 32
bits each (note that as we use only the full round, there is no eed for the fth table usually
required for encryption in this approach). We note that we can also embed the salt into the
tables (by having several instances of the tables), which wald save the XOR of the salt in
exchange for an additional memory.
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One can use some of the suggestions in [3, 9] to speed up assgnimplementations of AES
(and thus of SHAvite-3), using CPU-speci c instructions. T he exact performance is hard to
predict, but we expect that better coding practices, and the use of assembly would improve
our current speed of 35.3 cycles per byte on a 32-bit machineAMD Sempron(tm) Processor
3200+, 1800 MHz, 128 KB cache, 1 GB RAM, running in a full 32-bt mode).

On a di erent 32-bit machine, Intel Pentium4 f12, Bernstein and Schwabe report a speed
of 14.13 cycles per byte for 10-round AES (in counter mode) [©@ While encryption in counter
mode can be easily parallelized, it seems that it is a valid aaumption that the speed of 10-round
AES implementation of ECB on this machine can reach speeds déss than 18 cycles per byte
(or 18 16 = 288 cycles in total) which are about 29 cycles per round. HAvite-3 with digests
of up to 256 bits uses 52 AES rounds, as well as about 192 32-b¥OR operations. Hence,
we estimate a fully optimized code for this particular machine to achieve speeds of about 1700
cycles in total, or slightly less than 26.6 cycles per byte. HAvite-3512, has a running time of
55.0 cycles per byte on the same Sempron machine, where it seg that a more optimized code
may achieve speeds of about 5420 cycles per block which are.d32ycles per byte.

For comparison, on the same machine, which we obtained 35.3/cles per byte for (not-well-
optimized) SHAvite-3 .56, the fastest SHA-1 implementation has a running time of 9.8 gcles
per byte, SHA-256 had a running time of 28.8 cycles per byte, md SHA-512 had a running
time of 77.8 cycles per byte. All measurements were done usirnthe NESSIE test suite [44].

8.1.3 64-Bit Machines There are several approaches to implement AES on 64-bit maghes.
The rst one follows the previously mentioned improvements and optimizations, while taking
into consideration the larger number of registers and commads available on newer machines. A
di erent approach is the use of of bit-sliced implementation proposed in [11], which were applied
in [40, 41] to implement AES e ciently. Even though these imp lementations claim record speeds
of less than 10 cycles per byte for 10-round AES, they are unsiable for SHAvite-3, as bit-sliced
approach is well suited for independent executions (whichg not the case for SHAvite-3).

On the other hand, it seems that the speed of AES on 64-bit macime can reach 10.5 cycles
per byte in counter mode, even without bit-slicing [9]. Thus, we assume that a fully optimized
AES implementation can reach the speed of 13 cycles per byter about 21 cycles per round,
on 64-bit machines. Thus, it is estimated that C,s6 would require about 1200{1300 cycles for
each call, i.e., a speed of 18.6{20.3 cycles per byte shoulcelreachable in a fully optimized
code. Similar analysis for SHAvite-3;, reveals prospective speed of about 28.4{31.8 cycles per
byte in an optimized implementation.

At the moment, our C-implementation of SHAvite-3 ;56 has a running time of 26.7 cycles per
byte on AMD Athlon(tm) 64 X2 Dual Core Processor 4200+ (2200 MHz, 512 KB cache, 1 GB
RAM). The code of SHAVvite-3s512 has a running time of 38.2 cycles per byte. For comparison,
on this machine, SHA-1 takes 9.5 cycles per byte, SHA-256 tas 25.3 cycles per byte, and
SHA-512 takes 16.9 cycles per byte.

8.2 Future Platforms

It is evident that adding the set of AES commands to Intel CPUs is expected to speed up
AES implementations as well as SHAvite-3's implementatiors. The expected latency of this
command is 6, i.e., it would take 6 cycles to perform one AES rond [32]. Also, the platform is

expected to allow multiple calls for the command (i.e., it ispossible to compute two independent
AES rounds in parallel within 7 cycles).
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Hash Function 32-Bit Machine 64-Bit Machine
MD5 7.4 8.8
SHA-1 9.8 9.5
SHA-256 28.8 25.3
SHA-512 77.8 16.9
SHAvite-3 256 (measured) 35.3 26.7
SHAVvite-3 256 (conjectured) 26.6 18.6
SHAvite-3 256 (with AES inst.) <8

SHAvite-3s512 (measured) 55.0 38.2
SHAvite-3512 (conjectured) 35.3 28.4
SHAvite-3512 (with AES inst.) <12

Table 4. Speed Comparison of Hash Functions (in cycles/byte)

With such a command, and su cient number of registers, we expect that the speed of
SHAvite-3,56 could be improved to a total of about 500 cycles per each invation of Caysg
without applying AES rounds in parallel, and much faster when independent AES rounds may
be performed in parallel. This would lead to a running time of less than 8 cycles per byte on
such CPUs.

For SHAvite-35;2, where we expect even better use of the command, non-intedeed code
(with 168 AES rounds and 528 32-bit XORS) is expected to have aunning time of 1540 cycles
per invocation, or 12 cycles per byte. However, this gure isan overestimation, as the calls for
the AES round instructions themselves can be interleaved.

8.3 Hardware Implementations of SHAvite-3

AES is well suited for hardware platforms such as Application Speci c Integrated Circuit (ASIC)
and Field Programmable Gate Arrays (FPGAs). SHAvite-3 implementations are expected to
be very similar to an AES implementation, up to the larger internal state, and the XORs used
in the Feistel construction. Thus, we rst summarize some peformance results on AES, and
then predict the expected hardware e ciency.

AES was implemented in many ways and manners, trying to optinize for various goals.
We shall be interested in two main optimization goals: size ¢ates or slices) and speed. Hence,
we are interested in each of the two technologies in order to stimate the size and speed of
SHAvite-3 implementations in them.

8.3.1 Implementations of AES in Hardware The smallest AES implementation in ASIC
is reported in [27]. The suggested implementation uses abo3400 gates, and has a throughput
of 9.9 Mbps in a 80 MHz maximal frequency (the implementationused a 0.35 technology). Of
the 3400 gates, about 60% (about 2040) are reported to store58 bits of the internal state (a
rate of about 8 gates per memory bit).

While there are only a few papers on fast ASIC implementatiors of AES, they try to achieve
high throughput by using many pipelined application of AES. This, of course, can only work
if the cipher is used in ECB or CTR modes of operation. With onepipeline per round (i.e., 10
encryptions in parallel), the results of [31] are a throughpt of about 44 Gbps using slightly
less than 250,000 gates. In this implementation, the rounddnction is implemented 10 times,
and the subkeys are xed. Hence, there are about 12811 memory bits containing subkeys
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and additional 128 10 memory bits to store intermediate encryption values. Thetotal of 2688
memory bits take about 21,500 gates, giving an estimate of 500 gates for fully implemented
10-round AES and the combining logic around it. Hence, we assne that the cost of a (very
fast) AES implementation in hardware is about 22,850 gates pr round running on a 0.18
technology at about 340 MHz.

For FPGA implementations, we consider again the two optimization targets. In [28], an
implementation of AES on a Spartan-Il FPGA is reported to tak e a total of 264 slices (both for
the data and the memory), of which 124 slices compose the actl encryption process, and the
remaining 140 slices contain the memory. The throughput of his implementation is 2.2 Mbps
in a 67 MHz clock frequency.

The fastest FPGA implementation we could locate was the one b[59]. The implementation
reaches speeds of 23.57 Gbps (in ECB/CTR mode) with 16398 slkes running at speed of 184.16
MHz. The latency is 162.9 nano-second, i.e., it takes 30 cye$ to encrypt a 16-byte block.

8.3.2 Implementing SHAvite-3 256 IN Hardware  When implementing SHAvite-3,5¢6 in
hardware using an AES implementation we need to consider seval factors:

{ The memory consumption of C,s6 is larger. The implementation stores 512-bit message
register (containing 16 words of the expanded message), 288t salt, 64-bit counter, 256-
bit input chaining value, and 256-bit intermediate compression value.

{ There is a need for three consecutive AES rounds i 3( ).

{ The message expansion can be computed four words at a time.

Hence, an area e cient approach would implement the AES rourd once, and use it repeat-
edly for each application. Due to the way SHAVvite-3 works, the implementation based on [27]
would need another 128-bit of internal state to store intermediate results of the AES round.
Hence, we estimate that the implementation would require almut 8832 gates for storing all the
internal state bits (assuming each bit requires about 6 gats), and another 1360 gates for the
AES core? along with about 100 more gates for the XORs and control overkad. This results in
a full implementation of SHAvite-3 256 in about 10300 gates. We note that some of these gates
are part of memory that may be stored outside the core of the hah function (e.g., the 64-bit
counter can be stored in a di erent area, which probably would cost less gates in the core of
the compression function).

The speed of this implementation is about 100 cycles for an AE round (at 80 MHz), which
implies a speed of about 5200 cycles for an invocation d®,s6, or a throughput of about 7.6
Mbps.

For the fast ASIC implementation we consider a similar methalology, but using the di erent
implementation gures of [31]. First of all, we note that SHA vite-3,55 can be implemented
using only two AES-round cores (rather than 10), as in any case there are at most two AES
rounds occurring at the same time (one inF3() and one in the message expansion). Thus,
besides storing the same amount of bits as in the small areaz@ implementation (which takes
8832 gates), we need the two AES round implementations (eactakes 22,850 gates), and an
overhead of about 400 gates for the XOR and additional contrbarea (the control in high speed
environments is usually larger). The total gate count is therefore expected to be about 55,000
gates. The speed of an AES round is one cycle in this implemeation. The longest datapath

3 We note that this core also contains the key schedule circuit, which can be omitted for SHAvite-3.
However, its size is relatively small, which can be approximated as zero when estimating the total
circuit size.
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of Cus6 is of 36 rounds of AES, and thus, it seems that one invocation Cyss takes about
36 cycles. Hence, using 55,000 gates, the expected throughyof this implementation is 604.4
Mbps.

We can apply exactly the same analysis to FPGA implementatios. The smallest FPGA
implementation of AES uses 124 slices for the AES round, and slices to store 256 bits of
internal state. Hence, we estimate that 385 slices would beuscient to store all the data for
Cus6, and thus, along with the 124 slices of the AES round, we expéa@ total of about 510 slices
for a full implementation of SHAvite-3 ,56. The speed of the FPGA implementation is about
3900 cycles per each 10-round AES call, or about 390 cyclesrfone round. Hence, the speed
for one call to C,s6 is expected to be about 20,300 cycles, or a throughput of 1.7 bps.

When analyzing the above mentioned fast FPGA implementatian, we can see that the are
about 30 instances of AES running in parallel, which takes qite a lot of memory. We shall
assume that of the 16398 slices, 16000 are used for the logiocdaonly 400 are used as memory
(this is an overestimation of the logic). Hence, one AES roud can be implemented using 1600
slices in such a way that it takes three cycles to compute. Usig the same ideas as for the
fast ASIC implementation, we expect 3200 slices for the two ounds of AES and about 385
more slices for the memory. We conclude that this implementéon is expected to use about
3585 slices, and takes 108 cycles for each compression fuantcall (i.e., a throughput of 872.3
Mbps).

8.3.3 Implementing SHAvite-3 512 In Hardware  Applying the same methodology as for
SHAvite-3,56 to reduced size ASIC implementation, we obtain the followirg estimations: The
implementation needs to store 2816 bits (128 bits for the AESstate, 1024 bits for the message
block, two 512-bit registers for the chaining value (beforeand after E5?) and 128 bits for the
counter). Hence, the implementation is expected to use abdul 8500 gates, and achieve a speed
of about 4.7 Mbps.

When implementing Cs;, targeting a fast implementation in ASIC using the methodology
described in [31], four AES round cores need to be used. Thiaéreases the circuit size to about
100,500 gates. As the longest datapath has 48 rounds of AES evexpect a throughput of about
907.7 Mbps.

For a small area FPGA implementation, the expected size is 89 slices (the di erence is
due to the additional internal memory), and the expected throughput of about 1.0 Mbps. The
fast FPGA implementation is expected to use 7170 slices andchieve speeds of 168 cycles for
a compression function call (which means a throughput of 112.5 Mbps).

9 Summary

In this document we have presented SHAvite-3, a new e cient and secure hash function. We de-
vised SHAvite-3 with large security margins in order to ensue security for years to come. At the
same time, we have also considered e ciency of both softwarand hardware implementations.
We would like to thank the following people: Charles Bouillaguet, Yaniv Carmeli, Ra Chen,
Pierre-Alain Fouque, Nicolas Gama, Edmond Halley, Sebastian Indesteege, Nathan Keller,
Gaetan Leurent, Osnat Ordan, Adi Shamir, and Frederik Vercauteren. Our discussions with
them, as well as their good advice and heritage, made SHAVvit8 a better hash function.
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Test Vectors

A.1 Digests of 224-Bit Long

For salt = 0:
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Message W) Digest (SHAvite-35(M))

\" 7D9F1D40 5B2663DA FE1COC7B 1C6C19BC 94E9CBEO BD9565DC
B47FB0OO0By

\A" 626F3FEA 5BEBF552 46826296 35C346ED DAGA20A7 877CFEEC
A3BECCBOy

\ABCDEFGHIJKLMNOPQRSTUVWXYZ"
105A1722 3F2DCD42 791F5113 18F90882 5F01248F C8AS876D
6DDED7C6y

\AAA. .. AA" (1,000,000 times)

C4AC2A56 8B30C5D2 C67780BB 4C81B21A BBE4615E A10824F1
4E348B2A,

For the salt value salt = 11111111 11111112 :: 1111111%:

Message M ) Digest (SHAVite-311111111 cn 111111114 (M ))

\" DA1EDFA2 B2E691C6 77142337 E20F5B3E 79F9A23A 4B844E92
BA7BEA2F,

\A" 36DBC6D5 DI9C79135 FB8D53B8 81A18E36 9CACCDAE 579F0D4D
F7512F21y

\ABCDEFGHIJKLMNOPQRSTUVWXYZ"
1E091305 6921EA55 33F180FC 9BOIDALE 539F45C7 FFE9DIBA
36D396BE,

\AAA. .. AA" (1,000,000 times)
71B0521F 406F5AF7 C146194B FDO4F65F AC191D69 BD90C35
21537BEB,

A.2 Digests of 256-Bit Long

For salt = 0:

Message 1) Digest (SHAvite-3¢(M))

\" 40A74666 D7F02BFD 75625297 327F7738 2CE204BE C7D64938
C2BCBBIOF 00458FE6y
\A" DC508FBB 8040A4AC 5990C1A0 52A1F011 1BO8BAEC AAB22D26

3AFEA4LF 424446D4,
\ABCDEFGHIJKLMNOPQRSTUVWXYZ"
E8B23C1F 733DF1D4 FAQEEBEC 17F82556 CA7229D8 7CA2DFE4
77D28C7B DO41876A,
\AAA. .. AA" (1,000,000 times)
5F6B9516 5CBBC531 9A5C769F B1D77389 DAD41F91 FDCOFAA9
4B762F48 ABFSBESF,

For the salt value salt = 22222222 22222222 :: 22222223:
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Message W) Digest (SHAVvite-322200222 - 22222222, (M)

\" S5E3170B6 6138DCF1 S85EFEGD 9C392719 7BO9A2BBE 84A095AF
FOS9FEGE A21D7220y
\A' 1AD2ACFD B6A10DE9 FC419ABO FFF00737 08523206 20EC043A

A96917C9 FFA713BE,
\ABCDEFGHIJKLMNOPQRSTUVWXYZ"
CBSBDACF 569F4ED4 4606DA74 A18B5530 49966F7F 30F113DA
A2E9D901 07C38CFE,
\AAA. .. AA" (1,000,000 times)
AEBF5F52 E106BOFD 9DC9203D C82CEOEL 9A329FA9 24570E5B
7E613D63 FED2943A,

A.3 Digests of 384-Bit Long
For salt = 0:

Message 1) Digest (SHAvite-34(M))

\" 9F3140AC 7AB5BD6E BC2D0OD82 9C8F2129 DF19A358 55D25106
AG83DA0OC 62578A77 T7653EBOA 8D7D672A 19A4FDF6 49A3D9F1,
\A" 29CA127F B43666EA FC7AA9DF 0D39C572 0087A448 228A206E

OF673351 6E36986B DC31B388 69B1CD20 1D7F36E4 069DS0AS,
\ABCDEFGHIJKLMNOPQRSTUVWXYZ"
D9801602 8CFA5738 E3693462 3C116A6C 4563630D 4409E219
FCA250C5 FA1BCDF2 A5CAB273 72076F5E EDBFODAS 6FBC251E,
\AAA...AA" (1,000,000 times)
39501054 4977600E 024FB44D 27BFBBEB 09543303 8A540089
C7C4943D DADDD9B3 4031E492 0810579F S8EAF2CFA 43E44135,

For the salt value salt = 33333333 33333333 :: 33333333:

Message ) Digest (SHAvite-333333333 - 33333333, (M)

\" 2980CDDC 8DDCOFF8 69B4FC1F DE6AD53B 3F217C54 A5D3B782
DFB16BOA 9EB0F1D5 9EB96F89 E3FC3EE1 C9D7218D 59634006

\A" 45513793 DD182058 1B3D0D04 B245EC88 53551592 D5E1E9CH

08B25934 40534150 39FCED7E 6B6D5897 2CFB5D71 1E932948,
\ABCDEFGHIJKLMNOPQRSTUVWXYZ"

B1C3EC47 17551167 C2022012 40FD286F 58D614B1 611DDBCB

C2B56CBE 7D10F428 2E4D0070 8FOF5011 FBOL18AAS 31DODAAL,
\AAA. .. AA" (1,000,000 times)

91EB16DC OEQEA4DF 631A198F 5DAB30OAF CBESFCBS 4DDCBA72

8F6C5948 54CDD2FS EOAS6D0A 6861F360 4B29FBSD 0359F2DA,

A.4 Digests of 512-Bit Long
For salt = 0:
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Message W) Digest (SHAvite-39(M))

\" D7675CC2 C6D9004D BIC66894 872D3BE2 BF53F932 9DD77F09
89825AE1 BD3CBCO7 E78E0B64 6E453AED 8708846A F65DE1ED
978CBAF4 2242F571 7E66DF67 556E15264

\A" 2C90009C 4AABACT7 24D69F76 2E90A7C8 4EC25814 O0CA3A2F4
831FC93A 40C171A9 98A15906 96D9BAD4 CC587F57 6B377D39
57204E33 549C1D4A FA2458D4 EDF4D027y

\ABCDEFGHIJKLMNOPQRSTUVWXYZ"

D7BB7A7D BOFD516F 7082BB81 4FAC2376 733A462B 4800E553
E1872241 AOB1CC20 61B66339 6646CEB2 C52A904B E2FD7AA8
CDDOB368 A7864C3A 17E41A92 7CC699A9,

\AAA...AA" (1,000,000 times)

B2825FC1 4180E600 11E75DE7 595A71D8 0D1C7555 B6B946BD
88A359B4 895F81FE 5C4FD7E1 8A9D4ACA 1FCS5AE65 31B536D6
8042B004 C9ADB703 55051471 A19920614

For the salt value salt = 44444444 44444444 :: A4444444:

Message W) Digest (SHAvite-344444444 ::: 44444444, (M ))

\" C4701B86 C58DESEC 46F724A4 9D2DFDAD C82F6B65 FDASDEE6
FEDEFEO4 956DOEAB 28F50B41 63E1C165 658CFD79 9D41F9DA
1DABFE6B 7BA2166E 20824731 193795EE,

\A" 88BD7C5B 36C55498 5E7412FF EDEFAC87 EFB2161B F6275B8C
56EBFFBB 2BE18E52 508D051D 49B74F96 77F58639 1EDAAE91
982C91F4 384CECA47 99C6686D 9FOE074By

\ABCDEFGHIJKLMNOPQRSTUVWXYZ"

A4C599A3 AE358DA4 3C2744BC A665A29A 61289DB7 44731A48
A78F54DC E1378CD3 741E06E3 7AC87DBE 9326537D 3808F9DC
FOA1ACS5C 3689B8CD EB15B2FA CC04C47Dy

\AAA. .. AA" (1,000,000 times)
4650F205 3C132994 FA83994B 11F6A2E1 937E41A8 26818580
E3EF471E 816F461C 495A43E3 72154215 FD52651D 3480C000
40D382A3 F6E9C459 BBBAEF7C F8CA406E8,

B Examples of the Execution of SHAvite-3

B.1 Digests of 224 Bits

B.1.1 One-Block Message We outline here the internal state of the computation of com-
puting the 224-bit digest of the messageM = \ABCDEFGHIJKLMNOPQRSTUVWXYZ".
The rst step is the padding of the message, yielding the arrg of 32-bit words:

00805A59 00000000 00000000 00000000 00000000 00000000
00000000 00DO0O0O 00000000 OOEOO00O
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The message expansion takes this block and transforms it it 144 32-bit words stored in
the rk[] array:

i k] k[ +1] K[ +2] K[ +3] (Kk[i+4] TK[i+5] rK[i+6] rk[i+7]
0 45434241 48474644 ACABAAAY GOAFAEAD 54535251 58575655 00805A59 00000000
8 00000000 00000000 00000000 00000000 00000000 00DOO00O 00000000 OOE00000
16  C6DD21A7 F285DSES E9B2BOC3 12574719 EC42280E 6DDCC7CO  791301B7 627BFESA
24  8F214B6D OEBFA4A3 1A7062D4 01189D39 EC42280E FOC34542 791301B7 575DEDA9
32 361EG4E5 8BO6D9S2 BEEFSDSA 244923FC 67DAF1SC D3339A4A 5D5A224B  0SAFOF06
40 5C12D127 53E586E8 1FDF6DD2 5DOAACIE BFATAEE6 EF1C2890 24194DA9 ESFA43AF
48  408C70F1 A6013B01 OSEAE148 BS5A08507 695D9A07 C29136BA 90716778 06794F1D
56 F420F41F 55465895 BOCDAES0 ACAC32C2 A2EC42AC CA7D33C6 97616F33 99COF057
64 B8AF14337 31605432 O0C2A111F 3F51C630 583DCE35 CEBB27A5 AF20A148 5E448128
72 3A9BD3BA FAGGFADD E7892F78 9637E178 588ABS71 2DF41CBE 01568E4B C14A4826
80 D7C15C5D 9BBE622A F3DA41CE DO16FSFE 82BDD957 C971073D B4D14B69 27D14DFO
88  2622BFSC ESALODFF 22A24A98 COB4OB2E B4D68CA1 B3700686 7F2AALSF 2067EEC3
96 64B15ADB E494C3A5 D3BDAFOD B4A7AF25 66291AF2 1ACCA830 0076E44C 41F85702
104 3CEE17BC ESD779B3 635A1D9A FC5A1C92 5CO1F5F2 DO2A1BIC 8370BDID 7C661B31
112 COAEC423 402BAC58 38D3C6C2 DAD5COD1 051868B4 E3333D16 3A750469 7FBCFA4S
120 083ECLEA 4AC93494 37EC3857 4BF39D5A 3D8F255D AGEES34D OS4AEGE7 5621948E
128 6640476E D8G1AABF BEF2524C BCOS8EBF DD79C20B 8DCL6FSA 86E08AD6 A2C53843
136 85FFAEBO CC29BE42 95290014 CEOC33EA F1A69BLF 33C78359 5646D50D A7870F91

All values are given in hexadecimal.

The value of V224 is encrypted using the aboverk[] vector. We outline here the value of
the internal state of the cipher in each round:
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Round (i) Left half (L;)

Right half (R;)

0

10

11

12

D617833B 68EA6C8F FF3DF700 E5BBOTEF 6FDBAE75 F966482E 3B40F9B2
Input to F3(): 6FDBAE75 F966482E 3B40F9B2 755891B2
Output from F3(): CB811D69 8BED4AC7 BI280AAF CCE48A71
6FDBAE75 F966482E 3B40F9B2 755891B2 1D969E52 E3072648 4615FDAF
Input to F3(): 1D969E52 E3072648 4615FDAF 295C8DIE
Output from F3():  6154F074 F261AEAD FEF98832 87F89D76
1D969E52 E3072648 4615FDAF 295C8DIE OESFBEO1 OBO7E683 C5B97180
Input to F3(): OESFBEO1 OBO7E683 C5B97180 F2A00CC4
Output from F3():  1B93BE6F 7E7522AA A294B5CD OB87FA87
OESFBEO1 OBO7E683 C5B97180 F2A00CC4 0605203D 9D7204E2 E4814862
Input to F3(): 0605203D 9D7204E2 E4814862 22DB7719
Output from F3(): ACAFE35C OA36BFBD 5EOE9D35 031F08D9
0605203D 9D7204E2 E4814862 22DB7719 A2205D5D 0131593E 9BB7ECB5
Input to F3(): A2205D5D 0131593E 9BB7ECB5 F1BF041D
Output from F3(): 887A9D2C A6CE1182 A3BF5DCC 9AB52FB4
A2205D5D 0131593E 9BB7ECB5 F1BF041D 8E7FBD11 3BBC1560 473E15AE
Input to F3(): 8E7FBD11 3BBC1560 473E15AE BBGE5SSAD
Output from F3(): C45738BE 76828595 8F8B10E3 63D47ECS
8E7FBD11 3BBC1560 473EL15AE BBGE58AD 667765E3 77B3DCAB 143CFC56
Input to F3(): 667765E3 77B3DCAB 143CFC56 926B7AD5
Output from F3(): 158C878A 1EE88B23 70DOFD15 ED1327EC
667765E3 77B3DCAB 143CFC56 926B7AD5 9BF33A9B 25549E43 37EEESBB
Input to F3(): 9BF33A9B 25549E43 37EEES8BB 557D7F41
Output from F3(): 3F2D7621 90836A55 F1A3ADIC B57DCDEC
9BF33A9B 25549E43 37EEE8BB 557D7F41 595A13C2 E730B6FE E59F51CA
Input to F3(): 595A13C2 E730B6FE E59F51CA 2716B739
Output from F3(): CCF1EAE8 E3C98C58 3016B4B1 9F01F396
595A13C2 E730B6FE E59F51CA 2716B739 5702D073 C69D121B 07F85COA
Input to F3(): 5702D073 C69D121B 07F85COA CA7C8CD7
Output from F3(): C7302D3E FE5A65DB EDA79E74 9AOD75DE
5702D073 C69D121B 07F85COA CA7C8CD7 9EGA3EFC 196AD325 0838CFBE
Input to F3(): 9EGA3EFC 196AD325 0838CFBE BD1BC2E7
Output from F3():  914F446A 915AB3D6 81DAFA19 373D83BA
9EGA3EFC 196AD325 0838CFBE BD1BC2E7 C64D9419 57C7A1CD 8622A613
Input to F3(): C64D9419 57C7A1CD 8622A613 FD410F6D
Output from F3(): AEB05406 28A41C66 SEABELICA ESCF68AL
£64D9419 57C7A1CD 8622A613 FD410F6D 30DAGAFA 31CECF43 569E2E74

755891B2

295C8D9E

F2A00CC4

22DB7719

F1BF041D

B8GES8AD

926B7AD5

557D7F41

2716B739

CA7C8CD7

BD1BC2E7

FD410F6D

58D4AA46

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

ho = D617833B 68EAG6C8F FF3DF700 E5BB07EF 6FDB4E75 F966482E 3B40F9B2 755891B2
C64D9419 57C7A1CD 8622A613 FD410F6D 30DAGAFA 31CECF43 569E2E74 58D4AA46

h,; = 105A1722 3F2DCD42 791F5113 18F90882 5F01248F C8A8876D 6DDED7C6 2D8C3BF4
This value is truncated to the digest:

105A1722 F2DCD 42 79F 5113 18 90882 3 01248 C8A887@ 6DDED 7C6y:

B.1.2 Two-Block Message  For a two block message, we picked the message

M =\ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopq
rstuvwxyz01234567890123456789"

The rst message block, is therefore,

62615A59 66646563 6A696867 6E6D6C6B 7271706F 76757473
TA797877 33323130 37363534 313039384

The message expansion takes this block and transforms it it 144 32-bit words stored in

the rk[] array:

i k] k[ +1] K[ +2] K[ +3] (Kk[i+4] TK[i+5] rK[i+6] rk[i+7]
0 45434241 48474644 4CABAAAQ GOAFAEAD 54535251 58575655 62615A59 66646563
8  6A696867 GEGD6CEB 7271706F 76757473 7A797877 33323130 37363534 31303938
16  BCA45940 C167E9DS DES485F7 23877E21 DEOD2EES B7B71F90 EE756473 CB337449
24  12E7B97F B166C976 76FCEGD9 55356227 67EDSFC7 2A2F3873 FDO62ACA OEOFASEQ
32  968B6133 3C61C31F DO8B201E BS50CIF12 E26CEDFA 673C3FS8E 5B797B61 295F99B3
40 75DB86F1 EALFB217 SFA37F6A 20EEE4D6 8DF2EDDO 758C4719 DDESCELC 83FD4839
48 O04FBFE96 A3F15703 7747EC8F ECA30243 170D7D00 D7AB20EO 4C32D998 ADF884EQ
56 D484DAAS OE08443D DCB7BFD3 F36567B9 61B2ES3D 7A4AICD7 A3353EF6 7C646595
64 T7EBLE241 00C469F5 O0B23891A 9212E002 17C914F5 DC8SAOFA DE203999 BA319015
72 080C7352 40287DA4 66862FC6 FBGOL4EB 219A9599 1CCC3311 585C2A1D SDFEFOOC
80 EFOEQ7E6 743BCBEA DE2ABOA2 54BOD357 BCBB5777 CB8BSOAA GCFF046C B3BC2838
88 O82FF5D2 7B929D1B 20BID70F 73322680 0746096C D169852B 0C6449F3 549358D5
96 3E6712CD 785F8219 8ABOE177 GAD7CI9A CAEADSGE 413268DD 0628C5F6 7758FD5S6
104 D91DIDOF 7DBASSED 57E12A59 AA2FBBSF 7AFC5181 8688AF72 AGABF27C 2E6F0954
112 26D99711 757E3184 D098571D S5SBF34CC5 AC5132CA D7016AC5 9D3287B1 11E9ECID
120 C616602E 55C767C9 88B81DID EAG869B5 8D208108 6F80925C 48695EA7 BBS11ECD
128 4959054D 3D176F23 6B1949D0 12AA4988 O1465DE9 BC182315 8F98CE39 8OAFBLF4
136 7AOE433B DASFAOFO 0817ACEQ 90662A8E 577F28F8 67973EB5 D8OF7429 ECFE3635

All values are given in hexadecimal.

The value of V2,4 is encrypted using the aboverk[ ] vector.

the internal state of the cipher in each round:
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Round (i) Left half (L;)

Right half (R;)

0

10

11

12

D617833B 68EA6C8F FF3DF700 E5BBO7EF 6FDB4E75 F966482E 3B40F9B2
Input to F3(): 6FDB4E75 F966482E 3B40F9B2 755891B2
Output from F3(): 8ABAE961 D52ADASE 5BE9Q03F3 04581C9E

6FDB4E75 F966482E 3B40F9B2 755891B2 5CAD6ASA BDCOB601 A4D4F4F3
Input to F3(): 5CAD6ASA BDCOB601 A4D4F4F3 E1EQ1B71
Output from F3(): 7B2499BE F29D9F73 64AE95BA 9AC7AB76

5CADBASA BDCOB601 A4D4F4F3 E1E01B71 14FFD7CB OBFBD75D 5FEE6C08
Input to F3(): 14FFD7CB OBFBD75D S5FEE6C08 EF9F3AC4
Output from F3(): 35F58DOF 44EEE26D 81B09D48 2A3E911B
14FFD7CB OBFBD75D S5FEE6C08 EF9F3AC4 6958E755 F92E546C 256469BB
Input to F3(): 6958E755 F92E546C 256469BB CBDESAGA
Output from F3(): 85AB5D6A 777FA8A1 442F2400 576040E1
6958E755 F92E546C 256469BB CBDEBSAGA 91548AA1 7C847FFC 1BC14808
Input to F3(): 91548AA1 7C847FFC 1BC14808 B8FF7A25
Output from F3(): 558DCCB8 OF8E397C 02F624F3 B26106C0
91548AA1 7C847FFC 1BC14808 BBFF7A25 3CD52BED F6A06D10 27924D48
Input to F3(): 3CD52BED F6A06D10 27924D48 79BFSCAA
Output from F3(): D57E0926 06F2F294 1415171A 1DSEEF96
3CD52BED F6A06D10 27924D48 79BF8CAA 442A8387 7A768D68 OFD45F12
Input to F3(): 442A8387 7A768D68 OFDA5F12 A5A195B3
Output from F3(): B71C74EF B42DA76F 9448DED2 EC88E6A9
442A8387 7A768D68 OFD45F12 A5A195B3 8BCI95F02 428DCA7F B3DA939A
Input to F3(): 8BC95F02 428DCA7F B3DA939A 95376A03
Output from F3(): BBEAECC3 EE4EB629 FCACF294 8924B71E
8BCI95F02 428DCA7F B3DA939A 95376A03 FFCO6F44 94383B41 F398AD86
Input to F3(): FFCO6F44 94383B41 F398AD86 2C8522AD
Output from F3(): CO5E1176 39A34703 E21CC793 80718993

FFCO6F44 94383B41 F398AD86 2C8522AD 4B974E74 7B2E8D7C 51C65409
Input to F3(): 4B974E74 7B2E8D7C 51C65409 1546E390
Output from F3(): EE93CBB9 6668FA6C 7F7C6B89 A1EC2FD7

4B974E74 7B2E8D7C 51C65409 1546E390 1153A4FD F250C12D 8CE4C60F
Input to F3(): 1153A4FD F250C12D 8CE4C60F 8D690D7A
Output from F3(): F1C8168B 880B1E1A 6C4B1106 SBOA1A68

1153A4FD F250C12D 8CE4C60F 8D690D7A BASF58FF F3259366 3D8D450F
Input to F3(): BASF58FF F3259366 3D8D450F 4E4CFIF8
Output from F3(): 9A17ACOB 9AA54590 8AC876AD 56C5F011

BASF58FF F3259366 3D8D450F 4EACFIF8 8B4408F6 68F584BD 062CBOA2

755891B2

E1EO01B71

EF9F3AC4

CBDE8AGA

B8FF7A25

T79BF8CAA

A5A195B3

95376A03

2C8522AD

1546E390

8D690D7A

4EACFIF8

DBACFD6B

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output

of the compression function:

ho = D617833B 68EAG6C8F FF3DF700 E5BB07EF 6FDB4E75 F966482E 3B40F9B2 755891B2

BASF58FF F3259366 3D8D450F 4E4ACFOF8 8B4408F6 68F584BD 062CBOA2 DBACFD6B

h,; = 6C48DBC4 9BCFFFEQ C2BOB20F ABF4FE17 E49F4683 9193CC93 3D6C4910 AEF46CD9

The second message block after padding is:

00000000 00000000 00000000 00000000 00000000 00000000

00000000 02400000 00000000 00e00000y

The message expansion takes this block and transforms it it 144 32-bit words stored in
the rk[] array:

[ rk [i] rk[i +1] rk[i+2] rk[i+3] rk[i+4] rk[i+5] rk][i +6] rk[i +7]
0 35343332 39383736 00000080 00000000 00000000 00000000 00000000 00000000
8 00000000 00000000 00000000 00000000 00000000 02400000 00000000 OOE00000
16 C152D030 A7BE920F B92B18A6 3EBEF203 A231B353 C4DDF16C DA487BC5 5DDD9160
24  C152D030 A7BE920F B92B18A6 3EBEF203 8A25A76F 59C273EE DA487BC5 E309FBOA
32 9890A3DE 7DFG6E9CA 5A22E3AC A62E51DD DFC75A99 9EFF12C0 7C662A18 821ACBF9
40 5FADC2FO DBD8B817 3B31D35F 611330F3 51FD1F78 62F3A0B1 BB5B4B36 B2F4E472
48 D64AED1A 2845A7BB DCOC9B1D 28C49A72 64E8C2EC F169A7F8 CF652B66 49DB7311
56 D7443BFC 7CEE7966 0DCOC330 04710646 069BA52A 61F2F4B7 7A6174D7 59346710
64 B7B819AD 5224D36C 8538FCOD 9F7C83DF 36CC1180 74515BF5 5019A8B9 7F176291
72  A3156009 2CF7D1DF 72D7A1A1 A764664F 2A6C74F5 13255516 DD051298 735813E5
80 5AD8142F 92A591D0 757B0B51 4EC84EA4 65D1517D 5B761C80 78221AE2 6FA89DA1
88  A7E84BD1 50451DF4 27BC3505 75A00CF6 7B229697 A2BA40DA 68CAC3AF F5A22F9D
96 F86254F5 FA6F527F 80D924CC B6AA1A51 9FBE0302 DBAF384C CE8800B3 F0169EA3
104 7C47739D 9ECD1D47 D7AAABA6 O09E77F6B ESEF8BDO 7510EB7C 612DBCC4 104DA44D
112 A4B3FDE7 E92CA703 5367852A 96CC49A9 EG6F30F16 7F8DEGEB D3C81ED6 D94A33D1
120 9388F5C9 EB9A82B9 AA418099 38E2DBCO F815B044 3DFFC46D AA1278D2 52F83CC2
128 994C398A 433EDFD1 019FB9E8 O0OF807023 A5CDDOC7 7E125F03 DC486EF5 7C87E316
136 ED9AAACA 37D2EC4AC D6C6638F D578710A CFC75C08 EB39A7E2 7F6A09D8 9D3F60CA

All values are given in hexadecimal.

The value of h; is encrypted using the aboverk[ ] vector. We outline here the value of the
internal state of the cipher in each round:
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Round (i) Left half (L;) Right half (R;)

0 6C48DBC4 9BCFFFE9 C2BOB20F ABFAFE17 E49F4683 9193CC93 3D6C4910 AEF46CD9
Input to F3(): E49F4683 9193CC93 3D6C4910 AEF46CD9
Output from F3(): ECB230E9 CB47AE3C 4041BA2F E32E3873

1 E49F4683 9193CC93 3D6C4910 AEF46CD9 80FAEB2D 508851D5 82F10820 48DAC664
Input to F3(): 80FAEB2D 508851D5 82F10820 48DAC664
Output from F3(): A60089DB 970E205C 3B8212F7 DC5A0D42

2 80FAEB2D 508851D5 82F10820 48DAC664 429FCF58 069DECCF O6EESBE7 72AE619B
Input to F3(): 429FCF58 069DECCF O6EESBE7 72AE619B
Output from F3(): 9448705D 8E614B8D 42F7ES86E BAAOSFB2

3 429FCF58 069DECCF O6EESBE7 72AE619B 14B29B70 DEE91A58 COO6EQ4E F27A99D6
Input to F3(): 14B29B70 DEE91A58 COO6EQ4E F27A99D6
Output from F3(): OF36ADFD 1AASE4B8 8271472C EB1CEF84

4 14B29B70 DEE91A58 COO6EQ4E F27A99D6 4DA962A5 1C380877 849F1CCB 99B28E1F
Input to F3(): 4DA962A5 1C380877 849F1CCB 99B28ELF
Output from F3(): 3F9B938D 5074CB65 BD7B23DE DEDE4EEF

5 4DA962A5 1C380877 849F1CCB 99B28ELF 2B2908FD 8E9DD13D 7D7DC390 2CA4D739
Input to F3(): 2B2908FD 8E9DD13D 7D7DC390 2CA4D739
Output from F3(): 1DCBAA9F 69DCA171 CO859DF1 181D1708

6 2B2908FD 8E9DD13D 7D7DC390 2CA4D739 5062C83A 75E4A906 441A813A 81AF9917
Input to F3(): 5062C83A 75E4A906 441A813A 81AF9917
Output from F3(): 209CF738 A306567F BF27FDF0O 3E292884

7 5062C83A 75E4A906 441A813A 81AF9917 0BB5FFC5 2D9B8742 C25A3E60 128DFFBD
Input to F3(): OBB5FFC5 2D9B8742 C25A3E60 128DFFBD
Output from F3(): AE41E91A 32626ADE 167F681A 104FD43E

8 OBB5FFC5 2D9B8742 C25A3E60 128DFFBD FE232120 4786C3D8 5265E920 91E04D29
Input to F3(): FE232120 4786C3D8 5265E920 91E04D29
Output from F3(): 92CE69F3 5823826 EE9A6013 DDOOAAEC

9 FE232120 4786C3D8 5265E920 91E04D29 997B9636 E819BF64 2CCO5E73 CF8D5551
Input to F3(): 997B9636 E819BF64 2CCO5E73 CF8D5551
Output from F3(): 50E36D70 EFAD837B DCE913B5 55B31795

10  997B9636 E819BF64 2CCO5E73 CF8D5551 AEC04C50 A82B40A3 8E8CFA95 C4535ABC
Input to F3(): AEC04C50 A82B40A3 8E8CFA95 C4535ABC
Output from F3(): 7C8A6DC4 8BOSCAE4 E6443AC8 662EEA13

11 AEC04C50 A82B40A3 8E8CFA95 C4535ABC E5F1FBF2 63117580 CA8464BB A9A3BF42
Input to F3(): ESF1FBF2 63117580 CA8464BB A9A3BF42
Output from F3(): 2CFE6580 EA96B27F 02C4C114 ACFOC144

12 E5F1FBF2 63117580 CA8464BB A9A3BF42 823E29D0 42BDF2DC 8C483B81 68A39BF8

All values are given in hexadecimal.
The values are given before the round.

The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

h, = 6C48DBC4 9BCFFFE9 C2BOB20F ABFAFE17 E49F4683 9193CC93 3D6C4910 AEF46CD9
ESF1FBF2 63117580 CA8464BB A9A3BF42 823E29D0 42BDF2DC 8C483B81 68A39BF8

h, = 89B92036 F8DEBAG9 0834D6B4 02574155 66A16F53 D32E3E4F B1247291 C657F721
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This value is truncated to the digest:

89B 92036F 8DE 8A69 083D 6B 4 02574155 6A816F 53 D 32E3E4F B 1247291:

B.2 Digests of 256 Bits

B.2.1 One-Block Message We outline here the internal state of the computation of com-
puting the 256-bit digest of the messageM =\ABCDEFGHIJKLMNOPQRSTUVWXYZ".

The rst step is the padding of the message, yielding the arrg of 32-bit words:

00805A59 00000000 00000000 00000000 00000000 00000000

00000000 00DO0O0O 00000000 01000000y

The message expansion takes this message and transformsitd 144 32-bit words stored
in the rk[] array:

[ rk [i] rk[i +1] rk[i+2] rk[i+3] rk[i+4] rk[i+5] rk][i +6] rk[i +7]

0 45434241 48474644 ACABAA49 504FAE4D 54535251 58575655 00805A59 00000000
8 00000000 00000000 00000000 00000000 00000000 00DOOOOO 00000000 01000000
16  71DOFBOE 116460D2 1B25B312 DE6D4956 3400A604 CF0273BC 4B212655 BFD0372A
24  2F1BBD1F D41968A7 503A3D4E A4CB2C31 3400A604 CF0273BC A15453CA F4A20E13
32 BED288B2 B0303318 EF87BDO1 60BFC1E4 8430951C 2085CEBD 2BOEE7B1 3BE0A236
40 OF9E73A2 FF878F16 6BDA9F78 ABS555F93 CB872912 A4DBECC4 0A010C59 3F252701
48 09844BF5 7033C9B2 5666E9BA B1678AA6 928AE63D 47D2E40F DCEF64EC 1C739C81
56 6112CBBB 6A6D5C28 7454F413 A4427AC4 4088616F EFOEA80B 22D093CF 070EC101
64 EGBAE3FE 52E35A7D 516828BB 57ED6958 CO069BC40 16BACCB4 8B020DB4 DC1A20C1
72  77A8070F E16F519C A84ED4AD2 D3EA7TDCB A1E730F3 47407CD9 F13AEEO4 AGE9F1F2
80 90C5AA60 D5527899 EOCAC656 FA078893 CF467B86 FF27A706 5EFC4483 3EEFB8CY
88 CBOBF084 34751A73 D5881BAC B8O6DFEE 4F402966 ED6287AC EE049C00 FE81655C
96 7DA72DCC 3B56E499 174BA30A 87AOAS5F F4109F1F E86C040C D95CE1DC CAFF27D8
104 2367F488 ED29FBAF 1F773C74 9B612B66 A269D2C9 F215BBD8 7565B766 5SCE8B795
112 BBBOCAB9 BOFBS8EFD D57D22BB 037BB5BB AC7F5035 C2E8BASE8 (C879C335 5220131C
120 AC99D6A6 FF7456B2 89B767AA 28916735 7C7C98EE 8CFF4246 3E1890B5 748F601C
128 377F88FF 8EE31E48 A1F242A7 34043D44 229C4E7D 631AE74F FC7DFE71 70BC5D61
136 CF8331E9 0309A8C3 F90B3ACB E71256DC 7F75302D 75F4788D D90AC669 OBFA5031

All values are given in hexadecimal.

The value of V256 is encrypted using the aboverk[] vector. We outline here the value of
the internal state of the cipher in each round:
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Round (i) Left half (L;) Right half (R;)
0  AEOF3281 5F867848 C988766 DOOBA09D 31C1F23F 5361AABO FBSELBF6 B889EE275
Input to F3(): 31C1F23F 5361AAB9 FBSELBF6 889EE275

Output from F3(): 5FFEBF42 AOE5D5B3 A93A3E9B C148C2FE

1 31C1F23F 5361AAB9 FB5E1BF6 8B89EE275 F1618DC3 FF63ADFB AS5A2BOFD 11438263
Input to F3(): F1618DC3 FF63ADFB AS5A2BOFD 11438263
Output from F3(): 8D06280D A9D88C2B F5018625 OF2370B7

2 F1618DC3 FF63ADFB A5A2BOFD 11438263 BCC7DA32 FAB92692 OE5F9DD3 87BD92C2
Input to F3(): BCC7DA32 FAB92692 OE5F9DD3 87BD92C2
Output from F3(): DD618F4C C623238D 90A52495 696E69C4

3 BCC7DA32 FAB92692 OE5F9DD3 87BD92C2 2C00028F 39408E76 35079D68 782DEBA7
Input to F3(): 2C00028F 39408E76 35079D68 782DEBA7
Output from F3(): B2CB9B52 85B4BCA4 7C2A89D2 C420D232

4 2C00028F 39408E76 35079D68 782DEBA7 OEOC4160 7FOD9A36 72751401 439D40F0
Input to F3(): OE0C4160 7FOD9A36 72751401 439D40F0
Output from F3(): 1A4ABFAF 32056210 4C89E60F ODD7AFEE

5 0E0C4160 7FOD9A36 72751401 439D40F0 364ABD20 OB45EC66 798E7B67 75FA4449
Input to F3(): 364ABD20 OB45EC66 798E7B67 75FA4449
Output from F3(): FBEDF4D1 B3C02AD3 3D9169AD E2F56A97

6 364ABD20 OB45EC66 798E7B67 75FA4449 F5E1B5B1 CCCDBOES 4FE47DAC A1682A67
Input to F3(): FSE1B5B1 CCCDBOES 4FE47DAC A1682A67
Output from F3(): F67B3776 86EE3612 FADF6C7A 04202C7C

7 F5E1B5B1 CCCDBOE5 4FE47DAC A1682A67 C0318A56 8DABDA74 8351171D 71DA6835
Input to F3(): C0318A56 8DABDA74 8351171D 71DA6835
Output from F3(): BDC3A025 955217D0 A8EDA31E D6071CF2

8 C0318A56 8DABDA74 8351171D 71DA6835 48221594 599FA735 E709DEB2 776F3695
Input to F3(): 48221594 599FA735 E709DEB2 776F3695
Output from F3(): D1349EC4 66C44275 47664B66 4361EALD

9 48221594 599FA735 E709DEB2 776F3695 11051492 EB6F9801 C4375C7B 32BB8228
Input to F3(): 11051492 EB6F9801 C4375C7B 32BB8228
Output from F3(): 6D9001B6 30C34EB7 8FF6894B 0471572D

10 11051492 EB6F9801 C4375C7B 32BB8228 25B21422 695CE982 68FF57F9 731E61B8
Input to F3(): 25B21422 695CE982 68FF57F9 731E61B8
Output from F3(): 57281A0C C7D4119D 3C3130F1 F548E7E3

11 25B21422 695CE982 68FF57F9 731E61B8 462DOE9E 2CBB899C F8066C8A C7F365CB
Input to F3(): 462DOE9E 2CBBB899C F8066C8A C7F365CB
Output from F3(): DEO1CFC5 469F9CDF E473C074 2BC104A7

12  462DOE9E 2CBB899C F8066C8A C7F365CB FBB3DBE7 2FC3755D 8C8C978D 58DF651F

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

ho = AE9F3281 5F867848 C988766 DO0B409D 31C1F23F 5361AAB9 FB5E1BF6 889EE275
462DOE9E 2CBB899C F8066C8A C7F365CB FBB3DBE7 2FC3755D 8C8C978D S58DF651F

h, = E8B23C1F 733DF1D4 FA9EEBEC 17F82556 CA7229D8 7CA2DFE4 77D28C7B D041876A
This value is the digest:

E8B23C1F 733DF 1D4F49EEBEC 17F 82556CA722D 8 7TCA2DFE 477/ 28C7B D 041876\ :

B.2.2 Two-Block Message  For the two-block message, we picked the message

M =\ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopq
rstuvwxyz01234567890123456789"

The rst message block, is therefore,

62615A59 66646563 6A696867 6E6D6C6B 7271706F 76757473

TA797877 33323130 37363534 313039384

The message expansion takes this block and transforms it it 144 32-bit words stored in
the rk[] array:

i k] k[ +1] K[ +2] K[ +3] (Kk[i+4] TK[i+5] rK[i+6] rk[i+7]
0 45434241 48474644 4CABAAAQ GOAFAEAD 54535251 58575655 62615A59 66646563
8  6A696867 GEGD6CEB 7271706F 76757473 7A797877 33323130 37363534 31303938
16  BCA45940 C167E9DS DES485F7 23877E21 DEOD2EES B7B71F90 EE756473 CB337449
24  12E7B97F B166C976 76FCEGD9 55356227 67EDSFC7 2A2F3873 FDO62ACA OEOFASEQ
32  968B6133 3C61C31F DO8B201E BS50CIF12 E26CEDFA 673C3FS8E 5B797B61 295F99B3
40 75DB86F1 EALFB217 SFA37F6A 20EEE4D6 8DF2EDDO 758C4719 DDESCELC 83FD4839
48 O04FBFE96 A3F15703 7747EC8F ECA30243 170D7D00 D7AB20EO 4C32D998 ADF884EQ
56 D484DAAS OE08443D DCB7BFD3 F36567B9 61B2ES3D 7A4AICD7 A3353EF6 7C646595
64 T7EBLE241 00C469F5 O0B23891A 9212E002 17C914F5 DC8SAOFA DE203999 BA319015
72 080C7352 40287DA4 66862FC6 FBGOL4EB 219A9599 1CCC3311 585C2A1D SDFEFOOC
80 EFOEQ7E6 743BCBEA DE2ABOA2 54BOD357 BCBB5777 CB8BSOAA GCFF046C B3BC2838
88 O82FF5D2 7B929D1B 20BID70F 73322680 0746096C D169852B 0C6449F3 549358D5
96 3E6712CD 785F8219 8ABOE177 GAD7CI9A CAEADSGE 413268DD 0628C5F6 7758FD5S6
104 D91DIDOF 7DBASSED 57E12A59 AA2FBBSF 7AFC5181 8688AF72 AGABF27C 2E6F0954
112 26D99711 757E3184 D098571D S5SBF34CC5 AC5132CA D7016AC5 9D3287B1 11E9ECID
120 C616602E 55C767C9 88B81DID EAG869B5 8D208108 6F80925C 48695EA7 BBS11ECD
128 4959054D 3D176F23 6B1949D0 12AA4988 O1465DE9 BC182315 8F98CE39 8OAFBLF4
136 7AOE433B DASFAOFO 0817ACEQ 90662A8E 577F28F8 67973EB5 D8OF7429 ECFE3635

All values are given in hexadecimal.

The value of V256 is encrypted using the aboverk[ ] vector.

the internal state of the cipher in each round:
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Round (i) Left half (L;)

Right half (R;)

0

10

11

12

AE9F3281 5F867848 0C988766 DO0B409D 31C1F23F 5361AAB9 FB5E1BF6
Input to F3(): 31C1F23F 5361AAB9 FBSE1BF6 889EE275
Output from F3(): 055F6C94 53F8F887 DDB280ES 605CE712
31C1F23F 5361AAB9 FB5E1BF6 8B89EE275 ABCO5E15 OC7E80CF D12A078E
Input to F3(): ABCO5E15 OC7ES0CF D12A078E BOS57A78F
Output from F3(): 2E0094D4 0440ED7F FOA48A3E 57AC826A
ABCO5E15 OC7EB0CF D12A078E BO57A78F 1FC166EB 572147C6 OBFA91C8
Input to F3(): 1FC166EB 572147C6 OBFA91C8 DF32601F
Output from F3(): 3CD4368F CC62C3BE 9A411360 7D09BD17
1FC166EB 572147C6 OBFA91C8 DF32601F 9714689A C01C4371 4B6B14EE
Input to F3(): 9714689A C01C4371 4B6B14EE CD5E1A98
Output from F3(): D131B2DA DEEE14C9 EB3CB85B 3563B415
9714689A C01C4371 4B6B14EE CD5E1A98 CEFOD431 89CF530F E0C62993
Input to F3(): CEFOD431 89CF530F E0C62993 EA51D40A
Output from F3(): 9BE92C00 86046A2F FFSDA389 386B5B6E
CEFOD431 89CF530F E0C62993 EA51D40A OCFD449A 4618295E B4E6GB767
Input to F3(): OCFD449A 4618295E B4E6B767 F53541F6
Output from F3(): FIAAAO5B 90F52485 75516A8A ASDF8284
OCFD449A 4618295E B4E6B767 F53541F6 375A746A 193A778A 95974319
Input to F3(): 375A746A 193A778A 95974319 428E568E
Output from F3(): 9A037C47 DDBF86FF 320602AC 25740751
375A746A 193A778A 95974319 428E568E 96FE38DD 9BA7AFA1l 86E0B5CB
Input to F3(): 96FE38DD 9BA7AFAl 86EOB5CB D04146A7
Output from F3(): BB1F1BD7 92A4C5B6 484B6424 42D45DD9
96FE38DD 9BA7AFAl 86EOB5CB D04146A7 8C456FBD 8B9EB23C DDDC273D
Input to F3(): 8C456FBD 8B9EB23C DDDC273D 005A0B57
Output from F3(): 966CA73F A1C5D462 D3BA0395 B217E658
8C456FBD 8B9EB23C DDDC273D 005A0B57 00929FE2 3A627BC3 555AB65E
Input to F3(): 00929FE2 3A627BC3 555AB65E 6256A0FF
Output from F3(): 40F86C89 E5C1AOBD BA2714BD 864AB268
00929FE2 3A627BC3 555AB65E 6256A0FF CCBD0334 6E5F1281 67FB3380
Input to F3(): CCBD0334 6E5F1281 67FB3380 8610B93F
Output from F3(): 193FODFB F6C4213E C8953E42 3EE3E074
CCBD0334 6E5F1281 67FB3380 8610B93F 19AD9219 CCAB5AFD 9DCF881C
Input to F3(): 19AD9219 CCAB5AFD 9DCF881C 5CB5408B
Output from F3(): D5E74F99 046F580F 94E18E01 93C6C196
19AD9219 CCAB5AFD 9DCF881C 5CB5408B 195A4CAD 6A304A8E F31ABD81

889EE275

BOS7A78F

DF32601F

CD5E1A98

EA51D40A

F53541F6

428E568E

DO4146A7

005A0B57

6256A0FF

8610B93F

5CB5408B

15D678A9

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

ho = AE9F3281 5F867848 0C988766 DO0B409D 31C1F23F 5361AAB9 FB5E1BF6 889EE275
19AD9219 CCAG5AFD 9DCF881C 5CB5408B 195A4CAD 6A304A8E F31ABD81 15D678A9

h; = B732A098 932022B5 91570F7A 8CBE0016 289BBE92 3951E037 0844A677 9D489ADC

The second message block after padding is:

00000000 00000000 00000000 00000000 00000000 00000000
00000000 02400000 00000000 01000000y

The message expansion takes this block and transforms it it 144 32-bit words stored in the
rk[] array:

i k] k[ +1] K[ +2] K[ +3] (k[i+4] TK[i+5] rK[i+6] rk[i+7]

0 35343332 39383736 00000080 00000000 00000000 00000000 00000000 00000000
8 00000000 00000000 00000000 00000000 00000000 02400000 00000000 01000000
16 C152D030 A7BE920F B92B18A6 3F5EF203 A231B353 C4DDF16C DA487BC5 5C3D9160
24  C152D030 A7BE920F B92B18A6 3F5EF203 B8A25A76F CA4DDF16C E45764E4 E2E9FBOA
32 058F215C 43E9F6EB 5BC2E3AC 3AD1D35F E1D845B8 O9F1F12C0O0 EO099A89A BDE5D4D8
40 5E4ADC2F0 47273A95 O04CECC7E 611330F3 CD029DFA C0133D12 85445417 2FEB66FO
48 BAB2B003 E4A3FB53 D8758B84 05407BC7 1A1AA10B 99E3CAB3 FE35CAC9 161F7F14
56 4F370D7C EEAE71B2 766FD37D AF146A61 13C3BDDB 6CDBF32E 120DF4E9 ESBFG5E3
64 D669432D FGAEOFBA 3DCAEEG67 D32938EA ECB4AEB1 A42924D4 2D1CF223 FAABD1AS
72  EB1E29A8 (C3B28391 8CC402D8 440A43C9 DO713E4A EO1FF1F6 5607B720 35CESBA9
80 170A7554 B4B340D3 79975014 5A148B71 CCEA9FA6 15DOF1B6 BFC7F694 AG60DE318
88  6C10C44D 500F3BC1 9276FFE5 OCCEAFD9 OEFDF33E 5F3CB8B4 4DF25133 5D16389D
96 4836CDEO F94111E0 24816889 12224691 35AB8E46 3151993F ADES5B005 93A66D5E
104 5D415D72 FDEA8BC4 01D092BB C18FF2AB F31778FA 5EEC2A0F 8C7DA398 AE014067
112 759961C5 CODAD6A2 2F84820A 5000834E F6E9E9C6 F159CAD1 AFDE462F B045F969
120 079D0443 CCOB7952 1616E2D6 9O7AFOAB1 8916C447 4A3E98D2 6D7BED78 4BBE4973
128 3FA7F917 ADA13BDA 643ACB79 6FA77A59 5B48D21C 956301A8 C0793C76 EBOD2B75
136 92FEOQSEB 0C724524 FD1BCOA3 05510F5A 85648163 B7255171 682AE222 CEDAC810

All values are given in hexadecimal.

The value of h; is encrypted using the aboverk[ ] vector. We outline here the value of the
internal state of the cipher in each round:
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Round (i) Left half (L;)

Right half (R;)

0

10

11

12

B732A098 932022B5 91570F7A 8CBE0016 289BBE92 3951E037 844A677
Input to F3(): 289BBE92 3951E037 844A677 9D489ADC
Output from F3(): A37BO7FA 460AE454 491BB340 DCC7BCB8
289BBE92 3951E037 844A677 9D489ADC 1449A762 D52AC6E1 D84CBC3A
Input to F3(): 1449A762 D52AC6E1 D84CBC3A 5079BCAE
Output from F3(): BA71932B A4D493BF 27FD8F3A 7F013F32
1449A762 D52AC6E1 D84CBC3A 5079BCAE 92EA2DB9 9D857388 2FB9294D
Input to F3(): 92EA2DB9 9D857388 2FB9294D E249A5EE
Output from F3():  25A36EOA 2D724EOE 56066A7D 6A398F4F
92EA2DB9 9D857388 2FB9294D E249A5EE 31EAC968 F85888EF 8E4AD647
Input to F3(): 31EAC968 F85888EF 8E4AD647 3A4033E1
Output from F3(): DF3E056E ECEA6CSE 705063A1 217A2503
31EAC968 F85888EF 8E4AD647 3A4033El 4DD428D7 716F1F06 S5FE94AEC
Input to F3(): 4DD428D7 716F1F06 S5FE94AEC C33380ED
Output from F3(): AF8A583C 8E9B4234 CO3A0EC7 7B74907F
4DD428D7 716F1F06 5FE94AEC C33380ED 9E609154 76C3CADB 4E70D880
Input to F3(): 9E609154 76C3CADB 4E70D880 4134A39E
Output from F3(): 823E31FF 4B80ABFO 2C655205 64EB9ED4
9E609154 76C3CADB 4E70D880 4134A39E CFEA1928 3AEFB4F6 738C18E9
Input to F3(): CFEA1928 3AEFB4F6 738C18E9 A7D81E39
Output from F3(): 601C142D E171B3F3 EOF15FB3 1E6A21FB
CFEA1928 3AEFB4F6 738C18E9 A7D81E39 FE7C8579 97B27928 AE818733
Input to F3(): FE7C8579 97B27928 AE818733 5F5E8265
Output from F3():  7175B7BB 293D5D48 7CA996F9 4B5378BB
FE7C8579 97B27928 AE818733 5F5E8265 BE9FAE93 13D2E9BE F258E10
Input to F3(): BEOFAE93 13D2E9BE F258E10 EC8B6682
Output from F3(): 69E21F98 EEF83863 F6657775 942E6A85
BE9FAE93 13D2E9BE F258E10 EC8B6682 979E9AE1 794A414B 58E4F046
Input to F3(): 979E9AE1 794A414B 58E4F046 CB70ESEOQ
Output from F3(): C5F722A4 F4C91B05 B282C7EB C761A21A
979E9AE1 794A414B 58E4F046 CB70E8EO 7B688C37 E71BF2BB BDA749FB
Input to F3(): 7B688C37 E71BF2BB BDA749FB 2BEAC498
Output from F3(): E849C052 DO6D718E A234B708 36DCFFA5
7B688C37 E71BF2BB BDA749FB 2BEAC498 7FD75AB3 A92730C5 FAD0474E
Input to F3(): 7FD75AB3 A92730C5 FAD0474E FDAC1745
Output from F3(): FF58A9C3 81F1C4DC FF2809B4 7975D770
7FD75AB3 A92730C5 FADO474E FDAC1745 843025F4 66EA3667 428F404F

9D489ADC

5079BCAE

E249A5EE

3A4033E1

C33380ED

4134A39E

A7D81E39

SFSE8265

EC8B6682

CB70ESEQ

2BEAC498

FDAC1745

529F13E8

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

h; = B732A098 932022B5 91570F7A 8CBE0016 289BBE92 3951E037 844A677 9D489ADC
7TFD75AB3 A92730C5 FADO474E FDAC1745 843025F4 66EA3667 428F404F 529F13E8

h, = C8E5FA2B 3A071270 6B874834 71121753 ACAB9B66 5FBBD650 4ACBE638 CFD78934

The digest is hy:

C8ES5FA2B 3A071270 8874834 7112175BCAB 9B 66 3-BBD 650 4ACBE 638CF D 78934

B.3 Digests of 384 Bits

B.3.1 One-Block Message We outline here the internal state of the computation of com-
puting the 384-bit digest of the messageM =\ABCDEFGHIJKLMNOPQRSTUVWXYZ".

The rst step is the padding of the message, yielding the arrg of 32-bit words:

msg[0; :::; 31] = 45434241 48474644 ACAB4A49 504F4E4D 54535251 58575655
00805A59 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 OODOOOOO 00000000
00000000 01800000y

The message expansion takes this block and transforms it it 144 32-bit words stored in
the rk[] array:
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

0

8
16
24
32
40
48
56
64
72
80
88
96
104
112
120
128
136
144
152
160
168
176
184
192
200
208
216
224
232
240
248
256
264
272
280
288
296
304
312
320
328
336
344
352

45434241
00000000
00000000
00000000
C6DD21A7
8F214B6D
8F214B6D
8F214B6D
FD949617
6704F15C
6884C234
644BE20D
8FB229A5
8AFAD233
DODAO6C7
33D43F12
4FEE3062
F5A75DB4
C28C9ECS5
4BA9AE10
DC6DBE7D
768942D8
FEOB4BCA
89B37B8E
2124D563
18AF04FA
91575424
BBCACOF9
ABSADBD1
D9612107
F45C8FDF
349071CE
86535B66
2BAA2459
4160C7B9
15684F43
5834C62D
912D1466
74E42D81
4BCCEB59
489D8D04
3EF1C142
52FCCID9
C5F76DE1
98AEATFA

48474644
00000000
00000000
00000000
F255D8ES5
OE6FA4A3
OE6FA4A3
3B49B7B0
E825BA31
E7A58959
EBGAA9GO
7C6E1A2E
1B329E76
4E9B1A86
6AB0650E
C05C19C7
7TFSD8F87
12569802
78709102
19A60207
F6609491
842CB711
52BO9EFA
FD496B1E
6E264622
6F5C1FEE
3279BB77
EBD71EQ5
C74A724C
ACEAFBDB
A3A7B67C
2DD980B7
F2CBO55E
B53C4866
21F83E8D
46F316F1
3A853C82
8A39633A
1COA3612
10A94B29
AFDCD524
2618E458
8E3B86B8
75EFA04B
071F02FA

4C4B4A49
00000000
00000000
00000000
E9B2B0OC3
1A7062D4
1A7062D4
1A7062D4
E9CAZ2DFA
E5050DC3
4727AD9E
DC4AQOEBS
DFEB924E
8AAF8004
614E6C25
646F11F1
5CCD8284
12CDF40C
DI9FA1BCO
F26E5F8D
4E63168E
7BD5E515
59259966
9846D2B3
EB70A8FF
60C9258D
169E751B
F831846D
B883E8A6
B276EF56
217124FC
35817712
19D6B3BD
825F88F1
6B2A9646
007COAGD
41ABF0OB2
30108FE3
369236EE
9559E9A6
AC218762
9231B0AA
6546EB62
1240BDF2
52B5DD53

504F4E4D
00000000
00000000
00D00000
13374719
00789D39
00789D39
00789D39
FF756F17
5D57CF4A
C63A6C61
9B3E8D1A
C6F9D7B7
1497BD39
OAA9FFB6
832610CA
98627408
B8B477ES
96014E7C
B53450B1
AB8950CED
DFF5EB59
708F9517
A513BE71
1B1CC098
4FBBEC7D
607756DE
BAB6220E
E523C8E9
74145DD9
489ADEBC
A1555B1B
302967A7
4A5BB2BA
35FD7D7F
D52F07E5
17DA8A7B
AD5C4539
A4750037
ED8A77D0
A2213F49
53D4DD8C
87195454
F2EE2E5A
CD2F59B2

54535251
00000000
00000000
00000000
EC42280E
EC42280E
EC42280E
EC42280E
5D2F5273
C642F158
9B461023
66D28634
C477FCEL
1E58AB4B
F843211C
SE9BA3BF
AC23CADC
9CA8B1CA
3612407B
87D90B70
5BA84BD1
633A7540
197DD3AA
B389CC75
904E0724
10F8C3C9
1FA59CT7F
3C996C6D
ODOCA4AD
2897846C
A5DBD293
D50AAFAE
3E4FEF63
7D67A3C3
T47A5CFE
EGEDFDB8
96EF2677
08842A2B
10F81E56
B5FBB532
FE8898B5
236C5463
1F64598A
F15BC406
DOB965FA

58575655
00000000
00000000
00000000
6D0OCC7CO
6DOCC7CO
6DOCC7CO
B16D7A7D
2A00D956
7704382D
8A90AE3A
CC6174CC
60C78781
5FB464EB
B327551E
6854363D
82F01A81
CE516167
D942A8CF
947EASCF
BA47F27E
C017583C
FDO27DF3
CBEG4CF5
73C2B689
06D84FD5
8F10A018
2116AFCE
E8DO46F8
FC844091
ACBAS5D56
33434BCE
55F027AF
D1A18E6D
33E752F6
1C13D7C9
E2317066
85D16DBB
CCD6D644
6867BEC2
2BE87E48
O0F9C47DC
44A07134
49BESE9E
07495EC2

00805A59
00000000
00000000
00000000
791301B7
791301B7
791301B7
470C1E96
1A08FFED
E79C69FA
7DOCOEB1
4C9322F8
96C019D9
2B212778
F52E8D6D
E2379D00
91E5058C
6A65FDD1
FC2A73F2
96BF7FA1
FF35405C
F55FA147
6DEADDC9
C98544F7
C6CF17E9
7212DDEB
EAFOE33B
EBB8FFOC
B7066EC2
329D8A63
14375768
BD206157
2D25CEFC
9F5DOFAO
2F509C07
74A941CC
9BD2A925
8228E199
272565D9
C9D90E2E
8A4D2A67
8876A770
21D9305C
6D9CS5A0F
BDCA17DC

00000000
00000000
00000000
01800000
631BFESA
631BFE5SA
631BFE5SA
631BFESA
9E8F684D
041FOF06
0B9F3C6E
07501C57
OEAAEACB
FCA3A32B
B6047C64
07251C55
4144DAA9
0904FESF
7488E2A1
4C8CB245
AG669A9CF
9FB53A08
B36AEFDF
39FA57B5
874D7CAC
871A3EF2
223DBBFB
8230974C
2B93DEA5S
10CDEF35
88E9E722
9A23A03E
ADC085C3
3B67CB6C
€989209B
8F4BEF7D
42C3CBED
380D94C7
F6B99DF8
119F8342
OASE46E9
06FC5585
A4455421
D468EEA3
ED938A26

All values are given in hexadecimal.
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

360
368
376
384
392
400
408
416
424
432
440

9AAFB8AG
FOB55F2E
34FE5685
877CF87B
6E26B2E8
B6B6B018
250E058D
8238A6CB
E7302868B
85BCFOE6
1E99D1BE

S537417F7
E1C33E21
1FD25F81
F4890A4E
4603EF36
11F05308
1810EE82
FC061929
670FOFF2
C18AF67B
1134B894

41696678
95063B1A
F39608B4
1577F8C1
F0336D29
07C2B103
7D78C13C
FB8F8EDD
DD4353E7
061AE72E
11BEDD53

FD36EC69
F71B45FF
47C22592
B15A0B52
92C48A19
8EEEC988
D30860ED
FB78643C
1390B97E
9806C608
7D7C66FF

394D0315
C7DAB3EA
7C7552E0
6FF26670
T9F58C77
94CA45TF
E92AD98D
ESEEFB15
85A51AC2
0D619C84
09099848

AD2DB227
61BCO8A8
BF4B038A
40B88F62
5310F695
955F8B6D
FOD40D63
T2ETFESC
FF1D9ESO
DC059423
EA76929F

9EOCF198
2B7DB2B5
47F1D1A0
FE3D44B2
F4E383C5
469FOEE9
5FB61019
3B26BA4F
70C8FC50
F80666B7
40EAD987

03C40EB4
AEF171A1
43F7536E
6AEF725D
6DE2BC5C
1847C1B9
66F956E3
53694230
87CCD80D
6B119CA6
42A68C7D

All values are given in hexadecimal.

The value of Vg4 is encrypted using the aboverk[] vector. We outline here the value of
the internal state of the cipher in each round:
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Round (i) Left (L) Middle Left (Ai)
Middle Rifht ( B;) Right half (R;)
0 1E41CECO E742F23B 5E195589 DDCFE7AOQ 827678F1 97AB48F6 5306C06C 64879
15FE61A9 79FFC139 10426AA1 F255945E 5573B567 BIBDALCA CEF5447F 1A4A03A7

Input to left F4(): 827678F1 97AB48F6 5306C06C 00064879

Input to right F4(): 5573B567 BI9BDAL1CA CEF5447F 1A4A03A7

Output from left F4(): E084AF2C 037FEAF4 ED73DB23 9076BEBB

Output from right F4(): C2F6BA25 7D83C11B FDA890B4 F129D7BE
1 827678F1 97AB48F6 5306C06C 00064879 D708DB8C 047C0022 EDEAFA15 037C43EQ
5573B567 BI9BDALCA CEF5447F 1A4A03A7 FEC561EC E43D18CF B36A8EAA 4DB9591B

Input to left F4(): D708DB8C 047C0022 EDEAFA15 037C43EQ

Input to right F4(): FEC561EC E43D18CF B36A8EAA 4DB9591B

Output from left F#4(): 30A89F9D AB315BF4 5A507DA5 FBEE011D

Output from right F#(): DAAD6F3C E41C03C6 88C82E55 1D3660DA
2 D708DB8C 047C0022 EDEAFA15 037C43EOQ 8FDEDA5B 5DA1A20C 463D6A2A 077C637D
FEC561EC E43D18CF B36A8SEAA 4DB9591B B2DEE76C 3C9A1302 0956BDC9 FBEB84964

Input to left F4(): 8FDEDA5SB 5DA1A20C 463D6A2A 077C637D

Input to right F4(): B2DEE76C 3C9A1302 0956BDC9 FBE84964

Output from left F#(): 34A77FBC 17B44C8C EF9B1A33 2F6EAFAS

Output from right F4(): CDC7C8BC 50403B94 9520A578 48FD8E12
3 8FDEDA5B 5DA1A20C 463D6A2A 077C637D 3302A950 B47D235B 264A2BD2 0544D709
B2DEE76C 3C9A1302 0956BDC9 FBE84964 E3AFA430 13C84CAE 0271E026 2C12EC48

Input to left F4(): 3302A950 B47D235B 264A2BD2 0544D709

Input to right F4(): E3AFA430 13C84CAE 0271E026 2C12EC48

Output from left F#(): A304AADF 3FB74649 C8EB54A2 6CB52A08

Output from right F4(): AD9D4D3E DO5DF531 8FBB327A 4B3C7COE
4 3302A950 B47D235B 264A2BD2 0544D709 1F43AA52 ECC7E633 86ED8FB3 BOD4356A
E3AFA430 13C84CAE 0271E026 2C12EC48 2CDA7084 6216E445 8ED63E88 6BC94975

Input to left F4(): 1F43AA52 ECC7E633 86ED8FB3 BOD4356A

Input to right F4(): 2CDA7084 6216E445 8ED63E88 6BC94975

Output from left F#(): 4C9DE550 E57E1EB1 38968A09 E3F04F81

Output from right F4(): 38FEOAF9 39D07476 6A713C31 363EC593
5 1F43AA52 ECC7E633 86ED8FB3 BOD4356A  DB51AEC9 2A1838D8 6800DC17 1A2C29DB
2CDA7084 6216E445 8ED63E88 6BC94975 7F9F4C00 51033DEA 1EDCA1DB E6B49888

Input to left F4(): DB51AEC9 2A1838D8 6800DC17 1A2C29DB

Input to right F4(): 7F9F4C00 51033DEA 1EDCA1DB E6B49888

Output from left F#(): 6A8C583F 4F772508 OAL1CDEO1 BE47591F

Output from right F4(): EB70C288 82D297B1 AEOCFF22 DC129E79
6 DB51AEC9 2A1838D8 6800DC17 1A2C29DB  C7AAB20C EO0C473F4 20DAC1AA B7DBD70C
7F9F4C00 51033DEA 1EDCA1DB E6B49888 75CFF26D A3BOC33B 8CF151B2 0E936C75

Input to left F4(): C7AAB20C EOC473F4 20DAC1AA B7DBD70C

Input to right F4(): 75CFF26D A3B0C33B 8CF151B2 OE936C75

Output from left F#(): 21BD7A21 A54BB877 FBBO2FB6 SFE7FCC6

Output from right F#(): 6BDD59C4 D7AA7A32 OE279D5B 565C824E
7 C7AAB20C EOC473F4 20DAC1AA B7DBD70C 144215C4 86A947D8 10FB3C80 BOE81AC6
75CFF26D A3BOC33B 8CF151B2 0E936C75 FAECD4E8 8F5380AF 93BOF3A1 45CBD51D

Input to left F4(): 144215C4 86A947D8 10FB3C80 BOEB1AC6

Input to right F4(): FAECD4E8 8F5380AF 93BOF3A1 45CBD51D

Output from left F4(): E3AA4A2D 25834021 823454A1 AOFCEB26
Output from right F4(): 57D8F526 A231185B 18F64C71 27860A3D

All values are given in hexadecimal.
The values are given before the round.



SHAvite-3 Proposal to NIST for SHA-3

Round (i) Left (L) Middle Left (A;)
Middle Rifht ( B;j) Right half (R;)
8 144215C4 86A947D8 10FB3C80 BOEB1AC6 2217074B 0181DB60 94071DC3 29156648
FAECD4E8 8F5380AF 93BOF3A1 45CBD51D 2400F821 C57733D5 A2EE950B 17273C2A
Input to left F4(): 2217074B 0181DB60 94071DC3 29156648
Input to right F#(): 2400F821 C57733D5 A2EE950B 17273C2A
Output from left F4(): 973F69B6 E60F1DAE 70A474E9 D1912A3E
Output from right F4(): 31509EC5 DD8BBF33 3D3DCD82 0BD12CE3
9 2217074B 0181DB60 94071DC3 29156648 CBBC4A2D 52D83F9C AE8D3E23 4E1AF9FE
2400F821 C57733D5 A2EE950B 17273C2A 837D7C72 60A65A96 605F4869 617930F8
Input to left F4(): CBBC4A2D 52D83F9C AE8D3E23 4E1AFIFE
Input to right F4(): 837D7C72 60A65A96 605F4869 617930F8
Output from left F#(): BAD3D187 52285A60 DD236FF5 4C7E48C8
Output from right F4(): 0B881526 FF23247F A9983685 OOE4646F
10 CBBC4A2D 52D83F9C AE8D3E23 4E1AF9FE 2F88EDO7 3A5417AA OB76A38E 17C35845
837D7C72 60A65A96 605F4869 617930F8 98C4D6CC 53A98100 49247236 656B2E80
Input to left F4(): 2F88EDO7 3A5417AA 0OB76A38E 17C35845
Input to right F4(): 98C4D6CC 53A98100 49247236 656B2E80
Output from left F4(): ESBB7F8B E2592289 93B58EE4 1A9FFAC7
Output from right F4(): FDCDE2D1 7290BF4A 25DA7073 80E517FE
11 2F88EDO7 3A5417AA OB76A38E 17C35845 7EBO9EA3 1236E5DC 4585381A E19C2706
98C4D6CC 53A98100 49247236 656B2E80 230735A6 B0811D15 3D38BOC7 54850339
Input to left F4(): 7EBO9EA3 1236E5DC 4585381A E19C2706
Input to right F#(): 230735A6 B0811D15 3D38B0OC7 54850339
Output from left F#(): 40DB1251 4ADB0813 4FC2C7C2 9584C349
Output from right F4(): 05C161F0 F5D86412 105BA9EE ED8511CD
12 TEBO9EA3 1236E5DC 4585381A E19C2706 9D05B73C A671E512 597FDBD8 88EE3F4D
230735A6 B0811D15 3D38B0OC7 54850339 6F53FF56 708F1FB9 44B4644C 82479B0C
Input to left F4(): 9D05B73C A671E512 597FDBD8 88EE3F4D
Input to right F*(): 6F53FF56 708F1FB9 44B4644C 82479B0C
Output from left F#(): CE844D79 19CE4BBB B8785F1E 7C759646
Output from right F4(): E4C6ED64 DB37B816 8048D12C B55B8EF5
13 9D05B73C A671E512 597FDBD8 88EE3F4D C7C1D8C2 6BB6A503 BD7061EB E1DE8DCC
6F53FF56 708F1FB9 44B4644C 82479B0C BO34D3DA OBF8AE67 FDFD6704 9DE9B140
Input to left F4(): C7C1D8C2 6BB6A503 BD7061EB E1DESDCC
Input to right F*(): B034D3DA OBF8AE67 FDFD6704 9DE9B140
Output from left F4(): F526C3F4 F233E561 003CCE5A A9799100
Output from right F4(): A846E4AA A32DB556 EB10F4E5 785A1E87
14 C7C1D8C2 6BB6A503 BD7061EB E1DE8DCC C7151BFC D3A2AAEF AFA490A9 FA1D858B
BO34D3DA OBF8AE67 FDFD6704 9DE9B140 682374C8 54420073 59431582 2197AE4D
All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

ho = 1E41CECO E742F23B 5E195589 DDCFE7AO 827678F1 97AB48F6 5306C06C 00064879
15FE61A9 79FFC139 10426AA1 F255945E 5573B567 BOBDALCA CEF5447F 1A4A03A7

C7C1D8C2 6BB6AS03 BD7061EB E1DE8SDCC C7151BFC D3A2AAEF AFA490A9 FA1D858B
BO34D3DA OBFBAEG67 FDFD6704 9DE9B140 682374C8 54420073 59431582 2197AEAD =
h; = D9801602 8CF45738 E3693462 3C116A6C 4563630D 4409E219 FCA250C5 FA1BCDF2
A5CAB273 72076F5E EDBFODAS 6FBC251E 3D50C1AF EDFFA1B9 97B651FD 3BDDADEA

This value is truncated to the digest:

D 9801602 €F45738E 3693462 £116A6C 456363M 440E219F CA250C5 FA1BCDF 2
ASCAB 273 72076 5E EDBF ODAS 6FBC 251E4

B.3.2 Two-Block Message  For a two block message, we picked the message

M =\ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopq
rstuvwxyz01234567890123456789ABCDEFGHIJKLMNOPQR
STUVWXY Zabcdefghijkimnopgrstuvwxyz0123456789012
3456789ABCDEFGHIJKLMNOP" :

The rst message block, is therefore,

62615A59 66646563 6A696867 6E6D6C6B 7271706F 76757473
TA797877 33323130 37363534 31303938 35343332 39383736
45434241 48474644 4C4B4AA49 504F4E4D 54535251 58575655
62615A59 66656463 6A696867 6E6D6C6B 7271706F 76757473
TA797877 333231304

The message expansion takes this block and transforms it it 144 32-bit words stored in
the rk[] array:
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

0

8
16
24
32
40
48
56
64
72
80
88
96
104
112
120
128
136
144
152
160
168
176
184
192
200
208
216
224
232
240
248
256
264
272
280
288
296
304
312
320
328
36
344
352

45434241
6A696867
35343332
62615A59
B4AC5518
14FDA929
121C96A1
FFOC300F
BSFAC7A4
986D14C3
F956CB7C
58990A24
C290C4A1
1236EC10
EFC868F6
221A806D
571F8492
807BA325
64FFCBAS
A81B8OEF
2D7AE307
2CEC20B5
FOF5D0D9
F6A7ABG2
C39ECEC6
DE618CE8
6FF5F3A1
48F782D9
96682128
052D874B
B8B31102
DBD32DC6
SECFBFEO
939E062D
970543A7
63EE89B5
947501F0
FB833044
4BAE398A
74840B21
1619BC5D
3AD2B1CA
A1E1CA79
B11348EF
1B5350EA

48474644
6E6D6C6B
39383736
66656463
8420AC96
E63D823B
9C1A2FE5
015692BC
8CO90BDEA
EB4A5DDD
A7053A28B
BEDD197E
1C44CAC7
544E3CF9
DODOCCE2
958F4033
924D4F35
8B37A353
8A010082
E096B1CF
D1CE2A41
EOO8EASF
C8EF1CAS
EEE42DC1
F28DAC5D
96002378
BE5029BB
906F2DCB
903B1F30
850A6650
FODE2048
CBAT79EC8
96B38166
2FB652A5
B83DA473
9661B1AF
D20FD321
EF768151
39095E79
826CBDAD
C151818E
EA4FF3F3
C59743CE
F4E7C987
017B30F2

4C4B4A49
7271706F
45434241
6A696867
93CBC8B4
3BB3AB9YA
251D9CEOQ
08B0117C
OD77DFE6
3B1F15CE
BF8B8BC2
8027098F
8C25492A
5D65528E
E556914E
8E0985F2
DF799FAA
5AD1CC60
7519F1FC
ES5DA0201
539D27CF
FEOA7TFE
2E14107A
2343861C
7608C927
76BF351E
7E8BO00OA
ACAC891A
13E69CF9
E7B30B59
483E6GE37
06889E56
AABC34F5
41E3843B
5EC62F67
C6526EAB
29BB4683
F3A3268A
06757645
135E52AF
053972A2
FCOE1DB7
768B742A
012812FB
F7A93EDA

504F4E4D
76757473
48474644
6E6D6C6B
21857629
57376A2F
05FA495D
9EBC1752
00ACBES54
9A961722
889718F3
4889F499
ED135D45
C5396C9%4
38C74566
535CD680
07B49EEE
904F60B2
6BD387F3
B6B2B86A
8DOFECAF
BOAA4COC
COEC3B1B
2595EEE8
88B542E0
509F1070
8FEFOF06
5DDBEG78
1A597A2E
58CA6893
1BF00072
B95AA80C
AG508F62
16F84150
CODAFOFD
936CFE71
52A6E5D3
82BAACBD
F2D22A88
20823421
OF3D3B3D
70FEO26F
12764054
8F8020AE
D55109B8

54535251
TAT97877
4C4B4A49
7271706F
D8173EB3
61F74F91
127D1C7E
2129C87D
CDA17D0D
8D6D51AE
D635E3CB
E9A5COC4
S5E614C5C
AD1278A2
A3DBDD9B
EAA7C3AB
55760C26
5314C295
ESEEGEEA
3610DDF5
FBF9D962
73075E94
6583BFC4
05BAAE4F
E9355C7C
4F03341D
784E0890
574107C7
7773260F
FCCF38C4
08368413
BCO9F54C
4E3229C3
DB2AFO8F
2A36567D
925B2A94
BOF25A42
846206BE
21179280
SD9BDEEE
F244AED2
EOA46ADC
A302148F
737E310A
3BA4C530

58575655
33323130
504FAE4AD
76757473
EOEC54DD
7D74733E
040EDDD5S
15B643BE
ECOA1E3F
C448FFB5
€88C01B9
407C89E7
1B43F937
ADO37A9%4
724DEA42
0B17407A
FEO6BA37
4635B371
DCB71ESE
B326261D
F756E8C9
4F8CEC46
5995C744
12CC851E
3C046A89
1DCDB754
52FBA988
43782BBE
5B8F92C4
9975335B
2D75B1F4
39410FCC
27E5(C84B
2200D26E
2E52DFD8
5F2EG69F3
58C097ED
ESS5EEFD9
DFF3876F
4BB6F490
64C66C62
8215860F
2EE5EFE4
C2E89D3F
36DA521C

62615A59
37363534
54535251
TA797877
A33A2930
B0496789
C1AA737B
0C764AE2
B93C8C8B
CC82DC6C
55CACAS9
C91C7ADF
B5SFAC820
1B559062
A4881FD8
E5454300
EB36C9ES
AEFAF41C
B8316667
B1F8DESC
87E649CE
395274F5
E1776851
CB528240
52415B12
OB6EGECC
51B4AEAO
C05025B7
3F3D6D81
5D09032F
5CCSEC6D
TCB6ASA8F
BB75E135
03276E2C
666F663F
OE62C1BE
82105797
1847A1A3
62F38BF4
3C06FB8F
674B69D6
F116688B
895E69AF
4A42CAEC
40879A44

66656463
31303938
58575655
33323130
C9317C41
OCODADE1
3C3CFB41
1A06A5SBB
7CCBBBES
94608922
C56A303D
429FAF9F
E2BOEOEC
9CC2DA%A
30425639
S5ECCO1C5
B5AF647E
1CB979BF
54BD9D9C
F6D7812A
F1A2DAFF
6EA24A19
64F75456
D5A712DC
323C1A39
BOC3C6F1
0BO2A7F7
9D509005
OOE1D2E3
A9348C7F
E50DD896
84488CB4
SE2E6D03
3AAABAS2
72089B31
E7A60501
FF487575
D17F5391
D7A5FB1A
E55B3E41
E951C928
EBADE25B
76443163
S544876AE
D68F811D

All values are given in hexadecimal.
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

360
368
376
384
392
400
408
416
424
432
440

30D83B36
6E019D79
016B70AF
1154952A
41F60E9F
EDA401B4
26ECSCTF
97C552FB
29B0OD8FD
ODF361FE
F6123811

SE49C5BE
10F60134
0A07C5CO
712E35A9
83A59CCD
27872CDO
12C8A4A1
CCOBOCOO
FOD500F2
374EB37E
A73F474D

82198446
8C7ADAG2
70550558
DDEC5973
37712DE4
18CF6161
6409082A
AOAL1EF16
5E9201FC
A3B195C7
C5B30420

564335ED
4D52A9B7
2A4567A9
B568A9A2
94B5BB03
145C0D71
E455CA9C
92EF8073
FD254A73
CC9B46DD
3CA39FB2

C170D5CB
50A1F453
6039A01A
C2F68EEE
590EA4C6
CE10AD35
B56AB6C9
25FF2E36
51DF1EED
DA97759B
B7E41E88

D7A96F3D
FB1BESF5
F9524BDE
987E710D
9EB15966
D55316D3
63EDB28A
A4ASDESS8
A4833C44
46733E5A
97D393BF

E993EB11
C3AFBB70
AEA42311
49183658
2E48FF26
9ABFF954
681AA7C1
6B247DD4
09A5EE2F
F26305CD
AG83F5DA

18E64CBB
2B1A8564
099FAC1F
C7DB1437
59104224
C6BE84D0
2F73F060
49A2E9CS
13693F87
041199CF
FEEBCC64

All values are given in hexadecimal.

The value of Vg4 is encrypted using the aboverk[] vector. We outline here the value of
the internal state of the cipher in each round:
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Round (i) Left (L;)
Middle Rifht ( Bj)

Middle Left (A;)
Right half (R;)

0 1E41CECO E742F23B 5E195589
15FE61A9 79FFC139 10426AA1
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
1 827678F1 97AB48F6 5306C06C
5573B567 B9BDA1CA CEF5447F
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
2 01A53EFE 7B28EF7D 696E16Al
ODEA6018 F62EA22A D17BEBCF
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
3 C59A4B7D B1B6D161 508397E3
DF4E2D3E C70E5ABE 44A97F80
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
7484AB41 9F032008 7DF9DEOQC
2A41E723 AD90D728 C26E8379
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
5 F56DA405 385A3B48 2A0067B6
C9EA117C 73C26C46 F6882962
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
6 C8359A04 68E41C5B A2C3416C
C896917A ADABE1OF 480EB463
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
7 EDS5FAFEF F5BFD312 BABA79EE
2D4904E8 EE82DB4C D5F25F85
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():

DDCFE7AO 827678F1 97AB48F6 5306C06C
F255945E 5573B567 BOBDA1CA CEF5447F
827678F1 97AB48F6 5306C06C 00064879
5573B567 B9BDALCA CEF5447F 1A4A03A7
13ABAED8 116C5011 8F62BE46 F0497814
145B5F57 02D72E44 792C7C00 C5654057
00064879 01AS53EFE 7B28EF7D 696E16A1
1A4A03A7 ODEA6018 F62EA22A D17BEBCF
01A53EFE 7B28EF7D 696E16A1 3730D409
ODEA6018 F62EA22A D17BEBCF 2D869FB4
5D3855CF 50A51248 17AFBFEC CE0409A0
90E9FE1A 080B70AB 9E76D39C 8D970ACC
3730D409 C59A4B7D B1B6D161 508397E3
2D869FB4 DF4E2D3E C70ES5ABE 44A97F80
C59A4B7D B1B6D161 508397E3 97DD096B
DFAE2D3E C70ESABE 44A97F80 CE0241D9
2BE4D9DD D6B83855 AB0O095D8 FD8D9OC99
796ECB59 692D8222 AC8235C3 EE54E46A
97DD096B 7484AB41 9F032008 7DFIDEOC
CE0241D9 2A41E723 AD90D728 C26E8379
7484AB41 9F032008 7DFIDEOC C3D27BDE
2A41E723 AD90D728 C26E8379 CABD4890
0C705A01 C274BD27 AGOBBE81 F87129C8
2A23893B FF5461F6 6EA91836 8D69DCIF
C3D27BDE F56DA405 385A3B48 2A0067B6
CABD4890 C9EA117C 73C26C46 F6882962
F56DA405 385A3B48 2A0067B6 436B9D46
COEA117C 73C26C46 F6882962 6FAC20A3
BC123A3B 32A8C107 35F76A6F D94CE75D
E2747D27 C574CB73 60ADC215 EBESF1ED
436B9D46 C8359A04 68E41C5B A2C3416C
6FAC20A3 C896917A ADABE10F 480EB463
C8359A04 68E41C5B A2C3416C 2154B97D
C896917A ADABE10F 480EB463 1A9E9C83
D824A0ED D6DBE004 FFF23833 2776C689
24B5BE93 867DBF54 4C02508C AO86EB12
2154B97D EDSFAFEF F5BFD312 BA8BA79EE
1A9E9C83 2D4904E8 EE82DB4C D5F25F85
EDSFAFEF F5BFD312 BABA79EE CF2ACBB1
2D4904E8 EE82DB4C D5F25F85 641DSBCF
B774D3E0 0972AF8A 58B69096 B6FS36EA
091E293B 30C841E9 3A9FA34F FF577715
CF2ACBB1 C188B841 9D63A0E6 7291172C
641D5BCF 7TF4149E4 6196B3D1 FA75D1FA
C188B841 9D63A0E6 7291172C E5COEB96
7TF4149E4 6196B3D1 FA75D1FA 97A18F97
FCC8AOF1 9768A3F2 9BF36D7C BFOFE4B9
ATIDIOFDS D9667A49 314C3E74 28BO8FOA

00064879
1A4A03A7

3730D409
2D869FB4

97DD096B
CE0241D9

C3D27BDE
CABD4890

436B9D46
6FAC20A3

2154B97D
1A9E9C83

CF2ACBB1
641D5BCF

ESCIEB96
97A18F97

All values are given in hexadecimal.
The values are given before the round.
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Round (i) Left (L;)
Middle Rifht ( Bj)

Middle Left (A;)
Right half (R;)

8 C188B841 9D63A0E6 7291172C
TFA149E4 6196B3D1 FA75D1FA
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
9 8CD49B3D 37E4A105 E4BE61F1
11970F1E 62D770EQ0 21791492
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
780D089F 362A00BF A0115B8B
534453F0 92A9B06F 3091FD23
Input to left F*():
Input to right F4():
Output from left F4():
Output from right F4():
8D51E82B 8FA78BCD 3947C6ES8
CF2754E5 1D83B52D 8928B8E9
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
F8517F4D 3B15FBED 7BES51E6D
1DD3274E 7BCS5E74F 58BB95E7
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
473ACC1D O7EF7357 D6A996E9
A211COE9 732058E7 F46040EA
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
DC207083 A052B69C 59ED70FB
B4FFAE36 812AD7CD F1EA25B1

10

11

12

13

14

ESCI9EB96 8CD49B3D 37E4A105 E4BE61F1
97A18F97 11970F1E 62D770E0 21791492
8CD49B3D 37E4A105 E4BE61F1 4CADD4C5
11970F1E 62D770EO0 21791492 70B52F08
92CCEBB1 OFCA1089 4200EAOF OF8813CF
074C417B 57BCB36E 5A648A71 148357DD
4CADD4CS 780D089F 362A00BF A0115B8B
70B52F08 534453F0 92A9B06F 3091FD23
780D089F 362A00BF A0115B8B 8322D84A
534453F0 92A9BO6F 3091FD23 EA41F859
43F3CFD8 2A671428 6D96D918 B7D9E268
9CC6E735 ED70FB2D 183ED27A 16FF6AF9
8322D84A 8D51E82B 8FA78BCD 3947C6E8
EA41F859 CF2754E5 1D83B52D 8928B8E9
8D51E82B 8FA78BCD 3947C6E8 664A45F1
CF2754E5 1D83B52D 8928B8E9 FB7436AD
65DE2FD1 4DEFE7FO F8AACE6C 866E0011
AB152CBD A9BC4B82 4B74E34E 40610CB6
664A45F1 F8517FAD 3B15FBED 7BES1E6D
FB7436AD 1DD3274E 7BCS5E74F 58BB9SE7
F8517FAD 3B15FBED 7BES51E6GD AA20F4EF
1DD3274E 7BC5E74F 58BB95E7 054CD85B
2F4028C2 FC87D32A CD278602 F63BOB3D
881D98F8 1A6CC67A 5F812E00 09FD6A9B
AA20F4EF 473ACC1D O7EF7357 DGA996EQ
054CD85B A211COE9 732058E7 FA6040EA
473ACC1D O7EF7357 DGA996E9 F2895C36
A211COE9Q 732058E7 F46040EA 90714ECC
4CAED17B BA3F2C20 8AOF3BDC 2FC601F9
C1F357CD DB9751D3 0156E51C F809C494
F2895C36 DC207083 A052B69C 59ED70FB
90714ECC B4FFAE36 812AD7CD F1EA25B1
DC207083 A052B69C S9ED70FB FD451CCF
B4FFAE36 812AD7CD F1EA25B1 85E6F516
F1538397 A2D29C08 4BD502B9 F54A4659
D51E5EQ7 O7E3ESEC C13BB063 F152B25F
FD451CCF 7T70F9EEE 74C3BDOB 355BF089
85E6F516 B6694F8A AS3DEFS5F 9D7C9450

4CADD4CS
70B52F08

8322D84A
EA41F859

664A45F1
FB7436AD

AA20F4EF
054CD85B

F2895C36
90714ECC

FD451CCF
85E6F516

6123FC93
07C31A6F

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

ho = 1E41CECO E742F23B 5E195589 DDCFE7AO 827678F1 97AB48F6 5306C06C 64879
15FE61A9 79FFC139 10426AA1 F255945E 5573B567 BOBDALCA CEF544 7F 1A4A03A7

DC207083 A052B69C S9ED70FB FD451CCF 770F9EEE 74C3BDOB 355BF089 6123FC93
BAFFAE36 812AD7CD F1EA25B1 85EG6F516 B6694F8A AS3DEFSF 9D7C9450 07C31A6F

h; = C261BE43 471044A7 7F42572 208AFB6F F579E61F E368F5FD 665D30E5 6125B4EA
A101CFOF F8D516F4 E1A84F10 77B36148 E31AFAED 1C804E95 5389D02F 1D8919C8

The second message block after padding is:

msg[0,...,31] =37363534 31303938 35343332 39383736 00000080 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 04800000 00000000 00000000
00000000 01800000y

The message expansion takes this block and transforms it it 144 32-bit words stored in
the rk[] array:
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

0

8
16
24
32
40
48
56
64
72
80
88
96
104
112
120
128
136
144
152
160
168
176
184
192
200
208
216
224
232
240
248
256
264
272
280
288
296
304
312
320
328
336
344
352

37363534
00000000
00000000
00000000
3F5ADC60
91F43527
91F43527
91F43527
7923DDFO
1D565DD6
CO8EC006
32199642
6EAABAFC
BB662253
EO37ADDS5
1E7024BC
FE811594
1C1DBC7A
OEFO30D3
BB12DECB
7402CA34
3D23820E
0CCF8279
44FA9A8E
4EE29411
065BSEF2
1EA99D65
8ACOCAQO0
97383F2C
FO4571F8
BF4DD022
2F603725
208B3149
A9F5B3DC
2867EC23
9321D9B6
6939475D
CFC81C14
3803025C
7312E908
820EEOB6
08F8A226
21E551C4
2BF7B1CA
953B0232

31303938
00000000
00000000
00000000
AF3EAF3E
AF3EAF3E
AF3EAF3E
46790190
8CA268F1
517AF521
A3EDA365
86F7C196
05370CC7
DA39DB10
9BF1B092
902B9F68
AT7B9E29
EEC79D06
A562FAT77
93D2118C
3964FE67
E98C0565
03BOB757
3AEOSE25
3B78DCFC
12661F1C
CE34508E
152319FA
FFOEGAB7
42103A4E
05180FEC
B7B30E65
59B0C224
972A3C01
BC41EE93
DF83C22B
09D8F12C
D6F9BCB6
51DD5681
EB37A7EB
C730BE32
19E65398
58E558C2
41A470A5
73C76723

35343332
00000000
00000000
00000000
1A0D5667
1A0D5667
1A0D5667
239CC7CF
FE445A1F
0CD30C5B
CO8ECO06
87FFEA23
5840A4A1
25F1BBB1
E9E652A4
A24C9O2EE
34FE4616
3E934AES
O3F98EE4
D2E6D9B1
3DD8B2B0
B76F588E
AEOSFDEA
021C229B
FBEA1A79
CD84E7D9
2FC347DF
FOA5B92C
2FFAEAD9
125DF756
1CA9D7F1
AGBEA893
D53A064F
BOSOE17F
6830CC4E
79259225
E8G6FIFAF
1A309662
03BC328C
CEEB4F1E
CF1FEF2E
09380E43
AA93D74E
382168D3
EOFEBG6DA

39383736
00000000
00000000
04800000
E4490C78
E4490C78
E4490C78
E4490C78
16DE5A3C
DA839661
A4632DEC
24C7CCT7E
D9C334D1
48480807
737DEEQO3
6CBEE2B7
1B62F154
EA1FDC40
70AA4BSF
489B678D
A9000998
AQ48ABA8
E1BAC487
C632A8C9
TAEBBF57
81C6BA35
FBB99BB7
06458374
FFO8E36C
2A93B755
2CBBC895
FACOEC96
AB041629
74991BBF
DF9B3AB6
28026B1F
F2FBF7FE
3DA31C24
8A34CFF9
27707081
13089821
A92FESC2
F6C927CD
6CDE8BAE
945C3ECD

00000000
00000000
00000000
00000000
F2975644
F2975644
F2975644
F2975644
3ECA9A19
402A2194
CO8EC006
BOAD1DF6
CE26AF3A
6813A4D4
CBE99475
C2A1C585
A257D447
03D7A55C
2425853A
99E9128E
4EE31483
6548CA95
F4A4F8C4
D3EBB6CF
288E119D
1A035F30
CO772BBD
5055D781
ESBC941A
99EBBAO4
18790EE2
540CF545
SEOAACEA
F320F223
D2C28789
031BCFAA
ABA18BE4
58D3123B
243D646D
E1F36FDF
948CFIE6
7CFDE834
4BAEF82F
51E25A79
B729D733

00000000
00000000
00000000
00000000
CC5DCCSD
CC5DCC5D
CC5DCC5D
CC5DCCSD
B2BD77D0
32199642
4B3A4BB2
2FAFCB94
A32D4D48
153E499C
EF90DE3C
6C717B7D
6BC40188
EFCC114F
5B48D70B
107DOAED
C7650CD3
EB716C83
OE3E6920
666D051E
7TF4B95A5
34D3D379
83BE614E
531E0316
20AA3C5D
925ADBE9
75476695
BBB638F0
6ACB7827
CABB896B
57173AEF
F340CF70
42A35A37
F525FF37
C1C10491
3F2D7202
242EFAQOF
6F939C42
B01135A6
EE366131
7BB8E108

00000000
00000000
00000000
00000000
796E3504
796E3504
796E3504
TEEOBB8D
FE445A1F
876787EF
E31207C9
39441490
9CD7C16D
35ECA7B2
F767EAS4
C8E94CCO
FAF258D3
B4D80937
7C0OC7190
2035CED3
D280B74F
C749C16A
AC92E5AD
B82E9976
DFA2BFFA
8D80086E
35730608
032C7ECS
B44D06D1
A1701447
08A85DAE
4A61447A
58E15282
22505C7A
48F6F780
CA9C1D02
2D81427D
B76408C6
AO6D8DE4
668DA038
9AB66375
71D03137
D11B1333
6316743A
8F688075

00000000
00000000
00000000
01800000
872A6F1B
872A6F1B
872A6F1B
872A6F1B
FEQO9B2EB
9A7C32CD
47A4AF1D
B533F959
7FB5BB11
977627BE
E62CB2CO
662599BE
8134AE85
8B6B9BC4
E8DC8213
DD374775
042B5D15
9FBABDS7
ASAB7AD6
0D2208B5
4AC9C904
99E1E3A5
BBO2E7B3
87E2C2B5
A3AB7974
E9AB19F2
A89AB55B
ECAC5453
8320483D
405EAA2E
80FD5978
7F8D8DES
44BAD947
798E3CF1
247E85C6
B7372108
C6B439F1
71769ED7
059BD402
9CC090C2
D9AB3838

All values are given in hexadecimal.
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K [1]

rk[i +1]

rk[i +2]

rK[i + 3]

rk[i + 4]

rK[i +5]

rK[i + 6]

rk[i +7]

360
368
376
384
392
400
408
416
424
432
440

2374AFTF
90A35841
438DCEF1
042073B9
99E138F8
2999F9A1
8E718362
BCE93349
717335F0
A42D12E6
02706911

3A9B4BA8
53922E04
911B718B
BA959787
BO3AALED
CDFC4D93
1A612140
F6332D04
AF5EG788
C99E810A
F39A64DD

060FFD83
529D26F3
C952F0A4
83A1EA48
9EGE6397
8B7A50CB
E195BB50
EF614404
007BC1AF
6F207154
962A140E

BES5FA407
0A4BOB9A
635F5C92
98619E14
DOE77638
28C74BF4
E42532D3
10B3830A
A3D19965
3F8ECFD1
86887DSE

EB3949D7
F2CCBFBE
0C3DA0D9
67B8D23F
228C406E
877AGE4L
443219DB
1E094F2F
31C35E37
AA4942AA
83563094

98D289AD
7663EASB
D091050C
C9B509B9
75B6D1FF
480FB902
87871265
F88ECEDF
A7582CB1
BC3A7F8F
3274DEOF

E3E718D8
E647COAl
B20DESB1
ED645852
3E6C5359
57161769
7B834855
C37BEB31
D2F2573B
1451CA4D
411E6F4E

28BOEF30
E0175945
620CD827
DD8B4B81
B151D7C8
CO8EAOE4
EC7D5B45
03351339
491AAGA3
1217EEBC
B52567EA

All values are given in hexadecimal.

The value of h; is encrypted using the aboverk[ ] vector. We outline here the value of the
internal state of the cipher in each round:

62



SHAVvite-3

Proposal to NIST for SHA-3

Round (i) Left (L;)
Middle Rifht ( Bj)

Middle Left (A;)
Right half (R;)

0 C261BE43 471044A7 07F42572
A101CF9OF F8D516F4 E1A84F10
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
1 F579E61F E368F5FD 665D30E5
E31AFAED 1C804E95 5389D02F
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
2 473E4817 EBB44D38 2729EF4A
05D2E393 8DFOC72E DF785CD2
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
3 443C7817 82AEB994 DADSFFA6
2D02F4A9 33248FED 28D925DB
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
BA6C29C8 (2384578 544F505E
391F8BD0 3460A3BE C90711E7
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
5 F34875B6 188ED554 FS5ED49AB
358891DF 418CO7EA 08E27360
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
6 FA291368 F45B90B4 A2EC407A
9B32D3C6 7E8580E1 BO5B170C
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
7 5B17B325 93BB0762 07156208
A305ECD7 C2FBDAE7 7E289973
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():

208AFB6F F579E61F E368F5FD 665D30E5
77B36148 E31AFAED 1C804E95 5389D02F
F579E61F E368FSFD 665D30E5 6125B4EA
E31AFAED 1C804E95 5389D02F 1D8919C8
C7B35DD0O CAE08389 D88C79A0 DFEBOFDC
E63F8788 13615BCC C681A05A 825E4332
6125B4EA 473E4817 EBB44D38 2729EF4A
1D8919C8 05D2E393 8DFOC72E DF785CD2
473E4817 EBB44D38 2729EF4A FS5ED227A
05D2E393 8DFOC72E DF785CD2 FF61F4B3
D87B12B6 DO4C7A10 4E84153E FO76C370
A72682FA 9E2EF701 89512F89 8C48D798
F5ED227A 443C7817 82AEB994 DADSFFAG
FF61F4B3 2D02F4A9 33248FED 28D925DB
443C7817 82AEB994 DAD8FFAG6 91C1CES50
2D02F4A9 33248FED 28D925DB 9153779A
7E21C3C7 DFD4EE86 EE2EFEAD 64D77F09
BFBECASB 4FC88256 8B370C8C 4B635300
91C1CES50 BAG6C29C8 (C2384578 544F505E
9153779A 391F8BD0O 3460A3BE C90711E7
BA6C29C8 C2384578 544F505E B402A7B3
391F8BD0O 3460A3BE C90711E7 913A5D73
71B4E9C8 C322BE7E D23A8CC6 24F2DE64
DE4A811F 2BAA5AB9 DD346C70 D9E00305
B402A7B3 F34875B6 188ED554 F5ED49AB
913A5D73 358891DF 418CO7EA 08E27360
F34875B6 188ED554 F5ED49AB 48B3749F
358891DF 418C0O7EA 08E27360 B5331034
215EFAOE BCBDC599 E4144752 109CEBDC
C33698B8 CO3B330A 6BEB519D 58DA6G8A6
48B3749F FA291368 F45B90B4 A2EC407A
B5331034 9B32D3C6 7E8580E1 BO5B170C
FA291368 F45B90B4 A2EC407A C9E035D5
9B32D3C6 7E8580E1 BO5B170C A49EACGF
504D9961 DA750FB3 8BC5D0D8 16E3E830
6E9F22FA D2370088 OFF71168 BD7F847D
C9E035D5 5B17B325 93BB0762 07156208
A49EACGF A305ECD7 C2FBDAE7 7E289973
5B17B325 93BB0762 07156208 084C9449
A305ECD7 C2FBDAE7 7E289973 S5ES09CAF
1E4ECA66 8F3CCD38 0B2D288D FE337B15
OE8820FB EECF641F 2BA536B6 234263BE
084C9449 95BAF33D 904AEAFE 9BFE21BA
SE509CAF E467D90E 7B675D8C A9C168F7
95BAF33D 904AE4FE 9BFE21BA 87DC2FD1
E467D90E 7B675D8C A9C168F7 37D34ECO
E25A3E77 D816DFE4 73DA526E 83EBE535
6979089E F2183C2C 362D544D 03904AAl

6125B4EA
1D8919C8

F5ED227A
FF61F4B3

91C1CES50
9153779A

B402A7B3
913A5D73

48B3749F
B5331034

C9E035D5
A49EACGF

084C9449
SES09CAF

87DC2FD1
37D34ECO

All values are given in hexadecimal.
The values are given before the round.
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Round (i) Left (L;)
Middle Rifht ( Bj)

Middle Left (A;)
Right half (R;)

8 95BAF33D 904AE4FE 9BFE21BA
E467D90E 7B675D8C A9C168F7
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
9 CA7CE449 30E3E6CB 4805CD3E
B94D8D52 4BADD886 74CF3066
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
3C76BB10 1AE93F2B AO7B91FE
E63D73BE 8534F824 31EBGBBB
Input to left F*():
Input to right F4():
Output from left F4():
Output from right F4():
9EA325AF 78444204 25BB43EQ
D70DBAAB 969E5B83 CFE3F4E6
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
12A624B0 87DB2371 38943BF9
EC3CEBO7 62FAAB39 5BO0C8AS8
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
2B3344C4 C1A9E3F1 7BECEOC3
176E8840 75E5AF81 1CB85622
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
52AEA7CF 363BE7D9 6A91628A
77751A9F 710B4281 41B59147

10

11

12

13

14

87DC2FD1 CA7CE449 30E3EGCB 4805CD3E
37D34ECO B94D8D52 4BADD886 74CF3066
CA7CE449 30E3E6CB 4805CD3E 5DCOD60E
B94D8D52 4BADD886 74CF3066 8BA7717C
73878083 157E1CDA AA154A01 A2269703
D811621E 618E62A7 09BAF909 302B86E7
5DCOD60E 3C76BB10 1AE93F2B AO7B91FE
8BA7717C E63D73BE 8534F824 31EB6BBB
3C76BB10 1AE93F2B AO7B91FE 07F8C827
E63D73BE 8534F824 31EB6BBB 25FAB8D2
1D715EE2 A67DBD48 87E639D8 2EA1664C
27EEABFD 33E99A82 51747386 F38F775A
07F8C827 9EA325AF 78444204 25BB43EOQ
25FAB8D2 D70DBAAB 969E5B83 CFE3F4E6
OEA325AF 78444204 25BB43E0 78280626
D70DBAAB 969E5B83 CFE3F4E6 7361B042
DO4A5017 78139412 FB7B5956 DEBC0808
F49B570E 02EFDBS5 097F5042 7B392EAA
78280626 12A624B0 87DB2371 38943BF9
7361B042 EC3CEBO7 62FAAB39 5BO0C8BA8
12A624B0 87DB2371 38943BF9 5EC39678
EC3CEBO7 62FAAB39 5BO0C8A8 D944CO02F
89CDADEF ODA1ED85 390315C2 116B4567
FC3EFE6GF 5737B872 B40F1425 AC540AF9
S5EC39678 2B3344C4 C1A9E3F1 7BECEOC3
D944C02F 176E8840 75E5AF81 1CB85622
2B3344C4 C1A9E3F1 7BECEOC3 DF35BABB
176E8840 75E5AF81 1CB85622 69434341
65D33E2F F6D061F0 7921AABE 71773FCC
BE924CC8 54C14CE0 3191AA22 AGEA949D
DF35BABB 52AEA7CF 363BE7D9 6A91628A
69434341 T7751A9F 710B4281 41B59147
52AEA7CF 363BE7D9 6A91628A 7FAES54B2
T7751A9F 710B4281 41B59147 2FB4A9B4
EDD72489 F68C4A0F9 48786257 09075BDB
37E28D14 45E3CABF FAE06781 2E27E7DB
TFAES4B2 208C0554 3006653E E65831A3
2FB4A9B4 C6E4604D 3725A308 33948294

5DCOD60OE
8BA7717C

07F8C827
25FAB8D2

78280626
7361B042

S5EC39678
D944C02F

DF35BABB
69434341

TFAE54B2
2FB4A9B4

4764A49A
D632E160

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in A Davies-Meyer m ode), to produce the output
of the compression function:

h,; = C261BE43 471044A7 7F42572 208AFB6F F579E61F E368F5FD 665D30E5 6125B4EA
A101CF9F F8D516F4 E1A84F10 77B36148 E31AFAED 1C804E95 5389D02F 1D8919C8

52AEA7CF 363BE7D9 6A91628A 7FAE54B2 208C0554 3006653E E65831A3 4764A49A
T7751A9F 710B4281 41B59147 2FB4A9B4 C6E4604D 3725A308 33948294 D632E160
h, = 90CF198C 712BA37E 6D6547F8 5F24AFDD D5F5E34B D36E90C3 80050146 26411070
D674D500 89DE5475 AO1DDES7 5807C8FC 25FE9AAO 2BASED9D 601D52BB CBBBF8A8

This value is truncated to the digest:

90CF198C 712BA37E 6D 654F 8 5F 24AFDD D 5F5E34B D 36E90C3 80050146 26411070
D 674D 500 8PDE 5475A01DDE 57 5807TC8F Cy

B.4 Digests of 512 Bits

B.4.1 One-Block Message We outline here the internal state of the computation of com-
puting the 512-bit digest of the messageM =\ABCDEFGHIJKLMNOPQRSTUVWXYZ".

The rst step is the padding of the message, yielding the arrg of 32-bit words:

00805A59 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0ODOOOOO 00000000
00000000 02000000y

The message expansion takes this message and transformsiita 144 32-bit words stored
in the rk[] array:
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

0

8
16
24
32
40
48
56
64
72
80
88
96
104
112
120
128
136
144
152
160
168
176
184
192
200
208
216
224
232
240
248
256
264
272
280
288
296
304
312
320
328
336
344
352

45434241
00000000
00000000
00000000
C6DD21A7
8F214B6D
8F214B6D
8F214B6D
FD949617
6704F15C
6B04C234
67CBE20D
716D8B07
BA27936E
AAACB017
A793D41D
ED476CCA
34936DA8
FC971382
D9C168B2
442B2874
TA9DF71F
B95327BF
5BB7118C
DDB726C8
1C1697BD
48434F99
B2A130DF
C495B2B6
1009B5FA
TA2624F2
CD536106
62E5E83C
F8FAGGAA
BF37E2D4
0E537C00
DD072C95
87FE39B1
8E296290
47FC34EA
2A4EAFB1
314C904D
BAB598B0
817912AD
6BOFEF2D

48474644
00000000
00000000
00000000
F255D8ES5
OE6FA4A3
OE6FA4A3
3B49B7B0
E825BA31
E4258959
E8BEAA960
96A9B480
559AD213
B2A7340A
646DD31E
9C2AE7CD
8EBA4FEC6
563B9395
TE52BCAF
9283558F
9B86914B
8A1EB49A
88E4C6BC
999COEBC
668B60A2
F1106826
E9162153
2D672BF4
FEAFB2D7
2E42BEA5
7B25EF01
A6705A8A
E8F3D350
C511C626
C3001D06
SEDEF4D2
60B4B872
22301184
AB272AA8
F7496324
B6B2A9FC
349CFA20
6852647
D7B41A58
7B825873

4C4B4A49
00000000
00000000
00000000
E9B2B0OC3
1A7062D4
1A7062D4
1A7062D4
EA4A2DFA
E6850DC3
ADE00330
C9C105A8
9E463FA2
CO89D6F3
20ED7442
DB2E2CD5
E49CA79F
1A3F6FB1
OEA9B242
73108350
C1A02DFC
64EACGFO
T754FEBC
FDODF1E9
7BOEDCBC
61F2E7EF
B4FB2548
4FB43CB2
5C198984
AS57EB5D5
86A0DECO
165C6187
EB537863
B825F207
F8AEAES8
221EA28F
E21CC475
D9C83F86
AD6886D9
D606118E
16A1EBA4
6DA20CEF
20FD797C
6FF002BC
4B1D4779

504F4E4D
00000000
00000000
00D00000
10B74719
03F89D39
03F89D39
03F89D39
FCF56F17
B79061E4
D3B1677C
9B3E8D1A
C6F9D7B7
A10BD775
314D9ECO
7ADA983D
DAB6B942
2E44C600
AB3EAF85
78A63430
FD2D3119
56237AF1
9CDDF176
BAAEF140
0518211F
C3AFDBF4
B2B9CDSB
00BEC974
5E32203D
752751FC
F8D23D2D
B74AF1E7
1D5B47D2
7EOE7098
3442C308
4AFD858F
48E603D1
D9ODCIOB6C
2EEBEEOA
F4BD2FD1
B46A3369
8DI95FFAS
BOF61332
CEC95EC9
3E5FFD16

54535251
00000000
00000000
00000000
EC42280E
EC42280E
EC42280E
EC42280E
B468FCDD
DO49FA45
98C61023
65528634
6F1B7639
2262C3F5
9EC3E426
1CAF6EF5
8F4F1175
99733145
027CACOD
2D1BDF3F
EAC31D89
4085C03D
AF68FDE1
F8351006
958CA105
2E643C2D
BA103834
S511FE8TE
OAOB7AC6
04147DA5
A9682C02
436967EF
0B292164
CCO0FE25
FDB77468
974D27A3
6C79EDGD
83EE2CB8
95818E21
FC8C30B8
544964C9
971DFD38
3A747118
AAB34D85
1A0B0921

58575655
00000000
00000000
00000000
6D0OCC7CO
6DOCC7CO
6DOCC7CO
582AD4D3
3C0BD24B
7484382D
8910AE3A
26A6DA62
7TFDACSCF
E3CCAFEC
ASFGEF1A
E054674C
BB11F2B0O
9CBF482B
3154B1CA
7F37D19D
EEE40B14
OCCEAE67
C6E7BAB1
7TF4AFBC8C
6EE1FC10
1578C5D5
AQ2AF878
9DF7859A
1F2B216B
E97EOBOE
E700A2D2
01225BA2
€8848380
54DF586A
D424404C
2ACABOS6
D8BEB25D
AAE2DDO1
93F740BF
383089A4
14F3D180
AFF5FF39
563F7D3D
C7E6C547
8A2F9E6GB

00805A59
00000000
00000000
00000000
791301B7
791301B7
791301B7
5107158B
1988FFED
E41C69FA
7E8COEB1
5A9829E5
ODO3AA1A
361E51C1
9D4A7BE4
CACB377F
TF73E7C7
94A25EDO
9F63B6D1
F4A1C1B3
6DCFCB28
221E0A54
B90D2314
8005F704
19B66BB2
6FCD42C9
E2B83916
DF355F8A
AACE2C00
69EDE4DA
4064908F
D7AFA2EB
BDA153F4
3324E29E
2BEBEBF4
5C4063D0
2263C680
E6C2E91B
81B8DASB
CC4D63DD
05172238
C5C83D82
FFD64CE3
A1E98398B
73082F18

00000000
00000000
00000000
02000000
609BFESA
609BFESA
609BFESA
609BFESA
9DOF684D
079FOF06
0B9F3C6E
07501C57
4FFB63DB
36BAA09D
CCFDE5S4E
72704DDD
A2BCOF11
0229CD35
306AF6CC
ABB1256F
90646E55
47A38DBF
1773E717
T479A09A
4DD3489D
5BB51A02
SF30A88E
€C6D89045
382CEE78
93761DD1
34D823EF
176F7FF4
5AC90644
6B8C7B7B
8BEFC13B
193C03F4
09449B28
4F2206F5
D71178F6
2774E4B8
230AD499
TEGE96B8
6DA4E046
AGODF615
1425C42F

All values are given in hexadecimal.
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

360
368
376
384
392
400
408
416
424
432
440

91BE39F8
C2DCB23E
AB7F5657
29156903
BA83ATE4
AEBOFOCO
BB3FD7E3
34A38063
F68A74C4
1E23BOF4
E332810D

5B508A10
A564AF93
421A862E
2B3D9E1C
6C6C42FE
134081B4
3F9B8975
9A37BCSD
5B39DC1A
0FB10037
2D8B189E

40AF7B5E
60D3733C
50BFC66F
373CC8EE
B6242E27
7D810F5B
ASB7F34A
BDBOFD3C
02B328DE
68E90C9C
EF8E28A6

005A3051
B523D5AB
7C218F97
F68B5579
1D527C67
F5083525
0AE7C889
DEBDDAQY
AO7FC1F4
1C5BE6G68
97C6512D

D7A09A05
F60FCOAO
C8D4A86F
1D084C36
402BEO8E
76C6471E
6CFBF48A
75EF89C0
DC5D2386
103CASF1
AGE49B62

FO3D2DOE
D639C40D
07034517
978B7A8B
80C987BE
A42F5CES
975B4DOF
2028FCF9
BB2C4090
15312AFF
CFDAG81B

4F2635C4
5BDBOB37
1DA4EAEQ
7TOF4AABO
721698E8
90580818
F17C88F8
9E6C776A
B8F75E34
CF270EGA
8483557C

7100A4CB
42689CD8
03FC85A8
3D30AD2C
CB83032F
ECD86C18
B8C3524B
17FD9383
9D0BAGSE
CEB44744
0B00655D

All values are given in hexadecimal.

The value of Vs, is encrypted using the aboverk[] vector. We outline here the value of
the internal state of the cipher in each round:
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Round (i) Left (L;) Middle Left (Aj)
Middle Rifht ( B;) Right half (R;)
0 8A671C48 21FBBO75 6C11F5A0 2B153831 C6192444 1254BA09 ADBD2BF9 6956353E
51ECEO4E B38D02EC 3CCCC57B B76EAGDA DDED39A5 ACB431B4 9452E478 F2DCEES8D
Input to left F4(): 6192444 1254BA09 ADBD2BF9 6956353E
Input to right F4(): DDED39A5 ACB431B4 9452E478 F2DCEESD
Output from left F4(): 704B874A 56FF711F 397CDF4B 8DA9DF34
Output from right F#(): 82B8D9BC 8FA3A907 CBC5DE1A 1A072889
1 6192444 1254BA09 ADBD2BF9 6956353E D35439F2 3C2EABEB F7091B61 AD698E53
DDED39A5 ACB431B4 9452E478 F2DCEE8D FA2C9B02 7704C16A 556D2AEB A6BCE705
Input to left F4(): D35439F2 3C2EABEB F7091B61 AD698ES53
Input to right F4(): FA2C9B02 7704C16A 556D2AEB AGBCE705
Output from left F4():  44F45757 E9CD6B81 D25C0504 6EEDD899
Output from right F4(): 6E20639F 4FED90A4 67E9F1DE FDADDDAF
2 D35439F2 3C2EABEB F7091B61 AD698E53 B3CD5SA3A E359A110 F3BB15A6 OF713322
FA2C9B02 7704C16A 556D2AEB A6BCE705 82ED7313 FB99D188 7FE12EFD 07BBEDA7
Input to left F4(): B3CD5A3A E359A110 F3BB15A6 OF713322
Input to right F4(): 82ED7313 FB99D188 7FE12EFD 07BBEDA7
Output from left F4(): D5026101 4AF77A76 3D414DBA FD051002
Output from right F4(): 2F975707 49BB1C22 BCA2C544 9BE29429
3 B3CD5A3A E359A110 F3BB15A6 OF713322 D5BBCCO5 3EBFDD48 E9CFEFAF 3D5E732C
82ED7313 FB99D188 7FE12EFD 07BBEDA7 065658F3 76D9D19D CA4856DB 506C9E51
Input to left F4(): D5BBCCO5 3EBFDD48 E9CFEFAF 3D5E732C
Input to right F4(): 065658F3 76D9D19D CA4856DB 506C9E51
Output from left F4(): 477EEC01 BCD7A82B 8D1A98E2 9CCOE968
Output from right F4(): 5B87A306 6438A4BB 9161B089 3211B4DD
4 D5BBCCO5 3EBFDD48 E9CFEFAF 3D5E732C D96AD015 9FA17533 EE809E74 35AA597A
065658F3 76D9D19D CA4856DB 506C9E51 F4B3B63B S5F8E093B 7EA18D44 93B1DA4A
Input to left F4(): D96AD015 9FA17533 EES09E74 35AA597A
Input to right F#(): F4B3B63B 5F8E093B 7EA18D44 93B1DA4A
Output from left F4(): FD613785 617773DB 796112CD 89AA3ESF
Output from right F4(): 213BCDFC B565FDF7 A4C52021 908745B6
5 D96AD015 9FA17533 EEB09E74 35AA597A 276D950F C3BC2C6A 6E8D76FA COEBDBE?
FAB3B63B 5F8E093B 7EA18D44 93B1DA4A 28DAFB80 5FC8AE93 90AEFD62 B4F44DA3
Input to left F4(): 276D950F C3BC2C6A 6E8D76FA COEBDBE7
Input to right F#(): 28DAFB80 5FC8AE93 90AEFD62 BAFA44DA3
Output from left F4(): 1BB9DB24 1CACA534 35D43C62 5D9E9713
Output from right F4(): 20B606D2 0770565A A7B39687 AE164E6F
6 276D950F C3BC2C6A 6E8D76FA COEBDBE7 DAO5BOE9 58FES5F61 D9121BC3 3DA79425
28DAFB80 5FC8AE93 90AEFD62 BAF44DA3 C2D30B31 830DD007 DB54A216 6834CE69
Input to left F4(): D405BOE9 58FE5F61 D9121BC3 3DA79425
Input to right F#(): C2D30B31 830DD007 DB54A216 6834CE69
Output from left F4(): 334E8302 36264D30 6A002798 1D577F37
Output from right F4(): A3EFAOC9 3A3A0CDB C31B1CFA 32A93B35
7 D405BOE9 58FE5F61 D9121BC3 3DA79425 8B355B49 65F2A248 53B5E198 865D7696
C2D30B31 830DD007 DB54A216 6834CE69 1423160D F59A615A 048D5162 DDBCA4DO
Input to left F4(): 8B355B49 65F2A248 53B5E198 865D7696
Input to right F#(): 1423160D F59A615A 048D5162 DDBCA4DO
Output from left F4(): C73F2 §B 4CO2F9DE A425653F CAB63C20
Output from right F4(): 124B9869 BO2E519F 1E4373F4 B6ADA930
All values are given in hexadecimal.

The values are given before the round.
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Round (i) Left (L;) Middle Left (Aj)

Middle Rifht ( B;) Right half (R;)
8 8B355B49 65F2A248 53B5E198 865D7696 D0989058 33238198 C517D1E2 DE996759
1423160D F59A615A 048D5162 DDBCA4DO 133A96D2 14FCA6BF 7D377EFC F711A805

Input to left F4(): D0989058 33238198 C517D1E2 DE996759

Input to right F#(): 133A96D2 14FCA6BF 7D377EFC F711A805

Output from left F#(): 5C38E9EC 98D8B11D 15E0562C EA4C850D

Output from right F4(): 8FD6158C 27D04FE6 CB7AAB82 731B2DOE
9 D0989058 33238198 C517D1E2 DE996759 9BF50381 D24A2EBC CFF7FAEQ0 AEA789DE
133A96D2 14FCA6BF 7D377EFC F711A805 D70DB2A5 FD2A1355 4655B7B4 6C11F39B

Input to left F4(): 9BF50381 D24A2EBC CFF7FAEO AEA789DE

Input to right F4(): D70DB2A5 FD2A1355 4655B7B4 6C11F39B

Output from left F4(): 9C006585 46DA1081 05C600B3 45DBA130

Output from right F4(): 3982691F 82874380 7200A508 FA349A3F
10  9BF50381 D24A2EBC CFF7FAEQO AEA789DE 2AB8FFCD 967BE5S3F OF37DBF4 0D25323A
D70DB2A5 FD2A1355 4655B7B4 6C11F39B 4C98F5DD 75F99119 COD1D151 9B42C669

Input to left F4(): 2AB8FFCD 967BE53F OF37DBF4 0D25323A

Input to right F4(): 4C98F5DD 75F99119 COD1D151 9B42C669

Output from left F4(): AA033F64 8B083765 D037B010 2D1A95D3

Output from right F4(): 19F6518E 4700B67E B19B86D9 85B66163
11 2AB8BFFCD 967BE53F OF37DBF4 0D25323A CEFBE32B BA2AA52B F7CE316D E9A792F8
4C98F5DD 75F99119 COD1D151 9B42C669 31F63CE5 594219D9 1FCO4AFO 83BD1COD

Input to left F4(): CEFBE32B BA2AA52B F7CE316D E9A792F8

Input to right F4(): 31F63CE5 594219D9 1FCO4AFO 83BD1COD

Output from left F#(): C94D4096 3D02D462 FEQE2D62 7AFGEGE7

Output from right F4(): 116EB172 FC9094BF C357DE5D 4BEA53A6
12 CEFBE32B BA2AA52B F7CE316D E9A792F8 5DF644AF 896905A6 03860F0C DOA895CF
31F63CE5 594219D9 1FCO4AFO 83BD1COD E3F5BF5B AB79315D F1A9F696 77D3D4DD

Input to left F4(): 5DF644AF 896905A6 03860F0C DOA895CF

Input to right F4(): E3F5BF5B AB79315D F1A9F696 77D3D4DD

Output from left F4(): FEA1605C 6FE16975 OE28645D BC344ESA

Output from right F4(): 6C2A5AD0 C844F8C3 035304D1 E704074A
13  5DF644AF 896905A6 03860F0C DOAB95CF 5DDC6635 9106E11A 1C934E21 64B91B47
E3F5BF5B AB79315D F1A9F696 77D3D4DD 305A8377 D5CBCCSE F9E65530 5593DC72

Input to left F4(): 5DDC6635 9106E11A 1C934E21 64B91B47

Input to right F#(): 305A8377 D5CBCC5E F9E65530 5593DC72

Output from left F#(): 4DCBCE62 825B7828 8030F1E6 SEB2E2EB

Output from right F4(): 56D6DD34 F12D6EQ7 BD93FF2E BE342DC3
14 5DDC6635 9106E11A 1C934E21 64B91B47 B523626F 5A545F5A 4C3A09B8 COE7F91E

305A8377 D5CBCCS5E F9E65530 5593DC72 103D8ACD 0B327D8E 83B6FEEA

8E1A7724

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

ho = 8A671C48 21FBB075 6C11F5A0 2B153831 (6192444 1254BA09 ADBD2BF9 6956353E
51ECEO4E B38D0O2EC 3CCCC57B B76EAGDA DDED39A5 ACB431B4 9452E478 F2DCEESD

5DDC6635 9106E11A 1C934E21 64B91B47 B523626F 5A545F5A 4C3A09B8 COET7FI1E
305A8377 D5CBCCSE F9E65530 5593DC72 103D8ACD 0B327D8E 83BG6FEEA 8E1A7724

h, = D7BB7A7D BOFD516F 7082BB81 4FAC2376 733A462B 4800E553 E1872241 A0B1CC20
61B66339 6646CEB2 C52A904B E2FD7AA8 CDDOB368 A7864C3A 17E41A92 7CC699A9

This value is the digest:

D7BB 7A7D B OFD 516~ 708BB 81 4 AC 2376 7337462 480(E553E1872241A0B1CC20
61B 66339 6646€EB 2 C52A904B E 2FD 7AA8 CDD 0B 368 A7864C3A 17E41A92 TCC699A9

B.4.2 Two-Block Message  For a two block message, we picked the message

M =\ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopq
rstuvwxyz01234567890123456789ABCDEFGHIIJKLMNOPQR
STUVWXY Zabcdefghijkimnopqgrstuvwxyz0123456789012
3456789ABCDEFGHIJKLMNOP" :

The rst message block, is therefore,

62615A59 66646563 6A696867 6E6D6C6B 7271706F 76757473
TA797877 33323130 37363534 31303938 35343332 39383736
45434241 48474644 ACAB4AA49 504F4E4D 54535251 58575655
62615A59 66656463 6A696867 6E6D6C6B 7271706F 76757473
TA797877 333231304

The message expansion takes this block and transforms it it 144 32-bit words stored in
the rk[] array:
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

0

8
16
24
32
40
48
56
64
72
80
88
96
104
112
120
128
136
144
152
160
168
176
184
192
200
208
216
224
232
240
248
256
264
272
280
288
296
304
312
320
328
336
344
352

45434241
6A696867
35343332
62615A59
B4AC5518
14FDA929
121C96A1
FFOC300F
BSFAC7A4
986D14C3
F956CB7C
58990A24
C290C4A1
1236EC10
EFC868F6
221A806D
571F8492
807BA325
64FFCBAS
A81B8OEF
2D7AE307
2CEC20B5
FOF5D0D9
F6A7ABG2
C39ECEC6
DE618CE8
6FF5F3A1
48F782D9
96682128
052D874B
B8B31102
DBD32DC6
SECFBFEO
939E062D
970543A7
63EE89B5
947501F0
FB833044
4BAE398A
74840B21
1619BC5D
3AD2B1CA
A1E1CA79
B11348EF
1B5350EA

48474644
6E6D6C6B
39383736
66656463
8420AC96
E63D823B
9C1A2FE5
015692BC
8CO90BDEA
EB4A5DDD
A7053A28B
BEDD197E
1C44CAC7
544E3CF9
DODOCCE2
958F4033
924D4F35
8B37A353
8A010082
E096B1CF
D1CE2A41
EOO8EASF
C8EF1CAS
EEE42DC1
F28DAC5D
96002378
BE5029BB
906F2DCB
903B1F30
850A6650
FODE2048
CBAT79EC8
96B38166
2FB652A5
B83DA473
9661B1AF
D20FD321
EF768151
39095E79
826CBDAD
C151818E
EA4FF3F3
C59743CE
F4E7C987
017B30F2

4C4B4A49
7271706F
45434241
6A696867
93CBC8B4
3BB3AB9YA
251D9CEOQ
08B0117C
OD77DFE6
3B1F15CE
BF8B8BC2
8027098F
8C25492A
5D65528E
E556914E
8E0985F2
DF799FAA
5AD1CC60
7519F1FC
ES5DA0201
539D27CF
FEOA7TFE
2E14107A
2343861C
7608C927
76BF351E
7E8BO00OA
ACAC891A
13E69CF9
E7B30B59
483E6GE37
06889E56
AABC34F5
41E3843B
5EC62F67
C6526EAB
29BB4683
F3A3268A
06757645
135E52AF
053972A2
FCOE1DB7
768B742A
012812FB
F7A93EDA

504F4E4D
76757473
48474644
6E6D6C6B
21857629
57376A2F
05FA495D
9EBC1752
00ACBES54
9A961722
889718F3
4889F499
ED135D45
C5396C9%4
38C74566
535CD680
07B49EEE
904F60B2
6BD387F3
B6B2B86A
8DOFECAF
BOAA4COC
COEC3B1B
2595EEE8
88B542E0
509F1070
8FEFOF06
5DDBEG78
1A597A2E
58CA6893
1BF00072
B95AA80C
AG508F62
16F84150
CODAFOFD
936CFE71
52A6E5D3
82BAACBD
F2D22A88
20823421
OF3D3B3D
70FEO26F
12764054
8F8020AE
D55109B8

54535251
TAT97877
4C4B4A49
7271706F
D8173EB3
61F74F91
127D1C7E
2129C87D
CDA17D0D
8D6D51AE
D635E3CB
E9A5COC4
S5E614C5C
AD1278A2
A3DBDD9B
EAA7C3AB
55760C26
5314C295
ESEEGEEA
3610DDF5
FBF9D962
73075E94
6583BFC4
05BAAE4F
E9355C7C
4F03341D
784E0890
574107C7
7773260F
FCCF38C4
08368413
BCO9F54C
4E3229C3
DB2AFO8F
2A36567D
925B2A94
BOF25A42
846206BE
21179280
SD9BDEEE
F244AED2
EOA46ADC
A302148F
737E310A
3BA4C530

58575655
33323130
504FAE4AD
76757473
EOEC54DD
7D74733E
040EDDD5S
15B643BE
ECOA1E3F
C448FFB5
€88C01B9
407C89E7
1B43F937
ADO37A9%4
724DEA42
0B17407A
FEO6BA37
4635B371
DCB71ESE
B326261D
F756E8C9
4F8CEC46
5995C744
12CC851E
3C046A89
1DCDB754
52FBA988
43782BBE
5B8F92C4
9975335B
2D75B1F4
39410FCC
27E5(C84B
2200D26E
2E52DFD8
5F2EG69F3
58C097ED
ESS5EEFD9
DFF3876F
4BB6F490
64C66C62
8215860F
2EES5EFE4
C2E89D3F
36DA521C

62615A59
37363534
54535251
TA797877
A33A2930
B0496789
C1AA737B
0C764AE2
B93C8C8B
CC82DC6C
55CACAS9
C91C7ADF
B5SFAC820
1B559062
A4881FD8
E5454300
EB36C9ES
AEFAF41C
B8316667
B1F8DESC
87E649CE
395274F5
E1776851
CB528240
52415B12
OB6EGECC
51B4AEAO
C05025B7
3F3D6D81
5D09032F
5CCSEC6D
TCB6ASA8F
BB75E135
03276E2C
666F663F
OE62C1BE
82105797
1847A1A3
62F38BF4
3C06FB8F
674B69D6
F116688B
895E69AF
4A42CAEC
40879A44

66656463
31303938
58575655
33323130
C9317C41
OCODADE1
3C3CFB41
1A06A5SBB
7CCBBBES
94608922
C56A303D
429FAF9F
E2BOEOEC
9CC2DA%A
30425639
S5ECCO1C5
B5AF647E
1CB979BF
54BD9D9C
F6D7812A
F1A2DAFF
6EA24A19
64F75456
D5A712DC
323C1A39
BOC3C6F1
0002A7F7
9D509005
OOE1D2E3
A9348C7F
E50DD896
84488CB4
SE2E6D03
3AAABAS2
72089B31
E7A60501
FF487575
D17F5391
D7A5FB1A
E55B3E41
E951C928
EBADE25B
76443163
S544876AE
D68F811D

All values are given in hexadecimal.
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

360
368
376
384
392
400
408
416
424
432
440

30D83B36
6E019D79
016B70AF
1154952A
41F60E9F
EDA401B4
26ECSCTF
97C552FB
29B0OD8FD
ODF361FE
F6123811

SE49C5BE
10F60134
0A07C5CO
712E35A9
83A59CCD
27872CDO
12C8A4A1
CCOBOCOO
FOD500F2
374EB37E
A73F474D

82198446
8C7ADAG2
70550558
DDEC5973
37712DE4
18CF6161
6409082A
AOAL1EF16
5E9201FC
A3B195C7
C5B30420

564335ED
4D52A9B7
2A4567A9
B568A9A2
94B5BB03
145C0D71
E455CA9C
92EF8073
FD254A73
CC9B46DD
3CA39FB2

C170D5CB
50A1F453
6039A01A
C2F68EEE
590EA4C6
CE10AD35
B56AB6C9
25FF2E36
51DF1EED
DA97759B
B7E41E88

D7A96F3D
FB1BESF5
F9524BDE
987E710D
9EB15966
D55316D3
63EDB28A
A4ASDESS8
A4833C44
46733E5A
97D393BF

E993EB11
C3AFBB70
AEA42311
49183658
2E48FF26
9ABFF954
681AA7C1
6B247DD4
09A5EE2F
F26305CD
AG83F5DA

18E64CBB
2B1A8564
099FAC1F
C7DB1437
59104224
C6BE84D0
2F73F060
49A2E9CS
13693F87
041199CF
FEEBCC64

All values are given in hexadecimal.

The value of Vs, is encrypted using the aboverk[] vector. We outline here the value of
the internal state of the cipher in each round:
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Round (i) Left (L;)
Middle Rifht ( Bj)

Middle Left (A;)
Right half (R;)

0 8A671C48 21FBB0O75 6C11F5A0
51ECEO4E B38D02EC 3CCCC57B
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
1 €6192444 1254BA09 ADBD2BF9
DDED39A5 ACB431B4 9452E478
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
2 2989EC9A 7B616418 A2703B72
220F1DA4 EC487AC1 329BB8CF
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
3 228EBFFB F941EAE4 C1B957C6
832B0233 9EA90BBE C3A1374E
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
4C9370DD B1D95904 FBFFA2BE
1655D0DD BFD5E959 AE6B5CCS8
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
5 CA10BC2C BC9883DC CF362E6E
93CD41A6 933C59EC 326537F3
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
6 OECE69CA 5F1E3181 6CFDBF1A
8EED8SOAA 2283833B C6A7383B
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
7 65434288 2B65314D 7161792E
11463594 20B62148 ED5DDD40
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():

2B153831 6192444 1254BA09 ADBD2BF9
B76EAGDA DDED39A5 ACB431B4 9452E478
6192444 1254BA09 ADBD2BF9 6956353E
DDED39A5 ACB431B4 9452E478 F2DCEE8D
A86801EC CDB3CAB4 5E8A4DGF EC041547
78650CD4 CBEC66F4 9EBCFE09 8AEEAEDG
6956353E 2989ECOA 7B616418 A2703B72
F2DCEESD 220F1DA4 EC487AC1 329BBS8CF
2989EC9A 7B616418 A2703B72 3D80080C
220F1DA4 EC487AC1 329BB8CF C7112D76
45322677 8CFDB1B7 6E1C1CB7 43B3D961
FF63865E 55F5DB50 55EBB3BE 49ECAC6A
3D80080C 228EBFFB FO41EAE4 C1B957C6
C7112D76 832B0233 9EA90BBE C3A1374E
228EBFFB F941EAE4 C1B957C6 BB30A2E7
832B0233 9EA90BBE C3A1374E 2AESECSF
3FDC3C47 C4B48D41 0C1B67BA 446614D9
6E9C6D79 5D9123C5 C9641A71 E6BCO25F
BB30A2E7 4C9370DD B1D95904 FBFFA2BE
2AESECSF 1655D0DD BFD5E959 AE6BSCC8
4C9370DD B1D95904 FBFFA2BE 21AD2F29
1655D0DD BFD5E959 AE6BSCC8 79E61CD5
B143FESD 6A7DB308 F3DC6035 CCFEA421
493BBE1F 22318862 0C971920 OFD1DE22
21AD2F29 CA10BC2C BC9883DC CF362EGE
79E61CD5 93CD41A6 933C59EC 326537F3
CA10BC2C BC9883DC CF362EGE 2534327D
93CD41A6 933C59EC 326537F3 77CE06C6
C27EF077 935ADA3F 3D589A85 DE162F50
189BB917 EOCBD8D8 C296E3D2 77A717F3
2534327D OECE69CA 5F1E3181 6CFDBF1A
77CE06C6 8EED8OAA 2283833B C6A7383B
OECE69CA 5F1E3181 6CFDBF1A OE410B26
8EED80AA 2283833B C6A7383B FFBB0O079
DB5689B8 9C2EA294 226BF32E CDDB3D14
F68E032E B85968A1 43044EDD BF70BD65
OE410B26 65434288 2B65314D 7161792E
FFBBOO79 11463594 20B62148 EDSDDD40
65434288 2B65314D 7161792E C8BEBBA3
11463594 20B62148 ED5DDD40 ESEFOF69
9D4515C3 201BD045 BB359713 56E4EA24
9CDAB7EB 2C7E7015 270B960A 610B26FF
C8BEBBA3 12373741 OEFDF32E E1ACAE31
ESEFOF69 938B7C09 7FO5E1C4 D7C82809
12373741 OEFDF32E E1ACAE31 9EB02686
938B7C09 7FO5E1C4 D7C82809 58A5E102
B8D95730 4ACD1AC3 1B814F3D CFABOFDO
Cf%ilDSA 6EC72D47 924FEF76 BA542F33

6956353E
F2DCEESD

3D80080C
C7112D76

BB30A2E7
2AESECSF

21AD2F29
79E61CD5

2534327D
77CE06C6

0E410B26
FFBBOO079

C8BEBBA3
E8EFOF69

9EB02686
58A5E102

All values are given in hexadecimal.
The values are given before the round.
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Round (i) Left (L;)
Middle Rifht ( Bj)

Middle Left (A;)
Right half (R;)

8 12373741 OEFDF32E E1ACAE31
938B7C09 7FO5E1C4 D7C82809
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
9 D62228AE 4E710COF 7F123236
DD9A15B8 61A82B8E 6AE03613
Input to left F#():
Input to right F4():
Output from left F4():
Output from right F4():
49B515B6 C538C5F5 B419B44A
9C7F5C23 56CDFC80 374C7F0B
Input to left F*():
Input to right F4():
Output from left F4():
Output from right F4():
0A3C4E04 CA2C18EB 28FD7805
5E77074E AF6A8995 7C97BCEA
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
BD90819F 6B281BD4 FE6FI9C1Al
58AD8187 2906D301 255BF472
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
0AC47143 S5F16E8A2 7CA55B46
31F8FBOB B16EA19A 262B6C29
Input to left F4():
Input to right F4():
Output from left F4():
Output from right F4():
72890D58 8B88C461 177A6D5F
ECC46D11 3B705541 E3803602

10

11

12

13

14

9EB02686 D62228AE 4E710COF 7F123236
58A5E102 DD9A15B8 61A82B8E 6AE03613
D62228AE 4E710COF 7F123236 52BB205A
DD9A15B8 61A82B8E 6AE03613 07152473
8E486B62 58300FAE D6EOD13A D470573D
DA3EG9BF BA3D2431 63D19C43 300BB5BA
52BB205A 49B515B6 C538C5F5 B419B44A
07152473 9C7F5C23 56CDFC80 374C7F0B
49B515B6 C538C5F5 B419B44A 68AE54B8
9C7F5C23 56CDFC80 374C7FOB 4AC071BB
88552FE0 E11B859A 03858EDC OD6FDB10
D7A65BBC AB843365 421D4E16 C6B4ECD8S
68AE54B8 OA3C4E04 CA2C18EB 28FD7805
4AC071BB 5E77074E AF6A8995 7C97BCEA
0A3C4E04 CA2C18EB 28FD7805 C1A1C8AB
S5E77074E AF6A8995 7CO7BCEA 5FDAFB4A
11189431 EC3E16F4 91424038 3C9C02F9
21EFDDBC 3DESE754 C1BSBEAA 52A7B3C2
C1A1C8AB BD90819F 6B281BD4 F6FIC1Al
SFD4FB4A 58AD8187 2906D301 255BF472
BD90819F 6B281BD4 F6F9C1A1 1867C279
58AD8187 2906D301 255BF472 54325641
3BC4B50F 7B42B971 OED6142C AOACS8F7
54B3760D FO7C6137 0032E7AC 88D4CE80
1867C279 0AC47143 5F16E8A2 7CA55B46
54325641 31F8FBOB B16EA19A 262B6C29
0AC47143 5F16E8A2 7CA55B46 D70035CA
31F8FBOB B16EA19A 262B6C29 610D905C
5154EC8E 50584E95 1579F7A3 514110AB
2A248CDF A28E1760 3221992D 9140C6F4
D70035CA 72890D58 8B88C461 177A6DSF
610D905C ECC46D11 3B705541 E3803602
72890D58 8B88C461 177A6GDSF C57290B5
ECC46D11 3B705541 E3803602 4926D2D2
78584897 5E9664EC 021F7103 DDAF5134
9A5E624C E6B16B7C 8FFB23AD B3ADC5CB
C57290B5 ABAG9947 57DFCAE6 A9D04F84
4926D2D2 729C39D4 01808C4E 7EBA2A45

52BB205A
07152473

68AES54B8
4AC071BB

C1A1C8AB
SFD4FB4A

1867C279
54325641

D70035CA
610D905C

C57290B5
4926D2D2

D2A05597
OAAFG4FE

All values are given in hexadecimal.
The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output

of the compression function:

ho = 8A671C48 21FBB075 6C11F5A0 2B153831
51ECEO4E B38D02EC 3CCCC57B B76EAGDA

72890D58 8B88C461 177A6DSF C57290B5
ECC46D11 3B705541 E3803602 4926D2D2

h; = FBEE1110 AA737414 7B6B98FF EE67A884
BD288D5F 88FD57AD DFACF379 FE487408

The second message block after padding is:

6192444 1254BA09 ADBD2BF9 6956353E
DDED39A5 ACB431B4 9452E478 F2DCEE8D

ABA69947 57DFCAE6 A9D04F84 D2A05597
729C39D4 01808CAE 7EBA2A45 OAAFG4FE

6DBFBD0O3 458B70EF 046D647D BBF660A9
AF710071 AD34BDFA EAE8CE3D F8738A73

msg[0,...,31] =37363534 31303938 35343332 39383736 00000080 0000000 O
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 04800000 00000000 00000000

00000000 02000000y

The message expansion takes this block and transforms it it 144 32-bit words stored in

the rk[] array:
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

0

8
16
24
32
40
48
56
64
72
80
88
96
104
112
120
128
136
144
152
160
168
176
184
192
200
208
216
224
232
240
248
256
264
272
280
288
296
304
312
320
328
336
344
352

37363534
00000000
00000000
00000000
3F5ADC60
91F43527
91F43527
91F43527
7923DDFO
1D565DD6
C30EC006
31999642
64248DFB
919BB45F
2956CCC6
20E0B2A9
F5C5DABC
3B4CT7AT9
55DAA31A
T6BE614F
O0FO06D5CA
8E4C3FB1
277016CC
39C00479
B9368429
153AEEBE
OOF8A898
46CC50D9
AE8E4D49
AEA504C7
24A2AC56
56907C90
8ECC8044
5091C145
37C6E53B
918C2EA8
1261089F
OFCA4A6D
S57BE35E9
67372641
83B4EFAF
CAABS6DF
FFE9317F
FFE4A26C
02DAA373

31303938
00000000
00000000
00000000
AF3EAF3E
AF3EAF3E
AF3EAF3E
46790190
8CA268F1
52FAF521
AO6DA365
6C306F38
E5950806
6A68FEQO8
46047268
91E15747
AAD7CE26
7C8C6FDC
565ED3E6
CF4A02D1
EB817697
B24B992E
D694B148
B63051E3
9B76D10F
2788BES4
7TFOC54A0
TFF95368
44037FAE
F8D51064
D3DOFD67
2042CD0OD
FE34C582
1364496D
C71C5238
3448DC3F
3C242CF4
38FC88B0
08F9812F
91D5E730
C5611CB2
A8570496
98D3842D
5C84DF04
BEAF1B17

35343332
00000000
00000000
00000000
1A0D5667
1A0D5667
1A0D5667
239CC7CF
FDCA5A1F
O0F530C5B
2A496EA8
9274E13E
7255B19E
F23EEA9D
C31C9201
4F42C620
16E491D4
105AA18D
5EAB5596
23EBBE89
27F3F866
E25C8BA1
B87E1F54
70F7A798
95C3277A
A998ESES
€9C9028B
F776E3B5
3501EB60
2F2827B3
8A9864C0
BA37BA2C
EBB15909
14CCAFS5F
140A1132
A717625F
9EEF1C7D
C0735175
8084FB19
F9453046
90AB8C26
902A0502
CD513834
53BD4FAE
80C12B74

39383736
00000000
00000000
04800000
E7C90C78
E7C90C78
E7C90C78
E7C90C78
155E5A3C
304438CF
B1E826F1
24C7CCT7E
D9C334D1
100CD8D1
CCB3BA09
64B1204A
E2644B10
9DB7C797
6CA948A9
DE960806
335018BA
510C2A0B
78C852AE
B230DF1C
4BC46E49
71B71DDF
8781442D
2E410804
37B74089
C1717A8E
3F2287AD
DEBOB269
3BE488EC
9E9275F2
1D20D873
7CDFA364
105F2EQ5
193C0ODA4
34D6B1C4
0E44905B
50595477
4DD5C32D
AAF87FES8
CE208A6C
921A7BOF

00000000
00000000
00000000
00000000
F2975644
F2975644
F2975644
F2975644
D78D34B7
56212A89
C30EC006
BA2D1DF6
4CA55642
27AD53EF
4A7TE92D8
3BA77FC1
8DBB1F46
AO1AF2A0
BA27284C
21D3C235
07DCC78E
08519C6B
A2579036
789476F3
20BB37D4
FF491683
9C71D718
CED9AG95
EDBC342D
BABASF71
A457A99F
0C53C865
SFE30F7C
22025FDE
A26F110D
E31DC573
DBF3EFEO
EAF76B61
9408870C
40067A72
54E9CE89
9E2ECE2C
C0641A37
AAA1AC32
13DB7E7A

00000000
00000000
00000000
00000000
CC5DCCSD
CC5DCC5D
CC5DCC5D
251A62F3
A4B67CCD
31999642
48BA4BB2
C588653A
1A011724
D654B4E4
C995ECCE
C11E4904
87B7A14F
FO59BA94
1A74BDF4
OO4EDEBF
813BC40F
8CE1A77E
8039608A
2767F05A
F7188AE8
3E26472E
B64DD066
1D866D7F
AD175ACB
44A8880E
7887AFEF
B25F3B51
98BBO0AF
06388892
EF4EOD16
90401856
422C89EA
FBO16C5A
D488D891
8F1A2169
74D9A54D
546C9D3B
EAA7D640
DOOF4CCD
6E369E05

00000000
00000000
00000000
00000000
796E3504
796E3504
796E3504
68EBB090
FDC45A1F
84ET78TEF
E09207C9
2F4F1F8D
ED4BC3B4
6645B87C
10E29843
9DB6B66B
260D0E70
D3E1513A
C15097BB
3EF21368
DOEE5078
17BA7FAE
73930833
T6234EE7
B2C7E050
3674BOEC
3AE19D25
A320543A
DCE2F54E
TA5035E2
3D696568
35AF5A64
4290309C
97C942F9
221F2307
3B6BE1AF
BAE3E757
37708E1C
3CC31911
36F52CA7
AF6DF161
3E2FOED1
SF156DA4
C1DBD465
491912AA

00000000
00000000
00000000
02000000
84AAGF1B
84AAGF1B
84AAGF1B
84AAGF1B
FD89B2EB
99FC32CD
47A4AF1D
B533F959
406133FA
EAFE7581
F69E0619
CB46CDC4
B5A4E946
D1B20FF8
A344A503
BDFBAC8B
98F84B6B
5C487BA8
D5FBB245
6229B028
21CECF42
49729516
D5031ADD
24E5EOF1
6355F75F
4FE7872A
39025EF0
9E72C5D2
ED99771B
1F76466F
OEC4BBCB
OFFEEB7A
8AEB6F62
AQ7D226A
08C7C9BD
158E1636
095F80CD
63D674B5
F72EF8C2
EAGAB45A
9115EB9A

All values are given in hexadecimal.
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K ]

rK[i + 1]

rK[i + 2]

K[ + 3]

rK[i + 4]

K[i + 5]

K[ + 6]

rk[i + 7]

360
368
376
384
392
400
408
416
424
432
440

0824BCCB
70B260B8
61B2B567
943B7B54
9F41B790
S5415E4E2
9B7462B5
95A2CE9C
5528BC8B
3E037564
F589BA2C

8A082F2C
209C41B2
96E1D827
97650B5B
24AT7845A
FAC6D7D2
A16865EC
D4779EFF
252D3F82
55CB367A
3F1E4E59

B744F5EA
4F68ES71
29CA104C
AEAFAB76
DA5A9660
3789BDCB
78735064
3BAD2E03
6FO0C93A1
CA985384
1A066A75

27B2619D
A562DBBC
2E6E8002
6D1E638A
78E158BA
51B94028
AEC85342
155C58B4
BEF1F763
A212A875
415183F2

94F225CE
55DE891D
FF041885
5F533927
F4DB9B94
80A6D340
CEEEB2DD
EAA740C5
07F85E96
2347A2A9
BF4733CF

9D295B43
5DC5FB79
4C88475D
6029BESA
D5785A5D
31EAAA58
892D01E9
8FCF004D
5CF3EC81
1B4218C3
48A8D5FD

6901C1EF
ESCEE2EE
OE1F205F
4851011E
6C2F5121
C5A546B4
6DOBEEFE
1D9C7919
89F6E685
6A49431B
CED1D49F

BF2A13CA
37012A43
014813B4
052E90CE
206BA45A
6314CEA1
9A3C7101
93CD4C2A
6BFB94B3
D9160080
6B75047C

All values are given in hexadecimal.

The value of h; is encrypted using the aboverk[ ] vector. We outline here the value of the
internal state of the cipher in each round:
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Round (i) Left (L;) Middle Left (Aj)
Middle Rifht ( B;) Right half (R;)
0 FBEE1110 AA737414 7B6B98FF EE67A884 6DBFBD0O3 458B70EF 046D647D BBF660A9
BD288D5F 88FD57AD DFACF379 FE487408 AF710071 AD34BDFA EAE8CE3D F8738A73
Input to left F4(): 6DBFBDO3 458B70EF 046D647D BBF660A9
Input to right F4(): AF710071 AD34BDFA EAESCE3D F8738A73
Output from left F#(): 207DOABA 222382D2 1941BABB 4DB521A2
Output from right F#(): 5E8073B0 EODE99DD 0D93DD22 1AAQ1CBA
1 6DBFBD03 458B70EF 046D647D BBF660A9 E3ASFEEF 6823CE70 D2DF2E5B E4E868B2
AF710071 AD34BDFA EAEBCE3D F8738A73 D8931BAA 8850F6C6 622A2244 A3D28926
Input to left F4(): E3ASFEEF 6823CE70 D2DF2E5B E4ES868B2
Input to right F#(): D8931BAA 8850F6C6 622A2244 A3D28926
Output from left F#(): 7DS8E85D2 DFCAC2F4 6A792242 ADBIF8A6
Output from right F#(): 1382B6FB 0265BCBE 2F144864 312DF229
2 E3A8BFEEF 6823CE70 D2DF2E5B E4E868B2 BCF3B68A AF510144 C5FC8659 C95E785A
D8931BAA 8850F6C6 622A2244 A3D28926 103138D1 9A41B21B 6E14463F 164F980F
Input to left F4(): BCF3B68A AF510144 C5FC8659 C95E785A
Input to right F4(): 103138D1 9A41B21B 6E14463F 164F980F
Output from left F4(): 3D9EC20F 42A74F5D 47424EF3 BC80OFE53
Output from right F4(): 008E5B2E FOAOBF52 969381C9 1F79CA06
3 BCF3B68A AF510144 C5FC8659 C95E785A D81D4084 78F04994 F4B9A38D BCAB4320
103138D1 9A41B21B 6E14463F 164F980F DE363CEQ 2A84812D 959D60A8 586896E1
Input to left F4(): D81D4084 78F04994 FAB9A38D BCAB4320
Input to right F#(): DE363CE0 2A84812D 959D60A8 586896E1
Output from left F4(): 5A0816BD 3D71EDD9 2DEA32EC 8FF96DD3
Output from right F4(): 4CE4EC80 5E0D1696 FC82BBOD 596EBCDS
4 D81D4084 78F04994 F4B9A38D BCAB4320 5CD5D451 C44CA48D 9296FD32 4F2124D7
DE363CEQ 2A84812D 959D60A8 586896E1 E6FBA037 9220ECIOD E816B4B5 46A71589
Input to left F4(): 5CD5D451 C44CA48D 9296FD32 4F2124D7
Input to right F#(): E6FBA037 9220EC9D E816B4B5 46A71589
Output from left F4(): 32587202 203ABC35 11EE02DC 7097BD44
Output from right F#(): C9BDSE27 BE043EQOA 52C24964 E7679691
5 5CD5D451 C44CA48D 9296FD32 4F2124D7 178BB2C7 9480BF27 C75F29CC BFOF0070
E6FBA037 9220ECOD E816B4B5 46A71589 EA453286 58CAF5A1 E557A151 CC3CFE64
Input to left F4(): 178BB2C7 9480BF27 C75F29CC BFOF0070
Input to right F#(): EA453286 58CAF5A1 E557A151 CC3CFE64
Output from left F4(): BC08467C FAC48CD5 E22E8C67 4324CCTE
Output from right F4(): 5E0D0800 D139FF91 0C5C55A1 4FOFBD02
6 178BB2C7 9480BF27 C75F29CC BFOFO070 B8F6A837 4319130C E44AE114 09AB8A88B
EA453286 58CAF5A1 E557A151 CC3CFE64 EODD922D 3E882858 70B87155 OCOS5E8A9
Input to left F4(): B8F6A837 4319130C E44AE114 09A8A88B
Input to right F#(): EODD922D 3E882858 70B87155 OCO5E8A9
Output from left F4(): E4E3073A AADO9BDD 5EC7C14C 31AF5D7B
Output from right F4(): BF40381F B8D43CFD 6BD26536 68D618AD
7 B8F6A837 4319130C E44AE114 09A8A88B 55050A99 E01EC95C 8E85C467 A4EAE6CY
EODD922D 3E882858 70B87155 OCO5E8A9 F368B5FD 3E5024FA 9998E880 8EA05DOB
Input to left F4(): 55050A99 EO1EC95C 8E85C467 AAEAE6CY
Input to right F#(): F368B5FD 3E5024FA 9998E880 8EA05DOB
Output from left F#(): 156A3FEC 6AF4E8F1 ACDF60CB FO81ACOE
Output from right F4(): 043Dg 9 OBC2BF80 0AE37313 DA2074DE
All values are given in hexadecimal.

The values are given before the round.



SHAvite-3 Proposal to NIST for SHA-3
Round (i) Left (L;) Middle Left ( A;)
Middle Rifht ( B;) Right half ( R;)
8 55050A99 EO1EC95C 8E85C467 AAEAE6CI E4E0C794 354A97D8 7A5B0246 D6259C77
F368B5FD 3E5024FA 9998E880 8EAQ5DOB AD9C97CB 29EDFBFD 489581DF F9290485
Input to left F4(): E4E0C794 354A97D8 7A5B0246 D6259C77
Input to right F#(): AD9C97CB 29EDFBFD 489581DF F9290485
Output from left F4(): EDO4A9F7 722E95CE 97556766 8E858627
Output from right F4(): BAB342A3 5AE3E11D 37CFD537 0C3AA863
9 E4EO0C794 354A97D8 7A5B0246 D6259C77 49DBF75E 64B3C5E7 AE573DB7 829AF568
AD9C97CB 29EDFBFD 489581DF F9290485 B801A36E 92305C92 19D0A301 2A6F60EE
Input to left F4(): 49DBF75E 64B3C5E7 AE573DB7 829AF568
Input to right F4(): B801A36E 92305C92 19D0A301 2A6F60EE
Output from left F#(): 7861FAAE E150B5E6 3EC934A5 A893D33F
Output from right F4(): 6844897C 975ECF18 B68AC6B9 C55139C8
10 49DBF75E 64B3C5E7 AE573DB7 829AF568 C5D81EB7 BEB334E5 FE1F4766 3C783D4D
B801A36E 92305C92 19D0A301 2A6F60EE 9C813D3A D41A223E 449236E3 7EB64F48
Input to left F4(): C5D81EB7 BEB334E5 FE1F4766 3C783D4D
Input to right F4(): 9C813D3A D41A223E 449236E3 7EB64F48
Output from left F#(): 4267C9D4 E83AAD3B D121F073 B1F1DAGA
Output from right F4(): B5DAB504 BD776389 005E7585 344EA958
11 C5D81EB7 BEB334E5 FE1F4766 3C783D4D ODDB166A 2F473F1B 198ED684 1E21C9B6
9C813D3A D41A223E 449236E3 7EB64F48 OBBC3E8SA 8C8968DC 7F76CDC4 336B2F02
Input to left F4(): ODDB166A 2F473F1B 198ED684 1E21C9B6
Input to right F4(): OBBC3E8BA 8C8968DC 7F76CDC4 336B2F02
Output from left F#(): 887ADE10 EB4A74A0 F7C52BD1 B91DOC7A
Output from right F4(): 636DC854 E046068C B4C3215E DD299AES
12 ODDB166A 2F473F1B 198ED684 1E21C9B6 FFECF56E 345C24B2 F05117BD A39FD5A0
OBBC3E8A 8C8968DC 7F76CDC4 336B2F02 4DA2COA7 55F94045 09DA6CB7 85653137
Input to left F4(): FFECF56E 345C24B2 F05117BD A39FD5A0
Input to right F4(): 4DA2COA7 55F94045 09DA6CB7 85653137
Output from left F#(): 40C1BA87 98D04B49 C2A6DBDA E4682125
Output from right F#(): DE37BFF6 45E10B5B SADA7F29 6FA8C847
13 FFECF56E 345C24B2 F05117BD A39FD5A0 D58B817C C9686387 25ACB2ED 5CC3E745
4DA2COA7 55F94045 09DA6CB7 85653137 4D1AACED B7977452 DB280D5E FA49E893
Input to left F4(): D58B817C C9686387 25ACB2ED 5CC3E745
Input to right F#(): 4D1AACED B7977452 DB280D5E FA49E893
Output from left F#(): DO4E190F AA5D5136 235398AD 69EF1A10
Output from right F#(): FC6E8046 B24597D9 59334145 280DFAAL
14 D58B817C C9686387 25ACB2ED 5CC3E745B1CC40E1 E7BCD79C 50E92DF2 AD68CB96
4D1AACED B7977452 DB280D5E FA49E893 2FA2EC61 9E017584 D3028F10 CA70CFBO
All values are given in hexadecimal.

The values are given before the round.
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The ciphertext is XORed to the plaintext (in a Davies-Meyer mode), to produce the output
of the compression function:

h; = FBEE1110 AA737414 7B6B98FF EE67A884 6DBFBDO3 458B70EF 046D647D BBF660A9
BD288D5F 88FD57AD DFACF379 FE487408 AF710071 AD34BDFA EAESCE3D F8738A73

D58B817C C9686387 25ACB2ED 5CC3E745 B1CC40E1 E7BCD79C 50E92DF2 AD68CB96
4D1AACED B7977452 DB280DSE FA49E893 2FA2EC61 9E017584 D3028F10 CA70CFBO

h, = 2D65906C 631B1793 5EC72A12 B2A44FC1 DC73FDE2 A237A773 5484498F 169EAB3F
F03221B2 3F6A23FF 0464FE27 04019C9B 80D3EC10 3335C87E 39EA412D 320345C3

The digest is h:

2D 65906C 631B1793 EC72A12 B2A44FC1 DC 73FDE 2 A237A773 5484498 16%EAB 3F
F0322B2 3F6A23FF 0464-E27 0401€ 9B 80D 3EC 10 333%87E 39EA412D 3203453,
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