
How Many Oblivious Transfers are Needed for
Secure Multiparty Computation?∗

Danny Harnik† Yuval Ishai‡§ Eyal Kushilevitz‡¶

Abstract

Oblivious transfer (OT) is an essential building block for secure multiparty computation when there
is no honest majority. In this setting, current protocols forn ≥ 3 parties requireeach pair of parties
to engage in a single OT foreach gatein the circuit being evaluated. Since implementing OT typi-
cally requires expensive public-key operations (alternatively, expensive setup or physical infrastructure),
minimizing the number of OTs is a highly desirable goal.

In this work we initiate a study of this problem in both an information-theoretic and a computational
setting and obtain the following results.

• If the adversary can corrupt up tot = (1−ε)n parties, whereε > 0 is an arbitrarily small constant,
then a total ofO(n) OT channels between pairs of parties are necessary and sufficient for general
secure computation. Combined with previous protocols for “extending OTs”,O(nk) invocations
of OT are sufficient for computing arbitrary functions with computational security, wherek is a
security parameter.

• The above result does not improve over the previous state of the art in the important case where
t = n − 1, when the number of parties is small, or in the information-theoretic setting. For these
cases, we show that an arbitrary functionf : {0, 1}n → {0, 1}∗ can be securely computed by a
protocol which makes use of a single OT (of strings) between each pair of parties. This result is
tight in the sense that at least one OT between each pair of parties is necessary in these cases. A
major disadvantage of this protocol is that its communication complexity grows exponentially with
n. We present natural classes of functionsf for which this exponential overhead can be avoided.
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1 Introduction

Secure multiparty computation (MPC) [50, 25, 7, 11] provides a powerful and general tool for distribut-
ing computational tasks between mutually distrusting parties without compromising the privacy of their
inputs. We consider the problem of secure computation in the case where a majority of the parties can be
corrupted. In this case, secure computation of nontrivial functions implies the existence ofoblivious trans-
fer (OT) [48, 44, 19] — a secure two-party protocol which allows a receiver to select one of two strings
held by a sender and learn this string (but not the other) without revealing its selection. Moreover, OT
can be used as a building block for general MPC protocols that tolerate an arbitrary number of corrupted
parties [51, 26, 24, 36, 23]. These protocols involve a large number of OT invocations which typically
constitute their efficiency bottleneck. Indeed, standard implementations of OT require expensive public-
key operations, whereas alternative “information-theoretic” implementations of OT require either a trusted
setup [3] or physical infrastructure [15] and may be viewed as being at least as expensive. Thus, minimizing
the number of OTs in MPC protocols is a highly desirable goal.

How many OTs are needed to secure the world? In a world consisting of just two parties, this question
was essentially answered by Beaver [4] (see also [34]). In a pure information-theoretic setting, ignoring
computational efficiency issues, computing a two-argument function whoseshorterinput has length̀ gen-
erally requiresΘ(`) OTs. (Some specific functions require fewer OTs; see [17, 5] for a more refined study
of the “OT complexity” of information-theoretic secure two-party computation.) Quite remarkably, it is pos-
sible to do much better if computational security is required. Assuming the existence of one-way functions,
a “seed” ofk OTs, wherek is a security parameter, can be used for implementing an arbitrary polyno-
mial number of OTs.1 This implies thatk OTs are sufficient for secure two-party computation of arbitrary
functions, even ones whose input length is much bigger thank.

Given Beaver’s result, it is natural to expect thatk OTs would be sufficient for computationally secure
MPC protocols involving an arbitrary number of parties. Unfortunately, known protocols are very far from
achieving this goal. Beaver’s OT extension technique crucially relies on the fact that the number of OTs
required by Yao’s two-party protocol [50] is equal to the length of theshorter input. No similar protocols
are known forn ≥ 3 parties. To make things worse, the number of OT invocations in current protocols
(e.g., [24, 23]) does not only depend on the length of the inputs but also on the complexity of the functionf
being computed. Specifically, these protocols requireeach pair of partiesto invoke an OT protocol foreach
gateof a circuit computingf .2 In the computational setting it is possible to apply Beaver’s OT extension
protocol between each pair of parties, requiring onlyk OTs for each of the

(
n
2

)
pairs. Thus, the state of the

art prior to the current work can be summarized as follows:

• In the information-theoretic setting, the number of OTs needed byn parties to compute a circuit of
sizes is O(n2s).

• In the computational setting (assuming one-way functions exist) the total number of OTs isO(n2k).

The above state of affairs leaves much to be desired and gives rise to several natural questions: Can one
reduce the quadratic dependence on the number of parties while maintaining security against a dishonest
majority? Can the dependence on the circuit size in the information-theoretic case and the dependence on
the security parameter in the computational case be eliminated?

1In contrast, it is not known how to implement even a single OT using a one-way function alone, and the possibility of a
black-box construction of this type was ruled out by Impagliazzo and Rudich [33].

2Some MPC protocols do not rely on OT but rather on other “public-key” primitives such as threshold homomorphic encryp-
tion [21, 13]; however, in these protocols too the number of public-key operations grows linearly with the circuit size off .
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1.1 Our Contribution

We answer the above questions affirmatively, obtaining several upper and lower bounds on the OT com-
plexity of both information-theoretic and computationally secure MPC with no honest majority. Before
describing our results, we outline (and justify) some essential details of our model.

Model. We consider a network ofn parties that are connected via a synchronous network of secure point-
to-point channels (secure channels are necessary in the information-theoretic setting, and can be cheaply
implemented in a computational setting via the use of a hybrid encryption). The parties wish to compute a
functionf , which by default is a polynomial-time computable function taking one input bit from each party
and returning an output of an arbitrary length (our results can be generalized to the case where each party
has aǹ -bit input – see below). Our goal is to design an OT-efficient protocol which securely computesf
in the presence of asemi-honest(aka “honest-but-curious”) adversary which may corrupt at mostt parties,
where the security thresholdt satisfiesn/2 < t < n. In the computational setting, restricting the attention
to security in the semi-honest model is justified by the fact that it is possible to use one-way functions (and
no additional OTs) for upgrading security to the malicious model [25, 23]. Finally, we allow each pair of
parties to invoke an ideal OT oracle during the execution of the protocol and count the number of invocations
of this oracle. (This model is also referred to as the “OT-hybrid” model.) Using a suitable composition
theorem [10, 23], each call to the OT oracle can be substituted with an actual secure OT protocol. It is
important to stress that our basic OT primitive isstring OT; that is, the sender’s strings are of arbitrary
length (yet this length counts towards the communication complexity of our protocols). This is justified by
the fact that OT of long strings can be easily reduced to a single invocation of OT of short keys of lengthk
by using symmetric encryption and no public-key operations. Furthermore, most efficient implementations
of OT (cf. [41]) directly realize OT ofk-bit strings rather than bits.

In the above model, we obtain the following main results.

Number of OT channels. We start by examining the required number of “OT channels” between pairs
of parties, that is, the number of distinct pairs that should jointly invoke the OT primitive (each such pair
may jointly invoke an arbitrary number of OT calls). We show that if the adversary can corrupt up to
t = (1− ε)n parties, whereε > 0 is an arbitrarily small constant, then a total ofO(n) OT channels between
pairs of parties are sufficient and necessary for general MPC. This is a quadratic improvement over previous
protocols, which require OTs between each pair of parties. TheO(n) upper bound relies on a technique of
Bracha [9] for distributing computations among several committees, a technique for combining oblivious
transfers [30], and explicit constructions of dispersers [27, 46, 28]. Using OT extension protocols [4, 34],
theO(n) bound implies thatO(nk) invocations of OT are sufficient for computing arbitrary functions with
computational security3 whent = (1 − ε)n. The lower bound (in a more general form) relies on results
from extremal graph theory. We note that theΩ(n) lower bound holds also if the OT channels are chosen
dynamically, namely the identity of the pairs of parties which can invoke the OT oracle can be chosen during
the execution of the protocol.

Coping with a bigger security threshold. The above results do not improve over the previous state of the
art in the important case wheret = n−1, when the number of parties is small, or in the information-theoretic

3 This protocol inherits the security and assumptions of the underlying OT extension protocol. In particular, the protocol of [4]
can be based on one-way functions but is only proved to be secure againstnon-adaptiveadversaries, whereas the protocol of [34]
in the random oracle model can be shown to be adaptively secure.
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setting. For these cases, we show that an arbitrary functionf : {0, 1}n → {0, 1}∗ can be securely computed
by a protocol which makes use of a single OT between each pair of parties. We also show that this result is
tight, in the sense that whent = n − 1 at least one OT between each pair of parties is necessary. At a high
level, the protocol proceeds byn − 1 iterations, where in the end of thei-th iteration the firsti + 1 parties
hold additive shares of the truth table off(x1, . . . , xi, ·, . . . , ·), namelyf restricted by the inputs of the first
i parties. A major disadvantage of this protocol is that its communication complexity grows exponentially
with n. We present natural classes of functionsf for which this exponential overhead can be avoided. These
include sparse polynomials, decision trees, deterministic and nondeterministic finite automata, and CNF and
DNF formulas, which capture useful secure computation tasks (cf. [2]). Some of these efficient protocols
rely on expander-based constructions of extractors for bit-fixing sources [35].

In the case where each party holds an`-bit input (rather than a 1-bit input) the above upper and lower
bounds on the number of OTs grow by a factor of`, whereas the bounds on the number of OT channels
remain unchanged.

2 Preliminaries and Definitions

2.1 Some basic notations

Throughout the paper we use the following notation: ByP1, . . . , Pn we denote then parties, the security
thresholdt is the maximal number of parties that the adversary can corrupt, andk stands for a security
parameter when considering computational or statistical security.

2.2 Oblivious Transfer (OT)

A central building block of secure computation protocols is the Oblivious Transfer (OT) primitive. OT
refers to several equivalent versions of two-party protocols. Originally introduced by Rabin [44] is the
version known as Noisy-OT. In this paper, by OT we refer to the

(
2
1

)
-OT due to Even, Goldreich and Lempel

[19] (which was shown to be equivalent to Noisy-OT in [14]). This is a two-party protocol where initially
Bob has two secret stringss0, s1 and Alice has a choice bitc. At the end of the protocol, Alice learnssc but
learns nothing abouts1−c, while Bob learns nothing about Alice’s choice; i.e., OT is a secure protocol for
the functionalityfOT (c; s0, s1) = (sc,⊥). All of our results can be cast in theOT-hybrid model, namely in
a network in which pairs of parties can invoke an ideal OT functionality.

2.3 Secure Multiparty Computation: Models and Settings

Secure multiparty computation (MPC) is a general framework that captures many cryptographic tasks.
Loosely speaking, it is a protocol forn parties each holding a local inputxi. The goal of the parties is
to jointly compute a functionf over their inputs so that the parties learn the output off but nothing more
than that. In particular, they only learn about the other inputs whatever they can infer from the output off
and their local input.

Our model for secure multiparty computation follows standard definitions from the literature [10, 23].
The availability of an OT primitive is captured by considering anOT-hybridmodel, in which each pair of
parties can invoke an ideal OT oracle. By at-secure protocolfor f we refer by default to a protocol which is
perfectlysecure in thesemi-honestmodel against an adversary that mayadaptivelycorrupt at mostt parties.
Perfect security will sometimes be relaxed to statistical or computational security.

Below we outline some specific details of the default MPC model we consider.
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• Inputs and outputs: For simplicity, we assume that there aren parties, each holding a single input
bit. Thus,f is a function overn bits. The case where the parties hold`-bit inputs is usually a simple
generalization (unless stated otherwise). Typically, in this case the number of OTs will grow by a
factor of`.

Without loss of generality, we assume that a single designated party (sayP1) gets the outputf(x)
while the other parties get no output. Such a protocol can be easily used for a more general setting in
which all parties get outputs. We use this convention for simplicity.

• Secure channels:Communication between every pair of parties is carried over secure channels where
only the two communicating parties have access to the messages sent over the channel. A secure
channels infrastructure can be achieved without the use of OT calls (once more, it is essential to make
this observation when the number of OTs used is the focus). In the computational setting, secure
channels are achieved using symmetric encryption which only requires one-way functions. In the
information theoretic setting, secure channels can be achieved by using one-time pads (whereas OT
cannot be achieved altogether without specialized hardware or trusted parties). Note that the upper
bounds in Sections 4 and 5 do not make use of secure channels. All lower bounds, on the other hand,
apply even if secure channels are available.

• Adversaries: We allow an adversary to corrupt up ton − 1 of the parties and still require that the
lone honest party remain secure. For some applications, this requirement is too harsh and we allow
the adversary to control up tot parties, forn/2 ≤ t < n. (The case oft < n/2 is irrelevant to
our discussion since, in this setting, secure computation can be achieved without OT at all [7, 11]).
Moreover, we allow the adversary to choose the parties that he wishes to corruptadaptivelythroughout
the execution of the protocol. We note that the issue of adaptivity is most crucial whent < (1− ε)n,
for a constantε > 0. In such a case, it is easy to fool a non-adaptive adversary simply by choosing a
small random committee and doing all of the work within this committee (thus reducing the number
of parties substantially). If the adversary is adaptive, then this approach fails and a more careful
approach is needed (see, for example, Section 3.1).

• Semi-honest parties:The semi-honest (or honest-but-curious) model assumes that the parties follow
the prescribed protocol and only try to infer extra information from their records. In the computational
setting, this model is justified by the existence of a generic compiler based on zero-knowledge proofs
[25] that given a protocol secure against semi-honest parties generates a protocol secure against ma-
licious parties. It should be noted that this compilation requires lesser assumptions than OT protocols
and can be carried out using commitment schemes (or equivalently one-way functions) rather than
OTs. This is of importance when counting the number of OT invocations as we do here.

2.4 Secure Multiparty Computation: Definition

Some standard notations. PPTM stands for Probabilistic Polynomial-time Turing Machine. By adistri-
bution ensemble, we refer to a sequence{Ds}s∈S whereS is an infinite set of strings andDs is a distribution
on strings. We say that the ensembles{Xs}s∈S and{Ys}s∈S arecomputationally indistinguishable(and

write {Xs}
c
≈ {Ys}) if for every polynomial-size circuit familyMn, every polynomialq(·), all sufficiently

largen, and alls ∈ S ∩ {0, 1}n we have:

|Pr[Mn(Xs) = 1]− Pr[Mn(Ys) = 1]| < 1
q(n)

.
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The actual definition. We refer the reader to [10, 23] for full definitions and, instead, give here a definition
only for the model that interests us (described above). The definition follows the ideal-real paradigm that
states that a protocol is secure if whatever can be achieved in the real world may be achieved in an ideal
world as well.

Real world: At the beginning of the execution of protocolΠ, each partyPi holds an input bitxi. The parties
toss random coins and send messages to each other (according to the prescribed protocol and over secure
channels). At each point in the protocol, the adversary may choose to add a partyPi to its setI of corrupted
parties (as long as|I| ≤ t). In this case, the partyPi sends its entire view to the adversary. The view consists
of the inputxi, the random coins ofPi and all of the messages thatPi received in the protocol. Denote by
VIEWΠ

i (x) the view of partyPi in the protocolΠ with input x. For a setI, defineVIEWΠ
I (x) as the union

of the different views of the parties inI. We denote the set that the adversary corrupts as a function of the
execution byIΠ(x) (note that this is a random variable).

Ideal world: In the ideal world, all parties send their local inputs to a trusted party who in turn sendsf(x)
to the designated party. The adversary can choose the corrupted setI adaptively (in each step observing an
input xi and according to it choosing the next party to corrupt). Thus, the adversary has an algorithmI(x)
for choosing the corrupted set. The outputs received by the adversary are denotedfI(x)(x) (typically, as
mentioned, for one designated party it isf(x) and for the rest it is empty).

Definition 2.1 (Secure multiparty computation (in the semi-honest model))Let f : {0, 1}n → {0, 1}∗
be a poly-time computable function. A polynomial-time protocolΠ is a t-secure (multiparty) computation
of f if the following holds:

1. Correctness: For everyx the designated party receives the outputf(x).

2. Security: There exists a “corruption simulator” PPTMI4 and a “view simulator” PPTMS such that:

{S(xI(x), f(x)I(x))}x∈{0,1}n
c
≈ {VIEWΠ

IΠ(x)
(x)}x∈{0,1}n

3 Counting OT Channels: Upper and Lower Bounds

A closely related question to the number of required OT calls is the number of required OT channels in a
network. That is, given a network ofn parties, we look at a graph where each node stands for a party and
an edge stands for the ability to run an OT between two parties. On each such edge, we assume the ability
to execute arbitrarily many OT calls. In addition, there exist private communication channels betweenevery
pair of parties. The question is how many OT channels are needed in order to simulate a full network of OTs
(a network in which every two parties can execute an OT functionality).

More precisely, define then party OT functionfOT as a function that takes inputs from two parties (if
more than two parties provide inputs then the function outputs an abort symbol). The first party inputs two
strings0, s1 and the second inputs a bitc. The outputsc is received by the second party. The question at
hand is how many OT channels are required for the network to be able to securely compute the function
fOT .

4Recall that the setI chosen by the adversary/simulator is of size at mostt.
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OT Channels: Static vs. Dynamic. When discussing OT channels, special care needs to be taken when
modelling the network. The simpler case is when the network isstatic, i.e., the OT channels are set in
advance and known to the adversary (this case is suitable for an implementation of OTs based on some
physical infrastructure). A stronger model (for the honest parties) allows adynamicnetwork, in which
the parties may set the OT channels as part of the protocol (while trying to hide this information from the
adversary). Our upper bounds do not take advantage of the dynamic setting and work also in the static
setting. We prove our lower bounds initially in the static case and then extend them to the dynamic case.

OT Channels and Counting OTs. Counting OT channels is an interesting question in its own right, and
may directly capture the case where OTs are implemented via some physical infrastructure (e.g., noisy point-
to-point channels). Moreover, its connection to the number of OT calls needed for secure computation is
two fold:

• As means of achievingupper boundson the number of OT calls in acomputationalsetting. In the
two-partycomputational setting, it is known how to achieve a polynomial number of OT calls at the
price of justk calls [4, 34] (wherek is the security parameter). Therefore, if we only need, say,O(n)
OT channels, then we can simulate the whole network at the price ofO(nk) OT calls, which is better
than the trivial upper bound of

(
n
2

)
k OT calls.

• As a mechanism for provinglower boundson the number of OT calls (see Theorem 3.6). Namely,
the minimal number of channels needed to securely compute the functionalityfOT is in particular a
lower bound on the number of OT calls necessary.

We note that the functionfOT is just a single example of a function for which the lower bounds hold; a
similar lower bound holds for any function that iscompletefor n-party computation, in the sense that it can
be used as an oracle for computing arbitrary functionst-securely. A sufficient condition for completeness is
that for every pair of inputs, one of the two-party criteria from [37, 6, 31] is met for some restriction of the
other inputs.

3.1 Upper bounds fort = (1− δ)n: The Committees Method

We turn to the case thatt = (1− δ)n (we mostly think ofδ as a constant fraction, but the discussion is not
restricted to this case). Consider the following strategy: from then parties choosem committees, each of
sized, where a party can (and will) participate in several different committees. Assume that each committee
has a full network of OT channels between them.

Using each committee we generate a candidate for an OT protocol between partyA and partyB as
follows: The sender and receiver additively share their inputs (s0, s1 andc respectively) between all com-
mittee members. The committee members now run a secure computation protocol that computes a random
additive sharing ofsc between the committee members (this is done using their OT channels and the “GMW
protocol” [24]). Now each committee member sends his share ofsc to the receiverB who reconstructs the
output. This constitutes a secure OT protocol as long as not all of the committee has been corrupted (if all
of the committee is corrupted then there is no security at all). In total, for each of them committees we
have a candidate for an OT protocol, which is secure if not all of the underlying committee is corrupted. It is
known how one can combineOT candidates protocols to a single secure OT protocol as long as a majority
of the candidates are secure. This method is called an (dm+1

2 e,m)-robust combinerfor OT and its existence
was pointed out in [30] (and [40]) based on amplification techniques from [16, 49]. For our application we
need to use the combiners of [43] or [29] that can also handle adaptive corruption of the candidates.
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Our goal is therefore to solve the following combinatorial problem: find a collection of “small” com-
mittees such that every adversary, corrupting at mostt = (1 − δ)n of the parties, covers less than half of
the committees. A simple probabilistic argument shows that such collections exist and moreover a random
collection whose size depends only onδ (and not onn) is a good solution with high probability.

An Explicit Construction. We next give an explicit choice of committees that satisfies the above require-
ments. Consider a bipartite graph withm vertices on the left (the committees) andn vertices on the right
(the parties). Every committee hasd edges connecting it to all the parties it consists of (that is, the graph is
d-regular on its left side). The requirement for the committees protocol to be secure is that every set ofm/2
vertices on the left are connected to more than(1− δ)n vertices on the right. This is exactly the setting of a
disperser5 with very high min-entropy (min-entropy oflog(n/2) out of the possiblelog n). There are sev-
eral explicit constructions that we can use for this task including Goldreich and Wigderson [27], Reingold et
al. [46] and Gradwohl et al. [28], all of which have near optimal degree (up to constants with respect to the
lower bounds of [45]). Specifically we can work withd = d1

δ e, andm = n + o(n) (or evenm = n− o(n)
if using the construction of [28]).

Corollary 3.1 There exists an explicit construction of a network consisting of(n+o(n))
(d1/δe

2

)
OT channels

such that the network cant-securely computefOT in the presence of an adversary that corrupts up to
t = (1− δ)n of the parties. Specifically:

• If δ is a constant then the network needsO(n) OT channels.

• As long asδ ≥ 1√
n

, the construction requires strictly less than the
(
n
2

)
OT channels of the full network.

The above corollary can be combined with OT extension protocols [4, 34] to yield a((1 − δ)n)-secure
protocol for anarbitrary functionf that uses a total ofO(kn) OTs. This protocol inherits the security and
assumptions of the underlying OT extension protocol (see Footnote 3).

Related works using committees. The idea of virtually performing tasks by committees has been used in
distributed computing and cryptography. Originating in the work of Bracha [9] in the context of Byzantine
agreement, committees have been used in the same context by [8, 12], for MPC [32] and for leader election
[42, 52, 38]. Committees have recently been used by Fitzi et al. [20] to achieve Perfectly Secure Message
Transmission (PSMT) in a partial network of secure channels. It should be noted that while the task of
PSMT is reminiscent of our question regarding OT channels, there are inherent differences. For example,
our committees protocol (above) can effectively achieve an OT call even between two parties that are isolated
in the OT graph (not connected by an OT channel to any other party). In PSMT, on the other hand, there is
no chance of achieving secure communication with a node that is not connected by any secure channel.6

On non-adaptive adversaries. In the case that the adversary is non-adaptive but the network is dynamic,
one can do much better. In fact, only a single good committee is needed. Indeed, a randomly chosen
committee of sizedk/δe has probability of1 − 2−Ω(k) of being good. Note, however, that this simple
protocol can be trivially broken by an adaptive adversary who first learns the identity of the committee
members and then corrupts all of them.

5A definition and discussion on dispersers can be found in, e.g. [47].
6Recall that in our OT channels model we assume afull network of secure channels to be intact.
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3.2 Lower Bounds fort = n− 1: Full OT Network is Necessary

In this section we look at the strictest security scenario, where the adversary can corrupt all but one of the
parties. We show that given an almost full network of OT channels except for one missing channel, it is
impossible to complete the network (i.e., securely compute the functionfOT ). As a first step we consider a
static network with just3 parties,A,B andC.

Claim 3.2 Let A,B andC form a network whereC has OT channels with bothA andB, but there is no
OT channel betweenA andB. Then, any 2-secure protocol forfOT over this partial network can be used
(as a black box) to obtain a two-party OT protocol in the plain model.

Proof: We transform the given 3-party protocolπ3 into a two-party OT protocolπ2 in two steps: first we
eliminate all invocations of the OT oracle, and then we obtain a two-party protocol by letting one of the
parties simulate A and the other simulate B and C. These steps are captured by the following two lemmas.

Lemma 3.3 Any 3-party protocolπ3 as in Claim 3.2 can be used (as a black box) to obtain a protocolπ′
3

over a network with no OT channels, such thatπ′
3 is secure against an adversary that corrupts either{A,C}

or {B,C}.

The protocolπ′
3 is obtained fromπ3 by implementing each OT call via the trivial protocol in whichC sends

its input to the other OT participant (eitherA or B). Note that this trivial OT protocol is perfectly secure
against an adversary that corrupts either{A,C} or {B,C}, since the input ofC is guaranteed to be known
to the adversary.

We can now useπ′
3 to implement OT between A and B in a 3-party network without OT channels. An

important observation is thatC has no inputs in this protocol.

Lemma 3.4 LetΠ be a protocol betweenA,B, C that computes a function for whichC has no inputs, and
suppose thatΠ is secure against{A,C} and{B,C}. ThenΠ is also secure against{A} and{B}.

The lemma follows simply by observing that whenC has no input the view of a corruptedA can be simulated
using the simulation of{A,C} and likewise forB.

We can now useπ′
3 to get a two-party OT protocolπ2 by letting one party simulateA and the other party

simulateB,C. Due to Lemma 3.4 we get that the protocol is secure against corruption of either party and
hence constitutes an OT protocol in the plain model between two parties.

We Generalize Claim 3.2 to hold for adynamicnetwork ofn parties (rather than a static3-party net-
work).

Claim 3.5 Any(n − 1)-secure protocol forfOT over ann-party partial network with at most
(
n
2

)
− 1 OT

channels can be used (as a black box) to obtain a two-party OT protocol in the plain model.

Proof: Let us first consider the static case. By the assumption there are two parties, sayA andB, that do
not share an OT channel. We view the rest of the parties as a single party and denote it byC. The adversary
can corrupt either{A,C} or {B,C} and since all the parties inC are corrupted the communication between
themselves is redundant. Thus we fall back to the 3 party case and construct the OT in the plain model by
Claim 3.2.

If the network is dynamic thenA andB are unknown in advance and we do not know how to construct
the plain model OT. The strategy for two parties that want to run a plain model OT between themselves is to

9



guessA andB in advance (this will be successful with probability1/
(
n
2

)
). Using the guess, they construct

a plain model OT candidate and execute it with random inputs. The point is that during the protocol the
OT channels are determined, and the parties figure out if their guess was successful or not. If the guess was
wrong then they start over (no harm was done as they used random inputs). If they were correct, then they
have just executed a secure OT protocol in the plain model on random inputs. This execution can then be
used in a standard way to execute a fresh OT call. With overwhelming probability, the protocol will succeed
within a fixed polynomial number of tries.

As corollaries of the previous lemma, we get the lower bounds that we were seeking for the number of
OT invocations:

Theorem 3.6 Anyn-party protocolΠ that (n− 1)-securely computesfOT using less than
(
n
2

)
OT channels

can be used (as a black box) to implement a two-party OT protocol in the plain model. In particular, there is
no suchΠ with perfect or statistical security, and its existence with computational security cannot be based
on one-way functions in black-box way.

3.3 Lower Bounds for Corruption of t = n− d Parties

We show impossibility results for this case that are based on extremal graph theory and give tight bounds
(for different ranges ofd). The bounds hold also in the dynamic network model.

Theorem 3.7 (Lower bound for generald) Consider a network ofn parties in the presence of an adver-
sary that can corruptt = n− d parties.

1. Suppose the network (even a dynamic one) haso(n2/d) OT channels. Then any(n − d)-secure
protocol forfOT in this network be used (as a black box) to implement a two-party OT protocol in the
plain model.

2. Supposed is a constant and the network (even a dynamic one) has less than(1− c))
(
n
2

)
OT channels

(for some constantc). Then any(n − d)-secure protocol forfOT in this network be used (as a black
box) to implement a two-party OT protocol in the plain model.

Proof: The two claims follow the same principle. The crux is that unless every two sets of parties of size
d be connected in the OT graph, then one can build an OT in the plain model. Suppose that there exist two
disconnected sets of size at leastd then define each of the groups asA andB and the rest of the graph asC.
We now reduce this setting to the case of the previous section where we have partiesA,B andC such that
A andB are not connected and the adversary may corrupt either{A,C} or {B,C} (since these are sets of
size at mostn− d). By Claim 3.2, such a setting would allow building a two-party OT protocol in the plain
model.

Proving (1) for the static case. Due to the outline above, we examine graphs where every two sets of size
d must contain at least one edge between them. This means, in particular, that in the graph ofnon-edges
there exists no clique of size2d. By Turan’s Theorem, such a graph can have at most(1 − 1/(2d))n2/2
non-edges, and hence the OT graph must have at leastn2

4d edges.

10



Proving (2). The above argument is limited since it only considers the fact that the non-edges graph must
not contain a clique of size2d. But actually, the graph cannot even contain a bipartited×d clique which is a
stricter constraint. For such a graph there are rather tight results whend is a constant. Namely, for constantd
the Erd̈os-Stone-Simonovits Theorem [18] states that the non-edges graph must have at mosto(n2) missing
edges, which amounts to the OT graph containing(1− o(1))

(
n
2

)
OT channels. As in Claim 3.5, even if the

layout of OT channels is not known in advance it can simply be guessed. Since the number of missing edges
is constant, the probability that a random guess is correct about the eventual network is inverse polynomial,
which suffices to extend any static network result (with constantd) to a similar result for dynamic networks.

Proving (1) in the dynamic case. We provide an argument that there must be at leastn2

2d edges in the graph
(when assuming that every two sets of sized must contain at least one edge between them). This argument
provides a slightly better bound than Turan’s Theorem (since Turan’s theorem discusses anti-cliques rather
than bipartited×d anti-cliques) but, more crucially, gives us information that is useful for proving the bound
in the dynamic case.

Take an arbitrary ordering of the vertices in the graph. We define a partitioning of the vertices inton
d

subsetsA1, . . . , An
d

(for simplicity assume thatd dividesn). Denote byA1 the firstd vertices (according to
the ordering), byA2 the nextd vertices and so forth.A1 must have a neighbor in every other disjoint subset
of d vertices. In particular this means thatA1 must have at leastn − 2d neighbors since otherwise there is
a set ofd non-neighbors toA1. Now we removeA1 from the graph and follow the same argument forA2,
findingn− 3d neighbors toA2 (since we don’t countA1 any more). This is repeated for everyAi, implying

that the total number of edges in the graph is at least
∑n

d
i=1(n− (i + 1)d) = d

2(n
d − 2)(n

d − 3) ≥ n2

2d . Even

more so, this argument provides a guarantee that if there are less thann2

2d edges in the graph then in every
partition of the graph to set of sized, at least one of the sets has no neighbor with some other set of sized
(the other set is not necessarily in the partition).

We use this information to construct a two-party OT in the plain model from a secure protocol forfOT in
the dynamic setting. Since the network is not known in advance, our goal is to efficiently find setsA,B and
C whereA andB are of sized and have no connecting edges in the dynamically set network. The strategy
is to pick a random set of sized and set it asA. Then the protocol is executed in the network in which the
OT channels are established. Every vertex that is required to invoke an OT call with a party inA is put in
the setC. The remaining vertices are put in the setB. We claim that this strategy for choosingA,B andC
is successful with probability at leastd

n (by successful we mean thatA andB have at leastd vertices and are
not connected by OT channels). This follows directly from the guarantee above, since a random set of size
d is part of a partition, and at least one of the sets in every partition is a potential choice for set theA (there
exists a matching setB for thisA). Since the random choice ofA is done independently from the execution
of the network then with probabilitydn we choose a good candidate for setA.

The above strategy gives rise to an adaptive process that transforms an(n − d)-secure computationΠ
of fOT in a network with less thann

2

2d dynamically chosen OT channels into an OT protocol in the plain
model. The process described next actually computes an OT on random inputs, which can later be used (by
a standard argument) to execute a fresh OT on new inputs.

OT on random inputs.

1. Sender and receiver choose random inputs for an OT protocol.

2. The two parties choose a random setA and the sender simulates all ofA while the receiver simulates
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the rest of the parties. In addition another random vertexb 6∈ A is chosen that is given the inputs of
the receiver (the sender gives his inputs to one vertex inA).

3. The parties simulate the protocolΠ for evaluatingfOT , and every time a party simulated by the
receiver wants to establish an OT channel withA then this party is considered part ofC and runs a
näıve OT instead (simply sends his input in the clear to the other side).7

4. If at the end of the simulation|C| > n − d or if b ∈ C then the parties declare failure and return to
step 1.

5. Otherwise, the parties have executed an OT protocol on random inputs.

We first notice that by the above arguments on the strategy of choosingA,B andC, then the protocol ends
with success in an expected number ofn2

d iterations (probabilitydn for a good choice ofA and probability at
least1n for a good choice onb). Also when this succeeds then the parties indeed compute an OT functionality
(by the properties offOT ). It remains to prove that this protocol is secure.

For this, we first show an that there is an efficient adversarial procedure for corrupting either{A,C} or
{B,C} as defined in the above strategy. The procedure chooses the random setA. If adversary chooses to
corrupt{B,C} then he does this according to his knowledge ofA (no matter what happens in the dynamic
network). If the adversary wishes to corrupt{A,C} then he initially corrupts the setA. Now the protocolΠ
is executed and every time a party wants to establish an OT channel withA then this party is also corrupted.
The adversary can identify these parties as he controls all of the setA. At the end of the process the adversary
has corrupted exactly the sets{A,C} as long as indeed|B| ≥ d. Note that in corrupting{A,C} the
adversary must use his adaptive capabilities and indeed the lower bound does not hold for passive adversaries
(see end of Section 3.1). As a corollary we get that protocolΠ is secure also against an adversary corrupting
either {A,C} or {B,C} (this follows since by the security ofΠ there is a simulation for the view of
every specific efficient adversarial strategy of corruption). Now we can apply Claim 3.2 that states that the
simulated protocol (with the OT calls replaced by naı̈ve ones) is a secure two-party OT protocol in the plain
model.

4 Upper Bounds for the Case oft = n− 1

4.1 The Tables Method

The tables method is a generic secure computation protocol that computes a function by an iterative process
on the truth table of the function. The truth table of a functionf : {0, 1}n → {0, 1}m is simply a2nm bit
long string such that theith cell (or entry) contains the valuef(x) wherex is the string representing the
integeri. Denote the bits of the stringx by x1, . . . , xn. The idea is to use the fact that restricting the value
of the variablex1 to be either0 or 1 amounts to looking either at the first or at the second half of the table.
Denote byT f the truth table off and byT f |b the new table when fixing the first input variablex1 to b, for
b ∈ {0, 1}. Thus,T f |0 is simply the first half of the tableT f while the second half isT f |1.8 Similarly,
denote the table off after fixing thej most significant bits ofx asT f |x1,...,xj .

7Note that OT calls between parties simulated by the same party do not need to be executed as they are controlled by the same
party.

8The first and second halves of a table correspond to fixing of the “most significant” bit,x1. For every otherxi, the fixing of the
ith bit xi amounts to a different partition of the table into two halves.
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TABLES f(x1, . . . , xn)
Let f : {0, 1}n → {0, 1}m be a function to be computed byn partiesP1, . . . , Pn, each holding a single input bit
x1, . . . , xn respectively.

• Initialization stage: P1 computesT f |x1 , i.e. the truth table off when restricted to his inputx1. Let
S1

1 = T f |x1 .

• Iteration stage: The following steps are repeated sequentially for eachj ∈ [n− 1]. At the beginning of the
jth iteration, each of the partiesP1, . . . , Pj holds a shareSj

1, . . . , S
j
j (respectively) such that

⊕
i∈[j] S

j
i =

T f |x1,...,xj
. At the end of the iteration, the tableT f |x1,...,xj+1 is shared among the partiesP1, . . . , Pj+1.

1. For eachi ∈ [j], partyPi chooses a random maskRi ∈ {0, 1}2n−jm and calculatesT 0
i = Sj

i |0 ⊕ Ri

andT 1
i = Sj

i |1 ⊕Ri.

2. Pj+1 runs an OT protocol with everyPi such thati ∈ [j]. They run the protocolOT (T 0
i , T 1

i ;xj+1)
with Pi as sender andPj+1 as receiver.

3. For eachi ∈ [j], partyP i setsSj+1
i = Ri while partyPj+1 setsSj+1

j+1 =
⊕

i∈[j] T
xj+1
i .

• Output stage: Each party sends its shareSn
i to P1 who outputs

⊕
i∈[n] S

n
i .

Figure 1: The TABLES protocol.

The idea of the protocol is that at thejth iteration thej partiesP1, . . . , Pj jointly distribute additive
shares of the tableT f |x1,...,xj between themselves. At the end of the protocol all parties hold a share of the
tableT f |x1,...,xn which consists simply of the single valuef(x). The full protocol TABLES is presented in
Figure 1.

Theorem 4.1 Protocol TABLES is an(n − 1)-secure protocol for the functionf . The protocol involves a
single OT call between each pair of players.

Note that the protocol can be easily generalized to handle`-bit inputs rather than single bits. In such a case,
each party runs̀ consecutive iterations, one for each input bit. The number of OTs between each pair of
players grows tò.
Proof:

Correctness. It suffices to see that, at the end of each iteration, the parties indeed hold a sharing of the
tableT f |x1,...,xj+1 . In particular, in the last iteration the sharing is ofT f |x1,...,xn which is simplyf(x). This
is shown by induction: In the initial stageP1 holds a single share toT f |x1 by definition. Now, in each
iteration the firstj parties start out with shares toT f |x1,...,xj . Since restricting a variable is simply looking
at one half of the table, then this operation may be done separately on each of the additive shares (since
sharing works by bitwise XOR). Thus, the new sharing in step (3) sums up toT f |x1,...,xj+1 , as required.

Security. Note that the following proof holds also in the case of adaptive adversaries. The objective is to
simulate the view of an adversary given just the inputs{xi}i∈I and perhaps the outputf(x) (if the party
P1 is in the corrupted set). This simulation simply runs the protocol from the point of view of the parties
in I. The adversary can generate all messages between parties inI, but does not know how to generate
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messages received from parties not inI. Whenever it expects to receive such a message during the iteration
stage, it simply replaces it with a random message. To show that this is indistinguishable from the real view,
consider all possible messages in the protocol. The only messages in the protocol (other than the output
stage) are in step (2) in which the acting partyPj+1 (corrupted) receives a masked tableT

xj+1

i from Pi (not
corrupted). Since this table is masked by an unknown random value, then replacing it with a random table
yields the exact distribution as the real message (any random message is consistent with exactly one choice
of randomness byPi). Note that here the indistinguishability relies on the fact that the receiver in the OT
learns nothing about the other secret (this would give some information on the maskRi) and therefore the
security in such a scheme inherits the security of the OT protocol (computational/statistical/perfect).

Finally, if P1 is corrupted then the messages in the output stage may be simulated simply by giving
random messages subject to the fact that their sum equalsf(x).

4.2 Applying the Tables Method

The advantage of the tables method is that it requires exactly one OT call between each pair of parties
(overall,

(
n
2

)
OT calls) and presents a plausibility result for(n − 1)-secure computation of any function on

n bits, matching the lower bound on the number of OTs for the case oft = n− 1 (Theorem 3.6).
The main problem with the tables method, however, is that the strings sent in the (string) OT are of

length2nm. This makes the protocol inefficient except when the input domain off is of feasible size. In
the following we show that for certain classes of functions one can get efficient protocols that still require a
minimal number of OTs. For example, we describe how to securely compute any function inNC0, namely a
function in which each bit of the output depends on a constant number of input bits. Note that, under standard
cryptographic assumptions, there exist non-trivial cryptographic primitives such as one-way functions and
pseudorandom generators inNC0 [1].

Proposition 4.2 For every functionf ∈ NC0 there exists anefficient(n− 1)-secure computation protocol
using just

(
n
2

)
OT calls.

Proof sketch:For a functionf : {0, 1}n → {0, 1}m in NC0 it is guaranteed that each output bit is a function
of c = O(1) input bits. We call these thec input bits thataffectthe output bit.

The straightforward protocol runsm separate TABLES protocols, one for each output bit. Since each
output bit is affected by onlyc parties, then each TABLES protocol can be executed only by thec parties
that affect this output, using a table of size2c which is constant. However, if each protocol is run separately
then the number of OT calls would grow to

(
c
2

)
m, which may be bigger than

(
n
2

)
whenm is large. Using a

careful scheduling of the TABLES protocols (see Figure 2), all OT calls between each pair of parties can be
computed using asingleOT invocation. Thus, the overall number of OTs remains

(
n
2

)
, matching the lower

bound.

Note that the above schedule works for every functionf (not necessarily inNC0). The efficiency though
is only guaranteed for limited types of functions. More precisely, efficiency is guaranteed for every function
where each output bit is affected only by alogarithmicnumber of input variables.

Extension to bounded degree polynomials. A straightforward extension of the above proposition follows
from observing that if the output stage is not executed then the above protocol efficiently computes an
additive secret-sharing for each output bit. At the same cost, the parties can get an additive secret-sharing
of thesumof various outputs. This is done simply by each party taking a local sum of the various shares
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Scheduling of TABLES executions forf ∈ NC0.
For j = 1 to n

• For all fk affected byj, if j is the smallest index that affectsfk then runinitialization stageof
TABLES fk.

• For all fk affected byj, if j is the largest index that affectsfk then runoutput stageof TABLES
fk with all participants infk.

• For i = 1 to j

– If there exists anfk that is affected bybothj andi run an OT protocol between receiverPi

with choice bitxi and senderPj with inputs that are a concatenation of the strings according
to TABLESfk, for everyfk affected by bothi andj.

• For everyfk affected byj, partyPj redistributes shares according to TABLESfk to all partiesPi

that affectfk andi < j.

Figure 2: Efficient scheduling of TABLES executions.

that it holds to create a new share for the sum. This forms an efficient low communication(n − 1)-secure
protocol for all logarithmic degree polynomialswhose representation as the sum of monomials has only a
polynomiallymany terms.

4.3 Oblivious Linear Branching Programs

This section puts forward a generalization of the tables method that extends the class of functions that we
can securely compute by an efficient protocol while keeping a low OT-complexity as well. The class of
functions that we deal with is a linear algebraic version of oblivious branching programs.

Definition 4.3 (Oblivious Linear Branching Programs) A linear branching program LBP on ann-bit in-
put is an ordered set of triples〈(i1;M0

1 ,M1
1 ), . . . , (is; M0

s ,M1
s )〉 and an initial vectorv0 ∈ {0, 1}w0 . Each

triple contains an indexij ∈ [n] and a pair of booleanwj−1 × wj matricesM0
j ,M1

j (wherewj ≥ 1). The
sizeof the program iss and itswidth w is the maximalwj over all j ∈ [s]. On inputx ∈ {0, 1}n the output
of the program isLBP (x) = v0M

xi1
1 · · ·Mxis

s .

Theorem 4.4 There exists an(n − 1)-secure computation protocol for computing the output of a linear
branching program LBP. The protocol makes at mostsn OT calls onw-bit strings (wheres andw are the
size and width of LBP, respectively).

Proof: The following protocol (Figure 3) securely computes the branching program with the required prop-
erties.

As in the tables case, the protocol is easily generalized to work with` bit inputs and then requires̀sn
OT calls.
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Π-LBP f(x1, . . . , xn) ;
Let f : {0, 1}n → {0, 1}m to be computed by partiesP1, . . . , Pn, over their respective input bitsx1, . . . , xn. Let
(v0, 〈(i1;M0

1 ,M1
1 ), . . . , (is;M0

s ,M1
s )〉) be a linear branching program that computesf .

• Initialization stage: Pi1 computesS1
i1

= v0M
xi1
i1

.

• Iteration stage: The following steps are repeated sequentially, for eachj ∈ [s]. Denote the setIj =
{i1, . . . , ij} of parties involved in the computation thus far. At the beginning of thejth iteration, for each
i ∈ Ij the partyPi holds a shareSj

i such that
⊕

i∈Ij
Sj

i = v0M
xi1
1 . . .M

xij

j . At the end of the iteration

v0M
xi1
1 · · ·M

xij+1
j+1 is shared between the parties inIj+1.

1. For eachi ∈ Ij , partyPi chooses a random maskRi ∈ {0, 1}wj and computesT 0
i = Sj

i M0
j ⊕ Ri

andT 1
i = Sj

i M1
j ⊕Ri.

2. Pij+1 runs an OT protocol with everyPi such thati ∈ Ij ; specifically, they run the protocol
OT (T 0

i , T 1
i ;xij+1) with Pi as the sender andPij+1 as the receiver.

3. For eachi ∈ Ij , partyP i setsSj+1
i = Ri while partyPij+1 setsSj+1

ij+1
=

⊕
i∈[j] T

xj+1
i .

• Output stage: All parties send their sharesSs
i to P1 who outputs

⊕
i∈[n] S

s
i .

Figure 3:(n− 1)-secure computation protocol for LBP.

The proofs of correctness and security are similar to that of the TABLES protocol and will not be
repeated here. We just note that the correctness hinges on the fact that a linear operation on a vector can
instead be applied on each of the additive shares of the vector separately.

4.4 Functions Captured by Linear Branching Programs

As mentioned before, the protocol for linear branching programs is a generalization of the tables method.
As such, it captures the same applications as the previous method, but it also captures other functions that
could not be efficiently computed using the previous method. We highlight some function classes that can
be computed using this methodology:

Tables. The LBP model is indeed a generalization as exemplified by the following presentation: consider
the initial vectorv0 that is the truth table of the functionf . For each iteration, the two matricesM0

j andM1
j

are simply two projection matrices (and hence also linear operations).M0
j leaves only the first half of the

coordinates whileM1
j leaves the second half of the coordinates.

Oblivious branching programs. Similar to linear branching programs, oblivious branching programs
inquire a single variable at each layer and move to a new state according to its answer. This can be viewed
as a layered graph where each node has two outgoing edges labeled0 and1 going to the next level. The
width of the program is the maximal number of nodes in a layer and the number of layers is the length of
the program. The simulation of such a branching program by an LBP looks at the intermediate states as
indicator vectors of lengthw (all zeros except a single one indicating the current state). The matrix for input
0 has as itsith row, the indicator vector that theith state should move to in case that the input bit is0 and
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likewise for the second matrix. Other models of computation or functions that are captured by their view as
a branching program includedecision trees, oblivious automataandmembership in small (polynomial size)
set.

Oblivious counting branching programs. As in the oblivious branching program case, a non-deterministic
branching program allows going from one state to a number of states. Acounting branching programout-
puts the number of accepting paths that a non-deterministic branching program has. Such non-determinism
can easily be incorporated into LBPs by allowing the state vector to vary from an indicator with a single
one. Theith row of the matrix will have a1 for each possible move from theith state to the next level. If
the operations are executed over a large enough field, then the intermediate vector holds in each location
the number of paths that lead up to this state. Thus, over a large field this implements a counting branching
program. If working over the fieldGF (2) then this is simply aparity branching programthat indicates the
parity of the number of paths that lead to a state. Unfortunately, the most natural non-deterministic model
is not captured by LBPs. This is a non-deterministic procedure that asks whether their exists an accepting
path to the program at all (an operation that is no longer a linear one). In Section 5, we present protocols for
secure computation for this model.

Sparse Polynomials. LBPs allow for a simple and efficient computation of a monomial over input bits.9

In addition, an LBP can incorporate in it a number of parallel LBP computations and have the last operation
sum their outputs (simply by incorporating this linear operation in the last pair of matrices). Thus LBPs can
compute a polynomial as a sum of all of its monomials. For the program to be efficient, the only limitation
is that the number of monomials is polynomial. Note that this captures a larger family of functions than in
Section 4.2. A closely related question is can one compute a DNF formula using LBPs (DNFs are the OR
of monomials rather than their sum). This is a special case of the non-deterministic question addressed in
the next section.

5 Secure Computation for Non-Deterministic LBP

In this section we suggest a method of securely computing a nondeterministic (or existential) linear branch-
ing program. As opposed to counting branching programs that give the sum of the number of solutions (and
are easy to compute by LBPs), asking whether or not the exists a solution is a non-linear operation and there-
fore is not captured by the general framework. A good example is the computation of DNF formulas. Like
sparse polynomials these are a polynomial size collection of monomials overn input bits but the question is
whetherx satisfies at least one of the monomials (rather than their sum). The problem arises from the fact
that the OR operation is not a linear one and hence it is not captured by the LBP model. A natural approach
is to first compute the sum of the monomials over a large enough field (to avoid a wraparound), and then
check whether this sum is zero or not. However, revealing the sum is not a good solution as it leaks more
information on the inputs than the desired output (it differentiates, for instance, whether there was a single
satisfied monomial or many of them).

We propose a generic method that securely computes the existential analogue of any counting LBP. The
method is secure against adversaries that can corrupt up tot ≤ n− Ω(k) wherek is the security parameter,
and adds a statistical error of at most2−k. For simplicity we state and prove the theorem formally for limited

9For example, an LBP for the AND function overn bits simply uses vectors and matrices of dimension1 and takesv0 = (0)
and theith triplet is (i, 0, 1).,
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LBPs where each party has a single input bit and note that as in the previous sections, this protocol may be
generalized to more complex LBPs, at the price of additional OT invocations.

Theorem 5.1 Let L be a LBP of lengthn computing a functionf : {0, 1}n → Zp wherep is a (k/2)-bit
prime andk is the security parameter. Then there exists an efficientn-party statisticallyt-secure protocol
with t = n−O(k) for the predicateg defined as:

g(x) =
{

0, f(x) = 0;
1, otherwise.

The protocol requires4
(
n
2

)
OT calls.

Proof: The basic idea is to add a randomization stage in each of the iterations of the secure computation
protocol forL. This randomization should give an output with the following properties: The output should
be uniformly distributed over the domain iff(x) 6= 0 but should always be0 if f(x) = 0. Therefore, if the
output is not0 then we know for sure thatf(x) 6= 0 but learn nothing else aboutf(x). If the output is0,
then it is most likely thatf(x) = 0. An error only happens if the uniformly distributed output happened to
hit 0 which happens with probability that is inverse of the domain size (we will choose the domain to be of
size2k).

Cayley expanders and a matrix representation. For the randomization steps we use a constant degree
Cayley expander graphwith a specific structure. A Cayley graph is described over a multiplicative group
by a small set of generators{G1, . . . , Gd}. For each element (vertex)v in the group, its neighbors are
{G1 · v, . . . , Gd · v}. We can use any expander graph with a constant degree such that its generators can be
represented asaffine transformationoverZm

p . In particular we can use the expander graph of Margulis [39]
and Gaber and Galil [22]. This is an expander overZN × ZN for some integerN , and we takeN to be a
primep in the order of2k/2. The expander has degree8 and as we required can be presented by8 affine
transformations.

For simplicity we will describe the construction overZ2
p (as in the Margulis graph) although this can be

generalized. Suppose that each step is an affine transformation, e.g. a step moves from vertexv ∈ Z2
p to the

vectorAv + e whereA ∈ [Z]2,2 is a2× 2 matrix ande ∈ Z2
p is a vector. For each such generator we define

the corresponding3× 3 matrixG ∈ [Z]3,3 as:

G =

 a11 a12 e1

a21 a22 e2

0 0 1


Notice that multiplying the vectorv = (v1, v2, 1) byG simply amounts to a step in the expander from vertex
(v1, v2) with the third coordinate remaining1. If A1, . . . , An denotes a series of steps where eachAi ∈
{G1, . . . , Gd} and letv = (0, 0, 1) thenAnAn−1 . . . A1v stands for a random walk starting at vertex(0, 0)
and the first2 coordinates of the output hold the end vertex of the walk. On the other hand,AnAn−1 . . . A10
simply equals0 (where0 stands for the vector(0, 0, 0)).

The randomization technique. Basically, each party in its turn will contribute a random stepAi in the
expander. Our goal is that at the end of the execution the output will be the multiplicationAn . . . A1v where
v is the vector(0, 0, f(x)). Hence, iff(x) = 0 the output will simply be0. On the other hand iff(x) 6= 0
then the output represents the end of a random walk starting at(0, 0). We use the following result of Kamp
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and Zuckerman [35], which states that an adversary that does not knowΩ(k) of then expander steps has
essentially no knowledge about the outcome of the random walk. The precise statement is that a random
walk on a good expander (where each step is represented by a single symbol) is an extractor for asymbol
fixing source.10

Theorem 5.2 (adapted from Kamp and Zuckerman [35], Theorem 3.1)Leta1, . . . , an be a series of steps
on an expander of degreed, sizedm and second eigenvalueλ ≤ d−α and let t be such thatn − t ≥
1
2α

(
m + 2

log d log 1
2ε

)
. Then conditioned on the view of an adversary that observes at mostt elements in

the series, the output of the walk isε-close to uniform.

In our application the graph has parametersd = 8, α ≈ 0.06 (due to [22]) and the graph is of size2k,
thusm = k/3. When choosingε = 2−k the requirement in the Theorem translates ton− t ≥ Ω(k).

Corollary 5.3 Let A1, . . . , An be a sequence of randomly chosen generator matrices for a good expander
graph (e.g. the Margulis graph) with vertex setZ2

p (for primep in the order of2k/2) . Letv = (0, 0, c) for
c 6= 0 and denoteu = An . . . A1v. Then conditioned on the view of an adversary that observes at most
t = n− Ω(k) of the sequence the pair(u1, u2) is 2−k-close to the uniform distribution onZ2

p.

Proof: (of Corollary 5.3) The corollary follows directly from Theorem 5.2 in the case thatc = 1. It is left
to show that it also holds for anyc 6= 0. This can be seen by breaking the vectorv into the sum ofc vectors
of the type(0, 0, 1). For each of thec vectors the random walk gives an almost uniform distribution. When
summing up we have a uniform distribution multiplied byc. Since we are working inZp then multiplication
amounts to a permutation on the elements ofZp and the output remains close to uniform. Note that this is
the only place where we require thatp is prime.

The actual protocol. The protocol is the same protocol as the general one for computing LBPs only
at each iteration, the acting party (that redistributes the shares) chooses a random step in the extractor.
The matrix operations of the LBP will always be multiplied from the right, while the random steps of the
expander will be multiplied from the left. Technically, the following changes are applied:

• Instead of starting with the vectorv0 of lengthw0, the protocol starts with a matrixB0 of 3 vec-
tors (B0 ∈ [Zp]3,w0). The first two rows ofB0 are all zero vectors and the third is the vectorv0.
Accordingly, the protocol runs throughout with3 row matrices rather than single row vectors.

• At step (1) of the iteration stage, rather than computing two values, partyPi computes2d values,
two for each generator of the expander. They are for eachτ ∈ [d]: T 0τ

i = GτS
j
i M

0
j ⊕ Ri and

T 1τ
i = GτS

j
i M

1
j ⊕Ri.

• At step (2) of the iteration, the acting partyPi chooses a randomτ ∈ [d] and runs a
(
2d
1

)
-OT protocol

with each party according to his inputxj andτ . Such a protocol requireslog d + 1 OT calls.

• At the output step, all parties send thefirst two rows of their shares (but not the third row!) to the
designated partyP1. This party calculates the sum and outputs0 if the sum was(0, 0) and1 otherwise.

10A symbol fixing source is a randomness source for whicht of n symbols are fixed while the rest are uniformly distributed.
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The correctness and security of the overall protocol follows since the modified LBP protocol forms an− 1-
secure computation for a sharing of the following vector

u = An . . . A1B0M
xi1
1 . . .M

xin
n

In addition,B0M
xi1
1 . . .M

xin
n is simply the vector(0, 0, f(x)). Therefore, combined with corollary 5.3, we

get that ifP1 outputs the correct value (up to an error probability of at most1/p2 ≤ 2−k). Moreover, if
f(x) 6= 0 then an adversary that corrupts up tot parties (includingP1) sees a value that is statistically close
to uniform, hence leaking no additional information onf(x) or x. This concludes the proof of Theorem 5.1.

Acknowledgements. We thank Ronen Shaltiel for pointers on constructions of dispersers.
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