


or lookup replies that pass through nodes can significantly re-
duce the lookup overhead. With this optimization, and espe-
cially when using the PATH strategy, which has an early halt-
ing property, lookup requests for popular items can terminate
much faster and also have a higher chance of success.

Cross Layer Optimizations - RANDOM-OPT lookup
Access Strategy. Since RANDOM utilizes routing, when-
ever a message passes through an intermediate node p, the
networking layer of this node can invoke the data location ser-
vice to perform a local lookup. If the data is found at p, p can
respond immediately to the originator and instruct its own net-
working layer not to forward the lookup request any further.
We denote this optimized access strategy by RANDOM-OPT.
The benefit of this approach is that on average, an intersection
can be achieved by contacting much fewer nodes. Specif-
ically, if the advertisement used a RANDOM advertise
quorum of size 1/n, then looking up in any set of /n differ-
ent nodes is enough to ensure intersection. Since the average
length of a random route in the network is | /1%, we can issue
much fewer lookup requests. However, those routes may not
necessarily pass in different nodes. As we show by simulation
in Section 7, when using the RANDOM-OPT access strategy
for 1lookup, we only need to invoke the lookup request to
O(Inn) random nodes instead of O(+/n) nodes.

Random Walks Optimizations. The first RW optimiza-
tion is called path reduction. 1t is applicable for PATH or
UNIQUE-PATH 1ookup quorums and is used for reply mes-
sages. Whenever a lookup RW hits an advertise quorum,
a reply is sent over the reverse path of the RW. Whenever a
reply message arrives at some node v and its next hop in the
reverse path is u, v checks if any of its neighbors w appears
on the reverse path further after u. In the affirmative, v sends
the reply message directly to w skipping w. This optimization
reduces the reply length, as demonstrated by simulations.
The second optimization utilizes the broadcasting nature
of ad hoc networks. Nodes can overhear messages, e.g., by
switching their MAC to a promiscuous mode. If a node u
that hears a RW lookup request passing through one of its
neighbors v is part of the matching advertise quorum, u
can send a reply immediately to v, which will stop the RW
and send the reply back to the 1ookup originator. Thus, the
number of nodes covered by a RW is significantly increased.
Exploring the benefits of this technique is left for future work.

7 Simulations

Setup. The simulations were performed using the JiST-
/SWANS simulator’. We use the two-ray ground radio prop-
agation model with IEEE 802.11 MAC protocol at 11Mb/sec.
The multi-hop routing protocol used for accessing RANDOM
quorum is AODV. The mobility pattern was the Random Way-
point model with the speed of movement ranging from 0.5-2
m/s, which corresponds to slow and fast walking speeds, and
an average pause time of 30s. All simulations were performed
on networks of 50, 100, 200, 400 and 800 nodes.

3http://jist.ece.cornell.edu/

The nodes were placed at uniformly random locations in
a square area. The transmission range r was fixed for all n
at 220m. The average number of nodes in the transmission
range of any node, d,g, was set to 10. This was achieved by
scaling the area size according to a? = T(Z\z’:
all networks being connected (according to the connectivity
result of [17], dave should be 7mr’n = Clnn, for C > 1 and
in our case dayg = 10 bounded C'Inn for all n’s we used).

Each simulation lasted for 1,000 seconds (of simulation
time) and each data point was generated as an average of 10
runs. Simulations started after a 200 seconds initialization pe-
riod, which was enough to construct the membership informa-
tion (in case of RANDOM quorums). Every node maintained
a membership list of random, uniformly chosen, 2+/n nodes.

and resulted in

Simulation scenario. Each simulation comprised of two
parts. In the first, a total of 100 advertisements were per-
formed by random nodes, each by RANDOM access to a quo-
rum of size 21/n (except for UNIQUE-PATH advertise).
In the second part 1000 lookups were performed (25 random
nodes, each making 40 lookups). lookup quorum was ac-
cessed by 4 different methods: RANDOM, RANDOM-OPT,
UNIQUE-PATH and FLOODING. On a hit, a node sends a
reply to the node that originated the lookup request. In case
of RANDOM and RANDOM-OPT the reply was sent using
routing, while in UNIQUE-PATH and FLOODING it was sent
over the reverse path of the lookup message, thus no routing
was used at all. Since we need to remember the RW path in
order to send the reply back, there is no reason to use PATH
(instead of UNIQUE-PATH). In all simulations, the number
of messages denotes network layer messages (e.g., one appli-
cation message sent to a random node that traverses a route of
4 hops is counted as 4 network layer messages). Additional
routing overhead means routing specific messages, including
path establishment and maintenance messages (RREQ, RREP
and RERR in AODV). Hit ratio corresponds to the number
of successful 1ookup quorum accesses, that intersected with
the corresponding advertise quorum. Thus, hit ratio cor-
responds to the intersection probability. For lack of space we
did not include the study of additional advert ise strategies
and the degradation rate.

RANDOM advertise with RANDOM lookup and
RANDOM-OPT lookup. For lack of space and since
RANDOM-OPT performs better than RANDOM, we have in-
cluded only the RANDOM-OPT figures. Still, we would like
to mention that the behavior of RANDOM closely followed
the theoretical analysis. For example, a hit ratio of 0.9 was
achieved for a quorum size of = 1.3+/n, as predicted by the
analysis in Lemma 5.1. The number of messages per 1ookup
request behaved as J(i’l n". However, routing increases the
communication overhead dramatically. This is primarily due
to new routes establishment and route maintenance of AODV.
Note that the price of establishing the routes is amortized over
different quorum accesses due to routes reuse and its relative
part drops in a longer run. However, in moving networks,
when routes break and need to be reestablished, the price of
routing stays a dominant performance factor.
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Figure 4. RANDOM advertise, RANDOM-OPT lookup, Static and Mobile networks

Figure 4 depicts the performance of RANDOM-OPT
lookup access strategy. The hit ratio of 0.9 is achieved when
starting somewhat between X = In(n) and X = 4/In(n)
messages to random targets. Due to the cross layer optimiza-
tion of RANDOM-OPT, in which a local lookup is performed
in every node through which a message passes, the actual ac-
cessed quorum size is X /= ~ vnlnn. Thus, this opti-
mization reduces the communication cost significantly com-
pared to RANDOM. For example, in a static network of 800
nodes sending 4 1 ookup requests to random nodes achieves
a hit ratio of above 0.9 at the cost of less than 40 network
messages, which is exactly 1.3y/n. The routing price of
RANDOM-OPT is also much less than with RANDOM, since
it uses fewer multi-hop routes. However, the additional cost of
routing is still high, which makes this method very inefficient
compared to the UNIQUE-PATH and FLOODING strategies.

In mobile networks the hit ratio of RANDOM-OPT
lookup is only slightly smaller than the hit ratio achieved in
static networks for the same quorum size. This is since about
10% of the messages are lost due to mobility, mainly influenc-
ing the replies. The number of messages also increases. Gen-
erally speaking, the average path length in mobile network
tends to be longer than in static networks, mainly due to stale
neighborhood information used by routing to find routes. The
routing price in mobile networks also dramatically increases.

RANDOM  advertise with UNIQUE-PATH
lookup. Figure 5 depicts the performance of the
UNIQUE-PATH strategy in mobile networks. It performed
identically in mobile and static networks and thus we depict
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only the mobile case. A hit ratio of 0.9 is achieved when the
target quorum size (RW TTL) is ~ 1.3y/n, thus validating
our analysis in Lemma 5.2 and testifying that a non random
choice of the 1 ookup quorum results in the same intersection
probability as a random one. The most interesting fact about
the UNIQUE-PATH strategy is the extremely small number
of messages it sends. Surprisingly, accessing a target quorum
of size |@Q| requires fewer than |@Q)| messages, including the
reply message! This happens due to the early halting. When
a quorum of target size |@)| is accessed, the first hit occurs
at approximately half of the way. Thus, an average of |Q|/2
messages are sent until hit. The reply follows the reverse
path, but due to the path reduction optimization, the reply
path length is usually shorter. In addition, the originator of
the lookup includes itself in the 1ookup quorum, which
reduces the number of messages by one.

We use a salvation technique to prevent dropping of RW
messages. If node v does not succeed to forward a RW mes-
sage to the neighbor chosen in a given step, v makes a new
attempt to send this message to another random neighbor.

RANDOM advertise with FLOODING lookup. Fig-
ures 6(a) and 6(b) depict the performance of the FLOODING
access strategy. The hit ratio grows super linearly with TTL.
For example, for 800 nodes, a hit ratio of 0.5 is achieved for
TTL=2, whereas a hit ratio of 0.85 is achieved for TTL=3.
The number of messages sent by FLOODING is quite small
and is comparable to the PATH strategy. However, notice that
in order to increase the hit ratio to 0.9 in a network of 800
nodes one has to increase the TTL to 4, resulting in a sig-
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nificant communication cost increase. Instead of sending 14
messages with TTL 3, FLOODING with TTL 4 sends 35 mes-
sages (this is both due to the increased flooding scope and ad-
ditional reply messages). This demonstrates the biggest disad-
vantage of the FLOODING strategy: the lack of a fine grained
control over the intersection probability. This is in contrast
to the PATH strategy. In mobile networks, FLOODING per-
forms quite similar to static networks and is thus not depicted.

UNIQUE-PATH advertise with UNIQUE-PATH
lookup. As proven in Theorem 5.3, in this combination, at
least one of the RWs has to be of length (52 ). Figure 6(c)
depicts the hit ratio for various RW TTL values for a net-
work of 800 nodes. Both advertise and lookup were
accessed by UNIQUE-PATH, rather than by PATH, which
considerably improved their performance. We can see that a
0.9 hit ratio is achieved when the length of advertise RW
and 1lookup RW together is around 350, almost n /2. Thus,
if both walks use the same TTL, it must equal approximately
175 =~ 1.51()2” ~ n/5. For such a choice of TTLs, the
number of messages of the 1ookup access is about TTL/2,
since the first hit occurs at approximately half the way.

8 Related Work

Quorum systems. Quorum systems were initially used
in [14] and [13]. Bi-quorums were introduced in [29]. Her-
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lihy used quorums and consensus to implement shared objects
in [19]. Other quorum based implementations of distributed
shared objects include [2, 25]. Probabilistic quorum systems
were initially introduced by Malkhi et al [27].

Reconfigurable quorum systems were first explored by
Herlihy [20], followed by the dynamic reconfigurable mecha-
nisms of [25] and [1], yet without analyzing the failure proba-
bility of a single quorum. Both methods are unsuitable for ad
hoc networks due to their large message complexity.

A probabilistic quorum system for sensor networks ap-
pears in [8]. The access to both write and read quorums is
performed by flooding (gossiping) a corresponding request
throughout the entire network. In writes, the data is saved
by ©(n) nodes, yet only ©(logn) nodes send an acknowl-
edgement. For reads, the ids of ©(logn) random nodes are
included in the header of the corresponding message; only
these nodes are supposed to send a reply to the read request.

Quorum Based Location Services. One of the most widely
used application of quorums in ad hoc networks thus far has
been in implementing location service. Examples of quorum-
based location services include, [31], Octopus [28], GLS [21],
and GCLP [32]. All those works differ from our in that most
of them use geographic knowledge, do not use probabilistic
quorums and do not utilize a-symmetric quorum systems.

In the work of Haas and Liang [18], a uniform random quo-
rum system is used for mobility management. Nodes form a
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virtual backbone. When a node moves, it updates its location
with one quorum containing the nearest backbone node. Each
source node then queries the quorum containing its nearest
backbone for the location of the destination. The selection of
nodes into quorums is done randomly during runtime.

In [23, 24] both read and write quorums are random subsets
of nodes. The write quorum is accessed by random gossip,
which also constructs random membership. The read quorum
is accessed by contacting a set of random nodes picked out of
the random membership directly (relying on routing), in the
same way as in our RANDOM access. Our work could be
seen as a generalization [24], since it provides a number of
alternative quorum access strategies, while [24] only provides
RANDOM advertise x RANDOM lookup.

In GeoQuorums [10], geometric coordinates determine the
location of home servers. These focal point coordinates define
geographic areas that must be inhibited by at least one server
at any time. Sets of focal points are organized in intersecting
quorums. The quorums are further used to implement atomic
memory abstraction in mobile ad hoc networks.

In [6], a location service is implemented through randomly
selected quorums. Yet, no means are provided in [6] to deter-
mine the required size of the random quorum and no theoreti-
cal evaluation of the quorum selection algorithms is supplied.

9 Discussion

We have explored various access strategies for implement-
ing probabilistic bi-quorum systems in ad hoc networks. In
particular, we have shown that asymmetric bi-quorums can
offer better performance than symmetric ones. Moreover, we
have shown that even without geographical knowledge, it is
possible to obtain efficient quorums. The bi-quorum system
we have found most efficient is the one that uses RANDOM
for advertise and PATH for 1ookup (or vice versa). This
is due to the use of random walks in PATH, which eliminates
the need for multiple hop routing.

An appealing application of quorums is distributed shared
objects. It was shown in [2] that atomic registers can be imple-
mented using quorums. Yet, such an implementation requires
both read and write operations to access one advertise and
one lookup quorum (with some known optimizations).
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