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SESSION 1:
LocALLYy TESTABLE CODES — INTRODUCTION
INSTRUCTOR: Eli Ben-Sasson NOVEMBER 5, 2006

1.1 Error correcting codes

Error correcting codes were devised for communicating information over noisy channels.
Since their introduction in the 1940’s in the pioneering work of Golay, Hamming and Shan-
non they have found numerous applications in Computer Science, Electrical Engineering
and Combinatorics. For an introduction to error correcting codes see e.g. MacWilliams and
Sloane [1977]; Berlekamp [1984].

Definition 1.1 (Error-Correcting Code). Let F be a finite field and k,n,d € NT. An error
correcting code or simply a code C over F is an injective mapping E¢ : FF— F™ called
the encoding of C. The code or set of codewords is

C= {Ec(g;) ‘ e Fk} C P
The minimal distance, or simply distance of C is
d=n- min{A(w,w/) ‘ w' € C,w' # w},

where A denotes the relative Hamming distance between w = (wi,...,w,) and w' =
(w'y,...,w'y,)
A(w,w/) = Pr [wi % w;]
1€[n]
If Ec is a linear mapping then C is said to be a [n, k,d]-LECC (linear error correcting
code).

Basic parameters of a code n is the block length of the code; k is the dimension of C
k/n is the code’s rate and d/n is its relative or normalized distance.

Problem 1.1. The support of w € F" is supp(w) = {i € [n] | w; # 0}. The weight of w is
the size of its support. Prove: The distance of a linear code is equal to the minimal weight
of a nonzero codeword.

1.2 Testers

We wish to decide whether an input w € F™ is a codeword of C', while minimizing the
computational resources needed for the task. An “ideal” tester would run in zero time and
always make correct decisions. Sadly, an ideal tester does not exist. Therefore, we try to
construct testers that come as close as possible to the ideal. In particular, we try to minimize
resources such as running time and number of queries made to the input. Surprisingly, for
a number of interesting codes we’ll present sublinear testers, i.e., the running time and
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number of queries will be smaller than the code’s blocklength. Notice that such super-
efficient testing forbids even a single pass over the input.
We also try to maximize the probability that the tester’s decision is correct. To measure
the “success rate” of a tester we define its completeness to be the minimal probability that
a good word is accepted by it and the soundness as the minimal probability that a bad
word is rejected. An ideal tester would have perfect completeness and soundness, i.e., both
parameters would be equal to 1. All testers we’ll consider will have nonperfect soundness
meaning some noncodewords will be erroneously labeled as codewords. Most testers we’ll
see will have perfect completeness, i.e., good codewords will always be labeled as such.
Intuitively, the farther a received word w is from the code, the easier it should for the tester
to reject it. Thus, we will define the soundness of a tester to be a function of the Hamming
distance of w from C"

A(w, C) = min {A(w,w’) ‘ w' € C}.
The notion of a randomized tester restricted to use only sublinear computational resources
is relatively new. Variants of the following definition are implicit in Blum et al. [1993];
Babai et al. [1991] and appeared explicitly in Friedl and Sudan [1995]; Rubinfeld and Sudan
[1996]; Arora [1994]; Spielman [1995].
Definition 1.2 (Tester). Let C be a code with blocklength n over field F. A (t,r,q)-
restricted tester for C' is a randomized Turing machine 7" with oracle access to an input
w € F" that

e Runs in time < ¢
e Tosses < r random coins
e Queries < g entries of w where each entry is an element of F'

e Outputs either accept or reject

Let T*[R] € {accept, reject} denote the output of the tester T' on random coins R € {0,1}"
and input w. We say T has completeness ¢ € [0, 1] and soundness s : [0,1]— [0, 1] if

e Completeness: w € C implies Prpcg1y-[T"[R] = accept] > c.
e Soundness: w ¢ C implies Prrcgo 1) [T[R] = accept] <1 — s(A(w, C)).

A tester is said to be nonadaptive if the set of queries it makes and the computation
performed on the answers it receives depends only on the randomness R. A nonadaptive
tester uses its randomness R to select a set of indices I = Ig = {i1,...,i5} C [n] and a
decision predicate D = D : F'— {accept, reject} and outputs T%[R] = D(wj, ..., w;,).
Problem 1.2. Suppose T is a nonadaptive tester for a code with blocklength n and distance
d. Suppose furthermore T" has perfect completeness ¢ = 1 and makes ¢ queries in each run.
Let 06 = A(w, C'). Bound from above the soundness of T, i.e., prove an upper bound on s()
for § < d/2n.

Problem 1.3. Let C be a [n, k, d] .-LECC. Suggest a nonadaptive tester with perfect com-
pleteness and small query complexity for C based on the dual code

Ct={ueF"|(u,v)=0foralveC},

where ((v1,...,0n), (U1, ..., Up)) = D0y Vi - U
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SESSION 2:
HADAMARD CODES ARE LOCALLY TESTABLE
INSTRUCTOR: Eli Ben-Sasson NOVEMBER 12, 2006

In this session we will prove that the family of Hadamard codes is locally testable. This
result, due to Blum, Luby and Rubinfeld, was the first example of a locally testable code
and has had a great influence on our subject. We’'ll see two proofs of the local testability of
Hadamard codes. The first one will be somewhat weaker in terms of its soundness function,
however it can be generalized to other settings. This proof method is due to Coppersmith.
It appeared in Blum et al. [1993] and is a simplification of the original proof found by the
authors (this original proof was not published). The second proof method, the topic of our
next session, was introduced in Bellare et al. [1996]. It is based on Fourier analysis and gives
better bounds on the soundness function, however, its generalizations are more limited.

2.1 Stating the BLR Theorem

Let Fy denote the finite field with ¢ elements. A function f : Fqk—> F, is said to be Fy-linear,
or simply linear, if

fla-x+b-y)=a- f(zx)+b- f(y), forall x,yGF;:,a,bEFq.

Problem 2.1. Prove: A function f : Fi— Fy is linear iff there exists * € F} such that
f(m) = (m, ) for all m € F¥.

Definition 2.1 (Hadamard codes). For k € Nt the Hadamard code of dimension k is
the [2"’, k, 2k_1] F2—LECC in which a message m € FQI‘“‘ is encoded by its evaluation by all

Fy-linear functions. Formally, the encoding of m is of length 2* and has one entry for each
T € sz The value of the z'" entry, denoted wy,, is (m, x). We use Hy to denote the
k-dimensional Hadamard code, i.e. the set of its codewords.

Problem 2.2. Prove: the minimal distance of the k-dimensional Hadamard code is 281
The following tester for the Hadamard code was suggested by Blum et al. [1993].

Definition 2.2 (BLR-Tester). For k € N* let T, be the tester operating as follows when
given oracle access to a supposed Hadamard codeword w € F22k:

e Use 2k random bits to select x,y € F¥.
e Let z =z + y (addition of vectors in F¥).
e Output accept iff w, +w, + w, = 0 and otherwise output reject.

Let Tﬁk [z, y] denote the output of the tester when x, y are are the random elements selected
in the first step.

Problem 2.3. Formulate and prove: The BLR-tester has perfect completeness.
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We shall prove the following bound on the soundness function, shown originally by Blum
et al. [1993].

Theorem 2.3. For all k € NT letting T denote the BLR tester Ty, ,

If Pr [TV[x,y] =reject] =e < 2/9, Then A(w, Hy) < 2¢.
x,yeFéC

Problem 2.4. Use the previous theorem to bound from below the soundness function of the
BLR-Tester.

2.2 Proving the BLR Theorem

For the rest of this session we assume Pr[T" = reject] = ¢ < 2/9. Under this assumption
we shall (i) present a word w’ that is 2e-close to w and (ii) prove w’ € Hy. The first part
is relatively easy to prove and the second part is somewhat harder.

Definition 2.4 (Majority decoding). Given w € F22]c let w' € FzzlC be defined by setting the
2™ entry of w’ to be the most common value of Wy ity + wy. Formally,

wh = majority{wx+y + wy ‘ NS FQk}

Problem 2.5. Prove part (i) above: A(w,w’) < 2:-Pr, ,[T%[z,y] = reject]. Hint: Let B C F¥
be the set of bad entries for which w, # w/, and show an upper bound on |B]|.

For the rest of this session we’ll focus on part (i) and prove w’ € Hy. Our first step is to
show that every entry w/, is selected by an overwhelming majority.

Problem 2.6. Prove: For all x € sz,
Pr|waiy + wy = w)| > 2/3.
y

Hints:

e Consider y, z € F¥ selected randomly and independently.
e Show Pry . [wyiy +w, = wyy, + wy] = Pry [wyiy + wy = wyy, +w,] > 5/9.

e Notice Pry .[wy4y + wy = Wy, + w;] is the probability that two independent random
“votes” for w!, agree. The probability that two independent identically distributed
random variables agree on their value is the collision probability of the distribution
and is often useful for various probabilistic arguments, as we’ll see next.

e Prove: If a {0, 1}-valued random variable Y satisfying (w.l.o.g.) Pr[Y = 1] > 1/2 has
collision probability greater than 5/9, then Pr[Y = 1] > 2/3.

Problem 2.7. Using the previous problem prove that for any x,y € FQk we have w!, + w; =
wy . Conclude w' € Hy,.

Problem 2.8. Can Theorem 2.3 be generalized? Does it hold when we replace F» by an
arbitrary finite field F'? (Preliminary questions: What is the analogue of the Hadamard
code over F'?7 What is the analogue of the BLR tester?) Can the generalization be pushed
further than fields? (Surprising answer: yes!)
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SESSION 3:
FOURIER ANALYSIS OF BOOLEAN FUNCTIONS
INSTRUCTOR: Eli Ben-Sasson NOVEMBER 19, 2006

Last session we saw in Problem 2.4 that the soundness of the BLR-tester for Hadamard
codes satisfies s(9) > min {d§/2,2/9}. This session we shall show better bounds for the BLR-
tester. Our proof, due to Bellare et al. [1996], uses Fourier analysis to cast our problem
as a geometric one. As a result we show s(d) > ¢ as stated in the following theorem from
Bellare et al. [1996].

Theorem 3.1 (Improved BLR soundness). For all k € NT letting T' denote the BLR tester
THk7
Pr [TY[z,y] = accept] < 1 — A(w, Hy).
:Jc,y€F2’c
Proof Outline

e View the received word w as a point f,, € ]RQk, where R2" is the 2*-dimensional space
over the reals.

e View the set of Hadamard codewords as an orthonormal basis for R2". This basis is
known as the Fourier basis and its elements are called characters.

e Measure both A(w, Hy) and PI‘x7y€F2k [T*[x,y] = accept] in terms of the Fourier rep-

resentation of f,, i.e., its representation in the Fourier basis.

3.1 Viewing words as points in R2*

Throughout this session we “translate” words w € F22k into functions f,, mapping the
k-dimensional vector space Fy to {—1,1} C R,

1 wy =0
-1 wy,=1

Jw : FQk_> {_171}7 fw(x):{

Problem 3.1. Let Fj, denote the set of functions with domain Fj and range R. Prove: F
is a vector space over R. What is its dimension? Suggest a “canonical” basis for it.

3.2 The Fourier basis and the set of characters

We are going to prove that the set of “translations” of the Hadmard codewords form a basis
for Fi. Recall |Hy| = 2% so we have the right number of elements in our set. To prove this
set is a basis we recall some basic linear algebra.
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Inner products, bases, norms Define the inner product over the vector space F; with
normalization constant ¢ > 0 as

(fg9)=c- Y flx)-g(z), f,9€Fk

m€F2’c

We say f and g are orthogonal if (f, g) = 0. An inner product induces a norm function
over the vector space Fy,

I£1 = v<{fs -

We say f is normal if |f| = 1. A set of vectors B = {g1,...,g9x} is called orthonormal
if all its elements are normal and every pair of distinct elements is orthogonal. Such a set
forms an orthonormal basis for Fy. If B is a basis, we can represent every element f € F
as a weighted sum of basis elements:

ok

[ = Zfz gi, fi€R. Le. , f(z Zfl gi(x forall$EF2

Moreover, we can calculate the " coefficient in this representation by projecting f onto
gi, i.e., by taking the inner product:

fi={f, a)

Finally, recall the norm is invariant under orthonormal basis transformations. Formally, if
{91, -, 9or}, {h1, ..., hor} are two orthonormal bases and 3, f; - g; and 32, fi - h; are two

representations of (the same) f in these bases, then HfH = HfH

Problem 3.2. For a € F¥, let xo : F¥— {—1,1} denote the “translation” of the Hadmard
encoding of a. Such a function is called a character. Find an expression for calculating
Xa(z). What is the function x;?

Remark. A character is a homomorphism from a group G to the complex roots of unity. In
our case G is the additive group {ng, +}. Because this group has order 2, i.e., g+ g =0
for all g € G, it is not hard to prove that any homomorphism to the complex roots of unity
must have its image either {—1,1} or {1}. Characters are very powerful tools used e.g. in
Group Theory and Number Theory. (See Serre [1977] for an introduction to their use in
Group Theory and Lidl and Niederreiter [1997] for some of their applications in Finite fields
and Number Theory). Our proof exemplifies the use of characters in Theoretical Computer
Science.

Problem 3.3. Prove the bilinearity of characters: X () - x(z) = Xats() for all a, 3 € F¥.
Similarly, xo(2) - Xa(¥) = Xa(z +y) for all z,y € F¥.
Problem 3.4. (i) Prove: the set of characters is orthogonal. (%) Find a normalization

constant ¢ for the inner product such that the set of characters forms an orthonormal basis
for Fy.



Notation The basis formed by the set of characters is called the Fourier basis. The
representation f =) FF fa - Xa of a function f € Fy is called the Fourier representation

of f and fo = (f, Xa) is the a-Fourier coefficient of f.

Problem 3.5. Prove Parseval’s identity:

If f : Fy—{-1,1}, Then » f2,=1.

a€EFk
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SESSION 4:
BETTER SOUNDNESS FOR HADAMARD VIA FOURIER ANALYSIS
INSTRUCTOR: Eli Ben-Sasson NOVEMBER 26, 2006

In this session we use the Fourier representation of Boolean functions introduced last session
to get better bounds on the soundness of the BLR-Tester from Definition 2.2. We’ll start
by proving Theorem 3.1 using this approach. Then we’ll use it to get better soundness via
repeated, yet dependent invocations of the basic BLR-tester.

4.1 Fourier analysis of the BLR-tester

Once we cast our problem in the language of characters and Fourier-basis, the proof of
Theorem 3.1 reduces to a sequence of equation manipulations. Details follow. We continue
to use the notation introduced last session.

Problem 4.1. Express A(w, Hy) in terms of the Fourier coefficients of fy,.

Problem 4.2. Express the success probability of the BLR-tester, i.e., Pry ,[w, + wy = wyiy]
in terms of the expectation of the three-term product fi,(z) - fu(y) - fw(z +v).

Problem 4.3. Prove: For any boolean function f : Fi— R,

Ex[f(x)f(y)f(x+y)] = Y f3a

x7y
oz€F2’IC
e Express f in the Fourier basis.

e Use (i) linearity of expectation, (4i) orthogonality of characters, (7ii) bilinearity of
characters and (iv) independence of the variables x and y.

Problem 4.4. Prove Theorem 3.1 using the previous problem and Parseval’s identity.

4.2 Query-efficient boosting of soundness via Graph-tests

Theorem 3.1 shows that if w is d-far from Hj then at the price of 3 queries, the rejection
probability of T% is at least §. A natural way to increase soundness, i.e., reduce the
probability that w is accepted, is to repeat the BLR-test £ times. This incurs ¢ = 3¢ queries
and reduces the acceptance probability of w from 1 —6 to (1 —6)¢ < e=% = ¢~%/3. Can we
achieve similar error-reduction using fewer queries?
To answer this question, notice Theorem 3.1 shows

1 .
Pr[T"[z,y] = accept] < 3 + max {fa
x?y

aGFQk}

Trevisan [1998] suggested a query efficient graph-tester for reducing the acceptance proba-
bility exponentially in the number of queries g. Samorodnitsky and Trevisan [2000] showed
that using this tester, the first summand above decreases from % to 2-¢(1—o(1)  We shall
prove their Theorem 4.2 using a Fourier-based analysis provided in Hastad and Wigderson
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[2003]." We point out that reducing the acceptance probability of testers for the Hadmard
code and related codes has important implications to PCPs and inapproximability results
that are beyond the scope of this course. See e.g., Samorodnitsky and Trevisan [2000, 2006]
for more information on this topic.

Definition 4.1 (Graph-tester). Let G be a graph with ¢ vertices numbered 1,...,¢ and
edge set E. For k € N let Ti; g, be the tester operating as follows when given oracle access

to a supposed Hadamard codeword w € F22k:
e Use /k random bits to select z1,...,xzp € F2k

o Accept iff Ty [z, z;] for all (i,j) € E, where Th, is the basic BLR-tester from Defi-
nition 2.2.

Let T¢ g, [x1,...,x¢] denote the output of the tester when x1,...,z, are are the random
elements selected in the first step.

Theorem 4.2 (Graph-Tester Soundness). Let G be a graph over ¢ vertices. For all k € NT
letting Ty denote the graph-tester Tq m,

Pr [T%[z1,...,x( = accept] < 27/Fl 4 max {fa

T1yee5Tp

o€ sz}

Problem 4.5. Of all ¢-vertex graphs, which one gives the best bound on the acceptance
probability in Theorem 4.27

4.3 Proof of Theorem 4.2

Problem 4.6. Express the acceptance probability of the graph-tester as a sum of expectations
of products of the three-term product fu,(z;) - fuw(z;) - fuw(z: + ;).

The following Lemma is the crux of the proof of Theorem 4.2.

Lemma 4.3. For any S C E,S # 0,

Bx | T] ful@) - ful@)) - fulw+a;) | <max{fu|ac P},

T1,..,Tp

(i,5)€S
Problem 4.7. Prove Theorem 4.2 using the previous Lemma 4.3.

For the remainder of this session we focus on proving Lemma 4.3.

Problem 4.8. Assume without loss of generality (1,2) € E. Argue one can fix values to all
random variables but for x1,x2 such that the residual expectation, taken only over 1, z2,
is at least as large as the left hand side in Lemma 4.3.

1The work of Hastad and Wigderson also reduces the second summand exponentially in \/q and we refer
the interested reader to their work for more details.



Problem 4.9. Using the previous problem, show there exist two functions g, h : Ff— {—1,1}
such that

B T fule) - fuleg) - Fules+a5) | < Bx [glon) - h(ea) - fula + o))
yeer g ('L,])ES 1,22

Problem 4.10. Use the Fourier representation of g, h, f,, to argue

[T fol@)- fule)) - fulzitz)| <D dahafa

(i,5)€S a€Fk

Ex
T

L1y Tg

Problem 4.11. Complete the proof of Lemma 4.3 using the previous problem, Parseval’s
identity and the Cauchy-Schwartz inequality: (g, h) < |g| - |h].
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SESSION 5:
TESTING REED-SOLOMON AND BIVARIATE REED-MULLER CODES
INSTRUCTOR: Eli Ben-Sasson DECEMBER 3, 2006

In the past sessions we have seen that Hadamard codes are in many respects marvelous
locally testable codes. They can be tested by making three queries, each query is answered
by a single bit and the resulting soundness function is linear in the distance of the tested
word. The main drawback of these codes is their inverse exponential rate — we need 2F
bits to encode a message of length k.

In the next few sessions we will show how to obtain LTCs with better rate. These codes
will be based on low-degree polynomials. The query complexity will be larger than 3
bits, however it will still be sublinear in the blocklength and dimension of the code. Time
permitting, we will also hint on how one can obtain good rate and constant query complexity.

5.1 Reed-Solomon codes

Our starting point is the famous family of codes introduced by Reed and Solomon [1960].
These codes have many applications in theoretical computer science, coding theory and
in practice. E.g., whenever you listen to a CD or watch a DVD, your player is decoding
information encoded via Reed-Solomon codes.

Definition 5.1 (Reed-Solomon codes). Let Fj, be a finite field with ¢ elements, S C F, and
k < q an integer. The Reed-Solomon code of degree less than k, evaluated over S is

RS(q, S, k) = {p 1 S— Fy

deg(p) < k‘}

where deg(p) is the minimal degree of a polynomial that agrees with p on S.

When the field Fj is clear from the context, we will omit the reference to g.

Problem 5.1. Prove: RS(q, S, k) is a linear code over F,. What are the dimension, block-
length, distance and rate of this code? Devise an encoding for this code, i.e., a mapping
E qu—> Fé’ whose image is RS(q, S, k), where £,b are the dimension and blocklength, re-
spectively.

Recall that for every set of k points {(z;, yi)}le satisfying x; # x; for i # j, there exists a
unique polynomial of degree less than k such that p(x;) = y;,i =1,...,k.

Problem 5.2. What is the minimal query complexity of a tester for for RS(F, S, k) that has
perfect completeness and a nonzero soundness function?

Problem 5.3. Suggest a tester for RS(q, S, k) with query complexity k + 1 and analyze its
soundness.

In typical coding applications |S| > k. Thus, the query complexity mentioned above is
smaller than the blocklength. However, it is always larger than the dimension of the code,
i.e., the information read by the tester is greater than the informational content of the
codeword. A natural approach to reduce the query complexity below this bound is to
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work with codes based on multivariate polynomials, also known as Reed-Muller codes Reed
[1954]; Muller [1954]. Although these codes can be defined for any number of variables, we
start with the simplest case of bivariate polynomials. We shall later argue that if m-variate
polynomials are locally testable, then so are m/-variate polynomials for any m’ > m, so
without loss of generality, solving the bivariate case is the hardest and most interesting
scenario.

5.2 Bivariate low-degree testing

A bivariate polynomial over Fy is a formal expression of the form P(z,y) = 2103:0 agj -
z'y/. where a;; € F, and x,y are formal variables. The degree of P in z is deg,(P) =
max {7 | a;; # 0}, the degree in y is analogously defined and the total degree is deg(P) =
max{i+j|a;; #0}. If S C F, x F, and f : S— Fy, the total degree of f is the minimal
total degree of a polynomial that agrees with f on S. The degrees of f in = and in y are
similarly defined.

Problem 5.4. Generalize Definition 5.1 and define the family of bivariate Reed-Muller codes.
What are the basic parameters of these code, i.e., the dimension, blocklength and distance?
Are these codes linear?

The key idea that will allow us to test bivariate Reed-Muller codes (as well as an m-variate
Reed-Muller codes, for m > 3) with query complexity that is significantly smaller than the
dimension of the code is captured by our next problem.

Definition 5.2 (Rows and columns). For f : X x Y— F, and yg € Y, the yp-row column
of f is the univariate function fy, : X— F, given by fy,(x) = f(z,y0). The xg-column of
f, denoted f;, : Y— Fj is analogously defined.

Problem 5.5. What is the ratio between the dimension of bivariate Reed-Muller codes and
the dimension of the rows/columns of the same codes? (Bonus: What is this ratio in the
case of m-variate Reed-Muller codes?)

Lemma 5.3. Let X,Y C F,. Suppose f : X xY— F, is such that for a p,-fraction of
rows yo € Y we have deg(fy,) < k and similarly for a p,-fraction of columns xo € X we
have deg(fz,) < k. Then there exists a bivariate polynomial P(x,y),deg,(P),deg,(P) <k
such that P agrees with f on at least a (pg + by — pafly)-fraction of X x Y.

Problem 5.6. Prove Lemma 5.3. Hints: (i) Let Y', X’ denote the sets of “good” rows and
columns. (ii) Pick k good rows and interpolate’ to obtain a bivariate polynomial P(x,v);
(iii) Argue P(x,y) agrees with all good rows; (iv) Argue it agrees with all good columns.

2The following fact may come in handy: For any X” C F, and zo € X" there exists a polynomial
Py, (z),deg(Py,) < | X"| such that

1 ==
P;co(l'):{ 0 :EGX”\{mO}
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Problem 5.7. Use the previous problem to construct LTCs based on bivariate Reed-Muller
codes that have (i) rate 1/4, (ii) query complexity roughly square root the code’s dimension,
(ii) perfect completeness (iv) soundness function s(8) > Q(v/8) where § denotes the distance
of a word from the code. (Bonus question: Construct a tester for total degree k.)



SESSION 6:
BIVARIATE LOW DEGREE TESTING
INSTRUCTOR: Eli Ben-Sasson DECEMBER 10, 2006

In the previous session we proved Lemma 5.3 saying, informally, that if f : X x Y— Fj is
far from any low-degree bivariate polynomial, then a random row/column of f has nonzero
distance from all univariate low-degree polynomials. In this session we’ll start proving a
stronger statement, namely that a random row/column of f is far from all univariate low-
degree polynomials. In other words, large distance of the “big” object f of size n? from the
“big” code — the set of bivariate polynomials — implies expected large distance of “small”
objects fz, fy, of size n from the “small” code — the Reed-Solomon code comprised of
low-degree univariate polynomials.

In class we argued that obtaining this stronger notion of testability allows composition of
locally testable codes and can be used to obtain LTCs with large rate and small (even
constant) query complexity. The role of composition in obtaining such LTCs is beyond
the scope of this course. The interested reader is referred to our course notes [Ben-Sasson,
2005, Lecture 8]. Our goal in the next two sessions is to prove the following theorem due
to Polishchuk and Spielman [1994].

Theorem 6.1 (Bivariate low-degree testing). Let X,Y C F,,|X[,|Y]| =n, d < n/4 and
d<1/2. If

Ex [A(fay, RS(0, Y, )] < 6/2 and Bx [A(f, RS(q, X, d))] < 6/2,
Yo

zro€EX

Then there exists a bivariate polynomial P(z,y), deg,(P),deg,(P) < d such that

3 P 106.
IoGX,@I;oeY[f(:UO’yO) # P(x9,%0)] < 10

Remark. The constants in the original statement of Theorem 6.1 in Polishchuk and Spielman
[1994] are somewhat better than stated above. We favor simplicity of proofs over constant
optimization.

Problem 6.1. Based on the previous theorem and Problem 5.3 devise a tester with query
complexity d+ 1 for bivariate polynomials of degree < d in  and y. Provide a lower bound
for its soundness function.

WEe'll use the algebraic structure of the ring of polynomials to prove the theorem in three
steps: (i) Convert the problem to an algebraic question about division of one bivariate
polynomial by another bivariate polynomial. (i) Solve the division problem; This is the
crux of the proof and we’ll address it next session. (77i) Complete the proof, assuming the
solution to part (i) .

6.1 Trading degree for errors

For the rest of this and next session we fix X,Y,n,d, f and ¢ as in the statement of Theo-
rem 6.1. f is “almost” a low-degree bivariate polynomial, but for a §-fraction of errors. We
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would like to obtain truly low-degree polynomials, with no error. Surprisingly, if we slightly
increase the degree we're dealing with, we can remove errors. This idea of removing errors
by increasing the degree is behind many efficient decoding algorithms for Reed-Solomon
codes, e.g., Berlekamp and Welch; Berlekamp [1996] (see also the exposition in [Sudan,
2001, Lecture 10]).

Problem 6.2. Prove there exist R(z,y),deg,(R) < d and C(z,y),deg,(C) < d such that

XPXI;/[R(%'O,?JO) # f(x0,y0)] < 9/2 and XI;I;/[C(fUOJJO) # f(wo,y0)] <9/2

Conclude Prxyy[R(z,y) # C(z,y)] < ¢.

We call R the row-polynomial to denote the fact that each row of R is low-degree. Similarly,
C' is called the column-polynomial. The construction discussed in the next two problems
removes noise at the expense of increasing the degree.

Problem 6.3. Prove: For any subset S C X x Y, |S| < s, there exists a nonzero polynomial
E(z,y),deg,(F),deg,(F) < /s such that E(z,y0) = 0 for all (z9,y0) € S. Hint: The set
of low-degree bivariate polynomials forms a vector space over Fj,.

Problem 6.4. Prove: There exist bivariate polynomials F(z,y),deg,(F),deg,(F) < Von
and Q(w,y),deg,(Q),deg,(Q) < d+ V/én such that

E(x0,%0) - R(z0,%0) = E(x0,y0) - C(0,%) = Q(xo,y0) for all zg € X,y € Y. (1)

From here on we fix R, C, E, () with degrees as stated above and assume Equation (1) holds.

6.2 Bivariate Division

Problem 6.5. Prove: For every yo € Y, we have E(z,yp) divides Q(z,yo), i.e., there exists
a univariate polynomial Py, (x) such that E(x,yo) - Py, () = Q(z,y0). Similarly, E(xo,y)
divides Q(zg,y) for every zg € X.

The crux of the proof of Theorem 6.1 is that E(x,y) divides Q(z,y) in the ring of bivariate
polynomials Fy[z,y], i.e., there exists P(x,y) such that E(x,y) - P(z,y) = Q(z,y). (Notice
the equality here is between the polynomials as formal expressions in z,y.) We defer the
proof of this statement to the next session.

Lemma 6.2 (Bivariate division). Let E(x,y), Q(z,y) be bivariate polynomials over F, with
deg,(E) = a < deg,(E) = b and deg,(Q) < a+d,deg,(Q) < b+d. Let X,Y C F,|X| =
Y| = n where n > 2(a+d). Suppose E(x,yo) divides Q(x,yo) for all yo € Y and E(xo,y)
divides Q(xo,y) for all g € X, then E(x,y) divides Q(x,y) in the ring of bivariate polyno-
mials Fylx,y|, i.e., there exists P(x,y) such that E(z,y) - P(z,y) = Q(x,y).
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SESSION 7:
BIVARIATE DIVISION
INSTRUCTOR: Eli Ben-Sasson DECEMBER 17, 2006

We ended the last session by claiming that bivariate division (Lemma 6.2) implies bivariate
low-degree testing (Theorem 6.1). We start this session by proving this implication and
completing the proof of Theorem 6.1. Then we’ll start the proof of the bivariate division
Lemma 6.2. We'll complete the proof in our next session, which will be the final session on
locally testable codes in this course.

7.1 Completing the proof of Theorem 6.1

To prove Theorem 6.1 we need to find a bivariate polynomial of degree less than d in x
and in y and show it agrees with f on most points. We start by suggesting the candidate
low-degree polynomial.

Problem 7.1. Prove: Lemma 6.2 implies deg, (P),deg, (P) < d.
Next we show our candidate agrees with f on all but a 106-fraction of points in X x Y.

Problem 7.2. Prove: Lemma 6.2 implies Prxxy [P(zo,y0) # R(zo,y0)] < 90. Hints:

e Notice P(x0,¥0) - E(x0,v0) = R(z0,%0) - E(z0,y0) = C(20,0) - E(x0,y0) for all z¢ €
X,y €Y.

e Consider the set of good points on which R and C' agree. Notice this set is large.

e If P disagrees with R on a good point (xg,yo) then P must disagree with R on most
of the yp-row and with most of C' on the zg-column

e F has a root at every point of disagreement between either pair of P, R, C
e E is low-degree, hence has few roots (see Lemma 7.1).

The bound on the number of zeros of low-degree multivariate polynomials is given by the
following useful Lemma. Its proof is by induction on the number of variables.

Lemma 7.1 (Schwartz-Zippel). Let E(x1,...,%m) be a nonzero polynomial of total degree
less than d. Let S = X1 x ... x X, |Xi| = n. Then the number of zeros of E in S is
bounded by n™ ! - d.

Problem 7.3. Complete the proof of Theorem 6.1 using the problems and Lemmas in this
and the previous session.

7.2 Proving Lemma 6.2

Suppose we want to prove that 15 divides 300. One way to do this is to prove that 5 is
common factor, divide both numbers by 5 and then prove that 3 = 15/5 divides 60 = 300/3.
We'll take a similar approach in our proof of Lemma 6.2. To prove that E(x,y) divides
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Q(z,y) we'll find a nontrivial common factor, i.e., a polynomial P(x,y),deg(P) > 0 such
that P divides both E and (. Once the common factor is removed, we’ll repeat the process
until £/ becomes a constant. In the rest of this session and our next session we’ll prove the
following claim.

Lemma 7.2 (Bivariate factoring). Let E(x,y),Q(z,y) be bivariate polynomials over F,
with deg,(E) = a < deg,(F) = b and deg,(Q) < a +d,deg,(Q) < b+d. Let X,V C
Fy,|X| = |Y|=n where n > 2(a+d). Suppose E(x,yo) divides Q(z,yo) for all yo € Y and
E(zo,y) divides Q(zo,y) for all xg € X, then E(x,y) and Q(z,y) have a nontrivial com-
mon factor in the ring of bivariate polynomials Fylx,y], i.e., there exists P(x,y), deg(P) >
0, El(il,‘,y), Q/(Ivy) such that E/(I,y) ’ P(l‘,y) = E(I,y) and Q,(CC, y) ’ P(xvy) = Q(a:,y)

Problem 7.4. Prove: Lemma 7.2 implies Lemma 6.2.
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SESSION &:
BIVARIATE FACTORING
INSTRUCTOR: Eli Ben-Sasson DECEMBER 24, 2006

In our final session on locally testable codes we’ll prove the bivariate factoring Lemma 7.2.
Recall Lemma 7.2 implies the bivariate division Lemma 6.2 (see Problem 7.4) and the latter
lemma implies the bivariate low-degree testing Theorem 6.1 (see section 7.1). Thus, by the
end of this session we will have provided a complete proof of Theorem 6.1.

8.1 The Resultant

The reason we choose to prove the bivariate division Lemma 6.2 by repeated removal of
common factors, is as follows. Two polynomials share a nontrivial factor iff a certain matrix
is not of full rank. Thus, we reduce the problem of finding a common to that of analyzing
the determinant of a matrix. We start by showing this for univariate polynomials.

Problem 8.1. Prove: Two univariate polynomials E(z), Q(z) of degree d and e respectively
have a nontrivial common factor iff there exist two polynomials A(z), B(z) of degree less
than e, d respectively such that E(x) - A(z) — Q(z) - B(z) = 0.

Problem 8.2. Construct a (d + e) x (d + e)-matrix M (E, Q) whose entries come from the
set of coefficients of E(x) and Q(z), such that det(M(E,Q)) = 0 if and only if £ and Q
have a nontrivial common factor.

The determinant of M (F, Q) is called the resultant of E and @ and is denoted by R(E, Q) =
det(M(E, Q).

8.2 The Resultant polynomial

Recall we wish to find a common factor of bivariate polynomials. To this end, we extend
the concept of a resultant to deal with bivariate polynomials. The idea is to construct a
matrix whose entries are polynomials in x and notice the determinant of this matrix is also
a polynomial in z.

Problem 8.3. Construct a (d+ e) x (d+ e)-matrix M(E, Q)(x) whose entries are univariate
polynomials in x, such that for all zg € Fj

R(E,Q)(x0) =0 < E(zo,y) and Q(zo,y) have a nontrivial common factor,
where R(E,Q)(xo) = det(M(E,Q)(zo)) and M(E,Q)(xo) is obtained by evaluating each

entry of M(E,Q)(z) at zo.

Problem 8.4. Give an upper bound on deg(R(E,Q)(z)) in terms of deg,(FE), deg,(E),
deg,(Q) and deg,(Q). Conclude that if E(xo,y) divides Q(wo,y) for sufficiently many
zo € X, then R(E,Q)(z) =0, i.e., R(E,Q)(x) is the zero polynomial. How many x’s do
we need?
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8.3 Finding a nontrivial common factor

Problem 8.4 shows that if E(xo,y) divides Q(xo,y) for many xo, then R(E,Q)(x) = 0. We
wish to conclude that P, E' share a nontrivial common factor, thereby proving Lemma 7.2.
To this end, we next define the algebraic structure in which such a common factor exists.

The field of rational functions The set of integers Z = {0,1,—1,2,—2,...} with the
standard definition of addition and multiplication forms a ring — the ring of integers. This
ring is a subset of the field of rational numbers (Q whose elements are ratios of ring-elements
— integers. Similarly, the ring of polynomials is a subset of the field of rational functions
whose elements are ratios of polynomials. In particular, if F' is a field let F[z] denote
the ring of polynomials in variable x with the standard definition of (polynomial) addition
and multiplication. A rational function in variable z is a ratio ggg of two polynomials

P(z),Q(z) € Flz]. The set of rational functions with the standard definition of addition
and multiplication is a field, aptly termed the field of rational functions and denoted F(x)

(not to be confused with F[z] — the ring of polynomials in z).
Problem 8.5. Prove: Let E(x,y),Q(z,y) € Fylz,y] C Fy(x)ly]. If R(E,Q)(z) = 0, then
P,E have a nontrivial common factor in Fy(z)[y] — the ring of polynomials in y with

coefficients in the field of rational functions Fy(z).

We can conclude that there exists some p(y) € Fy(x)[y],deg,(p) > O that is a factor of
E(x,y) and of Q(z,y). Alas, the coefficients of p are rational functions in z. The great Carl
Friedrich Gauss comes to our aid. In what follows, the elements of the ring F[z] are called
the integral points of the field F'(x).

Lemma 8.1 (Gauss’ Lemma). Let Q(y) € F(z)[y] be a polynomial in y whose coefficients
are integral points in F(x), i.e., elements of Flz]. If Q(y) has a factor in F(x)[y], then
Q(y) has a factor with integral coefficients, i.e., Q(y) has a factor in F|x,y].

Problem 8.6. Use Gauss’ Lemma to deduce that Problem 8.5 implies E(z,y) and Q(x,y)
have a nontrivial common factor in Fy[z,y].

8.4 Reducing the number of resultant roots

We are almost done with the proof of Lemma 7.2. The only remaining problem is that to
apply Problem 8.5 we need |X|,|Y| > Q(d?), whereas the statement of Lemma 7.2 only
requires | X1, |Y| > Q(d). Our final claim is a lower bound on the multiplicity of the roots of
R(P, E)(z). Recall that a root r € F' of a polynomial p(z) € F|x] is said to have multiplicity
m if (x —r)™ divides p(z) in F[z]. We omit the proof of the following claim and refer the
interested reader to [Polishchuk and Spielman, 1994, Lemma 8|.

Claim 2 (Multiplicity of resultant roots). Let R(E,Q)(x) be the resultant polynomial as
defined in Problem 8.4 for polynomials E,Q as in Lemma 7.2. Then each root xq € X of
R(E,Q)(x) has multiplicity at least b.

Problem 8.7. Complete the proof of Lemma 7.2 using the previous claim (and problems and
lemmas in the past sessions).
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8.5 Suggested research projects regarding LTCs
Hadamard codes

¢ Randomness complexity of the BLR test: The standard BLR test requires 2k
random bits to test the k-dimensional Hadamard code Hj,. Can one test the code with
less randomness? Related reading: Ben-Sasson et al. [2003]; Shpilka and Wigderson
[2004].

e Improved soundness for Hadamard testing: What is the best asymptotic sound-
ness that one can achieve in testing the Hadamard code and using g query bits?
Related reading: Samorodnitsky and Trevisan [2000, 2006].

e Fourier analysis of general homomorphism testing: Generalize the Fourier
analysis of the BLR tester to the case of arbitrary homomorphism testing. Related
reading: Grigorescu et al. [2006].

e Find a puncturing of the Hadamard code that is locally testable with
constant query complexity: Find a linear locally testable code whose generating
matrix is a formed by a subset of the rows of the generating matrix of the Hadamard
code.

Reed-Solomon and Reed-Muller codes

e Low degree testing with improved soundness: Improve the soundness function
of the low-degree test. Related reading: Polishchuk and Spielman [1994]; Raz and
Safra [1997]; Arora and Sudan [2003].

e Generalized low-degree testing for tensor codes: Find other codes for which
a low-degree like test exists. Related reading: Ben-Sasson and Sudan [2006]; Dinur
et al. [2006]
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SESSION 9:
LATTICES — INTRODUCTION
INSTRUCTOR: Eli Ben-Sasson DECEMBER 31, 2007

For the rest of this course we will study lattices in the context of Computer Science. In
particular, we will study the so called LLL-algorithm of Lenstra et al. [1982] and some
of its applications. Time permitting, we will discuss the current knowledge about the
computational complexity of the closest vector problem, following the works of Goldreich
and Goldwasser [2000] and Aharonov and Regev [2005]. Our exposition will closely follow
the course notes of Regev [2004a]. In particular, in this session we’ll cover the first lecture
from these notes.
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SESSION 10:
THE LLL ALGORITHM
INSTRUCTOR: Eli Ben-Sasson JANUARY 7, 2007

Today we will study the LLL® basis reduction algorithm of Lenstra et al. [1982]. This
algorithm produces a lattice vector whose length is within a 20("-factor of the shortest
nonzero lattice vector. Although the approximation factor is exponential, we shall see that
it suffices to achieve several interesting corollaries, such as breaking certain variants of RSA
cryptosystems. We will follow [Regev, 2004a, Lecture 2] in our exposition of the algorithm
and its analysis. In particular, we will rely on definitions and claims from Lecture 1 in
Regev’s course notes.

10.1 Reduced basis

Recall the Gram-Schmidt orthogonal basis.

Definition 10.1 (Gram-Schmidt Basis). Given linearly independent by, ..., b, € R™, their
Gram-Schmidt orthogonal basis is given by

S
S
S
~_—

B B bi , bj
bi =b; — Zﬂi,jij for p; ; = 5——+.
j<i < 2 bj>

Problem 10.1. Prove: If by,...,b, are orthogonal, then a shortest vector of £(B) can be

found efficiently.

One way to view a reduced basis, defined next, is as a “somewhat-orthogonal” basis. Such
a basis facilitates finding a “somewhat-short” nonzero lattice vector.

Definition 10.2 (Reduced basis). A basis B = {b1,...,b,} € R™ is said to be a §-LLL
reduced basis if the following two properties hold.

L pijl <1/2forall 1 <i<n,j<i.

- 2 -2
2. bi+1H > (6 p2,) b foran1<i<n.
Informally, the first property says b1, ...,b, are somewhat orthogonal — complete orthog-
onality would give p; ; = 0; The second property says that bq,...,b, are somewhat long.

2 - 2
bl > bi_lH /2. The focus of our

session today is the following fundamental theorem of Lenstra et al. [1982].

To see this set § = 3/4 and notice property 1 implies

Theorem 10.3 (Efficient basis reduction). For any fixred § € (%,1) the following holds.
Any lattice basis by, ..., b, can be converted to a 6-LLL reduced basis in polynomial time in
the description of by, ..., by.

3The term LLL is an abbreviation of the three inventors of the algorithm and coauthors of Lenstra et al.
[1982] — A. K. Lenstra, H. W. Lenstra, Jr. and L. Lovasz.
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Our next problem shows one important application of a reduced basis.

Problem 10.2. Present a polynomial-time algorithm that given a basis B = by, ...,b, finds
a nonzero lattice vector of length < 2%/2. \;(L(B)), where A\;(£) is the length of a shortest
nonzero vector in the lattice £. Hints:

e Use Theorem 10.3. Assume bi,...,b, is 6-LLL reduced and let by,...,b, be the
corresponding Gram-Schmidt orthogonal basis.
e Recall [Regev, 2004a, Lecture 1, Theorem 5]: Ay (£(B)) > min; ||b;

bill-

e Using properties 1,2 in Definition 10.2 prove by = by is not much longer than min;

10.2 The LLL Algorithm

Theorem 10.3 is proven by analyzing the correctness and running time of the following
algorithm, presented in Lenstra et al. [1982].

The LLL algorithm
Input: Lattice basis B =by,...,b, € Z", 6 € (1/4,1)
Start: Compute Gram-Schmidt orthogonal basis bi,... by
Reduction: For ¢ =2 to n do
For j =i —1 down to 1 do

[=al}

()

(bi,b;)

707

b; < b; — ¢; jbj, for ¢; ; the integer closest to

- 2

bz‘+1H < (5 - M?H,i)
swap bz‘ and bi—i—l
goto Start

Output: “by,...,b, is a §-LLL reduced basis for the input lattice.”

bl

b
b

-2
b;|| , then

Swap: If exists 1,

Problem 10.3. Prove: The Gram-Schmidt orthonormal basis does not change during the
reduction step. (It may change, however, during the swap step.)

Problem 10.4. Prove correctness: If the algorithm terminates, then its output is indeed a
d-LLL reduced basis for the input lattice. Hints: Unimodular matrices and [Regev, 2004a,
Lecture 1, Lemma 3].

10.3 Bounding the runtime of the algorithm

We want to show (a) the number of restarts is small, and (b) each iteration is efficient.
Combined, these two statements prove the efficiency of the LLL algorithm. To prove (a),
we associate a potential with each intermediate basis in the algorithm and show (i) an
upper bound on the initial potential (7i) a lower bound on the final potential, and (74) each
restart decreases the potential.
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Definition 10.4 (LLL Potential). For B a lattice basis, the potential of B is
n

DB = H bi HDB,’b

i=1 =1

n—i—1

where DB,i = H;‘:l HBJH .

Problem 10.5. Prove log(Dp) is at most polynomial in the size of the description of the
input basis.

Problem 10.6. Prove Dy decreases by a multiplicative factor /& with each restart. Hints:
e Using Problem 10.3 argue that it is sufficient to consider only swap steps.

e Suppose b; is swapped with b;y1. Argue that no change occurs in Dp; for j # 1.
Thus, it is sufficient to consider only the change occurring in Dp ;.

e Consider the ratio of Dp; before and after the swap.

Problem 10.7. Using the previous two problems, prove that for any § € (%, 1) the number of
restarts of the LLL algorithm is at most polynomial in the description of the input lattice
basis.

We have shown a polynomial upper bound on the number of restarts of the algorithm.
However, the calculations involved in a single iteration might require superpolynomial time.
For example, the intermediate basis generated by our algorithm might be doubling in length
with each restart. The second part of the running time analysis shows this is not the case
and all involved calculations are polynomial in the size of the input basis. For a detailed
analysis we refer to [Regev, 2004a, Lecture 2].

With this we conclude the description and analysis of the LLL algorithm. In our next
session we shall study some of the many applications of this marvelous algorithm.
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SESSION 11:
A LATTICE BASED ATTACK ON THE RSA CRYPTOSYSTEM
INSTRUCTOR: Eli Ben-Sasson JANUARY 14, 2007

In this session we’ll study one out of many applications of the LLL algorithm. In particular,
we will use this algorithm to mount a special kind of attack on the well-known RSA cryp-
tosystem introduced in Rivest et al. [1978]. We start by briefly describing the essentials of
this system.

RSA Public key cryptogtraphy Let p,q be two primes, N = p-q and ¥ (N) = (p —
1) - (¢ — 1) be the size of Z}, — the multiplicative group of integers modulo N. Let r, s be
integers such that - s = 1 (mod ¢ (N)). We call r the public exponent, s is the private
exponent and N is the modulus of the cryptosystem. The pair (r, N) is the public key
and the pair (s, N) is the private key. A message is M € Z3;. The encryption of M is
given by C = M" (mod N) and C is called a cyphertext. The decryption of a cyphertext
C is given by C* (mod N). Recall Euler’s Theorem says that for all integers a we have
a?™) = 1 (mod N). This Theorem implies (M")* = M (mod N). In other words, the
decryption of a cyphertext C' recovers the message M encoded by C.

We shall make extensive use of the following fundamental theorem.

Theorem 11.1 (Chinese Remainder). Given r modular equalities x = a; (mod m;) where
mi,...,m, are relatively prime, there exists a unique x < [[, m; satisfying these equalities
and x can be found in polynomial time in log(]]; m;).

11.1 Low Exponent Attack

Since the encryption of messages is often carried out by simple computational devices, like
a “smartcard”, we would like to make the encryption process as efficient as possible. One
way of doing this would be to use a small public exponent r. In class we showed that using
r = 3 makes the RSA system susceptible to attack. We now extend this idea significantly,
following the works of Coppersmith [1997] and Hastad [1988]. For more information on
various attacks on the RSA system (including the one we discuss below), see the survey
Boneh [1999].

Suppose Alice goes on an online shopping spree and purchases items from k different online
stores. In all transactions, Alice transmits her (unique) credit card number M, using k
different RSA public keys (r1, N1), ..., (rg, Ni). A special case of the following theorem due
to Hastad [1988] says that if Eve eavesdrops to all transactions and additionally all public
exponents 71, ..., 7 are smaller than ~ vk, then Eve can go on her own shopping spree,
using Alice’s credit card number.

Theorem 11.2 (Low exponent attack). For every integer d there exists an integer Ny =
No(d) such that the following holds. Let k > d(d + 1), let Ny < ... < Ny € NT be integers
all larger than No and let g; € Zy,[x] be k polynomials of maximum degree d. Suppose there
exists a unique M < Ny such that g;(M) = C; (mod N;) fori =1,...,k. Then one can
find M given S = {(Ny, gi, Ci)}le in time polynomial in the description of the input S.
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Remark. In the theorem above, the minimal number of different RSA-systems needed to
break degree d encryption is ~ d?. However, a better bound is known, where one needs
only k > d. For details, see [Regev, 2004a, Lecture 4] or Boneh [1999].

The proof of Theorem 11.2 reduces the problem of finding a common root of k£ low-degree
polynomials ¢;(z),...,gr(x) modulo k different integers Ni,..., Nk, to that of finding a
single root of a low-degree polynomial modulo Nj --- Ni. We will find such a root via the
LLL algorithm, thus proving the following theorem of Coppersmith [1997].

Theorem 11.3 (Finding small modular roots). For every integer d there exists a constant
cq > 0 such that the following holds. Let N € N* and f € Zy|[z] be a monic* polynomial of

2
degree d. Let B = cq- N4@+D . Then one can find the set of small integer roots modulo N,
R={x0€ZN[-B,B]| f(xg) =0 (mod N)},
in time that is polynomial in log(N).

Remark. As in the case of Theorem 11.2, the bound on B stated above is weaker than the
best known. We state this weaker version because it is simpler to prove. For details on the
stronger versions, see Coppersmith [1997] or Boneh [1999]; Regev [2004a].

11.2 Reducing Theorem 11.2 to Theorem 11.3

We start by assuming without loss of generality that INV;, N; are relatively prime, i.e., their
greatest common divisor is 1. Recall an extended gcd pair of a,b € NT is a pair s,t € Z
such that as + bt = g where g is the greatest common divisor of a and b. Recall that an
extended ged pair can be computed in polynomial time in log(a) + log(b).

Problem 11.1. Prove: If N; is not relatively prime to N; for some i # j, then one can find
M in polynomial time.

The reduction of Theorem 11.2 to Theorem 11.3 follows by “combining” all £ modular equa-
tions into one big equation of the same degree, using the Chinese Remainder Theorem 11.1.

Problem 11.2. Prove Theorem 11.3 implies Theorem 11.2. Hints:
o Let hi(z) = gi(z) — C;.

o Let hgmax) be the leading coefficient of h;. Use the proof of Problem 11.1 to argue
(max)
i

that without loss of generality h is relatively prime to NN;.

e Using the extended-ged of hl(max) and N; convert h;(z) into a monic polynomial h/(x)
of degree exactly d such that hl(M) =0 (mod N;).

e Use Theorem 11.1 to efficiently find integers T7,...,T) such that 7; = 1 (mod N;)
and T; = 0 (mod Nj) for all j # i. Notice >, T; =1 (mod Ny --- Ny).

e Argue h(z) = Ele T; - hl(x) satisfies the conditions of Theorem 11.3, for a proper
setting of V.

e Use Theorem 11.3 to find M efficiently.

4A polynomial is said to be monic if its highest nonzero coefficient is 1.
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11.3 Proof of Theorem 11.3

From here on we fix d, N, B and f(z) = Z?:O a;z’ as in the statement of Theorem 11.3.
Our proof idea is to find a polynomial with small coefficients ay, . .., al, that has the same
modular roots as f(z). We start by seeing why small coefficients help prove Theorem 11.3.

Problem 11.3. Prove: If the coefficients of f(x) satisfy }aiBi| < N/(d+1) foralli =0,...,d,
then the set R can be found efficiently.

The problem is that the coefficients of f(x) need not be small. Thus, we shall find a
polynomial g(x) with the same set of modular roots as f and small coefficients. For this,
we’ll need the LLL algorithm.

Problem 11.4. Consider the set of polynomials {N, Nz, Nz?,... Nzd 1, f(:c)} Let g(z) =

Z?:_ol BiNz'+af(x) be an integer combination of these polynomials for «, fo, .. ., 84_1 € Z.
Prove: Every root of f modulo NV is also a root of g modulo N. Moreover, if a # 0 then
the sets of roots of f and g modulo N are equivalent.

Problem 11.5. Consider the lattice £; generated by the columns of the following matrix

N 0 ... 0 ap
0 BN ... 0 a1 B
0 0 ... B¥IN g4 ,B%!
0o 0 ... 0 B

Suppose ¢ € L1\ {0} satisfies |¢] < %. Construct from ¢ a nonzero polynomial with the
same set of roots as f(z) that satisfies the condition of Problem 11.3. Conclude that finding
¢ suffices to prove Theorem 11.3.

Problem 11.6. Provide an upper bound on the length of the shortest nonzero lattice vector
of £1. Hints: calculate det £, and use Minkowski’s First Theorem (cited as Corollary 2 in
[Regev, 2004a, Lecture 1]).

Problem 11.7. Use the LLL algorithm, Theorem 10.3 and Problem 11.6 to argue that a

nonzero lattice vector of length ;- N - NB%ﬁl can be found efficiently, where ¢} is a constant
depending only on d.

Problem 11.8. Complete the proof of Theorem 11.3 using Problems 11.6 and 11.7.
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SESSION 12:
COMPUTATIONAL COMPLEXITY OF BASIC LATTICE PROBLEMS
INSTRUCTOR: Eli Ben-Sasson JANUARY 30, 2007

In the past couple of sessions we studied the LLL algorithm which produces lattice vectors
of length that is within a 2°(")-factor of the length of the shortest nonzero lattice point.
Additionally, we saw an application of this algorithm to cryptanalysis of the RSA system.
Today we briefly investigate the computational complexity of two basic problems related to
lattices — the “closest vector” and “shortest vector” problems. In particular, we shall argue
that the decision version of these problems is NP-complete and discuss the complexity of
their approximation versions.

12.1 Decisional CVP is NP-complete

Definition 12.1 (Decisional CVP). The decisional version of the closest vector problem is
e Given: Lattice basis B € Z™*", target vector t € Z™ and radius r € Q.

e Output: “YES” if there exists a lattice vector u € L(B) such that |t —u| < 7.
Otherwise, output “NO”.

Problem 12.1. Prove: Decisional CVP is in NP.

To prove the NP-completeness of decisional CVP, we apply a reduction from the NP-
complete subset-sum problem:

e Given: Summands aj,...,a, € Z and sum S € Z.

e Output: “YES” if there exists a subset of the summands that sums to S. Otherwise,
output “NO”.

Problem 12.2. Prove: Decisional CVP is NP-complete. Hint: Reduce from subset-sum and
consider the instance of decisional CVP given by:

ay az (£79) S
2 0 0 1
B=| 0 2 ezrtixn = | 1 | ezntl, r=+/n.
0
0 0 2 1

Ajtai [1998] showed that the decisional shortest vector problem (SVP), described below,
is NP-complete under randomized reductions. (The intricate proof of this statement is
beyond the scope of our course.) An SVP instance is a pair (B, r) where B is a lattice basis
and r is a radius parameter. We are asked to output “YES” if and only if the length of the
shortest nonzero lattice vector in £(B) is at most 7.
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12.2 The complexity of approximate SVP

Given Problem 12.2; it currently seems hopeless to find an exact optimal solution to the
CVP problem. The same holds for the decisional SVP problem, as shown by Ajtai [1998].
But perhaps one can hope for efficient approximate solutions to SVP? In fact, the LLL
algorithm does provide an efficient 20(n)_approximation to the SVP problem. We start
with a formal definition of a decisional version of the approximate SVP problem.

Definition 12.2 (GAPSVP). Fory : N*— [1,00), let GAPSVP
problem over instances (B,r) where B € Z™*"
rameter.

~(n) be the following promise
is a lattice basis and r € Q is a radius pa-

e YES: Instances (B, r) such that \;(L£(B)) < r.
e NO: Instances (B, r) such that A\ (L(B)) > ~v(n) - r.

Our goal is to show that GAPSVP,, is unlikely to be NP-complete. To do so, we use the
following Theorem of Lagarias et al. [1990].

Theorem 12.3. Every lattice £ has a basis by, ..., by, such that its Gram-Schmidt orthog-
onal basis by, ..., b, satisfies

Time permitting, we will prove this theorem in class using properties of dual lattices. (See
also [Regev, 2004a, Lecture 8]).

Problem 12.3. Prove: GAPSVP,, € coNP. Hints: Use Theorem 12.3 and the second bullet
in Problem 10.2.

Notice that the previous problem implies that if GAPSVP,, is NP-complete, then NP =
coNP. Common belief is that NP # coNP and this belief implies that GAPSVP,, is not
(believed to be) NP-complete.

bn

}Z Al(ﬁ).

o i n

12.3 Complexity of SVP — State of the art

Let us highlight several results regarding the tractability of the GAPSVP,, problem, for dif-
ferent approximation factors . Lenstra et al. [1982] showed that for 4 = 29(") the problem
lies in P. Schnorr [1988] improved this result to show that for v = 20(n(loglogn))*/log(n))
still lies in P and Ajtai et al. [2001] showed that a = 20(nloglogn)/log(n)) can be found in
randomized polynomial time.

In this session we have seen that for v = n the problem lies in NP N coNP. Aharonov
and Regev [2005] have shown that this remains the case even for v = y/n. Prior to that,
Goldreich and Goldwasser [2000] showed that for v = y/n/log(n) the problem lies in NPN
coAM. We briefly remark that this latter result is sufficient to imply that GAPSVP Noo)
is unlikely to be NP-complete.

Starting from v = 1, Ajtai [1998] showed that GAPSVP; is NP-complete under randomized
reductions. Micciancio [2000] showed that the problem remains NP-hard for v = v/2 under
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randomized reductions. Recently, Khot [2005] improved the hardness result to any constant
approximation factor. (He also showed super-constant, though sub-polynomial, hardness
results based on stronger computational assumptions).

We end this brief survey by pointing out that cryptographic constructions based on lattice
problems (e.g., the constructions of Ajtai and Dwork [1997]; Regev [2004b]) typically assume
that GAPSVP, o) cannot be solved in randomized polynomial time.
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