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Abstract
The purpose of this paper is twofold: we first present

a novel architecture for real-time active vision systems,
and then enhance the architecture with a un$ed approach tofault tolerance. Our system is designed modularly in order to enable theflexible addition of hardware
and sojiware redundancy and also to allow reconfiguration when and where needed. This gives us the ability
to handle faults in the context of Active Vision.

1 Introduction
Modern robotics applications are becoming more complex due to increasing numbers of resources to be controlled. An excellent example of this is the use of active
vision in tasks which previously relied solely on static
imaging. Although there are many advantages of active
over passive vision such as improved robustness and
elimination of ill-posed conditions [ l , 21, it is known
that the control of active vision devices (AVD’s) is both
complex and compute intensive as the AVD combines
perception and action using multiple sensors and actuators.
In order to meet the computational demands of such
systems and to support distributed sensors and actuators, multiple processors may be required. A distributed
real-time architecture is needed to provide required processing while meeting application-specified timing constraints. Missing a deadline in such a system can lead to
high-cost consequences, for example when autonomous
robots handle radio-active materials or when human life
is involved. Therefore, services offered must be available and provide guarantees despite the occurrence of
faults (fault tolerance). In particular, for real-time systems, fault tolerance techniques must guarantee that timing constraints are met, in addition to functional correctness. For this reason, fault tolerance in real-time robotic
environments is a hard problem.
Fault tolerance has been extensively studied for many
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general purpose applications. All of these techniques
have a common elemenf: redundancy. Several concepts developed for the support of general purpose fault
tolerance can be adapted to execute in real-time environments. This is the case with broadcast and multicast
communication primitives [3] and group memberships
when managing replicated procedure calls [5, 41. Recently, work in robotic faiult-tolerancehas appeared. At
the system level, fault tolerance i s researched in [13]
where Tso et al. discuss a control system in which system level fault tolerance is integrated with task level handling of uncertainties and unexpected events. Visinsky
et al. [ 141 present a layered fault tolerance framework
which provides fault tolerance at the servo, interface and
supervisor layers. However, to the best of our knowledge, real-time fault tolerance in active vision systems
has not yet been addressed.
Many systems focus on a single type of redundancy,
such as replicated hardware. However, a comprehensive framework is lacking to combine different types
of redundancy according to user needs. In a previous
work, we have developed a scheme that addresses task
and application level fault tolerance [Ill. At the task
level, individual tasks have associated monitors that perform error detection and rcporting, as well as some error
handling. These monitors report to higher level monitors that maintain more Isemantic information and are
able to broaden the fault coverage. At each monitoring
level, there is an error handler (EH) associated with the
monitor, that performs the error handling actions. At
the application level, tasks are replicated and interconnected, creating a resilient application. The number of
replicas created depends on the criticality of the application and of the individual tasks. Although there are no
assumptions on the relative speed of the replicas, they
may execute concurrently to minimize the error detection and recovery latencie,s.
In addition to task and application-level fault tolerance, a new approach for achieving fault tolerance at the
system level, scenario changes [lo], defines a mechanism by which the guarantees of applications accepted
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for execution may be revoked in a controlled fashion. It
encompasses reconfiguration (i.e., re-distribution of applications in theresources of the system), load-shedding,
which address a single form of recovery, timing faults
or transient overloads, and exception handling.
In this paper, we present a distributed real-time architecture which provides the ability to combine the
perceptive capabilities of active vision with the active
capabilities of other robotic devices (Section 2) as well
as several levels of fault tolerance (Section 3 ) . We
present a complex task in satellite retrieval and show
how the architecture can provide solutions both for the
tasks real-time requirements and fault tolerance (Section 4). In Section 5 our tests and results are shown. We
close the paper with concluding remarks in section 6 .

2 Basic Architecture
In this section we briefly review the basic architecture
used in our work, which addresses both micro and macro
levels in a unified manner. For a more thorough discussion, please see [ 6 ] .
Our basic architecture provides both an interactive
user interface/developmentcomponent and a real-time
component: the host and target machines, respectively,
which can be seen in Figure 1. By the nature of the
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Figure 1: Basic System Architecture
different speed requirements necessary for interactive
processing on the host machine and real-time processing on the target machines, these components are decoupled. The non-real-time interactive and developmental
components of the architecture are separated from a
low-level target module which uses hardware/software
applicable to real-time activities. Communications between the two components is implemented as message
passing using a well defined protocol .
AV1 is implemented using the Robot Schemas (RS)
notation introduced by Lyons [8]. RS provides a language for specifying process concurrency and captures
the temporal and structural dependencies required to im-

’

‘The interactive/development facilities of the architecture will not
be discussed here. A thorough discussion of this component can be
found in [ 6 ] .

plement complex perception tasks. One of the novel features of our architecture is the inclusion of AV1 on both
the host and target machines. By distributing RS, we
provide mechanisms for both rapid prototyping (when
the AV1 module on the host machine is used offline) and
experimentation purposes (when the AV1 modules on
the target machines execute in real-time).
Composition of primitive routines into complex activities is achieved by traversing a parse tree built from
an expression in Robot Schemas notation. We call a
set of executing applications a scenario. The transition
from one scenario to another can be implemented by
the termination of one tree and the execution of another.
A computing system executes exactly one scenario at
a time. For example, an AVD consisting of a camera
mounted on a robotic arm trying to intercept a moving target may consist of four major scenarios, namely
target location, trackinghterception, recovery and contingency

’.

3 Task Scheduling and Fault Tolerant Architecture
Since several applications may be controlled by a single
target system, in order to comply with the deadlines
of tasks, we need to make sure that the target systems
will not be overloaded with computations. To verify the
feasibility of the schedules generated, we use a real-time
scheduling algorithm, such as Rate Monotonic (RM) [A,
Earliest Deadline First (EDF) [7], or time-line based
algorithms [ 121.
The EDF or RM algorithms check whether a set of periodic tasks meets deadlines, according to the utilization
of the task set. Consider a task set T = { t l , t 2 , . . . , tn}
with execution requirements c1, c2,. . . ,cn and periods
p1 , p 2 , . . . , p n . The utilization of task i is defined as the
percentage of CPU needed for the task to execute, that
is: U, = 5. A task set can be scheduled within their
deadlines ?f the following relation holds:

In our implementation we use the RM method for the
control of such applications, since there are few levels
of priority needed in this system
Each of the target systems implement RM to verify the feasibility of

’.

’Note that each of these scenarios may have applications distributed over several resources or sites.
3Themain reason to use RM is that when many priority levels are
needed, a hardware implementation of EDF is not possible.
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the tasks submitted to it. Note, however, that the general approach is the same, regardless of the scheduling
algorithm used.
In addition to guaranteeing timely execution, we provide redundancy at different levels of the system, in
order to be able to tolerate different types of faults. This
means that fault model is more flexible than if a single
type of fault tolerance were being used. We allow, for
example, one or more actuators to fail, one or more of
the subcomponents of the target machines to fail, and so

which (if any) of the target modules has failed and to
perform appropriate sysfem reconfiguration in such an
event. Failure criteria include timeouts and differing
input from duplicate target modules.
The voter can be located in several physical locations, namely in the actuator, in a separate machine,
or implemented in a disiributed fashion among all the
target systems. The different options present different
overheads, advantages and disadvantages. For example,
the centralized voter resliding in one of the target machines becomes a bottleitaeck for the voting procedure
and represents a single point of failure (if that particular target machine fails, the entire scheme fails, since
there is no output message to the AVD/actuator). To
solve these problems, one can locate the voter inside
the AVD/actuator, but thi 9 requires either modifying the
hardware or modifying tb: software at the AVDIactuator,
neither of which is simple to achieve.

4

Experimental Task

Figure 2: Logical System Architecture
The basic architecturedescribed in Section 2 was used
to obtain a fault-tolerantarchitecture, shown in Figure 2.
This architecture provides fault tolerance at several levels. Using the language of [IO], fault tolerance at the
unit level is provided by replicating device hardware.
For example, multiple vision boards as we will see in
the example later in the paper. At the application level,
fault tolerance is provided by replicating the hardware
and software of the target machine. Here, faults related
to processing unit failure including CPU, vision card,
motor drivers, etc, can be tolerated. At the system level,
fault tolerance is achieved by replicating the hardware
and software components so that failure of a host machine does not prohibit continued system execution
The AVI's in the target machines parse and execute
the trees for AV1 implementation. After an output is
generated, the target machines exchange information
about the generated output in order to verify that all
replicated target machines for a device computed the
same values. This is done by the voter, which produces
a unique message from those that it receives and sends
a single message to the AVD/actuator. The voter also
determines if a fault has occurred in one of the target

(a>

(b)

Figure 3: (a) Satellite a n c l Docking Vehicle; (b) Active
Vision Head
Our experimental configuration consists of an AdeptOne
robot arm (depicted as the docking vehicle on the left
part of Figure 3(a)) with a camera mounted on it, and
a satellite being held by ii Scorbot-ER9 robot arm (on
the right part of Figure 3(a)). Additionally, there is an
active vision head with 4 degrees of freedom (shown in
Figure 3(b)).
The docking vehicle attjempts to intercept the moving
satellite by adjusting its position according to satellite
motion information provided by the camera mounted
on the arm. Additionally, the active vision head provides information to help guide the docking process by
evaluating the satellite's trajectory. As a result of the
satellite's motion and due to the nature of the control
application, deadlines are imposed on each of the tasks
that must be carried out.
Let us assume that in the operation of such a docking procedure there are fourteen scenarios, namely target location, long-range tracking/docking, close-range

'.

modules. It is the responsibility of the voter to determine
4Detailsof the host machine hardware and software can be found
in [ 6 ] .
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Figure 4: Scenario applications and transitions. The recoverylcontingency scenarios are labeled L if transition
is from scenario A 2 and S if transition is from scenario
A3.
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recovery/contingency.
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indicates extra time with diminished accuracy, due to
the hardware incompatibility. Figure4 shows the sets of
applications in each scenario as well as the transitions
from one scenario to the next. Since these applications
are extremely compute-intensive, they run in parallel in
a dual-CPU system (thus the two sets of applications).
In the target location scenario ( A I ) , the head is executing a motion detection procedure. When a moving
target is detected, the verification procedure is run and
a saccade is invoked; therefore, this scenario consists of
applications { 1,2,3}. A scenario change is triggered
when the satellite is fixated, moving to the long range
tracking/docking scenario (A2). This is an example of
changes that include total reconfigurationof the task sets
being executed: { 1,2,3}
{ 4+, 7 ) { 5+, 6). In this scenario and the next (short range tracking/docking (A3)),
four tasks are being executed: smooth pursuit, docking,
trajectory estimation and time-to-contact. Smooth pursuit is used by the head to track the satellite and improve
satellite trajectory estimation. The camera mounted on
the AdeptOne computes the needed information to control the arm for the docktng procedure while time-tocontact measures the time until contact with the satellite
is made.
Long range tracking/docking is in effect from the time
the satellite is recognized and fixated upon until the timeto-contact module determines that the distance from the
docking vehicle to the satellite is less than some threshold (70cm in our experiments) at which point a scenario
change is triggered to short range tracking/docking (A3).
While the distance between the docking vehicle and the
satellite is greater than the threshold, trajectory estimation plays a greater role in the control of the system as we
are positioning the docking vehicle relative to the satellite. Therefore, we use high-quality algorithms (in terms
of accuracy) for smooth pursuit and trajectory estimation. Once the distance to the satellite drops below the
threshold, the results of the docking and time-to-contact
modules become more important than trajectory estimation as the trajectory should not change too much but we
need high accuracy in the time-to-contact computations
because the distance from the satellite is very small and
errors can be catastrophic (i.e., overshooting and hitting
the satellite). For this reason, trackingldocking has been
divided into two scenarios, long range and short range.
The last normal scenario change occurs in the case
the time-to-contact approaches 0: the system changes
to the interception scenario (A4). However, we must
also consider that several faults can occur in the system:
each of the boards in the target systems can fail or each
of the cameras can fail. Therefore, in what follows we
examine the different scenarios that are reached when
each of these faults occur.

I

Table 1: Applications and timing constraints for AVDaided docking
Let Aibe a scenario composed of a set of applications
(denoted by numbers, described in Table 1) and ‘3’’
define the transitions between scenarios. The symbols
“+” and “-” following the applications indicate varying
times required to perform the same activity with varying
quality: more and less accuracy, with more or less CPU
required, respectively. Typically, the more important
tasks will be carried out by “+” applications and the
less important by “-” applications. The symbol “++”
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If a vision board in une uf the target machines fails,
the system must adapt to the new situation and may need
to gracefully degrade the quality of its services. This can
be implemented with scenario changes:
(4+,7)(5+,6} =$ (4+,5,6-,7-} (i.e.? A2 s F3L)
in the case of board failure while in the long
range hckirzg/rlocking scenario, and {4,6+} { 5+, 7) ~j
{4-, 5-, 6 , 7 } (i.e., A3 + F3s) when board failure occurs while in the short r a g e truckkng/docking scenario.
Note that in this case the gracefuI degradation also includes reconfiguration,since all applications will run on
a single vision board. In this situation, since there is a
single non-failed board, the procedures are less accurate
but will be able to complete their required tasks (probably in a longer time interval or with more tries). If the
failed component is replaced and/or fixed, the scenarios again change from recovery to trackinglinterception,
that is, {4+,5,6-,7-} =+ {4+,7}{5+,6} (i.e., F3L =+
Az), or (4-,5-,6,7}
+ {4,6+}{5+,7} (i.e., F3s +
A3) which represents the re-allocation of tasks.
If a camera fails, there are several possible cases. Due
to lack of space, we will only discuss the case when the
arm camera fails and application degradation and duplication are performed. In this case, since the docking
procedure needs to be carried out with guidance from the
head, more computationally intensive procedures must
be executed (with only information from head cameras).
If the arm camera fails while in long range tracking and
docking, we use the applications 4 + + and 7+, instead
of 4+ and 7. In the case of arm camera failure while in
short range tracking and docking, we would like to use
applications 5+ and 6 + +. However, these applications
have a utilization of 86.0% which exceeds the limit for
the Rate Monotonic scheduling algorithm. Therefore,
we must reconfigure the application allocation. In this
case, we would use scenario { 4+, 6 + +} { 5+, 7).

1 Module

The goal of our experiments is to verify the effectiveness
of our architecture. To show this, we have implemented
the experimental configuration described in section 4. In
what follows, we describe how we have implemented on
our architecture four techniques for performing smooth
pursuit and docking as well as two techniques for computing time-to-contact.

5.1 Motion analysis
We have implemented and tested four motion analysis
techniques for smooth pursuit and docking. Each technique possess differing characteristics of both time and
quality. To identify these characteristics, we measured
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Figure 5: (a) Module Timing and Success
at which each module runs independently. Success ratio
is calculated as the percentage of successful runs over
the entire set of experiments.
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Figure 6: Tracking Results from Two Motion Modules
the ability of each technique to track various combinations of objects and backgrounds. In all, we tested six
such combinations where objects range from a simple
blob to the satellite, and backgrounds range in complexity from a constant black background (as found in space)
to backgrounds with randomly placed objects. Tracking
module timing and module: success ratio are given in the
table of Figure 5.
Figure 6 shows the tracking results of applications
4- and 4. 4- is a faster but less accurate algorithm. It
is clear from the figure that the faster algorithm leads to
a degradation in tracking stability.

5.2

5 Experiments

]

Time-To-Contact

We have implemented two time-to-contact ('ITC) modules. One module is divergence based while the other is
model based. It was shown in [9] that the rate of change
of the area of an object, divided by the area, is proportional to the divergence. IJsing the divergence we can
approximate the TTC.In the model based approach, we
track known features to finid the changes in the apparent
length. These changes were used to approximate 'ITC
in a similar manner.
Figure 7(a) shows the performance of the model based
technique (application 7-) over the entire satellite motion while figure 7(b) shows the performance of the divergence based technique (application 7) over the same
motion. It is clear from the figures that the divergence
based technique leads to more stable estimates of TTC
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than the model based technique. TTC stability becomes
increasingly important the closer the docking station is
to the satellite. We would like to avoid a situation such
as the TTC module giving a false measurement of a distance in shortrange. This can lead to a failure in docking
as well as damage both to the satellite and docking vehicle. In order to avoid this situation, we switch scenarios
A2 +-A3 when the satellite is at a distance of 70cm.

tolerant active vision systems into robotics applications
both enhances the functionality of such systems as well
as ensuring their ability to perform well despite the occurrence of faults.
We designed our architecture with inherent faulttolerant properties in order to cope with real-time and
robotics requirements. Such design was used to enable
flexible fault tolerance, in terms of software and hardware redundancy and reconfiguration. With our fault
tolerance approach, the software functions and hardware devices are protected against failures, and allow
tolerance to faults at different levels of abstraction.
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