Proposal for Translating Cryptology Terms to Hebrew

Yossi Markovitz initiated this list. Ron Irmai, Shraga Irmai, Adi Shamir, Moti

Yung, Orr Dunkelman and Roni Roth contributed various terms and had var-

ious suggestions that improved this list. Some translations were adopted from
\ the Israeli electronic signature law, 2001.

/ General Terms
Cryptography (PIN0ETR N0 N2 11198
Cryptology (TA121097R) ,0MIG% TN
Cryptanalysis 772180872
Cryptographer (127 2pum 20y 18X
Cryptanalyst ("R2)) ,00"2IRVAR
Encryption nasn
Decryption miva
Cipher |
Cryptosystem 198N N3
Plaintext ™21 2m
Ciphertext ano ana
Key man
Password XNu'o

One-Time Pad

Mya-Tm Tnan

Key Distribution, Key Exchange

Key space

__(Immngn ng2min  Mnnan nxan
mnnan anm
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/ Types of Attacks

Attack ngpenin
Ciphertext Only Attack 71221 1IN0 2N3 Ngpni
Known Plaintext Attack UIT* 122 AN3J N9jni
Chosen Plaintext Attack M1 "123 AN3 NgRni
Adaptive Attack N'2Jnun Ngpnn
Chosen Key Attack M13 TNan ngpEnn
Exhaustive Search Attack TIXNN Wamm napnin
Dictionary Attack 112" napnin
Meet in the Middle Attack DXNR] NWJ9 NgpRnn
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4 Symmetric Ciphers Terms
Block Cipher 0121 91X
Stream Cipher quw 1918
Round plil]
Key Schedule mnnan Tay
Subkey nnan nn
Weak Key w'2r mnan
Double Encryption 1T
Triple Encryption 191x-n2n

Mode of Operation

(21090 19X ,210an 1M

Differential Cryptanalysis
Linear Cryptanalysis

TIRRITET NT2IRVI TR
TMIRT™? NT*23R04™ R

Characteristic

nnn

Differential

X1

Linear Feedback Shift Register

© Eli Biham - May 3, 2005 619 Proposal for Translating Cryptology Terms to Hebrew (21)

/ Hashing Terms

Hash Function (scrambling T 21271D) MXNN 1T'XR1N9
One Way Function TPIN3-TIT °Xpng
One Way Hash Function — I"IN3-TN MXNN 1"%119
Hash Value mxnn
Message Authentication Code MoTIN NMR TR
Birthday Paradox TIT2N0 07" 0171719
Birthday Attack NT20 01" Napnn
Collision mwinn
Collision Free Hash Function TMWIINN R22 MRNN N'%eng
Compression Function NomT N'Xpng
Padding g™

IR 21WN OV AT TR
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/ Public Key Terms

Public Key Cryptography

"ama mnan maax

Public Key

("NaX) "2mg nnan

.0MON 072021 12 W* TR "2N191 007En X1 112X 1°R TNann nwwn?

Secret (Private) Key

(1U79) *T10 NN

Digital Signature

T80 AN, PIT0R2R M

Authentication nm
Identification T
Public Key Infrastructure "ama mnan nrnwn
Certificate TR ,TITOR2R TN

Certification Authority
Certificate Revocation List
Quadratic Sieve

TNWKRN M7 ,Iwan ona
O TIWR “2102 1w
n'pian ng

Trapdoor One-Way Function
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/ Number Theory Terms
Number Theory 0190071 NN
Factoring g
Factor o

Prime Factor "TWR1 0T
Discrete Logarithm "07R0T DN
Modulus 1AM
Modular Arithmetic “21TM [1awn
Exponent Ton

.

TIT1320 N27T 0V MIN3-TI 'Xp11a
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/ Zero Knowledge Terms

Zero Knowledge Proof

T 09r nnam

Interactive Proof

TTM1"ORRTOTR M3

Zero Knowledge Interactive Proof — ["2"0pRTOIR DT 0IR NI
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Secret Sharing Terms

Secret Sharing (T10 N12m) , 10 qInw
Threshold Scheme qo 1na1o
Share (@2m [SHETEF] qnuw
Share Holder qmuw

(@A 12770 T2 QWA NR2INNN 17N 0 12 213" Share
02N TAN?Z 213" (1IN 20 WX 1T 1900 "202 1R W) 217 2N

/
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Other Terms \
Digital Cash, Electronic Money 1190 qUd
Covert Channel, Subliminal Channel — "om p11n
Handshake o NRM2
Impersonation mrnn
Random Number "RIRR 1900
Pseudo-Random Number — {7TIRIZ-"R2R 19010
Pseudo-Random Sequence — [TIRI2-IRIRR 1170
Seed Tt
Information Theory TN NN
Entropy "anuIR
Trusted Center 'R 1M

/

© Eli Biham - May 3, 2005 626 Proposal for Translating Cryptology Terms to Hebrew (21)



	Proposal for Translating Cryptology Terms to Hebrew
	  General Terms
	  Types of Attacks
	  Symmetric Ciphers Terms
	  Hashing Terms
	  Public Key Terms
	  Number Theory Terms
	  Zero Knowledge Terms
	  Secret Sharing Terms
	  Other Terms

