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A Known Plaintext Attack on 1-Round DES

After removing the permutations IP and FP we get:
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A Known Plaintext Attack on 1-Round DES (cont.)

We are given a pair (M, C) where M = (L, R) and C = (L', R) and we want
to find the 48-bit key K.

We know that:

F(RK)=Lel

1. Why is the output of all S-boxes known?

2. Given the 4 bits output of S; how many 6-bit combinations are possible
as input to S17

3. How many 6-bit combinations are possible as the 6 bit key which takes
part in the creation of the input to S;7

4. How many 48-bit combinations are possible for K7
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A Known Plaintext Attack on 2-Round DES
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A Known Plaintext Attack on 2-Round DES (cont.)

Thus, we have:

L F(R,Kl):L@R,
o F(R’,KQ):L,@R

As in the attack on one round, the first expression reduces the number of
possibilities for the 48 bits of K; to 4% = 216 (only 2792 of the keys pass the
test).

The second expression reduces the number of possibilities for the 48 bits of K
to 4% = 216 as well.

But there are 40 key bits which are common to both round keys K, K, thus
we get that the average number of possible 56-bit keys is slightly above 1.
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A Known Plaintext Attack on 4-Round DES

After 4 rounds there are still bits which are unaffected by some key bits. For
example:

Original key bit 46 is not used in round 1.

[t is used in round 2 (in K5) for the creation of the input to Ss, thus it
affects the 4 bits at the output of S5.

These 4 bits become bits 8, 14, 25 and 3 after the permutation P.

Key bit 46 is not used in round 3.

Bits 8, 14, 25, 3 affect the output of Sy, S9, S3, 54, Sg, S7 in round 3, thus
leaving the output bits of S5 and Sg unaffected by key bit 46.

There are 8 bits in the left 32-bit output of round 3 unaffected from key
bit 46.

There are 8 bits in the right 32-bit output of round 4. unaffected from
key bit 46.
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A Known Plaintext Attack on 4-Round DES (cont.)

This property can be used for a known plaintext attack:

1. Fix key bit 46.
2. For every key K4 which includes your guess:

(a) Encrypt the plaintext: C" = Ek,(P).

(b) Compare the 8 bits which are unaffected by key bit 46 in C” to the
same 8 bits in the given ciphertext C.

(c) If those bits are the same:
Denote K7 with the 46’th bit flipped by Kbs.
If Fxk,(P)= C then Kj is probably the key.
If Fk,(P) = C then Kj is probably the key.
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A Known Plaintext Attack on 4-Round DES (cont.)

We encrypt the plaintext with all 2°° possibilities for the key K;. We are left
with 247 keys on average. We also encrypt all 2*7 possible K5 in order to find
the original key. Thus, we get 2°° 4 2*7 encryptions instead of 2°9,

Remark: When using the complementation property with this attack we get
254 1+ 246 encryptions in the worst case, and 2°3 + 2% encryptions in the average
case.
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A Known plaintext Attack On 5-Round DES

Key bit 52 can be also used for an attack on 4 rounds:

e Original key bit 52 is not used in round 1.

e [t is used in round 2 (in K3) for the creation of the input to S;, thus it
affects the 4 bits at the output of 5.

e These 4 bits become bits 9, 17,23 and 31 after the permutation P.

e Key bit 52 is not used in round 3.

e Bits 9,17, 23, 31 affect the output of Sy, S3, S4, S5, Sg, Sg in round 3, thus
leaving the output bits of S; and S7 unaffected by key bit 52.

e There are 8 bits in the left 32 bit output of round 3 unaffected from key
bit 52.

e There are 8 bits in the right 32 bit output of round 4 unaffected from key
bit 52.
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A Known plaintext Attack On 5-Round DES (cont.)

Thus, we can use it for the following known plaintext attack:

1. Guess key bit 52.
2. For every key K4 which includes your guess:

(a) Encrypt the plaintext up to round 4: E% (P).
(b) Decrypt the ciphertext one round: Dy (C).

(¢) Compare the 8 bits which are unaffected by key bit 52 in E (P) to
the same 8 bits in Dy (C).

(d) If those bits are the same:
Denote K with the 52’th bit flipped by K.
If Fg,(P) = C then Kj is probably the key.
If Fk,(P) = C then Kj is probably the key.
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A Known plaintext Attack On 5-Round DES (cont.)

We encrypt the plaintext with all 2°° possibilities for the key K;. We are left
with 247 keys on average. We also encrypt all 2*7 possible K5 in order to find
the original key. Thus, we get 2°° 4 2*7 encryptions instead of 2°9,

Remark: As in the attack on 4 rounds when using the complementation prop-
erty we get 2°1 + 240 encryptions in the worst case, and 2°° + 2% encryptions
in the average case.
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