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Noah and the Ark

\Take on board with you sevepairs of every clean animal, a male and a
female; ongpair of every unclean animal, a male and a female; and seven

pairs of every kind of bird, a male and a female, to insure theinglron
Earth"

\came inpairs to Noah and to the ship, male and female, just as God had
commanded Noah"

(Genesis 7:2{3,9, The Message)

¢ Eli Biham - March 16, 2006 2 FSE 2006, Graz, Austria



8/8/88
FE,I}L ’_f@: G?J(x\zﬂ\ ,733:\)

; \G‘E“f E@wqrw > ’Pfﬂﬁ/@
M i IL n)G PAD

' (lm hn{ﬁm 55""’33‘-62%%«%0 hﬂ;ﬁ o/ m@
( Z e Know led HQ)

- AD ?\...,_
(S e Y‘”"ﬁ(mh)

N Papd - fjJ"(/@ (]’}ﬁ/ﬁ‘ £ ——*“JME ’;FA{
¢
kzﬂ):ﬂsﬁn 7 @Ab) 2-A (I7

¢ Eli Biham - March 16, 2006 3 FSE 2006, Graz, Austria



¢ Eli Biham - March 16, 2006

Qe ol

ligure 1: Fast Data Encryption Algornithm (FEAL1:

S(xy8) =ROLZ{({x +y+ 8 ) mod 256
where: x. y: one byte data: &: consszt (0 or 1)
ROL2: 2-bit rotate left

figure 2: F-function of FEAL
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Initial Idea

The initial idea was very simple, related to the fact thatiadid and XOR
di er only by the carries.

Let the carry pattern of the sum of two numbers be

Cxy)=(x+y) (X V)

The carry patterns are highly related to the inputs (e.gmany cases,
knowing bits of the carry pattern leads to knowledge of Ibitiseoinput)

This idea led to the following observation on Eré-unction of Feal:

Given the XOR di erence of the inputs to the central (blue)d®ds, and

the output XOR, there are 30 possibilities on average fotwbel6-bit
inputs!
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Initial Idea (cont.)

Add also that

It is very easy to force the central two output bytes to rena@ichanged,
while changing the input of the-function.

Then, it is possible to generate plaintexts for which we cadigi the di er-
ences in the last round:

1. Select a plainteX? and computd® =P.

2. Thena’= 0, I’= 0, and the middle two bytes Bf are 0.
3. It is easy to predict the middle two bytesdf(and alld.
4,

We get about 30 possibilities for the inputs to the middie $ boxes,
instead of 2.

5. We save a factor of about230 2! in the key search, i.e.?&nstead
of 24
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Note

Fortunately, This analysis is made on the version of Feal fromy].

The whole idea would not come at all on the real Feal-4 (wdftiiadal whiten-
Ing)!
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Improvements

We got an attack with complexity®2
Can we do better?
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Improvements (cont.)

Improvement:

Use also a third plaintext witR, where only the most signi cant bits of
all the bytes are complemented.

This additional plaintext would reduce the complexity t@ath2*.

The idea of using PAIRS as such is not yet there!
Using many pairs, the complexity becomes negligible...

Also the idea of xed dierences is not yet explored!

The attacker does not even predict the full output di ereBén the second
roundB°
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Unfortunately...

Unfortunately, when we got to this point, we found out thaalFdready has
EIGHT rounds (with full whitening).

The whole technique (as described) cannot work with so noamgls!
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Characteristics { A Step Toward Di erential Cryptanalysis

How can we extend the attack on FOUR round to EIGHT rounds?

It appears that in Feal there are three di erene@such thatA° can always
be predicted (probability 1), by changing only most sigmtdits (where the
carry bits are ignored).

Using these, and we x the plaintext di erence , we know for sure the
di erence after three rounds.
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Characteristics (cont.)

(> = 02000002 80808380

A%= 02000002 -—a’= 80808080 always

A F

(M

always

) always

!
(T = 02000002 80808980

But no more than three rounds can be gained
attacked that way.

Fixing the di erence seems a good idea
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Characteristics (cont.)

(> = A2008000 80800Q00

!

A%= 020000

Mie
\

£\

F

a’= 80800009 always

- = 80800000~

C"'=0

<
<

’= A000800D with probability 4

F

=0

always

M=y

)~ = 80800000 - °= A000800p with probability =4

) always

E— = 02000000 0= 808000

]
(T = A2008000 8080@00
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First Run in Rosh-Hashana

The program expected time was about 12 hours.
| left 6 runs for a long 3-day weekend.
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THE WELMANN INSTITUTE OF SCIENCE

Rptwret = larwnl T o now o+ RO
FACLLTY OF MATHEMATICAL SCIENCES npEaEnRn eToh malnpsn
O Cmarirret at Soipel M P e e DEUHISES B0 JWNmT T DY NPT TmeEn O
Db Baein
T Easwren of Theaisics st CH3RAM g ngreond npnen O

—— PERSOMAL AND CONFIDENTIAL ——

18/10/88
Dear Mr. Miyvaguchl-

After returning from my very enjoyvable viait fe NTT, 1 started
discussing the security of the FEAL-8 algerithm with my siudent
Ell PBlhan. #fa a result. a new type of attack was discovered.
During the last few weeks this attack was developed and tesied by
Mr. Bikam. with great success. We thus regret to inferm you thal
the FEAL-2 cryplosysiem should be considered completely
Insecure. We cannot describe ithe technical details wof the new
cryptanalytic attack: but we can demonstrate its effectiveness on
a data=el of your choice.

1% you are Inferested in such a demonstirations yom shaoul d
prepare 4G00 cipherterts by using the enclosed C progras (the
attack is uswally successful with as few as 1000 cipherteats: but
wa would like to have a margin of safety in this demonstirationd.
The clearfexts can be randomly chosen by you: and there is mo
nesd te reveal them to us. The C pregram slightly perturks each
cleartext by msetting and clzaring a few of fte bits, and then
encrypta It with yvour secret key. The gemerated file of 4000
clphertests should be Sent te us on a $.25" HE-DOS floppy disk.
We 1l process it with eur new algorithm and send you the secret
key by return mails

Ta make sure that the demopatration |5 fair. we would sak you
1o provide the subroulines choose_cleartezd and feal encrvp?b.
The firat subrouline can be any paeudo—random nusbar generators
refurning a noew 8 byte cleartest at pach Invocation. The second
subrogutine is the FEAL—2 algerithm wmhich accepts an 8 byte
claarterd and returna an 8 byte ciphnertext. ancpypted with your
secrel keoy.

I know hew disapgeinting This information must be. A
r Baak P.tmLp—.-._l -.l"-"l“'l
ik Sﬁ.w

Cablp StbSass WEDMST fereml) ovnan o Tolon 361000 opvo & Fassemli 872-B-4E6560 - tivnies
im0 AR T TSI a6 B s AT S S A

.
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got 17 12:57 1988 make clphertexis.e Page I

#inolode <stdio.h>

-

FILE *feal creats():
int feal write():
void feal close():

main (argo, arcgw)
int arga;
char- *¥argw:

{

}

int Ly )r

unsigned char clear[8], ciphec[8];
nnsigned shar =lear?[B], cipherZ[A]:
FILE *fd:

int recordsi

static unsigned char andl{8] =

[0135,.0377,0135,0377,0135,0135,0135,0377)¢
static unaigned char oril[8) = J{0200,0,3202,0,0242, 000202020},

static unsigied char and2 8] =

(OEV7.0377,0077,0377,0335,0377,0177,0377) ;

gtaric unsigned cher orZ[8] = ([0042,0,0,0,0,.0200,0.0);

records. = ZO00;

fd = feal oreate("feal.dat"i;

for{i = I; 3<= recozdar 1++)
choosa cleartext (elear);

for{i=0; L<=Tp i++}

{

pisar{i] = (clear[il] & andl[i}}
glear2[i] = {(eclear([i] & and2[i])

'
feal encrypt(clear, cipher):
feal eneryptilcieard, cipherZ)y

foaal write(fd, cipher):
feal write(fd, ciphexrd);
}

fgal close(fd);

FILE *faal create (file nama)
chiar *file name:

1

recurn fopenifile name, "wk*);

vold feal &loze (fd)
FILE *fd:

{

!

felosa{fd);

orlfil;
orZfily

i e
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got L7 1£:57 1YEH maxe_ciphertexts.c Yage .

o feal write(fd, ')
FILE *fd; -

| ungignaed char x[B]:
|

fpute(x[0], £d);
| fpute (x{1), £d4);
fputeix[2], £4):
fpute{x 3], Fd)r
frutelx[d], £d):
Foutefx[5]; £4);
foute(x[6], £d):
foute{x (7Y £d):

return 8
]

fezl enorypt (Cext, oeessssslayw, ount)
unsigned char textli], s==cwsssd—cme—at, cut [B]:
{

b
%% choose_cleartext{cleac)
0\ unisigned char elsac(8]:

{

(b\'\' )
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NTT ©

MAPPON TELEGRAPH AND TELEPHONE CORPORATION
NTT

1-2368, TAKE, VOKOSUKA-SHI, KANAGMAA-KEN,
238-03 JARAN

Dr. Ldi. Shamir
THE BETZMANK INSTITUTE OF SCIENCE
Hehovor 76 100,
| SRAEL
PoOCR, RE
——— PERSONAL. AKD COKFIDENT AL ===

ith Novesber, 1388
Dear D, Shanlr,

Thank you For yomur personal and confidential letter dated 1888-10-18,
which | recelved at Z8ch Ootobar,

Encioved is H5-DUS floppy disk incloding:
FEAL. DAT & clpheértexts genorated using the sethod you specified,
FEAL.PTX : plalntexcs enclphered with & seerot key,

Program lkets dre alsc onclosed, please check whether [t 1l made
as you specilied. The sooret key tsed for generating FEAL, PTX will
be apen o the Tuture.

I thiak your attack wethod is a type of chosen plalptext attack. ln
whieh eleartexts are nodilied by special type of operation build
with “and operations’ and ‘er operations’

| an [nterssted in how to use the attack method, the following la
i typieal method ¥

{1) An atiacker provides blackbox program (the attasck progras) to
4 vietin (ciphor usar),

{2) The wietisn exeécotés the bliackbox progran usiong hle secret key,
and returns ootput af the blackbox program {ciphortexts),

(3} The attacker calculates the secret key using the output,

¢ Eli Biham - March 16, 2006
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NTT ©

HIFPON TELEGRARH AND TELEFHONE CORPORATION
NTT

13356, TAKE, YOROBUKA-GHI KARAGMAR-KEN,
23803 JaPaN

May | ask other concrete procedures of the strack.

I am interested {n whather the attsck Is practical.
Main resgons Are:

1) If the vietim can have his sacret key {in the above procedure), It
{a likely that the victim provides. tha secret koy to theo attacker.
It ls easlly avoided in & company ete. that the blackbox progras ls

not executed by cipher weer (the wlictin), Cipher users are bolieved,

% Il cipher uger are not helleved, the seacret kop is siolen without
'\’\% gsing the attack method,

&\%’ (2} 1t i generally considered that o conmanication key is changed at

every communiontion, 10 o comsuniecation key is wochenged, study

of key distribution systes (or key sharing aysten} ls almost
UOnNeoesEAT) .

I {43} 150 key managesment (ex, [SO/TCGE8/DISB732: Banking. Key Managemendi)
says that a comsumication key should be chacged at every communi-
cation session, i,e, The vommunication key ie gemeratod evaery time
and used only one tise.

Thank you again for informing ipportant natters in & personal and confi-
dentfial wap, 1 am looking foreard to your letter,
Best personal regacds,

Ehodl Hlyaguchi
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Adaption to DES

1. 3-round characteristics

2. 5-round characteristics

3. Attack on eight rounds
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Adaption to DES (cont.)

4. More than eight rounds

5. Iterative characteristics

\ The function f is not one-to-oné,

Davio, Desmedt, Fosseprez, Govaertz, Hulsbosch, Neujees
Quisquater, Vandewalle, Wouters, CRYPTQO'83

\ The function f is not one-to-one for xed K,
Desmedt, Quisquater, Davio, CRYPTQO'84
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Adaption to DES (cont.)

6. 15 rounds with? chosen plaintexts, 16 rounds wit 2hosen plaintexts
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Best Previous Results

1. Chaum, Evertse, 1985 | 6{7 rounds
2. Davies, 1987 (unpublished) | 8 rounds
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Application of the Improved Technique to Feal

The improved techniques devised for the application to D&$® applied to
Feal.

This application used all the techniques of di erentiaptapalysis, instead of
some of the original ideas.

The results were much better than the original results, ddeg new formalism
of the attack.
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CRYPTO'90

First public publication of di erential cryptanalysis
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Full 16-Round DES

After CRYPTQO'91 a new idea came up of how to get the rst rowndiriee,
and thus to attack the full 16-round DES.

In October 1991 the information that we have an attack wadiqally pub-
lished.

The details were published only in December 1991.
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IBM Knew In 1974

Date: Wed, 19 Feb 92 09:43:31 EST

From: "Don Coppersmith¥ copper@watson.ibm.cem

Adi,

We have kept quiet about the following for 18 years, and elkdi@ time to
break the silence.

We (IBM crypto group) knew about di erential cryptanalyans1974. This
IS why DES stood up to this line of attack; we designed thex&slend the
permutation in such a way as to defeat it.

During the summer of 1974 we kept coming up with di erensekasf patterns
that might be used against the DES (whose design was stilhtuhat point),
and part of my job (I was working here that summer) was in degjgeriteria
for the s-boxes and the permutation that would insure thasuch pattern
could have too large a probability of success.
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IBM Knew Iin 1974 (cont.)

| don't recall (and the documentation that survives fromt i@ doesn't help)
whether at that time we knew the trick of sending a block oSawes to get
past the rstround. We certainly knew it later, and were gppj it (privately)
to FEAL and a couple of others.

My contention is that, even though*(® < (2°°), still (2* chosen plaintext)
is not less than & on my own machine), and4{2chosen plaintext) is not a
practical threat. | say this not to belittle your work withi&im (which was
very well executed) but to assert that what we have creatstiligiable.

We kept quiet about this for all these years because we kra@wditarential
cryptanalysis was such a potent form of cryptanalysis, awighed to avoid
Its discovery and use (either for designing or for attagkinghe outside; ...

So there's my side of the story.
Kindest regards.

Don
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Another Email with Don Coppersmith

Date: Mon, 14 Oct 91 09:12:35 EDT

From: "Don Coppersmith" <copper@watson.ibom.com>
To: biham@cs.technion.ac.ll

Subject: press reports

Eli,
The press reports (NY Times, Oct 4 and again Oct 13) both imply a very
small amount of chosen plaintext

Yet my understanding of DES and differential cryptanalysis IS that
massive amounts of chosen plaintext is required, more like 1 0715,
give or take an order of magnitude.

| understand you don't want to publicize the actual paramete IS.
But please confirm my suspicion that the reporters have misu  nderstood
on this point; that it's closer to 10715 than to 10.

Thanks. Don
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Another Email with Don Coppersmith (cont.)

So, \it's closer to 19 than to 10" 2?7

Answer: average(1010)=5 10#+5> 5 10“
Even 5 10'*is closer to 10 than to 10

Don was wrong.“*? is closer to 10 than to 10
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IBM Knew Before Us
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The End
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