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Abstract

Mobile Ad-Hoc Networks (MANETS) are a special type of wireless networks in which a collection of
mobile devices with wireless network interfaces may form a temporary network, without the aid of any
established infrastructure or centralized administration. In order to maintain network connectivity, each
host may act as a router, forwarding data packets for other nodes. Such mobile networks are especially
useful when considering collaborative applications among mobile participants. For example, the nodes
of the network may be deployed in a search-and-rescue mission, where all participants wish to share
information about their immediate surroundings with their peers.

However, despite a decade of extensive research and abundance of potential applications, large scale
multi-hop ad-hoc networks are still rarely adopted for civilian real-life usage. We believe this to be due
to the lack of adequate scalable distributed middleware services specially designed for this environment.
Such services can hide the complexities of an underlying dynamic network from application developers
and allow a more ef cient use of network resources (such as bandwidth and battery life). This can
facilitate development of new applications for ad hoc networks and signi cantly improve the quality of
existing ones.

Speci cally, in our research we focus on three middleware services, which are essential for an ef -
cient implementation of a lot of distributed applications: membership, content location and data dissem-
ination. Our approach is to provide probabilistic guarantees, while focusing on scalability and proven
correctness. We do it by applying two complimentary approaches. First, by devising protocols with
mathematically proven guarantees and well understood trade-offs in a theoretical framework that is com-
monly used to model ad hoc networks. Second, by validating them through simulations, which provide
a more realistic and exible environment. We believe that probabilistic constructions are more adapt-
able to the dynamics and unpredictability of ad hoc networks and allow greater exibility of the design
trade-offs (guarantees vs. cost).

We start by presenting a number of Random Walk (RW) based techniques, which we use later in our
protocols as basic building blocks for search and sampling. RWs do not require a priori knowledge of all
network nodes and do not use multi-hop routing, which makes them very attractive for ad hoc networks.

In Chapter 4 we present RaWMS, a novel lightweight membership service for ad hoc networks.



The service provides each node with a partial uniformly chosen view of network nodes. The design of
RaWMS is based on a novel reverse random walk sampling technique. A random membership service
is useful, e.g., for data dissemination, lookup and discovery services, peer sampling services, and com-
plete membership construction. We also utilize this membership service in our content location service,
presented next.

In Chapter 5 we focus on a content location service, which allows every node to share the data with
other network nodes, as well as to nd and fetch this data. Such a service increases the collaboration
between users of an ad hoc network, by enabling a variety of applications, such as providing web brows-
ing capabilities to mobile devices that have no (direct or multiple hop) connectivity to a wireless access
point. Our location service is built on top of a probabilistic quorum system. We explore several access
strategies for implementing probabilistic quorums in ad hoc networks and present the rst detailed study
of asymmetric probabilistic bi-quorum systems. In particular, we show that one of the strategies that
uses random walks exhibits the smallest communication overhead, thus being very attractive for ad hoc
networks.

In Chapter 6 we concentrate on dissemination services, which allow delivering a piece of informa-
tion to all network nodes. We tackle the problem of reducing the number of collisions of simultaneous
broadcast transmissions, which are inherent to a lot of dissemination services. First, we present jitter -
the technique for randomly delaying (jittering) the transmission time of broadcast messages. Next we
examine, both formally and by simulations, several approaches for implementing transmission jittering
in MANETS. In particular, the interplay between the maximal jitter duration, transmission success prob-
ability and throughput of the network is investigated. Finally we show how jittering can be used to reduce
broadcast collisions and subsequently increase throughput, with negligible latency cost.

In Chapter 7 we brie y describe a real-life application for ad-hoc networks that we have devel-
oped. WiPeer (Wireless Peer) is a suit of Serverless P2P collaborative applications for wireless networks.
WiPeer simpli es the way people create and use ad-hoc networks, by integrating a set of P2P collabo-
rative applications into a single uni ed suite. The wide adoption and the publicity of WiPeer is a clear
evidence of the great potential and applicability of ad hoc networks.
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Chapter 1

Introduction

1.1 Mobile Ad Hoc Networks

Wireless Mobile Ad-Hoc networks (MANET) are formed when an ad-hoc collection of devices equipped
with wireless communication capabilities happen to be in proximity to each other. When some of these
devices agree to forward messages for other devices, a multi-hop network is formed. One of the aspects of
ad-hoc networks is that they are formed without any pre-existing infrastructure or management authority.
Also, due to mobility, the physical structure of the network is continuously evolving.

MANETS offer a potential for a variety of new applications and improved services for mobile users,
especially as the computing capacity of mobile devices becomes stronger. Example applications include
search-and-rescue missions, where all participants wish to share information about their immediate sur-
roundings with their peers. Additional applications are collaborations such as shared white-board and
video conferencing, interactive distributed games, collaborative data caching and proxing of Internet
based services and enhancing the bandwidth and reach of cellular communication (e.g., Wi-Fi enabled
cell-phones).

While mobile ad hoc networks have a great potential, they also raise many research problems and
challenges. The lack of infrastructure support and high dynamism of the network signi cantly compli-
cate issues like connectivity maintenance and routing. There is a need to cope with a limited transmission
range, long delays and a limited battery lifetime. Achieving reliability and ef ciency despite nodes fre-
quent failures and movements, high churn (joins and leaves), and high message loss rate is especially
challenging in MANETS. Another major challenge is achieving scalability, i.e, providing network ser-
vices to support many nodes, while only incurring an acceptable load on each node.

To meet these challenges and alleviate the developers’ task of building applications for ad hoc net-
works, we propose to use middleware services. Middleware services are basic building blocks that can
help to construct computing systems for mobile ad hoc networks. On one hand, these middleware ser-



vices are speci cally designed for the challenging unpredictable environment of ad hoc networks and can
provide provably correct, scalable, and ef cient solutions. On the other hand, they hide the complexities
of an underlaying dynamic network from the developer and allow him to concentrate on the application
logic.

A critical system aspect of applications and services in ad hoc networks is content accessibility. In
MANET, content/data can be accessed either from an infrastructure network through long multi-hop
links or from other wireless peers. As one of the ultimate goals of using ad hoc networks is to provide in-
formation access to mobile nodes, ef cient solutions for enabling data sharing between nodes can further
increase the popularity and encourage an extended use of wireless medium. Such solutions are usually
provided by content-sharing systems and include various components such as location services, data dis-
semination, cooperative caching, and DHTSs. A location service [54] is a general technique to advertise
and search for a shared content in the network. A dissemination service [67, 139] allows to deliver a
piece of information to all network nodes. Cooperative caching [53, 147] is a well known technique for
sharing and coordination of cached data among multiple nodes. It turns the supported services more pre-
dictable and scalable by allowing to satisfy most data requests locally and improves the user experience
by reducing both the response time and the load on the infrastructure servers. Cooperative caching can be
implemented by the aforementioned content location service. In addition, membership services usually
serve as essential building blocks in a variety of other services and applications in distributed systems.
In particular, we make an extensive use of membership in our protocols.

We therefore focus in our work on three fundamental middleware services: membership, content
location and data dissemination.

1.2 Random Walk Techniques

We start by presenting a number of Random Walk (RW) based techniques, which we use later in our
protocols as basic building blocks for search and sampling. In recent years, RWSs have been proposed for
query/searching, routing, sampling, self-stabilization and membership in wireless [10, 42] and peer-to-
peer networks [61, 98, 106]. RWSs do not require a priori knowledge of all network nodes and do not use
expensive multi-hop routing or broadcasting, which makes them very attractive for ad hoc networks.

We present a formal background on random walks and then show two techniques to produce random
uniform samples in ad hoc network. The rst technique is based on a Maximum Degree (MD) RW [94]
and is used later for construction of probabilistic quorums. The second is based on a novel reverse
random walk technique, especially designed and adapted for ad hoc networks, and is used later for
random membership.

We then present a theoretical analysis of various properties of RWSs in ad hoc networks, such as



bounding the mixing time of maximum degree random walk, partial cover time and crossing time of
RWs. The applicability of those results is far beyond our work, since we envision random walks as a
very useful tool for algorithms’ design in ad hoc networks.

1.3 Random Membership Service

Membership services serve as essential building blocks in a variety of other services and applications in
ad hoc networks. A membership service provides each node with a view regarding who are the other
nodes in the network. In traditional Group Communication based membership services [38], the view
of each process approximates the entire membership. Moreover, views must be consistent, and changes
to views must be coordinated among all their members. This complete and strongly consistent approach
works well in wired LANs. However, generally speaking, it is not suitable for large networks and mobile
ad hoc networks. This is because maintaining such membership information consumes a lot of memory
and requires large message and computational overheads for each membership change.

In contrast, in mobile ad hoc networks, nodes often have limited memory capacities and the dynamic
nature of the system implies frequent changes to the network membership. Additionally, wireless multi-
hop networks are more sensitive to high message loads than wired LANSs, and the energy consumption
associated with sending and receiving many messages could quickly drain the batteries of mobile de-
vices (making the usage of frequent ooding impractical). The mobility of nodes results in a continuous
evolution of the physical structure of the network, causing frequent links and paths breakups, thereby dis-
couraging the usage of multiple hop routing in such networks. These problems motivate the development
of a membership service that avoids both ooding and multiple hop routing of messages.

RaWMS [17] is a novel lightweight random membership service for ad hoc networks. The ser-
vice provides each node with a partial uniformly chosen view of the network nodes. A partial random
membership service is an appealing alternative for low-memory mobile wireless devices, which cannot
maintain full membership (as done by traditional membership services or in [42]), due to both memory
constrains and a high computational and communication overhead of such a full membership construc-
tion. Such an optimized partial membership service is useful, e.g., for probabilistic data dissemina-
tion [22, 48, 85], location services [68], random overlays [107], peer sampling [82], DHTs [122] and
more.

RaWMS posses a number of important properties, such as: proven uniform randomness of the con-
structed views, analytically proven bounds on the load of an individual node (view size), enabling each
node to set its view size independently of other nodes without any implications on the randomness of
the views, a low chance of partition in the knowledge graph induced by the views, and self healing from
partitions when they do occur. RaWMS does not require multiple-hop routing and avoids ooding.



The design of RaWMS is based on our reverse random walk sampling technique. We provide a
formal analysis of both the sampling and RaWMS and verify it through a detailed simulation study.
RaWMS is also compared with a number of other well known methods for membership construction,
such as ooding and gossip-based techniques. We also use our membership as an essential component
in the implementation of a content location service, presented next.

1.4 Probabilistic Quorums for Content Location Services

Quorums are a basic construction in many distributed systems. They can be used as building blocks (or a
design pattern) in solving various fundamental problems such as Consensus [63], distributed dictionaries
and location services [54], distributed storage [8, 100], etc. The idea behind quorums is that they ensure
intersection between subsets of nodes. The intersection property enables maintaining consistency of ac-
tions taken by nodes of a distributed system. This is achieved by contacting a quorum of nodes before
taking an action that could change the system state. This ensures that any two such actions are seen by
at least one common node, which enables the detection and elimination of con icts. While most im-
plementations of quorum systems are deterministic, some works have suggested the use of probabilistic
quorums as a way of improving their resilience, ef ciency, and scalability [102].

In ad hoc networks, location services are one of the most important services for many of the en-
visioned applications, as they enable users to nd information and services stored by others. A very
large percentage of location services are based on bi-quorums [54], whether they are built explicitly or
implicitly as part of the overall solution. Recently, there have been several attempts to solve Consensus
and distributed storage in ad-hoc networks, e.g., [36, 41, 97]. As mentioned before, these also require
quorums.

In this work we investigate the implementation of scalable probabilistic quorums in ad-hoc net-
works [55]. Ad-hoc networks are unique, compared to wired networks, in several aspects. In wireless
ad-hoc networks, routing and ooding are extremely expensive [17]. In addition, the dynamic nature of
ad hoc network (caused by churn and nodes mobility) makes the usage of strict deterministic quorums
highly costly. Therefore, for the sake of scale and ef ciency, we relax the requirements of the quorum
system to probabilistic ones, similar to Malkhi et al. [102].

We propose several schemes for accessing probabilistic quorums in ad hoc networks. One of our
important contributions is the introduction of the rst asymmetric probabilistic bi-quorum system. We
show that it is possible to combine different access strategies (and different quorum sizes) and still obtain
intersection with guaranteed probability. Moreover, in ad hoc networks, such asymmetric bi-quorum
systems offer superior performance compared to symmetric ones.

We study the performance of the proposed schemes both analytically and by simulations. In particu-



lar, one of the schemes we investigate is based on random walks. RWs offer ne grain control over the
communication overhead as well as early halting capabilities, which makes them attractive for searching
in ad hoc networks. In addition, we utilize two of our novel results regarding RWs in random geometric
graphs, partial cover time and crossing time of RWSs, to measure the performance of various RW-based
guorum access strategies. To capture the reliability of the quorum systems in dynamic environments we
present a new metric, called degradation rate and study the impact of churn on the quorum systems. We
also present a number of engineering techniques to tackle mobility in ad hoc networks.

1.5 Jittering Broadcast Transmissions in MANETS

Dissemination services enable delivering a piece of information to all nodes. A common approach for
data dissemination is ooding. Most of the previous works on ooding ([67, 111, 139, 140, 30, 45])
assumed perfect (or almost perfect) single hop delivery. Clearly, if every single hop broadcast is received
by all its single hop neighbors, we will also get a 100% ooding reliability. However, single hop delivery
is far from perfect.

Speci cally, in a wireless network, simultaneous packet transmissions cause collisions, which result
in high packet loss. Such collisions are especially detrimental for 802.11 broadcast messages. This
is since the 802.11 protocol cannot sense collisions, does not use acks or collision avoidance by the
RTS/CTS mechanism for broadcast messages, and a node that sends a broadcast message has no way
to know if it was received by others. Collisions of broadcast messages are especially likely in message
forwarding ( ooding) protocols, as well as in protocols that send periodic messages or externally event-
triggered messages, as described in RFC 5148 [79].

To reduce the probability of broadcast collisions, the use of jittering of those message transmissions
has been previously suggested ([26, 79]). Jittering is a general technique to delay the transmission time
of some messages for a short random period. However, no analytical framework that allows to quantify
the effect of the jitter on the protocols was suggested. In particular, the jitter period directly in uences
the latency and throughput of the protocols. Increasing the jitter reduces the collision probability, while
decreasing the throughput and increasing the latency. In our work we develop such an analytical model,
backed by an extensive simulation study.

We rst provide a mathematical analysis of the probability of a collision free transmission, as a
function of a maximal jitter period (maxjitter). This formal analysis serves as motivation for the rest
of the work. Next, we investigate three implementation strategies of the jitter mechanism in different
stack layers. In particular, one of the implementations combines the techniques of the other two in a
cross-layer design in which we use an almost standard MAC with a slightly modi ed IP layer. This way
we bene t from the MAC layer carrier sensing capabilities with only a minor MAC change.



The resulting implementation achieves tunable success ratios with extremely short maxjitter values
(hundreds of micro seconds). This is in contrast with previous works, which have suggested to use much
larger maxjitter values (e.g., on the order of 10 milliseconds in [26]). Thus, due to our analysis, and by
applying a cross-layer design, we are able to reduce the latency of transmissions that use jitter by one or
two orders compared to previous approaches, without compromising the network throughput.

We also discuss the impact of the maxjitter value on multiple hop networks. We show by simulations
that the small jitter value we computed above suf ces to ensure close to 100% reliability of ooding,
with no additional optimizations.

1.6 WiPeer - P2P Collaborative Applications Suite

We conclude by brie y describing the WiPeer project, a real-life application for ad-hoc networks that
we have developed. WiPeer (Wireless Peer) is a suit of Serverless P2P collaborative applications for
wireless networks that enables easy creation of ad-hoc networks, sharing les among computers, playing
multi-player games, chatting, and collaboration over wireless networks.

WiPeer simpli es the way people create and use ad-hoc networks, by integrating a set of P2P collab-
orative applications into a single uni ed suite. The wide adoption and the publicity of WiPeer is a clear
evidence of the great potential and applicability of ad hoc networks. In my thesis I tried to show how to
realize this potential through a design, analysis and implementation of probabilistic middleware services.

Road-map. We start by presenting the system and simulation models of our work in Chapter 2. In
Chapter 3 we describe random walks, which are an important algorithmic tool used in our protocols.
In Chapter 4 we describe the random membership service, in Chapter 5 the probabilistic quorums and
in Chapter 6 the jittering technique. Related work is discussed in Chapter 8 and the WiPeer project in
Chapter 7. We conclude and provide some future research directions in Chapter 9. The proof of some of
the theoretical results about random walks are provided in the appendices.
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Chapter 2

System Model

2.1 Ad Hoc Networks Model

We consider a wireless network comprising a nite set of nodes V, spread arbitrary across a geograph-
ical area. A node in the system is a device owning an omni-directional antenna that enables wireless
communication. Let X; for i = 1;2;:::;jVj denote the location of the nodes. For simplicity, we also
use X; to refer to the it" node itself. We denote by jX; i X;j]j the Euclidian distance between node X;
and node Xj.

Communication model. We consider two possible models for a successful reception of a transmission
over one hop, which are commonly used in the literature [65, 86].

The Protocol model. In this model, each node X; is associated with a speci ¢ transmission range ri. A
transmission from X is received successfully by Xj if and only if jX; § Xjj = r;j and for every other
simultaneously transmitting node X, jXk i Xjj » (1 +4)rx. 4 > 0 is the interference parameter.
That is, r is the range of feasible transmissions and (1 + 4)r is the range of interfering transmissions.
Node that is within the interference range of some transmission cannot successfully receive any other
transmission. To simplify the analysis, we assume that all transmission ranges are the same: for each
Xi2V:ri=r.

The Physical model. Let T  V be the set of nodes simultaneously transmitting at some time instant,
and denote by Py the transmit power of node Xy, 2 T. The transmission from node X; is received
successfully by X if and only if

Pi
1Xi ixjj ! ﬂ
L K »
No+ 2T ixu&Xi i X7

In this model, a minimum signal-to-interference-plus-noise ratio (SINR) of fl is necessary for suc-
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cessful reception. The ambient noise power level is denoted N and the signal decays deterministically
with distance r as 1=rfi, As typical to this model, we assume that fi = 2. In our simulations, we use
homogeneous transmit powers: for each X; 2 V; P; = P.

Theoretical Graph model. We describe our protocols and carry all our analysis in the protocol commu-
nication model, which greatly simpli es the formal model, without affecting the protocols. In addition,
all our results are validated by a simulation study, performed in the more realistic physical model (which
includes a realistic signal propagation model, signal interference, distortions, background noise, unidi-
rectional links, etc.), as elaborated in Section 2.2.

In the protocol communication model, all nodes that are located within the transmission range r of
a node X; form the set of X;’s potential neighbors. A combination of nodes and neighborhood relations
forms a wireless ad hoc network. The resulting network connectivity graph G = (V; E) is a special case
of a d-dimensional Unit Disk graph, in which n nodes are embedded in the surface of a d-dimensional
unit torus!, and any two nodes within Euclidean distance r of each other are connected. When the
nodes are placed uniformly at random on the surface this graph is known as a Random Geometric Graph
(RGG) [121] and is denoted by GY(n; r). Speci cally, the G2(n;r) is often used to model the network
connectivity graph of 2-dimensional wireless ad hoc and sensor networks [65]. See Appendix A for a
formal description.

Each node has a unique identi er that is used for sending messages to that node. We assume that each
node knows all of its temporal direct potential neighbors (nodes with which it can currently communicate
directly), whose addresses are stored in the node’s neighbors list. This list can be constructed, e.g., by a
simple heartbeat mechanism that is present in any case in most routing protocols in ad hoc networks [73].
In addition to the neighbors list, the node may posses a membership knowledge, de ned as the view of this
node. The view is a list of identi ers of other nodes known to this node. A node can communicate with
its non-direct neighbors whose address is present in its view, if other nodes agree to relay its messages.

New nodes may join and existing nodes may leave the network at any time, either gracefully or by
suffering a crash failure. Nodes that crash or leave the network may rejoin it later (nodes that rejoin
the network use their old identi ers). The rate at which nodes join and leave the system in known as
the churn rate of the system. We assume that the network remains continuously connected. Finally, we
assume that nodes do not know their position and we do not use any geographic knowledge.

1n practice, the network is at rather than a torus. However, this does not effect our protocols, but greatly simpli es the
formal model. At any event, our simulations are carried on a at topology with a physical reception model.
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Figure 2.1: Simulation parameters

2.2 Simulations Setup

Our simulations were performed using the JiST/SWANS simulator [18, 87] from Cornell university,
which is a discrete event based network simulator that includes an accurate model of a full networking
stack. All default simulation parameters are summarized in Figure 2.1.

The signal propagation model was a two-ray ground re ection model. The signal interference model
was RadioNoiseAdditive, which is based on a cumulative noise computation with SINR and capture
effect. This is equivalent to the Physical model of successful reception and is also identical to the in-
terference model used in Glomosim and NS2 version 2.33 simulators (refer to [88] for more details).
All simulations were performed on networks of 50, 100, 200, 400, and 800 nodes, that were placed at
uniformly random locations in a square plane.

The ideal reception range, without any collisions, was set to 200m and the average number of neigh-
bors, davg, ranged from 7 to 30 in various simulations (default was usually set to dayg = 10). This was
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achieved by scaling the area size according to a> = % and resulted in all networks being connected.
This also complies with the analytical results of Gupta and Kumar [64] regarding the critical transmis-
sion range for connectivity. According to [64], for a Sque area a2 the radius of the transmission range
r 2 [0; a] that guarantees connectivity w.h.pisr = a % for C > 1. According to this result,
the average number of nodes in the transmission range of any node (network density) should be set to

2 maZCInnn A ,
davg = =5z = 27— = ClInnfor C > 1. Indeed in our case davg = 7 bounded Inn for all n’s that

we have used.

The multi-hop routing protocol was AODV. The mobility pattern was the Random Waypoint model [28]
with different speeds. The default speed ranged in 0.5-2 m/s, corresponding to slow and fast walking
speeds, and an average pause time of 30s.

Each simulation lasted for 1,000 seconds (of simulated time) and each data point was generated as
an average of 10 runs. Simulations started after a 60 seconds initialization period, which was enough to
construct one hop neighborhood information. The neighbors discovery protocol was running throughout
the entire simulation period.
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Chapter 3

Random Walk Techniques

We start by presenting a general background about random walks on graphs and then provide an in-
depth description of a number of random walk based techniques which we use in our protocols. The
results up to Section 3.2.2 are general known results about RWs, while starting from Section 3.2.3 we
present our novel results. In particular, our results include: the description of the uniform sampling by
the Maximum Degree (MD) RW in random geometric graphs; the upper bound on the mixing time of
the MD RW; the reverse uniform sampling; the tight upper bound on the partial cover time of the simple
RW in random geometric graphs; the de nition and the lower bound on the crossing time of RWs. The
RW-based sampling and the results about the maximum degree RW are used in our RaWMS protocol in
Chapter 4, while the results about the partial cover time and the crossing time are used for probabilistic
quorums in Chapter 5.

3.1 Simple Random Walk

Let G = (V; E) be an undirected graph, with V the set of nodes and E the set of edges. Let n = jV jand
m=jEj. Forv2V, letN(v) =fu 2V j(v;u) 2 Eg be the set of neighbors of v, and let dy, = jN (v)j
be the degree of v. A simple random walk on G is a stochastic process in which a token is repeatedly
forwarded from a node to a randomly chosen neighbor. Formally, X, = fX,(t) : t , 0g is a simple
random walk starting from node v on the state space V speci ed by an n£ n probability transition matrix
P. When the walk is at node u, the probability to move in the next step to w is Pr(u; w) = Py.w = i
for (u; w) 2 E and Py.w = 0 otherwise.

For every time step t , 0, "¢ is a probability distribution over the vertex set V. It speci es, for each
v 2V, the probability that the token is placed on vertex v at step t. The initial distribution ~ speci es
the vertex at which the random walk is started. For every t , 1, “¢ = ~oP%

If the graph is connected and non-bipartite, then the sequence of distributions ~q; ~1; ~2;::: is guar-
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anteed to converge to a unique limit distribution ..., which is independent of the initial distribution. ..
is also a stationary distribution of P, that is, ..P = ... A simple analysis (cf. [94]) shows that the sta-
tionary distribution of the simple random walk has a limit distribution that assigns probabilities to nodes

proportionally to their degree: ...(v) = % foreveryv 2 V.

3.2 Sampling by Random Walks

3.2.1 RW-based Sampling in General Graphs

The following algorithm uses a random walk on G to sample nodes from the limit distribution ...

sample (p,T)

1) starta RW from p;

2) runthe RW for T steps;

3) return the node in which the RW was stopped

The idea of the algorithm is very simple: it starts the random walk at some start vertex p and runs it
for T steps. The node reached after T steps is returned as a sample. If T is suf ciently large, then the
distribution ~1 of the node returned is close to the limit distribution .... If .. happens to be the uniform
distribution, then the algorithm generates a uniform sample of nodes.

Notice that this sampling technique does not require a priori knowledge of all network nodes and
does not use multi-hop routing. A node must only be aware of its neighbors. This makes RW-based
sampling attractive for ad hoc networks.

The main question to be addressed is how to set T to guarantee that ~ is close to ... To this end, we
de ne the mixing time of a random walk:

De nition 3.2.1 For every node v 2 V, let ~§ be the initial distribution concentrated on v. For every
step t , 0, the total variation distance between “¥P*and ... is de ned as:

X
Mo © =3 PP i )
u2v

For every t > 0, the t-mixing time of the random walk is:
Tmix(f) = max minft jMy ) = t:8¢ , tg:
\

Intuitively, the mixing time of a RW is the minimum number of steps t required to guarantee that,
regardless of the start vertex of the RW, the probability distribution reached after t steps is -close to the
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stationary distribution. Throughout this thesis, when the parameter t is omitted, we refer to mixing time
with T = E(%).

A popular method for bounding the mixing time of a random walk is via the spectral gap of its
transition matrix. Let ,1, ,2,:::, ,n be the n eigenvalues of P ordered in decreasing absolute value. It
can be shown that all these eigenvalues must be real and lie in the interval [ j 1; 1], where the principal
eigenvalue, ,1 = 1. If G is connected and non-bipartite, then j,»j < 1. The difference 1 j j,2j is called
the spectral gap of P and turns out to determine the mixing time of the random walk (cf. [66]):

Theorem 3.2.2 The mixing time of a random walk with transition matrix P is upper bounded as follows:

In.. il +ntil
Tmix() = "1“”;]. " ;

where ..min = minf..(v) jv 2 Vg.

Note that when ... is the uniform distribution then ..min = 1=n.

Theorem 3.2.2 provides the means for setting the parameter T in the sampling algorithm. Given a
bound on the spectral gap of P (which is typically derived by analyzing combinatorial properties of the
graph G) and given the desired accuracy parameter t, we can use the above formula to calculate T.

3.2.2 Maximum Degree RW

As mentioned above, the stationary distribution of the simple random walk has a limit distribution that

assigns probabilities to nodes proportionally to their degree: ..(v) = 2?|sz’ for every v 2 V. Therefore, a
stationary distribution of a simple random walk on a graph is uniform if and only if the graph is regular,
i.e., all nodes have the same degree. Ad hoc network graphs are typically non-regular, and thus we cannot
use the simple RW directly to obtain uniform sampling of network nodes. Instead, we use a different
RW, called the Maximum Degree (MD) random walk, whose stationary distribution is uniform even for
non-regular graphs. The MD RW has been previously used in various contexts [16, 24, 25, 94] to achieve
uniform sampling.

Let G = (V;E) be an undirected, connected, and non-bipartite graph, which is not necessarily
regular. Suppose we have an upper bound D on dmax, the maximum degree of G (we show how to
obtain such a bound below). We use D to transform G into a regular graph G'. To this end, we add to
each node v of G a weighted self loop (i.e., multiple edges from v to itself). The weight of the self loop
of v is set to be D § dy. The degrees of all nodes in the resulting graph G’ are the same and equal D.
The Maximum Degree random walk on G is the simple random walk on G'. The transition matrix of this
random walk is then the following:
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§1=D; if (V;u)2E,v&u;
Pvu = _0; if (v;u) 2 E;
"li pegPuwu ifv=u

If G is connected, then G is connected and non-bipartite, and hence (since G is undirected, connected
and non-bipartite) the MD random walk has a limit distribution. Furthermore, since G° is regular, this
distribution is uniform.

Many of the steps performed in a MD random walk are self loop steps. In many applications, includ-
ing ours, self loop steps are free : they can be executed in zero time and require no communication.
Thus, it makes sense to de ne the actual mixing time of a random walk, denoted Tactual_mix, Which is the
expected number of actual steps (i.e., non-self loop steps) needed for the random walk to approach its
limit distribution.

As we shall see later, an overestimate of D may increase the mixing time of the MD random walk,
but typically does not affect the actual mixing time. This is because an in ated D increases the mixing
time at the same rate it increases the fraction of self loop steps, leaving the number of actual steps intact.

Another interesting aspect of MD random walks is that mobility does not affect the stationary distri-
bution of the graph, as long as D is picked large enough to bound dmax. As we discovered empirically
(Section 4.4), it appears that (random) mobility even improves the mixing time.

3.2.3 RW-Based Uniform Sampling in Random Geometric Graphs

Wireless ad hoc and sensor networks are typically modeled as Random Geometric Graphs (RGG). We
show that for an appropriate values of the radius r, a random geometric graph G2(n;r) is w.h.p. undi-
rected and connected. Hence, the MD random walk on G2(n; r) is likely to converge to a uniform limit
distribution.

Undirectedness. Recall that two nodes u;v 2 G2(n;r) are connected by an edge if and only if the
Euclidean distance between them is at most r. Since Euclidean distance is symmetric, G2(n; r) must be
undirected?.

Connectivity. For RW based sampling to work, we must require the network graph to be connected.
The connectivity of G2(n; r) was extensively studied in the context of the minimal transmission power
necessary to ensure that w.h.p. a given ad hoc network graph is still connected as the number of nodes in

2The symmetry assumed in the theoretical model of RGGs is not always valid in real ad hoc networks and the transmission
range does not behave exactly as a disk due to various physical phenomena. In practice, it is possible that a node v receives
messages sent from node u, but not vice versa. Yet, such phenomena are rare and on the other hand, those assumptions
greatly simplify the formal model. At any event, our theoretical results were veri ed through extensive simulations with real
transmission range behavior including distortions, background noise, unidirectional links, etc.
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the network grows to in nity. Gupta and Kumar have shown in [64] that if n nodes are placed on a unit

log n+c(n)

disk and each node transmits at a power level that covers an area of ..r2 = =

, then the resulting
network is asymptotically connected with probability one, ifand only ifc(n) ¥ 1 asn ¥ 1. In[120],

the authors obtain a similar result when nodes are distEPuted in the unit square [0; 1]2.

Throughout this thesis we assume a radius r = % for the transmission range, where C is a
constant. For C > 1=, this is the minimal radius that satis es the connectivity condition of Gupta and
Kumar. Thus, we can assume w.h.p. that the ad hoc network graph is connected. For technical reasons,
we also assume the radius r is not too large (r = 1=2). If the radius is greater than 1=2, then the resulting
graph is a clique or close to a clique, and thus the random walk on this graph mixes very quickly.

Estimating the maximum degree bound. We now prove an upper bound on the maximum degree
of G2(n;r). Note that the maximum degree itself is not being used by the MD RW based sampling
in any way and does not in uence its communication cost. The parameter D of the MD RW can be
set arbitrarily high, in order to ensure that it bounds the actual maximum degree. Hence, the utility of
the proposition below is mainly to get a feel for how the degrees of such graphs behave, establishing a
generic result, that may be also used in other contexts. We also use the analysis below in evaluating the
actual mixing time in Theorem 3.2.4 (which indeed shows that the value of D does not affect the actual
mixing time).

Proposition 3.2.3 Suppose r = 1=2. Fix any 0 < fig < 1 and let

s

3 on
d il fig

Let davg, dmax, and dmin be, respectively, the average, maximum, and minimum degree of the random
geometric graph G2(n; r). Then,

(1) E(davg) = ..r’(n j 1)

(2) with probability at least 1 § fig, dmin » (1 § =) ¢..r2(n i 1) and dmax = (L +—g)¢..r2(n j 1)

the j-th node of G2(n; r) is a neighbor of the i-th node of G2(n; r) or not. Since two nodes are neighbors
if and only if they are at distance at most r from each other, then E(Xj) = Pr(X; = 1) = ..r2. (Here
we use the fact r = 1=2. Otherwise, a disk of radius r centered at the i-th node wraps around itself,
and thus contains multiple copies of the same points on the surface of the unit torus. In particular, this
means that the probability to have the j-th node as a neighbor the i-th node is lower than ..r2.)

LetY; = Pj&i X; be the degree of the i-th node. By linearity of expectation, E(Y;) = ..r2(n j 1).

Note that dayg = £ [L; Yi. Thus, using linearity of expectation again, E(davg) = ..r2(n j 1). By
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Chernoff bounds (Appendix D)

Pr(Yi § E(H)i > E (1) = 2t exp(j 920D

):
Substituting E(Y;) = ..r2(n j 1) and the value of —q, we have:

Pr(Yi i 1§ 1j > ¢ .12 § 1) = 1
Using the union bound, the probability that there is a node whose degree is less than ...r?(n j 1)¢(1 j —q)
or more than ..r2(n j 1) ¢ (1 +—g) is at most fig. ¥
As shown by the proposition, the average degree of every node in G2(n;r) is (n j 1)..r%. For
example, for C = 1 and fig = 0:1, the average degree is around ... Inn and the maximum degree is at
most a factor (1 + pm) s 2 away from the average degree with probability 0.9.

3.2.4 Mixing Time of Maximum Degree RW in Random Geometric Graphs

Next, we analyze the mixing time of the Maximum Degree random walk on G2(n; r). The works of Avin
et al. [11] and Boyd et al. [25] analyze the mixing time of the simple RW on G?(n; r) and show that it
equals £(r i2 log n). The authors of [25] also mention in their paper that a similar analysis can show the
same bound on the mixing time of the MD RW. Yet, they do not give this analysis explicitly. Furthermore,
the analysis provided in these papers is asymptotic, and does not include the exact constants.

We follow the footsteps of Boyd et al. and provide a rigorous analysis of the mixing time of the MD
RW.

Theorem 3.2.4 Suppose r = 1=2 and n , 10. Let G?(n;r) be a random geometric graph chosen with
n nodes and radius r. Let D be any value that upper bounds the maximum degree of G2(n;r). Let
Tmix (1) be the mixing time of the MD random walk on this graph, when applied with the value D. Let
Tactual.mix (1) bahLmtual mixing time of this random walk (i.e., excluding self loop steps). For any
C>49ifr= % then with probability at least 2=3 (over the choice of the graph),

0 D
(1iez)? n

120 1
Tactual mix(f) = @¢ﬁ

Tmix(1) ¢r—14¢(ln n+Intily:
t(Inn+Intil):

d
Tactualmix(f) = rE)aX ¢ Trmix(T):

The proof of Theorem 3.2.4 is rather involved, and is therefore deferred to Appendix B. The proof
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relies on Sinclair’s canonical paths method [132] for bounding the spectral gap of a random walk. The
construction and the analysis of these canonical paths are done via partitioning of the torus into a square
grid, and de ning square paths on this grid. Several additional remarks are in order.

(1) If dmax ... ..r?n (as guaranteed w.h.p. by Proposition 3.2.3) and if we choose D to be close to
dmax, then the mixing time of the MD random walk is Trmix(t) = O(ri?(Inn + Intil)). For our choice
’)). On the other hand, if D is

of r, if C is a constant, then this mixing time is Tmix(t) = O(n(1 + 12
a gross overestimate of dmax, Tmix €an get higher.

(2) As opposed to the standard mixing time, which can get large if D is an overestimate of dmax,
the actual mixing time is not affected by the difference between D and dmax. That is, Tactual mix(t) =
O(ri?(Inn + Inti1)) always, regardless of the value of D. For constant C, we have

_ intit.
Tactual.mix(f) = O(n(1 + nn )):

(3) The theorem exhibits a tradeoff between the mixing time and the radius r: the larger r is, the
smaller is the mixing time. This is to be expected, since a large transmission range improves the connec-
tivity of the graph, which results in a faster mixing time. On the other hand, a large transmission range
increases the number of transmission collisions, reducing the quality of the wireless link.

(4) The minimum network size, for which the above theorem gives a non-trivial result is obtained by
setting C = 50, in which case n , 1;060 (we indeed envision large scale ad hoc networks to include
hundreds and maybe even couple of thousands nodes). For smaller networks, the lower bound on r
implies r > 1=2, which means that the graph G2(n; r) is a clique. In cliques (with self loops), the RW
mixes in a single step.

(5) The theorem shows that the asymptotic behavior of the random walk is linear. The fact that
the bounds provide non-trivial results only for suf ciently large networks and that Theorem 3.2.4 is
applicable only for quite large radii (C > 49) are artifacts of the involved theoretical analysis and not
of the algorithm itself. We believe that in practice the RW mixes quickly for much smaller transmission
ranges and for small networks as well. This is supported by our experimental results, in which we have
experienced with C = 1 and observed almost uniform quality of the RW sampling for Tmix () = n=2.

3.3 Reverse Uniform Sampling by Random Walks

The naove, direct, approach for sampling in an ad hoc network by random walks is the following. Every
node v starts the sampling algorithm described above using the simple/MD RW, passing its own id and
the random walk’s mixing time as parameters. The last node (node u) reached in the random walk noti es
v of its id. This id represents a sampled node from the network, with probability p(u) = dy=2JEj. If we
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use MD RW instead of a simple RW, the sample is uniform: p(u) = 1=n. The noti cation can be done
either by using the reverse path of the RW or by applying unicast routing. Both introduce signi cant
additional communication overhead.

To decrease the communication costs, we propose using a reverse sampling technique. That is,
instead of informing the source node v about a sampled destination node u, the destination u is informed
about the source v. We claim that this constitutes a uniform random sample of source nodes. Using
symmetry arguments, the destination node u can use the source v as if v was sampled by u directly.
This way, there is no additional routing overhead for notifying the result of the RW to its initiating node.
Since every node can initiate a number of RWs with its id simultaneously, we can use this technique to
construct for each node a random sample of s (1 = s = n) other nodes.

An important observation regarding the reverse sampling is that it will produce uniform samples even
if the RW is a simple RW, and not MD RW. That is, even if the direct sampling produces non-uniform
samples (but still from the stationary distribution), the reverse sampling produces uniform samples. Be-
low, we prove that reverse sampling indeed results in a uniform sample of nodes.

Lemma 3.3.1 Suppose every node v in a network chooses (via a random walk) a random, not necessarily
uniform, node X. For every u, let Z,, be the set of nodes that selected u (the RWs started by them have
stopped at u): Z, = fv j Xy = ug. Then, given jZ,j = Kk, Z is a random subset of the vertex set of size
k.

Proof. For simplicity of analysis, we assume in the proof that each RW produces accurate samples
from the stationary distribution (and not t-close). The extension to deal with f-close samples is rather
straightforward.

To prove the lemma, we n_eed to show that 8u 2 V, 81 « k =« n, and for set S of k distinct nodes,
Pr(Zu =S jjzZuj=k) = 1='Q¢.

Pr(Z, =S)

Pr(ZUZSijuj=k)=Pr(quj=iju=S)¢m

(3.1)
We next analyze each of the three terms on the right hand side of Equation 3.1. For the rst term, we
have Pr(jZ,j = k j Z, = S) = 1. Regarding Pr(Z, = S), note that Z, = S = fvq;:::;Vkg
iff Xy, = u; Xy, = u;:i; Xy, = u, and forevery v 2 S, Xy & u. The events Xy = ugyay
are independent of each other (because the random walks are independent). Furthermore, for every v,
pu =Pr(Xy =u) = 2‘1.’;5‘].. Therefore, Pr(Z, =S) = pK ¢t (1 j pu)"ik:

Regarding Pr(jZuj = k), jZuj has a binomial distribution with n trials and a probability of success
pu. Therefore, Pr(jZyj = k) = 'E ¢pX ¢ (1 j pu)"iK. Substituting the three terms into Equation 3.1,

we have the desired result. ¥
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Remarks:

(1) The reverse RW sampling produces uniform samples, even if the RW itself produces non-uniform
samples. A natural question is whether the reverse sampling must rely on a direct sampling which
produces samples from the stationary distribution. Maybe a shorter RW can be used? We refute this
idea. The direct RW has to produce samples which are source independent. Speci cally, in the proof
above, only if the value of py (the probability of an arbitrary node v to sample u) depends only on u
and is independent from any other node, will the reverse sampling produce uniform samples. This can
be achieved only if the RW is long enough to forget the source node. In such a case, the RW samples
from the stationary distribution.

(2) Despite the above fact, it is still valuable to use the MD RW and not the simple RW, even if
eventually reverse sampling is used. This is since MD RW does not incur any additional cost compared to
the simple RW. The self loop steps do not cost anything. On the other hand, there is a certain advantage of
the direct sampling being uniform as well. If the reverse sampling is used to construct a uniform random
partial membership, as we show later in Chapter 4, if the direct sampling is non-uniform, the constructed
views will be of different sizes or will be refreshed at different rates. This is since the simple RW picks
nodes based on degrees: higher degree nodes are picked more often. Thus, the views of such nodes will
be larger or will be refreshed more frequently, as opposite to lower degree nodes. On the other, if a MD
RW is used, the view sizes will be distributed in the same way for all nodes and refreshed at the same
rate. We formally prove this property in the RaWMS protocol.

3.4 Covering by Random Walks

Recall that X, = X, (t) : t , Og is a simple random walk starting from node v on the state space V
speci ed by a probability transition matrix P. Let X, (t) = fXy(¢) : t , ¢ » 0g denote a walk of
length t. Let N (t) = jX,(t)j denote the number of distinct nodes visited by the random walk of length
t. N (t) corresponds to the coverage of the random walk.

3.4.1 Partial Cover Time of Simple RW in Random Geometric Graphs

The cover time and the partial cover time capture the ef ciency of random walks in covering a graph

([94D).

De nition 3.4.1 The partial cover time, P CTg(i), of a graph G is the expected time taken by a simple
random walk on G to visit i distinct nodes in G.

Formally, forv 2 V, let PCT,(i) be the expected number of steps needed for the simple ran-
dom walk starting at v to visit i distinct nodes in G, and the partial cover time of G is PCT (i) =
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maxy P CT,(i). The cover time, Cg, of G is the expected time to visit all nodes in G, i.e., Cg =
maxy P CTg(n).

It is already known that for Random Geometric Graphs G2(n;r) and 0 = ¢ < 1, PCTg(cn) =
O(n) [10] and the full cover time (¢ = 1) is PCTg(n) = O(nlogn) [12]. We now extend the result
of [10] to achieve a tighter bound on covering a sub-linear number of nodes in G2(n;r). The below
theorem establishes a novel result about partial cover time of random geometric graphs: covering t =
o(n) different nodes in G2(n; r) is linear in t.

Theorem 3.4.2 Lett = o(n). For ¢ > 1, if r2 , 81%0 ‘then wh.p. for G2(n; r)
PCTg(t) = 2fit
where, for large enough n, fi is a constant not depending on n.

The detailed proof is deferred to Appendix C. It is based on bounding the expected number of visits
to each node during the walk of length t = o(n) by a constant fi not dependent on n and then showing
that the number of distinct nodes visited by the RW of this length is at least t=(2fi).

3.5 Crossing of Random Walks

3.5.1 Crossing Time of Two Simple RWs in Random Geometric Graphs

We say that two random walks cross, if there exists at least one node in which these two RWs visit
during their run (not necessarily simultaneously). Therefore, crossing time captures the smallest number
of steps required for two simple RWs to intersect in at least one node.

De nition 3.5.1 Given two RWSs starting at any two nodes in the network, the crossing time (CRT) is the
expected rst time at which there is a node that was visited by the two RWs.

Formally, given two random walks Xy; Yy, starting at u and v respectively, let , = minft :

time of a graph is de ned as maxyy E[ uv]. We prove the following:
Theorem 3.5.2 The crossing time of two RWs in G2(n; r) is >(ri?).

Proof. Divide the unit square of G2(n; r) into b%c2 bins of size r £ r each. Each bin is indexed by
acolumniandarow j whereQ = i;j = b%c. Now look at the projection of the walk on the columns
of the bins, when the walk is at column i it can only move to a bin at columns i j 1;i + 1 or to stay at
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column i. This resembles a simple random walk on a line with some additional probability to stay at the
same node (i.e, self-loop).

Take two nodes, u at column 0 and v at column b%c. For the two walks to cross, at least one walk
has to reach the column in the middle. This will amount to the expected time it takes to a simple random
walk on the line to move fr%T 0to bz—lrc, which is known to be >(ri2) [94]. ¥

Note that when r = £( "’%) (the minimal radius that ensures connectivity according to Gupta and
Kumar [64]), the crossing time of G2(n; r) is at least >(%),

3.6 Self-Avoiding Random Walk

A simple random walk is a memoryless process. The next step of the RW depends only on the current
node and a set of its neighbors and is not effected by the previously visited nodes. Another type of
random walk is called a self-avoiding RW [101]. A self-avoiding RW, which we also call a unique-RW,
avoids visiting the same nodes more than once, if possible. That is, at every step, a RW picks at random
one of the neighbors of a current node that has not been visited yet and moves to this neighbor. In a rare
event that all the neighbors of a current node have already been visited by the RW, an arbitrary random
neighbor is chosen (as in a simple RW). A self-avoiding RW can be implemented, e.g., by storing the list
of all nodes visited by the RW in its message header.

A self-avoiding RW is expected to have a smaller partial cover time than the simple RW (at the
cost of an increased communication bit-complexity), since more different nodes are visited by the same
number of steps. We have empirically explored the covering properties of a self-avoiding RW and found
them indeed to be superior to the covering properties of the simple RW. The comparison is reported in
Section 5.4.3.
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Chapter 4

RaWMS - Random Walk based
Lightweight Membership Service for
Wireless Ad Hoc Networks

This chapter presents RaWMS, a novel lightweight random membership service for ad hoc networks. The
service provides each node with a partial uniformly chosen view of network nodes. Such a membership
service is useful, e.g., in data dissemination algorithms, lookup and discovery services, peer sampling
services, and complete membership construction. The design of RaWMS is based on a novel reverse
random walk sampling technique, described in Section 3.2.2. We provide a formal analysis of RaWMS
and verify it through a detailed simulation study. In addition, RaWMS is compared both analytically and
by simulations with a number of other known methods such as ooding and gossip-based techniques.

4.1 Introduction

We present the RAndom Walk based Membership Service (RaWMS), which provides a random uniformly
chosen partial membership view based on random walks. That is, every node in the network has an equal
probability to appear in the view of every other node. In particular, the choice of the peers in the view
of every node is independent of the locations of the peers in the network®. RaWMS is based on a novel
reverse Maximum Degree random walk (RW) technique for peer sampling with an adaptation to ad hoc
networks, presented earlier in Section 3.2.2.

In RaWMS, every € time units, every node starts a reverse Maximum Degree random walk, as
described in Section 3.3. The RW messages carry this node’s identi er. Each RW traverses the network

3The location-independence is importation for the target applications of such membership services, which depend on the
fact that there is very little overlap in the views of any pair of neighboring nodes.
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for a prede ned number of steps and stops at some destination node. The length of the RW is such that
the node in which the RW has stopped appears as if it was picked uniformly at random out of all network
nodes. This way the source node advertises itself to the destination node, allowing the destination node
to include the source node’s identi er into its membership list. The results is that the membership list of
the destination node includes a uniform random sample of network nodes.

Unlike many gossip-based algorithms, our service possesses Ve important properties. These include
(i) proven uniform randomness of the constructed views, (ii) proven bounds on the load of an individual
node (view size), (iii) enabling each node to set its view size independently of other nodes without any
implications on the randomness of the views’ content, (iv) a low chance of partition in the knowledge
graph induced by the views, and (v) self healing from partitions when they do occur. Another important
characteristic of our algorithm is that it does not require multiple-hop routing. The analytically proven
properties of our work are based on the assumption that the network graph is a connected static random
geometric graph. We show through simulations that these properties indeed hold empirically for both
static and mobile networks (yet, without a formal mathematical proof for the mobile case).

In the implementation of RaWMS, we seek to obtain a good trade-off between the communication
overhead incurred by our protocol vs. its memory consumption. To deal with this issue, our protocol
allows every node to choose the target size of its view independently and without any correlation with
other nodes. Moreover, a node can adjust its view size on-the- y according to its currently available
memory. In a small or medium size network, or if a node has plenty of memory, it may wish to maintain
a large or even complete membership knowledge. On the other hand, in a sensor network or a large
ad hoc network (with hundreds of nodes), nodes may wish to save memory and only maintain a partial
membership view. If at some point in time a node with a small view requires knowledge of the entire
membership, e.g., due to its application’s demand, our service can reactively increase its view in a fast
and ef cient manner. This is done by consulting its neighboring nodes, which carries an additional small
communication overhead.

We provide a detailed formal analysis of our implementation of RaWMS. Additionally, we extend
the generic gossip-based peer sampling framework introduced in [82] to incorporate ad hoc networks.
We utilize it to compare RaWMS with other membership construction techniques, such as Ipbcast [48],
Shuf ing [59, 142] and ooding. Finally, we study the performance of RaWMS by simulations, evaluat-
ing its properties and comparing it to the other known techniques mentioned above. These measurements
largely con rm the insight from our theoretical analysis.

Road-map. Section 4.2 describes RaWMS and its formal analysis. Section 4.3 describes a generic
framework used in a variety of gossiping algorithms for membership construction and compares a num-
ber of methods in this framework with RaWMS. Section 4.4 presents the simulation results for RaWMS
vs. known gossip-based membership services.
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4.2 Random Walk Based Membership Service

In RaWMS, a View at a node v is de ned as a set of node descriptors, where each descriptor consists of
<Nodeldenti er,LastTime>. Nodeldenti er is the unique identi er of a given node u and LastTime is the
last time that v has heard from u. Every node v advertises itself every ¢ time units by starting a reverse
sampling process with MD RW, as described in Section 3.3. In other words, each ¢ time units, v starts
a Maximum Degree random walk, whose messages carry v’s identi er. Each of these RWs traverses the
network for a number of steps that is equal to the mixing time and stops at some node u. If u already has
a descriptor corresponding to v in its view, u refreshes the last time it heard from v and discards the RW.
Otherwise, u stores the identi er of v in its view. We propose two methods for removal of nodes from
the view: size-based and time-based.

In the size-based method, a node maintains a hard limit on its view size. Each node may choose
the target size of its view independently and without any correlation with other nodes. In case that the
view of a node u exceeds its limit upon storing a new identi er, u discards a descriptor with the oldest
LastTime from its view.

In the time-based method, every node discards nodes’ descriptors according to a prede ned timeout.
The descriptor of node v is removed from node’s u view, if u has not heard from v for Timeout time units.
Each node may choose the value of Timeout independently and without any correlation to other nodes.
A node can probabilistically adjust its view size by setting the Timeout proportionally to the mixing time
and ¢. Both methods automatically deal with purging descriptors of nodes that already left the network.
The difference between the methods is the probabilistic versus deterministic guarantee of the view size.

The general structure of RaWMS is presented in Figure 4.1. The protocol consists of two threads: an
active thread that initiates a new RW every € time units and a passive thread waiting for incoming mes-
sages. The discardExpiredFromView(View, Timeout) function discards all descriptors from the
view that the node has not heard from in the last Timeout period; discardOldestFromView(View)
discards the oldest descriptor from the view; refreshInView(View,addr) refreshes the LastTime at-
tribute of a given descriptor in the view; store InView(View,addr) stores a new descriptor correspond-
ing to a given address and the current time in the view. pickNextNode picks either one of the neighbor
nodes or a self-loop (of the current node) according to the RW transition matrix probabilities.

RaWMS can also support construction of different views for different groups. Nodes periodically
advertise themselves to all groups they belong to (every RW advertises the source node to all groups
simultaneously). When a RW stops, the destination node can Iter the source node according to the
groups it belongs to.
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do forever
wait(¢ time units);
/l start a new RW
ttl — MixingTime;

upon receive(RW_message<addr,ttl>) from u do

/I resend the RW to the next node
ttl — ttl-1;
handleRW(addr,ttl) enddo

hand 1 eRW(myAddress,ttl);
if timeoutBasedMethod then
discardexpiredFromView(View, Timeout)

endif;
enddo
handleRW(addr,ttl) publ ish(addr)
while ttI> 0 do if addr 2 View then
next — pickNextNode(); refreshlnView(View,addr)
if next I=v then else
send (RW_message<<addr,ttl>) to next; storelnView(View,addr)
return endif
else if sizeBasedMethod and ViewlsFull then
I/ self-loop step, only count ttl discardOldestFromView(View)
ttl — ttl-1 endif
endif
/I the ttl count reached 0O
enddo
publ ish(addr)

Figure 4.1: RaWMS - code for node v

4.2.1 Formal Performance Analysis

For the purpose of analysis of RaWMS, we assume that all nodes start the algorithm simultaneously
with initial empty views and all nodes have the same target view size, denoted s(n). Notice that these
assumptions are only required for the formal performance analysis of RaWMS. On the other hand, the
correctness of the reverse sampling (and RaWMS) does rely on the fact that all nodes advertise them-
selves at the same average rate 1=¢. Otherwise, a bias towards more frequently advertising nodes will
be created.

We de ne the convergence time to be the number of protocol steps required until all views reach their
target size. The period from the beginning of the protocol run until the convergence time has passed is
the convergence period. In order to evaluate the performance of RaWMS, we study the time and the
communication complexity of the protocol throughout the convergence period. Obviously, the target
view size, that can be picked by each node independently from other network nodes by enforcing a view
size limit or by using an aging timeout, has a direct impact on the memory consumption of the node, as
well as on the time and the communication complexity of the convergence process. Clearly, the larger
the target view size is, the more messages should be sent and the more time the view construction takes.
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Intuitively, if each random walk started by some node v would have reached a different node, then
in order to obtain a view of size s(n), it would have been enough to start s(n) RWs at each node
during the convergence period. However, two random walks started at the same node v have a non-
negligible probability of reaching the same node u. Thus, in order to obtain the target view size s(n),
each node should start a larger number of RWSs, which we denote by r(n). Once we compute r(n), we
can immediately compute the communication and time complexity to reach convergence.

The average value of r(n). Inorder to calculate r(n), we refer to the famous bins and balls probabilistic
problem: how many balls should be placed randomly into n bins in order to have at least one ball in s
bins. In our case, we wish to calculate the number r(n) of random trials (the balls ) that are required
until s(n) different destination nodes (the bins ) are picked. Each random trial corresponds to a single
RW. (For simplicity of analysis, we assume below that each RW chooses a truly uniform node from the
network, i.e., t = 0). We prove the following:

Lemma4.2.1 Letl = s =s(n) = nand let r = r(n) be the random variable specifying the number of
balls needed to be randomly placed in n bins until s of the bins are non-empty. Then,

8

=nln;o; s<n;
E(r) =n(Hn i Hnjs) = _ !
“ninn+0(1); s=n;:

Py
i=

where Hy = [ % is the k-th harmonic number (and de ne Hg = 0).

Proof. We view the balls as being placed in the bins sequentially, one by one. The rst ball is
inserted into an empty bin. The second ball is placed into an empty bin with probability %1 and into
a non empty bin with probability % Using the independence assumption, the expected number of balls
required to have a second non empty bin is a geometric random variable with parameter p = ”T'l and
mean % = 7. The additional number of balls required to get the third non empty bin is a geometric

1
random variable with parameter p = %i2 and mean % =
least one ball. r is the number of balls used in this process and is therefore a sum of geometric random

=0. This process goes on until s bins have at
1

variables. By linearity of expectation, we have:

n
E = 1+ + + +
) nil nj2 Hee nis+1
1 1 1 1

= n(=+ + +o00+ ——

(n nil nj2 nis+1)

= n(Hn i Hnjs):
In order to bound the difference Hn i Hn;s, We use the following well-known bounds on the har-
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monic number (see, e.g., [133]):

1

nn+ +__—— =
2(n+1)

1
Hn = Inn+ + —;
n 2n1

where is a constant. The case s = n immediately follows from the above bound on H,. For s < n,

1 1 L
N(Hn i Hn;s) = n Inn+%iln(nis)im
n
- | il i = nl :
n(inn j In(n j s)) nnnis

Note that using the inequality 1 + x < e*, which holds for all x > 0, we have:

nin

nis =nin(L+ n i s)< nniss:
This gives a tight bound on E(r) fors ¢, n.
Note that nodes start new RW every ¢ time units and do not have to be aware of E(r(n)) or make
any use of it in RaWMS. E(r(n)) is used here only for the performance estimation of the algorithm.
However, E(r(n)) can be exploited by nodes working in the time-based method in order to adjust
their average view size. A node that wishes to maintain an average view size of s(n) can calculate the
corresponding E(r(n)) independently based on its s(n) and use the value E(r(n))¢ ¢ as the Timeout for
purging old descriptors out of its view. According to this strategy, no identi er stays in a node’s view for
more than E(r(n)) ¢ & time units on average without being refreshed by a new RW. Thus, an important
property of RaWMS is that every view is refreshed to contain a completely new set of identi ers every
E(r(n)) ¢ ¢ time units on average.

Communication and time complexity for convergence. The communication complexity during the
convergence period is determined by the number of random walks each node should start, i.e., the value
E(r(n)) calculated above, multiplied by the length of each random walk. Thus, the total communication
complexity during the convergence period is n ¢ E(r(n)) ¢ Tactualmix = £(N? ¢ E(r(n))). The time
complexity is E(r(n)) ¢ € + Tactual mix, I-€., the time to start E(r(n)) RWs and for the last RW to reach
its destination.

For the special case of s(n) = pﬁ, we get E(r(n)) € ;55 € P

n. This means that for relatively
small view sizes, there is a very little chance of getting collisions. The convergence time in this case
is about pﬁ¢ ¢ + Tactualmix = £(pﬁ¢ ¢ + n) and the total communication complexity is n ¢ pﬁ¢

p_
Tactual.mix = £(n2 n).

Bandwidth Consumption vs. Convergence Time. The main parameter that affects the bandwidth
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consumption of RaWMS is the frequency & in which nodes publish themselves. From the analysis above,
the convergence time of RaWMS behaves linearly with €. Since in RaWMS all messages have the same
size (every RW message includes an identi er of a RW originator), there is also a linear relationship
between the bandwidth consumption of RaWMS and the number of messages. For example, doubling ¢
would increase the bandwidth consumption by a factor of two, but will also halve the convergence time.

Join, leave, and maintenance. When a new node joins the network it starts the same algorithm as
any other node, i.e., it starts advertising itself by initiating multiple RWs. After a convergence period, a
new node will produce enough advertisements so that its identi er will be uniformly distributed across
the network. Therefore, the time and communication complexities of a join process are E(r(n)) ¢ ¢ +
Tactual.mix and E(r(n)) ¢ Tactual_mix, respectively.

In order to speed up the uniform dissemination of new nodes in the network, a new node may initially
advertise itself more frequently than 1=¢. It can start the rst E(r(n)) RWs at a fast rate, or even
simultaneously. It is important, however, for the correctness of the reverse sampling, that after this initial
phase, the joining node will return to advertising itself only once every ¢ time units.

The algorithm purges the identi ers of failed or departed nodes automatically, without relying on any
action on their side. In the time-based method, a failed node’s identi er will be purged from the views of
all other nodes precisely Timeout time units after its departure. In the size-based method, this will occur
on average after E(r(n)) ¢ & time units.

The maintenance complexity of RaWMS is constant: all nodes keep advertising themselves at an av-
erage rate of 1=¢ advertisements per time unit. The value of & can be tuned to trade-off communication
complexity with the time it takes to react to node leaves/failures and to purge their identi ers from all
views.

Mobility. Nodes mobility is another important source of dynamic changes in the network graph of
ad-hoc networks. This form of dynamism is not covered by our formal model and analysis. Very little
is known in the literature about the behavior of random walks in mobile graphs. Moreover, dealing with
mobility requires some knowledge about the mobility pattern.

Interestingly, our analysis for non-mobile networks can serve as a good approximation for the situ-
ation where nodes move slowly, or infrequently. Yet, at the other extreme, if nodes move fast and in a
uniformly random fashion, then a partial uniform membership service can be trivially implemented by
occasionally sampling the local neighborhood of each node. After a short duration, the physical net-
work mixes itself well enough that the sample becomes uniform and random. However, in general, the
speed of mobility cannot be trusted, and the mobility model is rarely uniformly random. Hence, even in
mobile network, performing random walks is important for obtaining a good uniform sample of nodes.
Formally analyzing the exact relationship between the mobility pattern and the required lengths of the
random walks is left as an open research question. In this work we only study this issue by simulations.
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Message loss. RaWMS uses a salvation technique to prevent dropping of RW messages. If a node v
does not succeed to forward a RW message to the neighbor chosen in a given step (did not receive a
MAC level acknowledgement), v makes a new attempt to send this message to another random neighbor
within the same step. This technique prevents a loss of RW messages in mobile networks, where nodes’
mobility can lead to frequent breakages of neighborhood connections.

Notice that usage of such a salvation technique could potentially cause an undesired forking effect.
That is, either a RW message was successfully received by the next node and propagated onward but the
corresponding ack was dropped, or the next node failed after forwarding the RW message, but before
acking it. In both cases, a RW messages would be resent to a different node, potentially creating a
duplicate RW and leading to an additional message overhead and non uniform samples. We show that
such forking in wireless ad hoc networks happens with a very low probability.

Forking probability. According to the IEEE 802.11 MAC protocol, when a source node does not receive
an acknowledgement, it waits a backoff period and resends the message. Upon receiving a message for
the second time, a destination node sends the ack again while discarding the duplicate message. The
number of times the message is resent by the source node is de ned by the protocol parameter, called
dotl1ShortRetryLimit (for short messages, up to 2347 bytes), whose default value is 7 [76].

Therefore, in order for forking on a single link to occur, the rst message should arrive, its ack should
be lost and in six subsequent transmissions, either a message or an ack should be lost. Denote by pack
the probability of an ack to be lost and by pmsg the probability of a subsequent (second, third and so on)
transmission of a message to be lost. Therefore,

P (single forking) = pace” (Pmsg + (1 i pmsg)pack)6
The probability that no forking happens along the path of length n is:
P (no forking along the path) = (1 j P (single forking))"

The value of pmsg is actually quite small, since it is a probability of a subsequent transmission to
fail, after the rst transmission succeeded (the nodes were neighbors during the rst transmission and a
subsequent transmission happens very soon after the rst one). pack is small as well, given the 802.11
mechanism, which reserves the air link for an ack after a data message transmission. For example, for
Pmsg = Pack = 0:1 and n = 1000, P (no forking along the path) = 0:995.

As for the second forking scenario, in which the next node fails or moves away after sending the RW
message on, but before acking it, let us notice the following facts. The next node is a neighbor of the
source node (since it received the rst transmission) and the whole MAC transaction of resending the
message and ack for 7 times occurs in a very short period of milliseconds. Thus, the probability that the
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next node will depart or move far after receiving the message and before acking it is very low as well.
We can therefore conclude that although theoretically possible, for the typical choice of parameters

and network sizes we have considered, the probability of forking is very low. Our simulations (which

inherently already include all these phenomena) validate that indeed forking almost never happens.

4.2.2 RaWMS Usage and Properties

Envisioned applications. Partial random membership can be very useful for construction of a vari-
ety of other services and applications in ad hoc networks (some of them are already mentioned in the
introduction). Every node can pick its view size based on its memory constraints and its envisioned ap-
plications’ needs. For example, for the knowledge graph to be connected, the minimal view size should
£(log(n))([23]).

One of the applications we envision for RaWMS is a data location service. A data location service
provides every node with the ability to share the data it posses with other network nodes, as well as to

nd and fetch for data stored in other nodes. In our implementation of a data location service, mem-
bership information is used in order to map data identi ers to nodes. Advertisements of new data items
and lookups for existing data are based on this mapping. A good trade-off between communication over-
head and memory consumption for such a location service can be achieved using random views with an
average size of £(pm, as they help ensure intersections with high probability.

Another potential application that can bene t from our work is P2P anonymization. Consider, for
example, a collection of Wi-Fi enabled cell-phones. Each cell phone can access the Internet directly
using its cellular communication. However, this would leave explicit information identifying the surfer.
The goal of an anonymizer is to utilize the ad-hoc network, created over the Wi-Fi capabilities of these
cell phones, to anonymize such Internet accesses.

Systems like Crowds [124] and Tarzan [51], to name a few, have been developed to provide user
anonymity by reliance on P2P forwarding.* In such systems, the request rst travels through a random
path of nodes before being sent to the targeted web site by the last node in the path; the reply is sent back
on the reverse path (each message carries a unique id and nodes remember a mapping between the ids of
incoming messages and the node from which they came, so no intermediate node knows the entire path).

These ideas cannot be applied as is to ad-hoc networks, for example, since they assume that any
node may communicate directly with any other node. In an ad-hoc network, multiple hop routing is
expensive, and also might compromise the anonymity of the nodes. Hence, a more natural approach
would be to perform a random walk, whose length is the mixing time of the network. Additionally, to
avoid disclosure of the initial node, instead of adding a TTL to the message, it is possible to have each

4The idea of a using a network of mixers to provide e-mail anonymity was rst proposed by [33].
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node decide with probability P = 1=mixing_time to access the targeted web site, and with probability
1 j P to forward the walk. Our work is useful for this approach, since our analysis of the mixing time of
random walks in ad-hoc networks, including the use of maximum degree random walks, can be applied
here to compute the mixing time of the network.

Yet, the above usage of random walks may also be problematic, as the mixing time of the network
is O(n). We can improve on this by utilizing RaWMS directly. Speci cally, the initiator of the request
can include its RaWMS random view of size pﬁ (or a fraction of it, e.g., half the view) in the header
of the message. In this approach, the random walk stops after reaching any of the nodes in the attached
header, which will happen after O(pﬁ) steps, on average. For this purpose, RaWMS is particularly
attractive, since in RaWMS, nodes never disclose any part of their view to other nodes. Also, the views
continuously evolve, making the task of identifying the initiator of a request extremely hard. Working
out the exact details of this idea, analyzing the anonymity level, and bench-marking such a system is part
of our future work.

Random Knowledge graph. In the evaluation of RaWMS, we consider several properties of the gen-
erated random views that are important to the envisioned applications. The properties are best described
using a graph-theoretic view [82] as follows. De ne the knowledge graph as a directed graph, whose
vertices are the network’s nodes, and that contains an edge from v to u if and only if u’s identi er is in
the view of v. If the views are truly uniform, then the graph induced by the views is actually a random
graph. This framework allows us to study the connectivity of the knowledge graph and the load of an
individual node (out-degree and in-degree).

In order to gain a better understanding of our generated knowledge graph, we adopt the model intro-
duced by [50] and later described in [81]. The random digraph Dy ; in:* ; out IS de ned as follows: each
vertex v 2 V chooses a set in(v) of k random sources for edges directed into v and a set out(v) of *
random targets for edges directed out of v. Such a digraph is called a k-in, “-out digraph. The edges are
chosen without replacement so the graph has (k + “)jV j edges. When “ = 0 we write Dy ; in. Notice that
Dy ;in is a directed graph. The random knowledge graph generated by RaWMS is Dy in (rather than a
traditional [47] random graph, in which every edge is picked randomly, independently of other edges).

Uniformity of the views. A key feature of RaWMS, compared to other probabilistic methods like [5,
82], is that the distribution of node ids in the views is guaranteed to be t-close to the uniform distribution
(according to the de nition of the total variation distance in De nition 3.2.1).

The sampling accuracy (the difference between the stationary distribution and the actual achieved
distribution) is controlled by the RW length and is probabilistically guaranteed to differ by upto t =
E(%) from the uniform distribution, if the mixing time is set correctly. Setting of the mixing time relies
on the assumption of a static random geometric graph. Even if the network graph is not a static random
geometric graph, the stationary distribution of the RW remains uniform due to the regularization of the
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graph with self loops. However, in this case, the assumed mixing time could turn out to be insuf cient. To
explore deviations from this assumption we have explored different topologies, such as mobile networks,
in the simulation study in Section 4.4. The results reported there show the uniformity of views generated
by RaWMS both in static networks and under different mobility speeds.

Connectivity of the knowledge graph. The connectivity of a random graph depends on the graph model
(see [23] for a detailed description of various models). For example, in their classical paper [47] consider
an undirected graph of n nodes, where an edge between each (unordered) pair of nodes is present with
probability pn, independent of other edges. They show that if p, = (log(n) + ¢ + 0(1))=n, then the
probability that the graph is connected goes to ei€"*,

For Dy in:* jout, Strong connectivity with high probability is achieved if k , 2 and * , 2 [50].
Dropping the orientation in such a graph results in an undirected graph (denoted by G+ ; out) Which is
naturally also connected with high probability. Therefore, the graph is connected if a node is guaranteed
to have at least 2 incoming and 2 outgoing edges.

For a directed D-; oyt (When k = 0) constant out-degree is not enough to guarantee strong con-
nectivity. For this model, it is known that the probability limit ei®*® for the reachability of each
vertex from a speci ed source as n ¥ 1 (weak connectivity) is achieved with logarithmic views
(* =c+0O(logn)) [81, 85]. Although to the best of our knowledge the exact connectivity conditions for
Dy ;in have never been published, due to symmetry considerations, we conjecture that the connectivity
conditions for Dy ; in are the same as for D-;oyt. That is, a logarithmic k is necessary and suf cient to
ensure weak connectivity.

Self healing from partitions. Another important property exhibited by RaWMS is a self healing from
partitions. Since in RaWMS nodes are not restricted to communicate only with nodes in their views,
even if partition in the knowledge graph does occur at some time, it will be xed by itself after a short
period of time.

View size. As we have already shown, the view size can be set independently by every node. Every node
can pick its view size based on its memory constraints and applications’ needs. For example, for our
envisioned application of data location service the average view size should be £(pﬁ).

Distribution of the in-degrees and out-degrees in the knowledge graph. We rst take a closer look at
the in-degree of a given node (the number of nodes that have this node’s identi er in their view) at the
end of the convergence period when using the time-based method. We consider the period in which no
identi er was already removed due to the Timeout. Fix some node v out of the n nodes. Let X,, be the
random variable specifying the in-degree of v at the end of the convergence period. v advertises itself to
s(n) uniformly chosen nodes. Thus, each node has a probability of s(n)=n to have v in its view. Since
advertisements to different nodes are independent of each other, X, has a binomial distribution with
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parameters n and s(n)=n. We conclude that the mean value of Xy, (the mean in-degree) is s(n). In order
to investigate the possible deviation of X, from its mean, we use Chernoff bounds (see Appendix D).

only if the i-th network node advertises itself to v. By Chernoff bounds, forany 0 <- <1,
PrjiXy i s(n)j > -s(n)] < 2¢texp(is(n)-2=3):

For example, for a value of — = 0:5, the probability for a given node to have an in-degree larger than
1:5 ¢ s(n) or smaller than 0:5 ¢ s(n) is less than 2=eS(M=12,

By the union bound, the probability for any node to have an in-degree that differs from the average
in-degree by a factor of - is:

Priov : jXy i s(n)j =>-s(n)] < 2n¢texp(js(n)->=3):

Recall that the out-degree corresponds to the view size. Clearly, the average out-degree is s(n),
as expected by our construction. We can apply the same method as for the in-degree distribution and
conclude that the probability that any out-degree will deviate from the mean view size is very low (the
same as for the in-degrees).

For the size-based method the analysis of in and out degrees should take into account possible re-
movals from the view (thus making the analysis more complicated). The maximum view size is exactly
s(n). The probability to have view smaller than s(n) is exponentially small with s(n) as well. It can
be shown that the distribution of in-degrees is also highly concentrated around the mean value, with
exponentially small deviation probability.

Conclusion. The view constructed by RaWMS in every node contains a random sample of nodes.
Moreover, the probability for in and out degrees in the knowledge graph to deviate from their mean is
very low (exponentially small with the average view size).

4.2.3 Reactive Extension of the View

It is possible that a node will wish to extend its local view to a larger one upon its application’s demand.
Increasing the desired view size, s(n), is a good long term solution, since it does not incur any additional
communication and relies on existing advertisements. The drawback is that it may take a signi cant
amount of time until the new target size is reached (increasing a view size by s(n) will take E(r(n)) ¢ ¢
time units). On the other hand, maintaining a large view size all the time may be wasteful in case such a
large view is typically not required. Therefore, a method to extend the view on demand is required.

We propose two on demand RW-based methods for extending the views. The rst method can be
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used for constructing a full membership view out of all partial memberships. A node v requesting to
extend its view to a full membership, starts a RW including its current view and the estimated network
size, n. Every node u that receives this message adds its view to the message while removing duplicates.
If the combined view is smaller than n, u sends the combined view to one of its neighbors picked at
random. Once a combined view reaches the target size n, it is sent back to v on the reverse path of the
RW. Since in this method the RW path is remembered inside the message, we can further optimize the
RW by preventing it from revisiting the same nodes more than once. Studying the potential performance
gain of this optimization is left for future work. Let us note that in a mobile network, there is a chance
that some link of the reverse path of the RW may not exist by the time it is used for sending the reply
back. To overcome this problem, a unicast routing protocol should be used. Practically, this happens
very rarely due to a short time proximity between the RW and the reply.

The rst technique can also be used to extend a view to some bigger, yet still partial view (by sending
as a target size the size of the requested extended view, es(n)). However, it can produce highly correlated
views between nearby nodes. Therefore, we propose a different technique for an on demand extension
of a view into a larger partial view. In this method, instead of collecting nodes from neighbors by one
short RW, different partial memberships should be collected from different nodes, chosen uniformly at
random from the network. A node v that requests to extend its view up to a size of es(n), starts a number
of MD random walks, each running for a number of steps equal to the mixing time. The node chosen this
way returns its view on the reverse path of the RW. If the combined view at v is not enough, v initiates
more RWs to sample more memberships. This technique is actually an extension of our regular sampling
technigque, when we sample the whole view of randomly chosen node at once.

4.2.4 Network Size Estimation

RaWMS assumes that the number of nodes in the network n is known. This is required in order to
determine the length of the RW in the reverse sampling procedure (the mixing time). There are a number
of methods for obtaining a loose upper bound on the network size, e.g., [49, 130]. Once we have such
a loose upper bound, we can use the birthday paradox principle to obtain a much tighter bound in the
following manner. We have shown that according to the reverse sampling technique, every time RW
stops at node u, it has the effect of having u pick uniformly at random a node identi er out of all n
nodes. According to the famous birthday paradox , it is well-known that after m = p% random trials
such that each trial picks uniformly one of n distinct values, the probability to pick m distinct values is
at most % and it drops rapidly as m increases ([116]). Therefore, every node can calculate the rst time
it receives the same advertisement again (denoted by m) and use this number to estimate n according to
n= mTZ This process is repeated constantly and averaged across a number of measurements. In order to
deal with accumulating errors, the loose upper bound should be re-used periodically and the tight bound
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estimation be restarted.
A recent work [109], which was done concurrently and independently to ours, compares various
algorithms for network size estimation of peer-to-peer networks. The authors report that the usage of
birthday paradox in a manner very similar to ours renders the best trade-off among all compared
algorithms between the estimation accuracy and the associated overhead of bandwidth and computational
resources.

4.3 Gossip-based Membership

In order to compare RaWMS to other protocols for random membership construction, we have picked
two known gossip-based protocols. These protocols are widely used to construct random membership
and peer sampling in both peer-to-peer and ad hoc networks. For the clarity of the presentation, we rst
present in Section 4.3.1 a generic gossip framework and then present in Section 4.3.2 the two speci ¢
protocols we have chosen as special cases in this framework. We also nd the below framework to be a
useful contribution.

4.3.1 The Generic Gossip Framework

Gossiping has been studied in the past as a way to implement partial view membership services. A
generic framework for such gossip-based protocols in peer-to-peer networks has been presented in [82]
and adapted to sensor networks in [59]. We have combined these two frameworks into a uni ed frame-
work that is adapted to both static and mobile ad hoc networks.

The view in gossip-based membership algorithms is a set of s node descriptors, each descriptor
consisting of <Nodeldenti er,HopCount,NewFlag>. In existing gossip-based membership protocols,
the size of the view is usually assumed to be the same for all nodes, whether it is a constant or a function
of n (the number of nodes in the network).

We assume that each node executes the same protocol whose skeleton is shown in Figure 4.2. As
in RaWMS, the protocol consists of two threads: an active thread initiating communication with other
nodes, and a passive thread waiting for incoming messages. The skeleton code is parameterized with
three boolean parameters, namely push, pull and NewFlag, the desired fanout F, and three functions,
namely selectPeer, selectltemsToSend and selectltemsToKeep.

Periodically, each node gossips with one of its neighbors to exchange the items in their views. A
view is organized as a list of descriptors, ordered according to increasing hop counts. Entries with the
same hop count are ordered in a random manner. We can thus meaningfully refer to the rst or last k
elements of a particular view. Notice that in the protocol’s code, a call to increaseHopCount(view)
increments the hop count of every element in a view.
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do forever Upon receive(gossip_message,recv_buff) from u do

wait¢ time units; recv_buff 7 increaseHopCount(recv_buff);
if push then if pull then
/1 0 is the initial hop count /1 0 is the initial hop count
myDescriptor ~ (myAddress,0,NewFlag); myDescriptor ~ (myAddress,0,NewFlag);
send_buff 7 selectltemsToSend send_buff — selectltemsToSend
(view,myDescriptor,fg) (view,myDescriptor,recv_buff);
else send (send_buff) to v
/I empty view to trigger response endif
send_buff — fg view — selectltemsToKeep(view,recv_buff)
endif enddo
repeat

v selectPeer();

send (send_buff) to v

if pull then
receive (recv_buff) fromu
recv_buff — increaseHopCount(recv_buff);
view — selectltemsToKeep(view,recv_buff)

endif

for F times // F is the fanout parameter
enddo

Figure 4.2: Generic gossip framework

The above skeleton enables us to evaluate within the same framework the important policies involved
in gossip-based protocols along four dimensions: (i) peer selection, (ii) view propagation, (iii) keep
selection, and (iv) send selection. By combining the possible values of each of these attributes, one can
obtain many variations of gossip protocols, some of which have already been explored.

Peer selection. Periodically, each node v selects a peer in order to exchange membership information
with it. This selection is implemented by the function se lectPeer() that returns the address of a live
node either in v’s current view or in v’s neighbors list. Below we list a few representative policies that

have been mentioned in the literature.

rand Uniform randomly select an available node from the view
head Select the rst node from the view (the one with the lowest hop count)
tail Select the last node from the view (the one with the highest hop count)

neighbor | Randomly select an available node from the neighbors list
broadcast | Select all nodes in the neighbors list to send a broadcast message to them

View propagation. Once a peer has been chosen, there are several alternatives to exchanging informa-
tion with that peer, as listed below.
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push The node sends its view to the selected peer
pull The node requests the view from the selected peer
pushpull | Both the node and the selected peer exchange their respective views

Send selection. Once the peer and the way to contact it have been chosen, the sender must decide what
information to send. The options that have been discussed in the literature are listed below:

rand | Randomly select up to X descriptors from the view
head | Select the rst X descriptors from the view (the ones with the lowest hop count)
tail | Select the last X descriptors from the view (the ones with the highest hop count)

new | Pick all descriptors that have been received for the rst time
full | Send all s descriptors of the view

Keep selection. Once the membership information has been exchanged between peers, the received
descriptors should be integrated into the node’s view. The integration procedure must adhere to the
target size limit of s descriptors by choosing only the subset of all available descriptors. In the protocol
above, this is done by the merge(view,recv_buff) procedure, which merges the received view with the
current one. In case a descriptor appears in both views, the merged view takes the version with the most
up to date timestamp. The function se lectltemsToKeep(view,recv_buff) selects a subset of at most
s elements from merged views (ordered by increasing hop count) according to one of the policies listed

below:
rand Merge and randomly select s elements without replacement from the merged view
head Merge and select the rst s elements from the merged view
tail Merge and select the last s elements from the merged view

shuffle | Merge and remove the elements that were sent in this data exchange to the other
node until only s elements remain in the view

It is possible to obtain a large selection of gossip protocols by simply plugging any of the above
policies in the skeleton protocol of Figure 4.2. Each combination is expressed by means of a 4-tuple
(peer selection, view propagation, send selection, keep selection). In particular, various combinations
of the above policies were investigated in [82]. One of the conclusion of [82] is that no gossiping
algorithm succeeds in constructing views that form a truly random knowledge graph. Typically, the
resulting knowledge graph induced by the view’s edges has great resemblance to a small-world graph.

Speeding up the joining process with NewFlag. We can use the same technique here as in RaWMS in
order to speedup the joining process of a new node. That is, a new node increases the rate of gossiping
until it has managed, with high probability, to distribute its identi er to enough random nodes in the
network. Note that in gossiping algorithms, other nodes must also gossip the identi ers of newly joined
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nodes more frequently than the standard gossip frequency. For that purpose, during a xed period of
NewTimeout time units, a new node v turns on the NewFlag ag of its descriptor each time v gossips
its descriptor. When a node receives a gossip descriptor with the NewFlag ag turned on, it increases
its own gossip rate for a duration of NewTimeout time units. As a result, when a new node joins the
network, the gossip rate at all infected nodes is increased and the new identi er is gossiped faster.
After NewTimeout time units elapse, the gossip rate returns to 1= in order to reduce the communication
overhead.

4.3.2 Speci ¢ Gossip Methods

Ipbcast. Ipbcast [48] corresponds to (rand, push, full, rand). In each round every node v
sends its view to F (the fanout parameter) nodes, chosen randomly from v’s view. The number of rounds
is logarithmic in the network size. In order to establish a communication path between two nodes in an ad
hoc network, some routing algorithm must be employed. Since destinations are chosen randomly among
the network nodes, the number of network level messages required to send a single gossip message is
equal to the average path length of the network.> The average path length in an ad hoc network is in
the order of the diameter of the network divided by the transmission range. In our case, this amounts to
O( %). Also, in each gossip message, thlg entire view is sent. Therefore, the total communication
overhead of Ipbcast for a view of sizesisn¢” nlognt¢F ¢s.

The main drawback of Ipbcast, which makes it unsuitable for ad hoc networks, is the extensive
usage of unicast routing. Since each node sends messages to random network nodes, Ipbcast uses F ¢
log(n) routes in the initial convergence stage and keeps utilizing more routes afterwards. Notice that
the establishment of a unicast route if often obtained through ooding, which is costly in an ad hoc
network. Since the potential number of source destination pairs is quadratic, Ipbcast’s traf ¢ pattern
virtually establishes all-to-all routing paths over time, which are created merely for Ipbcast’s usage and
are not necessarily used by the application. Those routes break over time due to nodes mobility, which
adds the cost of repairing them.

Another drawback of Ipbcast is that according to [82], Ipbcast fails to provide uniform views. In
addition, the views at the same node but in different rounds are not truly independent, since nodes gossip
at round t + 1 only with nodes they had in their view in round t. As a result, it was shown in [82] that
Ipbcast has a non-negligible chance of partitioning. When partitions do occur in Ipbcast, or any other
similar gossip algorithm, they cannot self-heal.

Shuf ing. Shuf ing[59, 142] correspondsto (neighbor, pushpull, rand, shuffle). Shuf-
ingwas rstintroduced in the context of sensor networks and originally used for information dissemina-

*More precisely, v chooses F random nodes from its view. However, the view gradually converges to a random sample.
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tion. Yet, shuf ing can also be used for construction of random views, by disseminating nodes identi ers,
as was done in [142] for peer-to-peer networks. In shuf ing, a node communicates only with its direct
neighbors. Every round each node randomly picks B identi ers out of its view and shuf es them with
its randomly chosen neighbor. The main idea of Shuf ing is that unlike other gossiping algorithms,
Shuf ing avoids loss of data during items exchange. This is accomplished by having the peers agree on
which data items will be kept by each of them after the exchange takes place. Any two nodes that engage
in a shuf e essentially swap a number of items. In doing so, they move the data around in a seemingly
random fashion.

We analyze the performance of shuf ing by adapting some RW techniques to it. In the following
analysis, let us assume that each node already possess a random view. We are interested in determin-
ing the number of rounds and the number of messages required for a new node joining the system to
incorporate its identi er uniformly into the views of other nodes in the system.

Every round each node randomly picks B identi ers out of its view and shuf es them with its ran-
domly chosen neighbor. Since the views are random, when two nodes shuf e, they pass to each other
almost completely different sets of identi ers. Therefore, almost all ids that node v passes to node u will
migrate to u and will be removed from v’s view. In this process, ids already present in the network are not
discarded, and almost never duplicated. This view exchange process has some resemblance with RWs;
each identi er traverses the network from one node to its randomly chosen neighbor. However, there are
a number of differences: 1) in shuf ing, the walks of different identi ers are not independent since an
exchange is performed on a batch of B identi ers, 2) an identi er may not be passed to a neighbor node
every round, since only B identi ers out of the entire view are exchanged every round.

The rst difference can be controlled by the size of the exchanged batch, B. Large values of B indeed
increase the dependence between disseminations of different identi ers. However, for small values of B,
the effect of dependence is not signi cant, especially since in every round each node picks a different set
of B ids from its view for an exchange. Indeed, shuf ing is usually run with small, constant B.

As for the second difference, we can measure the pause time, i.e., the average amount of time that
each identi er spends in the view before being shuf ed. If the whole view is shuf ed, the pause time is
zero. If only B identi ers out of the entire s (the view size) are shuf ed every time, the pause time is a
geometric random variable with a mean of 5. Therefore, the number of rounds until an arbitrary identi er
reaches a random place (assuming no duplications and discarding and fanout 1) is % ¢ Tactual_mix, Where
Tactual.mix 1S the actual mixing time of a RW of the underlying graph. Since we are interested in a
situation when s random nodes have the identi er of the new node in their view, a new node must
publish itself s times, once in each successive round. This yields a total of s + 3 ¢ Tactual mix rounds
until convergence.

Flooding. Flooding can be used to implement a membership service by having each node ood the net-

43



work with its identi er. An ef cient implementation of ooding requires memory which is linear in the
number of nodes in the system. That is, in order to prevent a node from delivering (and retransmitting)
the same message more than once, a node should remember the identi ers of the last few broadcast mes-
sages initiated by every other node. Since the implementation of ooding itself requires linear memory
space, there is no point in limiting the view to include fewer than n identi ers.

4.3.3 Probabilistic Starvation

One of the main usages of partial membership services is in gossip-based probabilistic multicast algo-
rithms. Speci cally, these algorithms attempt to deliver every message to almost every node with high
probability. The percentage of nodes that receive a message is called the reliability factor. However,
those algorithms usually make no attempt to provide reliability for a single node. When the views are not
truly random, there is a possibility that while most nodes receive all messages, a small number of nodes
do not receive messages at all or receive only a small fraction of all messages. In particular, if there are
some nodes (e.g., low degree nodes) that are not uniformly distributed among other nodes’ views, those
nodes will be constantly denied messages and thus suffer from probabilistic starvation. On the other
hand, views constructed by RaWMS are proven to be uniform and therefore any probabilistic multicast
algorithm built a top of it will not suffer from such a phenomenon.

4.3.4 Comparison

Table 4.1 shows an asymptotic comparison of all the methods mentioned above based on the theoretical
analysis. Table 4.2 shows an exact comparison with constants based on the simulation results (taken from
Section 4.4 below) for view size pﬁ. The tables compare the time and the communication complexity of
the convergence period in static networks. The maintenance cost for each method is the communication
cost during the convergence period divided by the convergence time. An interesting observation about
this comparison is that the message complexity of Ipbcast does not depend on the view size.® On the
other hand, in RaWMS and Shuf ing, the message overhead for the duration of the convergence period
depends on the view size (since the length of the convergence period depends on the view size). Thus,
had we taken a smaller view size, such as log n, it would have placed RaWMS and Shuf ing in a further
advantage over Ipbcast.

Note that when nodes are mobile, there is an additional cost due to routing. In particular, Ipbcast is
highly affected by mobility since it relies heavily on unicast routing. When nodes move, routes break and
must then be reestablished or repaired. In contrast, neither RaWMS nor shuf ing suffer due to mobility,

®The view size only affects the bit complexity of the protocol. However, in most networks, as long as messages are not too
large, the number of messages dominate the performance limitations of the protocol.
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since they do not use multi-hop routing. In fact, in these two approaches, nodes’ mobility can actually
facilitate faster and more random dissemination of membership information.

4.4 Simulations

441 Setup

The simulation setup is the one described in Section 2.2. RaWMS was run with a time-based method; the
node’s descriptor timeout in the view was set so that the average view size will be pﬁ. In each scenario
of RaWMS, each node started E (r(n)) RWs, calculated out of the expected view size of pﬁ as described
in Section 4.2.1. These advertisements were spread over the whole simulation period.

4.4.2 Properties of RaWMS
Uniformness

We have performed a number of tests to compare the views constructed by RaWMS with the ideal
uniformly sampled views. These tests were picked to re ect the most important structural properties
of the system: distribution of the path lengths from every node to all nodes in its view, dependence
between views of neighbors in the ad hoc network, clustering coef cient of the knowledge graph, view
size distribution, and connection between a node’s degree (in the ad hoc network) and its view size. Since
it is not possible to empirically prove the uniform randomness of the views, these statistical tests are used
to strengthen our claim that the properties of the constructed views do not deviate from the properties of
the theoretical uniform samples. The measures are explained and studied below.

Path Length Distribution. The rst measure we used to evaluate RaWMS is the uniformness of the
locations of nodes appearing in the views. That is, for each node v and corresponding view V, we
compare the ratio of nodes in V that are at a given distance from v to the ratio of such nodes in the real
random network. If there is a strong match between these ratios for all views and distances, this gives a
positive indication about the uniformness of the views created by RaWMS.

To this end, we used a ~ 2 statistical test to compare the distribution of nodes in the view of every node
at the end of the convergence period with the desired uniform distribution. Namely, we have partitioned

all nodes into a number of bins according to their distance from the tested node. For every node v we
P 4bins (Actualy.j i Expectedyj)?
Jj=1 Expectedy;j

the actual number of nodes from distance j found in the view of node v and Expectedy; is the number

have calculated the following score: PathScore, =

, Actualy;j being

of nodes from distance j that are expected to be found in the view of node v. The total network score
P athScore corresponds to the average of all PathScore,s. Thus PathScore is a statistical test for
the difference between the distribution of path lengths obtained by simulations and the assumed uniform
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Figure 4.3: RaWMS - the path length distribution test (P athScore versus n)

distribution (in a perfect uniform sample, each view should include a number of nodes at each distance
that is proportional to the actual number of nodes at this distance in the network).

The results of the path length distribution test for static networks are depicted in Figure 4.3(a). The
simulations were run with 5 different lengths of the random walk, corresponding to 5 different candidates
for the mixing time, Trmix. Clearly, the longer the walk is, the closer is the distribution reached by the RW
to the uniform stationary distribution, since a long walk has a better chance to reach a random node.
We can see that for lengths of n and n=2 the P athScore is relatively low and almost does not change
as the number of nodes grows. This means that walks of n=2 steps are long enough to correspond to the
mixing time of those networks. Shorter walks exhibit a dramatic degradation in the test’s score. Those
walks are shorter than Tnix and do not have enough steps to reach the uniform stationary distribution.
The larger the network is, the worst are the results of these short RWs, since they do not get a chance
to move far away from the originating node. As a result, every node ends up with relatively more nodes
in its view that are geographically closer to it and with fewer nodes that are geographically far from it.
This con rms the theoretical result that too short RW in static networks will not converge to a stationary
distribution.

Figure 4.3(b) presents the results of our simulations with mobility. Interestingly, the random dissem-
ination of membership information is actually improved by nodes movements, and even RWs of length
n=8 get the same results as with length n. Nodes that used to be close to some node in the initial stage of
the algorithm may end up in a completely different location in the network after some time, helping the

mixing effect of the RW. Still, as can be seen from the graph, very short walks of length n=16 obtain
worse results even with mobility. Also, notice that due to the salvation technique employed by RaWMS
(if a node did not receive a MAC level ACK for a RW message, it sends this message to another random
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Figure 4.4: Intersection between views of neighboring nodes

neighbor within the same step), RW messages are almost never dropped, even in mobile networks.

Intersection between views of neighboring nodes. In this test we have checked the amount of cor-
relation between the views of (physically) neighboring nodes. For ideal uniformly chosen views there
should not be any special correlation between the views of neighboring nodes. We have measured the
average size of the intersection between the views of all pairs of neighboring nodes and compared it
with a gheoretically expected intersection. Since the average view size is pﬁ, the expected intersection
is pﬁTﬁ = 1, for all network sizes. It can be seen from Figure 4.4(a) that indeed in static networks for
long enough RWs (walks of length n and n=2) the average intersection size is very close to an expected
one. However, walks shorter than the mixing time do not have enough steps to get far away from the
originating node and tend to stop at its proximity instead of at a random node. As a result the neighbors

of an originating node have a greater chance to have it in their views.

In mobile networks intersection between views of neighboring nodes is greatly reduced. Here, even
short RWs can get a chance to escape the proximity of its originating node, due to mobile nodes carrying
the RW message. Surprisingly, in mobile networks, the intersection is even smaller than expected. The
reason for this is as follows. A fast moving mobile node v has a lower chance of getting a RW message,
because if v passes next to a node u that has the RW message, v disappears from the transmission range
of u before the neighbors discovery protocol at u detects v. The result is that long RWs tend to stop at
static and slow nodes, that are surrounded by fast moving mobile nodes and usually are not neighbors of
each other. Therefore, the intersection between views of static nodes with their fast moving neighbors
is very small. This phenomenon becomes even worse in long RWSs, since the longer the RW, the greater
is the chance that it will be stuck at a static or slow moving node. The situation could be improved
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Figure 4.5: Clustering coef cient

by a more aggressive and frequent neighborhood discovery protocol. These results also suggest that the
length of RWs should be adjusted in reverse proportion to the observed mobility in the network.

Clustering Coef cient of the knowledge graph. A common measure for the uniformness of random
graphs is their clustering coef cient [143]. The clustering coef cient for a node v represents the proba-
bility that two neighbors of v will also be neighbors of each other. Hence, a graph with good uniformness
will have a low clustering coef cient. Notice, however, that clustering coef cient alone, as being a sta-
tistical test, is not enough. For example, it only refers to the knowledge graph induced by the nodes,
yet ignores the relationship between views of physical neighbors. The latter is covered by our measure
above for the intersection between views of (physically) neighboring nodes.

The clustering coef cient of a node v is de ned as the number of edges between the neighbors of v
divided by the number of all possible edges between those neighbors. Intuitively, this coef cient indicates
the extent to which the neighbors of v are also neighbors of each other. The clustering coef cient of
the graph is the average of the clustering coef cients of the nodes, and always lies between 0 and 1.
Figure 4.5 depicts the clustering coef cient of the knowledge graph induced by RaWMS compared to
the theoretical clustering coef cient of a random graph (which is equal to the probability of existence

of a link between any pair of nodes and equals g L

Viewsize = P= inour case). It can be clearly seen

that in static networks, the clustering coef cient for walks of length n=4 and longer closely follows the
theoretically expected one (except for the small networks of 10 nodes). In dynamic networks, clustering
coef cient behaves as expected even for shorter RWs.

View size distribution. Recall that the size of the view is a binomial distributed random variable with
probability @ mean value s(n) and variance s(n)(1 j @). We have compared those theoretically
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expected values with the actual mean and variance values of view sizes at the end of the convergence

process.

Figures 4.6 presents the graphs for A(S) and %QS)) with s representing the expected view size,

A(s) the actual mean view size, Var(s) the expected variance, and V ar(A(s)) the actual variance,
=1 (A IVIEW)® pop a1 network sizes and for all walk lengths, in both static and mobile

calculated as
networks, the average size of the view is almost equal (typically up to 90%) to the ideal, theoretically

expected mean size. Only for small networks the mean view size is a bit larger than expected, due to
In these

the fact that for s of the order of n, n S
cases, nodes simply start too many RWSs. The variance of the view sizes is also very close to the expected

one in static networks, presenting another evidence to the fact that the view size is a binomial distributed
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random variable. The only exception is a small network of 10 nodes. For very short walks (n=16), the
RWs did not get a chance to walk even a single step and the resulting view includes only the node itself.
The variance is zero in such a case.

Notice that in mobile networks the variance is larger than in static networks. The variance is even
larger for long RWs than for short RWs. This can be explained in the same way as with intersection
between views of neighboring nodes. Long RWs tend to stop at static and slow nodes. As a result these
nodes have a much larger view, at any given point in time, then fast moving nodes. The situation could
be improved by a more aggressive and frequent neighborhood discovery protocol.

Correlation between node degree and view size. Additional tests were conducted to measure the
correlation between nodes’ degrees (the number of neighbors in the ad hoc network) and view sizes.

Figure 4.7 shows the distribution of view sizes accumulated into bins according to node degrees. The
nodes were sorted by degree and then separated into 10 deciles, each containing 10% of the nodes. For
each decile, the bar chart shows the ratio between the average view size of this decile and the average
view size of the whole network. The results in Figures 4.7 and 4.8 were generated for walk length n=2.
The same results were observed for other walk lengths both in static and mobile networks.

As stated before, the stationary distribution of a RW without self loops is degree-dependent, resulting
in more RWs stopping at higher degree nodes. Indeed, it can be seen from Figure 4.7(b) that there is a
signi cant bias towards high degree nodes - much more RWs stop at these nodes than at lower degree
nodes, resulting in unbalanced view sizes. On the other hand, our Maximum Degree RW balances
the node degree with self loops, generating a regular graph on which the RW has a uniform stationary
distribution. Indeed, Figure 4.7(a) demonstrates that there is no bias towards high degree nodes and that
the views have almost the same average size for all deciles.

The results for mobile networks are depicted in Figure 4.8. The results for RWs with self loops are
essentially the same as in static networks: there is no bias towards high degree nodes. On the other
hand, in a mobile network, RWs without self loops have very little bias as well. This is since in a mobile
network the neighborhood of a node changes frequently. During the run every node has different degrees,
and all nodes have approximately the same degree averaged over the whole simulation time. Therefore,
we can note here that again mobility assists in introducing uniformity into the RW.

Nodes density

This section studies the performance of RaWMS in networks with varying nodes density. In these simu-
lations we have changed the average number of neighbors to be 7, 10, 15, 20 and 30 (which corresponds
to dayg = C Inn, for C = 1;1:5; 2:2; 3; 4:5). We depict only the results for networks of 800 nodes. For
other network sizes the qualitative effect of the results was the same, however as 800 nodes is our biggest

51



1.6p 1.6
Il 50 nodes Il 50 nodes

1.4} | HI 100 nodes 1.4} | HI 100 nodes -
1 200 nodes [ 200 nodes f
[ 400 nodes [ 400 nodes I

121 800 nodes 121 | 800 nodes

[
T
]
1
]
T
]
]
7]
i
[,

o
o
T
o
o

I
~
T
I
S
;

I
)
T
I
N

o
o

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Deciles of nodes ordered by degree

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Deciles of nodes ordered by degree

Decile average view size / Whole network average view size
o
@
;

Decile average view size / Whole network average view size
o
)

(a) RW with self loops - static network (b) RW without self loops - static network

Figure 4.7: Correlation between node’s degree and its view size. Static network, walk length n=2

g
o

Il 50 nodes
I 100 nodes
[ 200 nodes
[ 400 nodes
r| Il 800 nodes

Il 50 nodes

I 100 nodes
[ 200 nodes
[ 400 nodes
(| Il 800 nodes

g
>

I
EN
T

=
[N}
In
[N}

i
T

o
o
T

o
=)

o
~
;

o
S
;

o
N
T
o
N

o
o

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Deciles of nodes ordered by degree

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Deciles of nodes ordered by degree

Decile average view size / Whole network average view size
o
o2
;

Decile average view size / Whole network average view size
o
®

(@) RW with self loops - mobile network (b) RW without self loops - mobile network

Figure 4.8: Correlation between node’s degree and its view size. Mobile network, walk length n=2

network, it depicts the general trends of the results in the best way. Note that 7 neighbors is the smallest
density which results in the connected network (even for 7 neighbors there are some individual nodes
that may sometimes be disconnected, but their number is negligible).

We can see in Figure 4.9 the path length distribution test results as a function of network density.
The denser the network is, the smaller is the P athScore, meaning that the views are more uniform. The
same trend can be seen in Figure 4.10, depicting the intersection between views of neighboring nodes.
The intersection is smaller for denser networks. We have not depicted the results of clustering coef cient
and view size distribution (both average and variance) since the results were not affected by density and
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Figure 4.10: Intersection between views of neighboring nodes as a function of varying density

were very similar to the results in Figures 4.5 and Figures 4.6.

We can observe in both Figures 4.9 and 4.10 the effect of the average number of neighbors on
RaWMS. The smaller the transmission radius is (resulting in smaller dayg), the bigger the network di-
ameter becomes and as a result a single RW has to walk more steps to reach the stationary distribution.
Thus, a longer mixing time is needed to reach a uniform distribution of nodes in the views constructed
by RaWMS. This complies with the general result of our analysis in Theorem 3.2.4. It also matches
intuition, since the denser a network is, the closer it is to a clique, and hence its mixing time should be
shorter. In mobile networks the same phenomenon can be seen. However, quantitatively, uniformity is

achieved with much shorter mixing times.
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RaWMS in fast and medium speed mobile networks

This section studies the performance of RaWMS in fast and medium moving mobile networks. In these
simulations, we employed the Random Waypoint model with movement speeds ranging in 2-5 m/s,
which corresponds to running, and with speeds ranging in 5-10 m/s, which corresponds to urban traf c
or VANET networks. The average pause time was set to 30s.

According to the path length distribution test, we can see in Figures 4.11(a) and 4.11(b) that when
the speed of movement is medium or fast, uniform path length distribution is achieved with relatively
short RWs. Even a RW of a couple of steps (walk length of n=64) achieves a very good score. This is
clearly due to the high rate of change in the network.

The average view size is very close to the theoretically expected view size and was therefore not
depicted. The variance in the view sizes is depicted in Figures 4.11(c) and 4.11(d). We can see the
same behavior as in Figure 4.6(d) for slow moving networks. The variance becomes larger for longer
RWs than for shorter ones, due to the fact that moving nodes have a lower chance of getting any RW
message. Recall that this is because the neighbors discovery protocol is not fast enough to notice their
short presence. Hence, fast moving nodes have smaller views than slower (and static) nodes. However,
this phenomenon is reduced in fast and medium moving networks compared to slow moving networks. In
fast networks, the dynamics is so high and sporadic that almost all nodes are equally likely to be both fast
and slow during the simulation time. Since those differences are averaged along the whole simulation
period, the view size variance is reduced.

The intersection between the views of neighboring nodes is depicted in Figures 4.11(e) and 4.11(f)
and resembles the same behavior as in Figure 4.4(b). The intersection is close to the optimal of one
(of size 1) for short RWs and is even smaller for long RWs. This is again a result of the difference
between fast and slow moving nodes. However, faster mobility does not assist in this case as with
view size variance. This is due to the fact that we measure the intersection between views at the end
of the simulation period, at which point the differences between fast and slow nodes are signi cant.
Therefore, when it comes to view intersection, the effect of heterogeneity between fast and slow nodes
is not averaged along the whole simulation period.

A general observation from all the simulations we have conducted for fast and medium speed net-
works is that generally speaking, mobility greatly assists in uniform membership dissemination. Yet,
long RWs tend to have negative in uence on the uniformity of some distribution properties (increased
view size variance and decreased intersections). The conclusion is that the length of RWs should be set
inversely proportional to the mobility level.

Another interesting phenomenon that was observed during simulations of fast moving networks with
long RWs is as follows: since the neighborhood discovery protocol is not fast enough to detect frequent
neighborhood changes, often an attempt is made to pass a RW to a neighbor that is no longer present
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in the sender’s proximity. Consequently, the MAC protocol makes several attempts to send the message
and gives up only after all attempts have failed (recall that due to the salvation technique of RaWMS,
such a RW will not be lost and an attempt will be made to pass it to another neighbor). In the meanwhile,
additional messages arrive and wait at the IP level queue to be passed to the MAC protocol, which is still

busy with the previous message. This results in congestion and reduced bandwidth.

Consequently, we believe that in fast networks, a somewhat different approach for RW implemen-

tation is worth investigating. Instead of picking a next node based on neighborhood information that is
likely to be obsolete, a node v that wishes to pass a RW message will broadcast this message to all its

neighbors. Every node u that receives this message will choose with probability number,ofl,neighbors to
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accept this RW message (and will ignore it otherwise). On average, a single node will accept this RW and
pass it on to the next node. However, there is a non-negligible probability that no node will rebroadcast
this message, i.e., the RW will be discarded, or more than one node will rebroadcast it, i.e., the RW will
be duplicated. One possible solution is to allow RWs to be duplicated and discarded and compensate for
that at the membership service level. Another option is to use a higher rebroadcasting probability, yet
if a node u decided to accept the RW, then u will rst ask for permission from the sender v. Node v
will grant the RW to the rst node asking for it. Further exploration of the above techniques in mobile
networks is left for future research.’

RaWMS in mobile networks with heterogeneous speeds

Figure 4.12 reports the performance of RaWMS in mobile networks with highly heterogeneous speeds.
In this set of simulations, we have employed the Random Waypoint model where half of the nodes moved
at speeds in the range of 0.5-2 m/s (slow nodes) and another half moved at speeds in the range of 5-10
m/s (fast nodes). The average pause time was set to 30s. We can see that the views are uniformly random
according to the path length distribution test and clustering coef cient, for mixing times of n=16 and
longer. However, both view size variance and the intersection between views of neighboring nodes show
the same tendency that was seen in mobile networks before (Figures 4.4, 4.6 and 4.11). That is, slow
nodes have larger views than fast nodes and the views of slow nodes have a smaller intersection with the
views of their fast moving neighbors. This happens due to the fact that long RWs tend to stop at static
and slow nodes rather than at fast nodes, simply because fast nodes do not spend enough time in a region
of the network to be discovered. To deal with this, the frequency of the neighborhood discovery protocol
should be set dynamically based on each node’s temporal speed.

Mixing time - the conclusion

As we have shown in various tests, Tmix is well approximated by n=2 for static networks and by n=8
for dynamic networks. Moreover, for fast moving networks, Tmix can be set as low as n=32. However,
measuring the level of mobility at runtime is an open challenge. We will therefore use an upper bound

of Tmix = n=8 for all mobile networks. According to Theorem 3.2.4, Tactual mix = Tmix d"I‘DaX. In our

simulations, D was set large enough to bound dmax and the measured Tactual.mix Was about Tmix=2.
Therefore, Tactual mix 1S about n=4 for static networks and n=16 for dynamic networks.

"The ideas presented in this paragraph were proposed to us by Chen Avin.
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Figure 4.13: Ipbcast - path length distribution test (P athScore versus n)

4.4.3 Comparison with Ipbcast

Ipbcast. In our measurements, we have separated the routing communication overhead from the ap-
plication communication overhead. This highlights why Ipbcast is considered a very good protocol for
peer-to-peer networks, but does not do so well in ad hoc networks. Ipbcast was tested with a varying
number of rounds: logn, 2logn, 4logn, 8logn, 16logn. The fanout was set to 3 for all simulations
and the view size limit was set to pﬁ, to establish the same conditions as with RaWMS. As can be seen
in Figure 4.13(a), in static networks, when the number of gossip rounds is 2 log(n) or less, the resulting
view is not uniform according to the path length distribution test. As for a view size of Ipbcast, since it
was limited to pﬁ and since nodes gossip their entire view, in almost all cases the view was full. Here
too, as can be seen in Figure 4.13(b), the uniformity of the views is dramatically improved when nodes
are mobile.

RaWMS versus Ipbcast - communication overhead. Figure 4.14 depicts the number of messages sent
by a single node during the entire simulation period, in both RaWMS and Ipbcast. We have separated
the number of application messages (messages directly generated by RaWMS and Ipbcast) from the total
number of network messages, which include the cost of routing and the neighbor discovery protocol
messages. We have chosen to present RaWMS with a walk length of n=2 and Ipbcast with 4logn
rounds, as these give optimal results, respectively. That is, these are the most ef cient versions of both
protocols, which still guarantee a fairly uniform distribution of views at the lowest possible cost.

We can see that the results generally follow our theoretical discussion in Section 4.3.4. In RaWMS,
each node starts roughly pﬁ + 2 RWs, each walk sending Tactual_mix Mmessages. Tactual mix IS about n=4
as previously explained. Thus, every node sends a total number of ﬁ messages. In Ipbcast, every
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Figure 4.14: RaWMS versus Ipbcast - comparing the number of messages

nqode starts 4 log n rounds with fanout 3 and each message traverses the network over an average path of

%. Therefore, each node sends 12pm messages in total.

As is evident from Figure 4.14(a), Ipbcast generates fewer application messages than RaWMS, as
expected by our previous analysis. Yet, recall that in Ipbcast each message contains the whole view,
while in RaWMS messages carry only a single node identi er. Therefore, the total bit communication
overhead of Ipbcast is 12n" Tog n. In addition, Ipbcast has a signi cant message overhead due to routing.
When adding the cost of routing, RaWMS becomes considerably more ef cient than Ipbcast.

Figure 4.14(b) illustrates the communication costs of RaWMS with a walk length of n=8 and Ipbcast
with 2log n rounds in mobile scenarios. Again, those parameters guarantee a uniform distribution of
views at the lowest possible cost. Here, the cost of RaWMS is signi cantly lower than Ipbcast. This is
due to a decreased walk length, yet without compromising the uniformness of the views. In this scenario,

n

each node sends about 1—6” messages. Ipbcast sends approximately the same number of application

messages as in the static case. However, with mobility, the cost of routing becomes considerable, which
accounts for the dramatic affect on the overall performance of Ipbcast in terms of network messages.

4.4.4 Comparison with Shuf ing

Shuf ing. We have measured the in uence of a batch size, denoted by B, and the number of rounds
on the uniformness of the views and the performance of Shuf ing. Shuf ing was tested with a varying

.npﬁ npﬁ npﬁnﬁ : : P :
number of rounds: —5=, 5g-, 75+ g corresponding to different values for the actual mixing time

and for different values of B : 1; 2; 4; 8. The view size limit was set to pﬁ.

P—
As can be seen from Figures 4.15, in static networks, when the number of gossip rounds is %g" or
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more, the resulting view is uniform according to the path length distribution test, for all values of B
(due to the space considerations, we have chosen to present the results only for B = 1 and B = 8, but
the same results were measured %Iso for B = 2 and B = 4). According to our theoretical analysis, the
number of rounds in Shuf ing is %@Tacwa. mix- Indeed, as we have shown previously, Tactual_ mix 1S Well
approximated by n=4. Thus, the number of 2=" rounds, which results in a good uniformity according to
the path length distribution test, con rms our theoretlcal analysis.

However, the value of a batch size has a direct impact on the size of the intersection between views
of neighboring nodes. As can be seen Lrom Figure 4.15(e) and Figure 4.15(f), which depict the average
intersection size between views for =" rounds as a function of B, the larger the value of B is, the
bigger the intersection is. This can be explalned by a certain amount of duplication that occurs when
neighboring nodes shuf e their identi ers. We can therefore see the importance of conducting multiple
statistical tests in order to compare the results with the ideal uniform sample: according to the path length
distribution test, the views are uniform, but the intersection test clearly shows the opposite. The view
size of Shuf ing at the end of the convergence period was full in all cases.

In mobile networks, good uniformity is reached after 5" n°n " rounds, irrespectively of the batch size as
well. Increasing a batch size has the same effect on the views intersection size in mobile networks as in
static networks, however to a lesser extent.

RaWMS versus Shuf ing - communication overhead. Figure 4.16 depicts the number of application
messages sent by a single node during the entire simulation period for different values of B. In Shuf ing,
as in RaWMS, the cost of routing and the neighbor discovery protocol messages is constant and is
therefore not depicted.

In static networks RaWMS is presented with a walk length of n=2 and Shuf ing with % rounds, as
these are the most ef cient versions of both protocols, which still guarantee a fairly uniform distribution
of views at the lowest possible cost. In RaWMS, each node sends a total number of ”—ﬁ messages (as
explained in Section 4.4.3). In Shuf ing, each node sends a total number of 2 " messages, since in
each round every node starts one shuf e with one of its neighbors, and therefore every shuf e results in
an exchange of two messages of size B. For B = 2, the overhead of Shuf ing matches that of RaWMS.

In mobile networks RaWMS is presented with a walk length of n=8 and Shuf ing with % rounds.
In RaWMS, each rirjode sends a total number of ——= “ " messages, while in Shuf ing, each node sends a
total number of ZW messages. For B = 4 the overhead of Shuf ing matches that of RaWMS.

Figures 4.15(e) and 4.16 depict the trade-off in the Shuf ing algorithm: on the one hand the number
of messages is reduced as the batch size B increases. On the one hand, larger B results in an increased
correlation between neighboring nodes, damaging the uniformity of the views. In addition, increasing
the batch size results in the increased message size. Therefore, the total bit communication complexity

AP AP
of Shuf ing does not depend on B and equals "= in static network ( 1 in mobile network), while the
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Figure 4.16: RaWMS versus Shuf ing - comparing the number of messages

bit communication complexity of RaWMS is ”45 in static network (”1—':;ﬁ in mobile network).

In summary, Shuf ing introduces the possibility of batching a number of RW messages together,
thus reducing the total number of messages (but not the total communication bandwidth, which remains
constant w.r.t. B). Shuf ing with small values of B behaves very similarly to RaWMS, but is much
harder to analyze in a formal manner. Therefore, in systems in which the added con dence provided
by a formally understood model is an issue, e.g., for legal reasons, RaWMS has an advantage over
Shuf ing. As for other practical purposes, increasing the size of B reduces the message complexity
compared to RaWMS, but results in views that have worse uniformity properties. In other words, a
network designer can choose between lower network complexity and better view uniformity: whenever
message complexity is more important, Shuf ing with a large value of B is a better choice. If view
uniformity is more important, then both RaWMS and Shuf ing with small values of B can be used.
Another minor advantage of RaWMS is that its code is slightly simpler than Shuf ing, and nodes are
free to pick their view sizes independently.
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Chapter 5

Probabilistic Quorum Systems in Wireless
Ad Hoc Networks

As mentioned in the Introduction, quorums are a basic construct in solving many fundamental distributed
computing problems. One of the known ways of making quorums scalable and ef cient is by weakening
their intersection guarantee to being probabilistic. This chapter explores several access strategies for
implementing probabilistic quorums in ad hoc networks. We present the rst detailed study of asymmet-
ric probabilistic bi-quorum systems and show its advantages in ad hoc networks. We provide a formal
analysis of these approaches backed up by an extensive simulation based study. In particular, we show
that one of the strategies that uses Random Walks, exhibits the smallest communication overhead, thus
being very attractive for ad hoc networks.

5.1 Introduction

In this chapter we investigate the implementation of scalable probabilistic quorums in ad-hoc networks.
The dynamic nature of ad hoc network caused by churn and nodes mobility makes the usage of strict
deterministic quorums highly costly. Thus, for the sake of scale and ef ciency, we relax the require-
ments of the quorum system to probabilistic ones, similar to Malkhi et al. [102]. One could potentially
use geographical knowledge for construction of quorum systems in ad hoc network (e.g., [92, 136]).
However, as GPS and other accurate positioning techniques may not always be available, and since the
network’s boundaries are not always known, in this work we look for quorum systems that do not rely
on geographical knowledge.

We propose several schemes for accessing probabilistic quorums in ad hoc networks. We study
the performance of the proposed schemes both analytically and by simulations. In particular, one of
the schemes we investigate is based on random walks (RW). Recall that RWs are attractive for ad hoc
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networks since they require neither multi-hop routing nor broadcasting, which are expensive in ad hoc
networks [17]. Also, they offer ne grain control over the communication overhead as well as early
halting capabilities, as elaborated later.

An important contribution of this work is the introduction of the rst asymmetric probabilistic bi-
guorum system. Speci cally, in previous works, e.g., [95, 97, 102], accesses to all quorums of a proba-
bilistic bi-quorum system are performed using the same access strategy.® In that respect, all previously
known probabilistic bi-quorum systems are symmetric. In our work, we show that it is possible to com-
bine different access strategies (and different quorum sizes) and still obtain intersection with guaranteed
probability. Moreover, in ad hoc networks, such asymmetric bi-quorum systems offer superior perfor-
mance compared to symmetric ones.

We utilize two of our novel results regarding RWs in random geometric graphs, presented earlier in
Chapter 3. Partial cover time (PCT), described in Section 3.4, and crossing time of RWs, described in
Section 3.5, are used to measure the performance of various RW-based quorum access strategies.

To capture the reliability of the quorum systems in dynamic environments we present a new metric,
called degradation rate, and study the impact of churn on the quorum systems. We also present a number
of engineering techniques to tackle mobility in ad hoc networks.

Road-map. We start by introducing some preliminaries in Section 5.2. Section 5.3 describes the metrics
used to evaluate Quorum Systems. In Section 5.4 we present a number of general strategies for access-
ing a single quorum. We then show in Section 5.5 how to mix those strategies and implement several
different probabilistic t-intersecting quorum systems and discuss their properties analytically. Quorum
maintenance in the face of churn and mobility is discussed in Section 5.6 and certain optimizations of
the basic access strategies are discussed in Section 5.7. Section 5.8 presents the simulation study.

5.2 Preliminaries

5.2.1 Quorums and Bi-Quorums

Intuitively, a quorum system is a set of subsets such that every two subsets intersect. Moreover, a bi-
guorum system consists of two sets of subsets such that each subset in one set intersects with each
subset in the other set. Below, we provide a formal de nition of these notions, following the works
of [58, 62, 70, 112].

De nition 5.2.1 (Set System) A set system S over a universe U is a set of subsets of U.

81n [95, 97], the authors use the term asymmetric probabilistic quorums , however the asymmetry in [95, 97] refers to
different quorum sizes and not different access strategies.
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De nition 5.2.2 (Quorum System) A quorum system Q over a universe U is a set system over U such
that forany Q1; Q2,2 Q,Q:\ Q; & ;.

De nition 5.2.3 (Bi-quorum System) A bi-quorum system Q over a universe U is a couple of set sys-
tems (Q1; Q2) such that forany Q; 2 Q1 and Q2 2 Q», Q1 \ Q2 & ;.

In this work we focus on bi-quorums. We will also refer to them here as lookup and advertise
quorums given that bi-quorums are often used in conjunction with lookup and advertise operations.®
However, the discussion applies the same for any bi-quorum system.

A data discovery service as well as any distributed dictionary can be implemented using an adver-
tise/lookup quorum system as follows: Publishing a data item is implemented by contacting all members
of a single advertise quorum and having them store the information. Looking up the data is per-
formed by contacting a lookup quorum. The intersection between any advertise quorum and any
lookup quorum ensures that if a data item has been published, it will be found by the lookup operation.

5.2.2 Probabilistic Quorums

In probabilistic quorums [102], a quorum system is not xed a-priori, but is rather picked in a probabilis-
tic manner for each interaction with the quorum system. For example, in the case of bi-quorums, such as
lookup/advertise quorums, it is ensured that each (randomly selected) lookup quorum intersects with
every (randomly selected) advertise quorum with a given probability.

5.3 Quorum Systems Metrics

Any implementation of a probabilistic quorum system can be analyzed according to the following quality
measures [102]:

Intersection probability: Probabilistic quorum system Q is an "-intersecting if the probability of any
pair of quorums to intersect is at least 1 j ".

Formally: Let Q be a set system, let w be an access strategy for Q, and let 0 < " < 1 be given. The
tuple hQ; "i is an "-intersecting quorum system if Pr[Q \ Q0 & ?] , 1 i ", where the probability is
taken with respect to the strategy w.

Access cost: The cost (in messages) of accessing a quorum.

Load: The request load on a single node. The target is to balance the request load equally between the
nodes.

Failure resilience: The resilience of the quorum system to failures. It is measured by two parameters:

We discuss implementing read/write registers via quorums in Section 9.3.
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1) Fault tolerance of a quorum system Q is the size of the smallest set of nodes that intersects all
qguorums in Q (i.e., the minimal number of nodes whose crash will leave the system without any quorum).

pﬁ+1=

As shown by [102], the fault tolerance of a probabilistic quorum system of size kpﬁ isnjk
>(n). In an ad hoc network it is also required that the quorum nodes form a connected graph (see
Section 5.6 for an elaborative discussion on connectivity of ad hoc networks).

2) Failure probability of a quorum system is the probability that the system becomes disabled when
individual nodes crash independently with a xed probability p. As shown by [102], the failure probabil-
ity of a probabilistic quorum system of size kPrisei>® forall p =1 . Again, inad hoc network,
guorum nodes must also form a connected graph.

Failure resilience refers to the resilience of the whole quorum system to failures, rather than the

resilience of a single quorum. As long as the entire quorums system has not failed, a new live quorum
can be found. But it does not say anything about the liveness or a chance of survival of a previously
accessed quorum. Therefore, failure resilience is not enough to measure the resilience of a dynamic
guorum system. For this reason we introduce the following novel measure:
Degradation rate: The rate of change in the intersection probability, as a function of network churn.
For probabilistic quorums, this metric translates to the probability that two quorums accessed at different
times will intersect despite the fact that between these two accesses some nodes have crashed or new
nodes have joined. Hence, degradation rate captures the resilience of a single quorum in the face of dy-
namic changes. The degradation rate helps determining when should the quorum system be recon gured,
or refreshed, in order to recover from failures, node departures and joins.

5.4 Quorum Access Strategies

An access strategy de nes the way in which a client trying to access a probabilistic quorum propagates
its requests. The access strategy may impact all the measures of a quorum system we presented above.
In a bi-quorum system, it is possible to mix and match between the access strategies used for lookup
quorums and those used for advertise quorums based, e.g., on the relative frequency of requests of each
type. We now present several such access strategies.

In this work we focus on three main strategies: RANDOM, PATH and FLOODING. RANDOM
simply accesses a set of random, uniformly chosen nodes. PATH is a Random Walk, which traverses the
network graph until it covers a suf cient set of different nodes. FLOODING performs a limited scope

ooding of the network, which covers a set of different nodes.

In addition, we consider a number of signi cant optimizations, which can turn some of the strategies
even more appealing. The main novelty of our approach is an ability to mix those strategies in different
ways, achieving various trade-offs discussed below. More speci cally, we show that in order to construct
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Figure 5.1: Asymptotic and qualitative comparison of different quorum access strategies, for general
networks and for random geometric graphs.

probabilistic quorum systems, some guorums can be accessed by optimized, non-random strategies.
This is in contrast with the previous methods [97, 102], which used a RANDOM strategy to access every
quorum.

Figure 5.1 provides a summary of the asymptotic costs and qualitative properties of various access
strategies, for general networks and for Random Geometric Graphs. We elaborate on each of the strate-
gies and the corresponding entries in the table below. The rst line refers to the type of accessed nodes:
uniform or arbitrary. The second and third lines capture the cost (the number of messages) to access jQj
nodes. Number of lookup replies refers to whether multiple redundant replies will be sent in the response
for a lookup access and early halting refers to the ability to stop the lookup operation the moment the
looked-up object is found, without the need to access the full quorum. We now turn to the details.

541 RANDOM

In this method, a quorum (be it lookup or advertise) is simply any random, uniformly chosen, set
of nodes Q. We consider two implementations to access such a random set.

Membership Service based Implementation. If a full membership is available (it can be obtained
through a standard membership service [38], implemented, e.g., by every node occasionally ooding the
network with its id), a node can simply randomly select node ids from its membership list. Alterna-
tively, nodes can utilize a random membership service for ad hoc networks, such as RaWMS [17], which
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provides every node with a set of uniform-randomly chosen node ids.

Once nodes’ ids for a given quorum have been xed, accessing this quorum can be done by sending
a message to each of these nodes through unicast routing. For a quorum of size jQj we need to send
messages to jQj nodes. Thus, at the application level, the cost is jQj. However, since we are operating
over ad hoc networks, the true number has to take into account the cost of multi-hop routing, which
includes both the cost of using the routes and establishing the routes. In the general case, the cost of
using the route is £(jQj ¢ Diameter), while Diameter denotes the diameter of the network.

Cost in Random Geometric Graphs. It is well known ([64]) that the diameter of a random geometric
gra@ﬂith transmission range r is £ (1=r) and the minimal r to guarantee network connectivity is
>( '”T”). Thus, assuming the nodes are uniformly distributed, the price of accessing a quorum of this
type is

L |

£ (jQj ¢ Diameter) = £ (jQjt 1=r) = O Q] %

When jQj = £(°7), the cost is O(p2-).

As for the cost of establishing the routes, it is hard to predict analytically. This cost also depends on
routes reuse. In slow moving ad hoc networks with low churn rate, it is best to reuse the same quorum
between consecutive invocations as long as all its members are reachable. This amortizes the initial route
discovery cost over several requests.

Direct Sampling based Implementation. If no membership service exists, a quorum can be picked
directly by using a sampling service. One possible implementation of a random uniform sampling service
for ad hoc networks based on random walks (RWSs) is described in [17]. Generally, RWs sample nodes
in a non-uniform manner, proportionally to nodes’ degrees. To provide uniform samples, the sampling
algorithm in [17] utilizes a special form of RW, called a Maximum Degree RW (MD RW). Every uniform
sample is obtained by a single MD RW, whose length equals the network mixing time.

Using this method, the RANDOM quorum can be accessed directly by starting an appropriate number
of Maximum Degree RWs every time a quorum should be accessed. The data item is then published (or
looked for) at the end node. Since two or more RWs may end in the same node, then for a quorum of
size jQj, we may need more than jQj RWs. However, for similar arguments as in the birthday paradox,
aslongasjQj = O(pm, the chance of such collisions are very small. Hence, no more than jQj RWs are
needed (for a more precise analysis refer to [17]). As a result, the cost of accessing a RANDOM quorum
by this method is £(jQj ¢ Tmix), While Tmix denotes the network graph mixing time.

Cost in Random Geometric Graphs. The mixing time of a MD RW in Random Geometric Graphs was
studied in [17] and was found to be approximately n=2. Thus, the total communication complexity of
accessing a quorum of size £(pm in this way is £(npﬁ). Yet, here we never invoke routing.
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542 PATH

Another way to pick a quorum is by performing a single Simple Random Walk (RW), which traverses
the underlying network graph until it visits jQj different nodes. Naturally, the size of the quorum, jQj,
should be set such as to guarantee the intersection property of the quorum system. At every step, the
RW picks one of the neighbors of a current node at uniformly at random and moves to this neighbor. In
addition, the RW counts the number of distinct nodes it has visited. This can be implemented, e.g., by
storing the list of all visited nodes in the RW header. Another way to implement it is for every node to
store the last hop of every RW that passes through it. Since we target at using short RWs (in the order
of pﬁ), the list of visited nodes in the header does not introduce a signi cant additional communication
overhead.

The biggest advantage of a RW is that it does not require multiple-hop routing. In addition, the
RW implementation does not assume anything about the properties of the underlaying network graph
(aside from being connected). RW simply proceeds until a required number of distinct nodes has been
encountered. However, RW can generally revisit the same nodes more than once and may even include
loops. In order to estimate the ef ciency of the RW based method, we must estimate the average number
of steps that takes a RW to visit i different nodes.

The number of steps required for a simple RW to visit i different nodes is called the Partial Cover
Time and is denoted by P CTg (i) (for a given graph G). The formal description of the partial cover time
was provided in Section 3.4, along with Theorem 3.4.2 that establishes a novel result about partial cover
time of random geometric graphs: covering t = o(n) different nodes in G2(n; r) is linear in t.
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