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Abstract

Reliable broadcast is a basic service for many collaborative applications as it provides reliable dis-
semination of the same information to many recipients. In this paper we propose a novel ReliAble
Probabllistic Dissemination protocol, called RAPID, for mobile wireless ad-hoc networks that tolerates
message omissions, node crashes, and selfish behavior.

The protocol employs a combination of probabilistic forwarding with deterministic corrective mea-
sures. The forwarding probability is set based on the observed number of nodes in each one-hop neigh-
borhood, while the deterministic corrective measures include deterministic gossiping as well as timer
based corrections of the probabilistic process. These aspects of the protocol are motivated by a theoreti-
cal analysis that is also presented in the paper, which explains why this unique protocol design is inherent
to ad-hoc networks environments. Since the protocol only relies on local computations and probability,
it is highly resilient to mobility and failures. By adding authentication, it can even be made malicious
tolerant.

Additionally, the paper includes a detailed performance evaluation by simulation. We compare the
performance and the overhead of RAPID with the performance of other probabilistic approaches. Our
results show that RAPID achieves a significantly higher node coverage with a smaller overhead.
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1 Introduction

Wireless mobile ad-hoc networks (MANET) are formed when an ad-hoc collection of devices equipped
with wireless communication capabilities happen to be in proximity to each other [29]. When some of these
devices agree to forward messages for other devices, a multi-hop network is formed. One of the aspects of
ad-hoc networks is that they are formed without any pre-existing infrastructure or management authority.
Also, due to mobility, the physical structure of the network is continuously evolving.

MANETSs offer a potential for a variety of new applications and improved services for mobile users,
especially as the computing power of mobile devices becomes stronger. Example applications include inter-
active distributed games, ad-hoc transactions and e-commerce, collaborative (shared white-board and video
conferencing) applications, and enhancing the bandwidth and reach of cellular communication (e.g., for
Wi-Fi enabled cell-phones) [13, 14].

Broadcast is a basic service for many collaborative applications, as it enables any device to disseminate
information to all other participants in the network. In particular, a useful broadcast service should provide
a good level of reliability, meaning that most nodes in the system will receive almost every broadcasted
message.

The simplest way to obtain broadcast in a multiple hop network is by employing flooding [28]. That is,
the sender sends the message to everyone in its transmission range. Each device that receives a message fo
the first time delivers it to the application and also forwards it to all other devices in its range. While this
form of dissemination is very robust, it is also very wasteful and may cause contention and a large number
of collisions [30].

Common alternatives to flooding are either to perform a constrained flooding on top of a deterministic
overlay, e.g., [35, 36], or to perform probabilistic flooding, e.g., [11, 18]. The problem with deterministic
overlays is that due to the combination of mobility and the decentralized nature of MANETS, maintaining
overlays in MANETSs is a complex task. Finally, it is hard to make overlays resilient to malicious or even
selfish behavior [6].

In the probabilistic approach, whenever a node receives a message, it applies some locally computable
probabilistic mechanism to randomly determine whether it should broadcast the message or not [11, 18].
Probabilistic protocols are appealing since they are very simple, and are inherently robust to failures and
mobility. Yet, as was discovered in [11, 18, 24], in order to obtain very high reliability levels with pure
probabilistic broadcasting, one has to set the retransmission probability to relatively high values. Conse-
guently, such schemes still generate a large number of redundant messages.

Other approaches [11, 30, 31] combine probabilistic forwarding with some additional locally com-
putable mechanism, such esunter-basedlistance-basedocation-basedor any combination of those, to
determine whether it should rebroadcast the message or not. That way, the number of messages is further re-
duced. Yet, those protocols suffer from increased latency. In addition, the results in those works are mainly
based on simulations and very little theoretical analysis has been done in order to understand them. Finally,
as we discuss in Section 4, those schemes cannot ensure high reliability for arbitrary topologies, and cannot
cope with selfish (and malicious) behavior.

Contributions of this Work  In this work, we first present several general theoretical results about prob-
abilistic dissemination of messages in ad-hoc networks. These results are then used to motivate the devel-
opment of a novel efficient reliable probabilistic broadcast protocol for wireless ad-hoc networks. Finally,
we measure the performance of the protocol using simulations, including comparing our work to other
probabilistic approaches. These simulations validate our approach and protocol design choices.



The formal part of this work includes the following results: We first analyze the relationship between the
number of nodes that rebroadcast messages in each one-hop neighborhood in a probabilistic dissemination
protocol and the expected reliability of this protocol (or in other words, the percentage of nodes that will
receive the message). In particular, our probabilistic analysis shows that there is an optimal number, in the
sense that this number of retransmitting nodes, which is relatively small, is enough to ensure good reliability.
Moreover, this number does not depend on the network’s density. Yet, in order to obtain even higher reliabil-
ity using pure probabilistic forwarding, a much larger number of retransmitting nodes must be chosen. The
conclusions from this formal analysis for the design of probabilistic broadcasting protocols in ad-hoc net-
works are twofold: First, the forwarding probability should be inversely proportional to the number of nodes
in each one-hop neighborhood. Second, the forwarding probability should be kept to a relatively low value,
which matches the optimal number mentioned above; in order to boost the protocol’s reliability even further,
it is better to use deterministic corrective measures, rather than increasing the forwarding probability.

Armed with this formal insight, we have deduced the following principles for obtaining an efficient and
reliable probabilistic broadcast protocol: The retransmission probability of each node should be inversely
proportional to the number of neighbors it observes at a given moment. Consequently, the number of retrans-
mitting nodes is independent of the network’s density, as discussed above. Also, this probability is chosen
so that the expected number of retransmitting nodes will be optimal according to the formal analysis.

To further boost the reliability level of our protocol, we add the following two deterministic mecha-
nisms. In parallel to the probabilistic dissemination process, every node gossips with its neighbors about the
headers of the messages it obtains. This technique enables a node who misses some message and later learn
about the missing messages through gossiping, to request those messages from another node that has them
Additionally, we employ timer based corrections that may cause a node to change its decision on whether
to broadcast a message or not. Note that the benefit of gossiping comes from the fact that message head-
ers are typically much smaller than the messages themselves. Moreover, as gossips are sent periodically,
multiple gossip messages are aggregated into one packet, thereby greatly reducing the number of messages
generated by the protocol. The timers are used to fix discrepancies between the probabilistic assumptions
and the actual network, as well as to recover from “bad luck” scenarios, which might occur when using
randomization.

The result is a protocol that sends a small number of messages compared to other known alternatives
and guarantees high reliability with any topology. The protocol is also computationally very efficient, and
it is highly resilient to mobility and even some forms of malicious behavior, due to its probabilistic nature
and its reliance only on local information. The paper includes a detailed performance evaluation carried by
simulation, validating our claims.

Paper’s road-map The model and basic definitions and assumptions are described in Section 2. The
theoretical results of this work are presented in Section 3. Section 4 describes the protocol. The results of
the performance evaluation are given in Section 5. Section 6 compares our work with related work, and we
conclude with a discussion in Section 7.

2 System Model and Definitions

We assume a collection abdeglaced in a given finite size area. A node in the system is a device owning an
omni-directional antenna that enables wireless communication. A transmission by acerdbe received
by all nodes within a disk centered;atvhose radius depends on the transmission power, referred to in the



Figure 1: A transmission by a node&an be received by all nodes within its transmission rapgey, ...,

following as thetransmission diskthe radius of the transmission disk is called trensmission rangé
The combination of the nodes and the transitive closure of their transmission disks forms a wireless ad-hoc
network. Nodes can physically move across the network; new nodes may join and existing nodes may leave
the network at any time, either gracefully or by suffering a crash failure. Nodes that crash or leave the
network may rejoin it later.

We denote the transmission range of deyid® r,. This means that a nodecan only receive messages
sent byp if the distance betweemandgq is smaller thamr,. A nodegq is adirect neighborof another node
p if ¢ is located within the transmission disk p&s illustrated in Figure 1. In the followingy (p) refers to
the set of direct neighbors of a nogeAdditionally, messages can be lost. For example, if two ngdedd
g transmit a message at the same time, and there exists a: tioalsis a direct neighbor of both, therwill
receive neither message, in which case we say that there e@ksion. Yet, we assume that a message is
delivered with a positive probability.

Finally, in Sections 4.3 and 5.2.4, we assume that a few nodes might not execute their protocol correctly.
Such nodes are calladalicious A specific form of maliciousness, which is also knownsaffishnessis
refusal to forward messages. The non-malicious nodes are caltezct Still, even in the parts of this
work that tolerate malicious behavior, we assume that the correct nodes in the system continuously form a
connected sub-network.

3 Formal Motivation

In this section, we establish some formal results, that serve as motivation and explanation for our protocol’'s
design in Section 4. Subsections 3.1 and 3.2 below present the theoretical results, and are therefore fairly
technical. We then discuss these results and relate them to our protocol design choices in Subsection 3.3.

3.1 Setting the Retransmission Probability - Probabilistic motivation

Our theoretical analysis in this section relies on the fanRarsdom Geometric GrapgliRGG) model, which

is often used to model the network connectivity graph of 2-dimensional wireless ad hoc networks and sensor
networks [10]. A2-dimensional RGG, also known as tbiit Disk graph and denote@?(n, r), is obtained

by placingn. nodes uniformly at random on the surface @dimensional unit torus, and connecting nodes

! In practice, the transmission range does not behave exactly as a disk due to various physical phenomena. However,
for the description of the protocol it does not matter, and on the other hand, a disk assumption greatly simplifies the
formal model. In any case, our simulation results are carried on a simulator that simulates a real transmission range
behavior including distortions, background noise, unidirectional links, etc.



within Euclidean distance of each other [21]. In our case we assumeaodes are placed uniformly at
random in the rectangular aréa b] and the transmission radiusis set such a&?(n,r) is connected
with high probability. It has been shown (by Gupta and Kumar [10] and [20]) that &atisfyingmr? >
abw, G?(n,r) is asymptotically connected with probability one, if and only(if) — oo asn — oo.
We will therefore assume thatsatisfies the above condition and the network is connected.

We stress here that the uniform distribution of nodes in space is only used in the theoretical analysis
of this section, in order to set the retransmission probability in the most efficient way. The correctness of
the actual algorithm does not depend on this assumption. If the uniformity assumption does not hold, our
protocol in Section 4 will ensure reliable delivery in any case, alas possibly with higher communication cost.

Denote byd,., the average number of neighbors of any nod€%tn, 7). It is well known thatd,y, <
m2(=1) and for large networks, when the edges effect is negligiblg, ~ ’””222_1). We have previously
shown in [2] that the maximal and minimal degrees, denoted,Ry andd,i,, are of the order of,,, with
high probability. That is, the actual degree of any nod€#n, r) is close tad,e With high probability.

Assume some broadcasting algoritidywhich picks for every message, a set of nodes that transmit
m. Every node inS is picked with probabilityP = % from all network nodes, independently from all
other nodes, wherg is a parameter called theliability factor of algorithm A. Informally, 5 is the average
number of nodes in each one-hop neighborhood that retransmditso assume that a message that was sent
has a probability? to be successfully received by a neighboring node. We can now calculate the probability
that an arbitrary node will not receive.

Claim 3.1 For any nodep, the probability thaip does not receive a messageis bounded from above by
eiﬂg.

Proof: S is the set of all nodes that transmit messageNotice that the size of is a binomial random
variable with meamP.

For eachy € S, let X, be a 0-1 random variable indicating whether the npdeceives a message
that was sent by the nodeor not. Nodep can receive a messagesent byg if and only if ¢ is a neighbor
of pin G%(n, r) andm has not collided with other messages. Since two nodes are neighbors if and only if
they are at distance at mostrom each other, theRr(X, =1) = ’;—’f

LetY), be the random variable indicating the number of times naaes receivedn. Naturally, ifp € S,
Pr(Y, = 0) = 0. Otherwise,

ab
qgeS
(1- QMY < (11— QT < (0% 00
— R Tré(n— —_ Tr ab )wrs = .
ab - ab =€ c
We have used the inequality— z < e~*, which holds for allz > 0. [ |

Figure 2 depicts the values Bi-(Y, = 0) for an arbitrary node as a function ofs and Q.

It can be seen from the figure that the probability that a given node does not receive a message
small for quite small values gf. For example, foQ = 0.9, Pr(Y, = 0) is approximately 0.1 fop = 2.5.
That is, if there are onlyy = 2.5 nodes in every one-hop neighborhood that transmind @ = 0.9,
approximately90% of all nodes will receiven.
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Figure 2: The probability that an arbitrary node does not receive a message

3.2 Geometric motivation

Ni et al. [30] showed that a broadcast of some npdevers at leasi9% of the one-hop neighborhood of any
of its neighboring nodes. Therefore, any message rebroadcast can provide a maxifidmaafditional
coverage over the area already covered by the previous transmissions. Moreoesertdgeadditional
coverage (under the assumption of uniformly distributed locations) is arbifidd Further analysis in [30]
established the benefit of a host rebroadcasting a message after it has heard a masssgdy applying
the same geometric argument of additional coverage. Not surprisingly, the resulting graph of the number
of heard transmission vs. additional coverage is quite similar to our graph in Figure 2. The more times a
message is being retransmitted in the same area, the smaller is the additional coverage. For example, when
k > 4, the expected additional coverage is beli.

This result provides an alternative explanation to the same phenomena we have shown in Section 3.1.
That is, there is a certain minimal number of rebroadcasting in every neighborhood (dengiedigh
is sufficient to cover large percentage of the network. In order to achieve even better coverage, a much
larger number of rebroadcasting, which is disproportional to the expected additional coverage (or reliability),
should be used.

3.3 Discussion

A broadcasting algorithm that sets the retransmission probalilityversely proportional to the average
degree has a number of advantages. First, the number of transmissions, which is equal to the average size of
setS, is constant with respect to the number of nodesd to the nodes’ density.
ns ne abi
B(IS) =nP = 7= = oy < o
ab
That is, the number of transmissions does not depend on the overall number of nodes, but rather only
on the physical size of the network, the transmission radius and the required reliability level. Hence, for
a given physical network, there is a minimal number of retransmissions that is required to guarantee high
broadcasting reliability, and this number is constant with respect to the number of nodes and to the nodes’
density. In particular, such a broadcast protocol is highly efficient in dense networks.
Second, a probabilistic broadcasting algorithm that picks nodes uniformly at random with probability
inversely proportional to the average degree, can achieve high coverage of the network with relatively few




redundant messages. Most (but not all) of the network nodes will receive almost every message while using
a relatively small grous.

On the other hand, in order to guarantee very high reliability, a much larger number of rebroadcasts
should be used. This motivates the usage of probabilistic broadcasting to achieve high nodes coverage with
relatively low price and then to rely on other deterministic strategies to boost the reliability even further.

4 The RAPID Protocol

For didactic purposes, we develop our protocol in three steps. The basic version of our protocol appears in
Figure 3; an enhanced version of the protocol that sends even fewer messages and provides higher delivery
ratio is depicted in Figure 4, and the malicious resilient version of our protocol appears in Figure 5. In all
figures we make use of two primitives. The primitigeob _bcast denotes an immediate broadcast to

all the direct neighbors of the sender with a given probability. The primitizgcast initiates periodic
broadcasting of the given message to the direct neighbors of the sender.

Our protocol is based on the following principles: Each node calculates its broadcast probability ac-
cording to the number of observed neighbors at a given moment. Since in our protocol each node needs to
know the number of its one-hop neighbors, every node periodically sends a heartbeat message (unless it has
already sent another message during a predefined time interval).

As already mentioned in Section 3.2, every broadcast of a messageany node covers at leasto%
of the area of its neighbar. Thus, at leas.39 x |N(q)| neighbors of; will receive the transmission gf
with high probability, assuming that did not collide with any other message. Therefore, w.mpwill be
rebroadcasted by or by at least one af’s neighbors that received from p, if each node: that received
m from p sets the rebroadcast probability ricin(1, m) ~ min(1, %) with 3 = 2.5, which
corresponds to the optimal value discussed in Section 3.1.

In parallel, every node periodically broadcasts to its neighbors the headers of mesgagesived
from other nodes, which is callegbssiping This technique enables nodes who miss some messages that
exist in the system to request these messages from their neighbors. Notice that nodes only send headers of
messages they possess. Hence, the header of a message that does not exist will not be disseminated in the
network. Also, whenever possible, gossip messages are piggybacked on other messages, in order to further
reduce the generated traffic. Unlike many other gossiping mechanisms from distributed computing [3], in
our case, gossiping is deterministic, in the sense that a gossip messageisrnoadcasted to all gf's
neighbors at once.

Note that without the gossip/recovery protocol, one cannot guarantee reliable delivery of all messages
even if all nodes broadcast all the messages with very high probability. First of all, this is due to the
possibility of collisions in wireless networks. Moreover, consider the following scenario w.r.t Figure 1.
Node s broadcasts a messagesuch thatp and alln;s receivem. If we only rely on probabilities, it is
possible thap will decide not to rebroadcast. Consequentlyy will never receive it. However, if we use
the gossip/request mechanism, eventughyill find out that it is missingn and will ask its neighbors that
havem to rebroadcast it.

4.1 Basic RAPID

4.1.1 The Dissemination Task in Details

Message dissemination in our protocol consists of the following steps: (1) The originaftarmessage:
sendsm||header(m) to all nodes inN(p) (Lines AO1-A04 in Figure 3). The header partafincludes a



Upon send (msg) by applicatiomo

(AO1) header.= msg_id||node_id;

(A02) data.msg:= header||msg;

(A03) gosmsg:= header;

(A04) prob _bcast (prob = 1, datamsg, DATA
(AO5) lazycast (gosmsg, GOSSIP

Uponreceive (msg, DATAsent byp; do
(A06) if (have not received thismisgbefore)then
(AQ7) Accept (p;, pj, msg); forward to the applicatioty

(A08)  prob _bcast (prob = min(1, ﬁ), msg, DATA;

(A09) lazycast (gosmsg, GOSSIP
(A10) endif;

Uponreceive (gosmsg, GOSSIP) sent hy;: do

(A11) if (there is no msg that fits the gmssg)then

(A12)  /*Ask the neighbors to send the real messhge

(A13)  prob _bcast (prob = min(l, ﬁ), gosmsg, REQUEST
(A14) endif;

Uponreceive (gosmsg, REQUES)Tsent byp; do

(A15) if (I have themsgthat matchegosmsg then

(A16)  prob _bcast (prob = min(1, ﬁ), msg DATA);
(A17) endif;

Figure 3: Basic RAPID (executed by noge

sequence number and the identifier of the originator. (2) The origipaibrn then starts a periodic gossip
of header(m) to all nodes inV(p) (Line A05). (3) When a nodg receives a message for the first time,

p acceptsn (Lines AO6—AQ7). (4p broadcasts: with probabilitymin(1, %) (Line AO8 — our protocol
was simulated with3 equals t02.5). (5) p starts a periodic gossip dfeader(m) to all nodes inN(p)
(Line A09). (6) If a nodep receives a message it has already received beforehand, theiis ignored.

4.1.2 Gossiping and Message Recovery in Detail

The gossiping and message recovery part of the protocol is composed of the following subtasks:

1. Whenp receives a message, p gossipsheader(m) to other nodes iV (p) (Lines A09). Note that
p does not forward gossips about messages it has not received yet. This is done in order to make the
recovery process more efficient.

2. Whenp receives a gossipeader(m) for a messagen it has not received yep asks its neighbors
to forwardm to itself using a REQUEST message (Lines A11-A14). Intuitively, spnoeceived a
GOSSIP message about one ofp’s neighbors should have and supply it when needed.

3. Whenp receives a REQUEST for a message yet p has not receivedn, p ignores this request.
Otherwisep broadcasts the missing message (Lines A15-A17).

One issue that needs to be taken care of is purging received messages, in order to avoid unbounded memory
requirements. This can be done either using timeouts, or by employing a stability detection mechanism [9,



27]. In this work, we have chosen to use timeout based purging due to its simplicity. Clearly, in this case
there is a tradeoff in setting the timeout value: a long timeout increases the reliability, but also increases the
memory consumption. From our experiments, it turns out that that even with short timeouts we can reach
reliability above 99.9% in most cases.

4.2 Enhanced RAPID

The basic RAPID protocol has two important drawbacks. First, two nodes can choose to broadcast the same
message even if they are very close to each other. Obviously, retransmissions by nodes that are located close
to each other cover very little additional area. The second drawback is even more severe: if all nodes in a
given neighborhood decide not to broadcast a message, the dissemination of this message would be severely
delayed, as it will only be propagated through the gossip/request protocol, which is slow.

In order to deal with these drawbacks and improve the reliability and the latency of RAPID, we slightly
change the protocol by adding two complementing corrective measures that are based on having each node
monitor its neighbors. That is, instead of immediately rebroadcasting a messaijle a given probability,

a nodep addsm to its casting queue for a random amount of time and in parallel monitors its neighbors. If
p overhears a transmissionwaf by one of its neighborg; removesn from its casting queue without broad-
castingm. Otherwise, after the random timeout elapgebroadcastsn with the probability as discussed
above.

The second corrective measure is that whengvaitially probabilistically decides not to rebroadcast
m, but later onp does not hear any other rebroadcastingngfthenp addsm to its casting queue. Thus,
eitherp will hear a retransmission of by one of its neighbors, grwill retransmitm.

We now explain how these two timer based corrective measures complement each other. The optimiza-
tion of deciding to rebroadcast even if initially a nodep probabilistically chose not to, but later did not
hear any of its neighbors rebroadcasthelps boosting the reliability of the protocol, by ensuring that a
message will be propagated to almost every neighborhood of the network.

Yet, the other optimization, of cancelling a retransmission might seem, at first, to hurt the probabilistic
behavior of the protocol. The reason for this optimization is that, as been discussed in Section 3.2, according
to [30], on average, beyond the first two transmissions of a messagea given one-hop neighborhood, any
additional transmission in the same neighborhood will only deliver the message to very few additional nodes.
Hence, if a node has heard two transmissions of the same messafjbe first transmission and the later
rebroadcast), there is little point for it to retransmit it as well. Taken from another point of view, the formal
analysis of Section 3.1 is based on certain assumptions (e.g., that transmitting nodes are spread uniformly at
random in the area). The two timer based corrective measures help approximating these conditions.

Notice that even with the timer based corrections, gossiping is still needed. For example, consider
another scenario w.r.t Figure 1. Noslbroadcasts a messageandp andng, ...,n; receive it. Ifp cancels
the transmission afi, for example, due to a retransmission/gy theng will never receiven.

4.2.1 The Dissemination task in details

The pseudo-code for the enhanced version of RAPID is listed in Figure 4. In this code, we use a queue called
cast _queue. Theadd method of this queue accepts the following parameters. The sending probability,

a time parameter, the message itself and the type of the message. The time is used in order to set a timer
to expire after the corresponding amount of time elapses. The probability and type are stored alongside the
message inside the queue.



Upon send (msg) by applicatiomo

(BO1) header.= msg_id||node_id;

(B02) data.msg:= header||msg;

(BO3) gosmsg:= header;

(B0O4) prob _bcast (prob = 1, datamsg, DATA
(BO5) lazycast (gosmsg, GOSSIP

Uponreceive (msg, DATAsent byp; do
(B0O6) if (have not received thismisgbefore)then
(BO7) Accept (p;, pj, msg); /*forward it to the applicatiof¥

(B0O8) cast _queue.add (prob = min(1, NG )‘) time=random(0, shajitter), msg, DATA;

(B09) lazycast (gosmsg, GOSSIP
(B10) endif;

Uponreceive (gosmsg, GOSSIP) sent hy;: do
(B11) if (thereis no message that fits the gnsg)then
(B12) /*Node asks from its neighbors to send the real megsage

(B13) cast _queue.add (prob = min(1, ‘N(M) time=random(0, shaijtter), gosmsg, REQUEST
(B14) endif;

Uponreceive (gosmsg, REQUES)Tsent byp; do
(B15) if (I have themsgthat matchegosmsg then

(B16) cast _queue.add (prob = min(1, N >\) time=random(0, shaijitter), msg, DATA;
(B17) endif;

Interceptor

(B18) if (msg that appears in casfueuewas receivedhen
(B19) cast _queue.remove (msgQ);

(B20) endif;

Upon Expiration of timer of msg in cast _queue do
(B21) cast _queue.remove (MsQ;

(B22) pr = the probability attached tmsg

(B23) type= the message type associated withg

(B24) prob _bcast (prob = pr, msgtype;

(B25) if (msgwas not broadcastethen

(B26) cast _queue.add (prob = 1, time=longjitter, msg type);
(B27) endif;

Figure 4. Enhanced RAPID (lines that were modified w.r.t Figure 3 are boxed while lines B18-B27 were
added)

Dissemination in Enhanced RAPID works the same as in Basic RAPID (Section 4.1.1) except for Step
4 of Section 4.1.1. In Enhanced RAPID, whenever a npdeceives a message for the first time, it
schedules a rebroadcastafwith probability min(1, %) to occur after some random jitter (Line BO8
in Figure 4). If during this time overhears a retransmissionsafby another node, themcancels its own
retransmission aof: (Lines B18—-B20). However, if a received message has never been rebroadcasted, neither
by p nor by any of its neighbors, thendecides to rebroadcast after all, by invokingprob_broadcast with
probability 1 (Lines B25-B27).



4.2.2 Gossiping and Message Recovery in Detail

As in the dissemination task, the only difference between Basic RAPID and Enhanced RAPID is in the fact
that in the enhanced protocol every ngdmonitors its neighbors andjfplanned to broadcast a message

butp heard a transmission af by its neighbor node, themcancels the transmission of. In addition, ifp
decided not to broadcast, but it does not hear the transmissiomeoby any of its neighborg broadcasts

m. These issues are handled in Lines B13, B15-B17, B18—-B20, and B21-B27.

4.2.3 Latency of RAPID

In both RAPID andcounter-basegbrotocols nodes wait for a certain amount of time before they rebroad-
cast a message. Yet, the average waiting time is much shorter in RAPID than in counter based protocols.
Notice that in Figure 4 we employ two jitter lengtrshortjitter andlong_jitter. The first is used to pre-

vent collisions, while the second is used as a corrective measure, as discussed above, and is similar to the
counter based approach. The expected number of concurrent transmitters competing for transmission due
to the probabilistic mechanism is quite small, and hesta@t jitter can be be much shorter thkimg jitter.
Moreover, most times, the timer-based corrective measure will not be used, and hence the average latency is
mostly dominated bghortjitter.

4.3 Maliciousness Resilient RAPID

Due to its probabilistic nature, RAPID can be resilient to many forms of malicious behavior. Since the
decisions that every node takes are based only on the number of its neighbors and the transmissions it hears,
the attacks that a malicious node can perform are quite limited. We describe below how the protocol was
modified in order to overcome these attacks.

4.3.1 Malicious Tolerant RAPID in Details

We use digital signatures in order to prevent a malicious node from forging others’ messages or trying to
impersonate other nodes. Each devickolds a private key:,, known only to itself, with whichp can
digitally sign every message it sends [25]. We assume a malicious node cannot forge signatures and that
each device can obtain the public key of every other device, and can thus authenticate the sender of any
signed message.

The originatorp of a message: adds two signatures ta before it broadcasts:. The first signature is
calculated on the concatenatiormaf p’'s node id, andn’s message id, in order to bind between the context
of the message, the node id of its originator and the message id. The second signature is performed on the
p’'s node id and the message id. The objective of the second signature being attached to the message is to
speed up the dissemination of gossip messages in the system. That is, in our protocol, every time a node
g receives a data message theng sends a gossip message abauto its neighbors. However, the first
signature binds both the message header (sender id and message id) with the message data. Thus, a node the
receives a message cannot generate a valid gossip messagerfanly based on the first signature. The
second signature is the one that should be sent with the gossip message. This enables any node that receives
m to immediately start gossiping abaout, and be able to attach a valid signature that was generated by the
originator ofm, to the gossip message. Otherwise, without the second signature, a rgagiverwould
have had to wait for a separate gossip message abtaforeq could have started gossiping abaout

The pseudo-code for the maliciousness resilient protocol appears in Figure 5. Here we introduce four
new primitives:send , verify  _signature ,suspect andexpect , and the retransmission probability
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Upon send (msg) by applicatiomo
(C01)| gosmsg:= msg-id||node_id||sig(msg-id||node_id); ‘

(C02)| datamsg:= msg_id||node_id||msg||sig(msg_id||node_id||msg)||sig(msg_id||Inode_id); ‘
(C03) prob _bcast (prob = 1, datamsg, DATA
(C04) lazycast (gosmsg, GOSSIP

Uponreceive (msg, DATAsent byp; do
(COS)’ if (verify _signature (msQ = TRUE) then‘
(C06) if (have not received thimsgbefore)then

(Co7) Accept (p;, pj, msg); /*forward it to the applicatio®

(C08) cast _queue.add (prob = min(1, m), time=random(O0, shaijtter), msg, DATA;
(C09) lazycast (gosmsg, GOSSIP

(C10) endif;

(C11) else /* the message is not corrett

€1

(C13) endif;

Uponreceive (gosmsg, GOSSIP) sent hy;: do
(Cl4)’ if (verify _signature(gos  _msg) = TRUE) then‘
(C15) if (there is no message that fits the gosg)then

(C16) ’expect (go&msgpj);‘

(C17) /* The node asks from the node that sent the gossip to send the real m#ssage
(C18) ’ send (gosmsg, REQUEST;); ‘

(C19) endif;

(C20) else /* the message is not corrett
(2 |suspect (1)
(C22) endif;

Uponreceive (gosmsg, REQUEST:) sent byp; do

(C23)’ if (verify _signature (gosmsg@ = TRUE) then‘

(C24) if (amp, and | have thensgthat matchegos msg then
(C25) ’ prob _bcast (prob = 1, msg,DATA; ‘

(C26) endif;

(C27) else /* the message is not corrett

(C28) suspect (p;);

(C29) endif;

Figure 5: Maliciousness Resilient RAPID (lines that were modified w.r.t Figure 4 are boxed)

is being computed based on the number of trusted neightrastgdneighbor3. The one-hop neighbors

of a nodep that it has not suspected yet of being malicious form its set of trusted neighbors. The primitive
send is a point to point send. The primitiwerify  _signature  verifies thatsig(m) matchesn. If

it does not thenn is ignored and the process that sent it is suspected by the receiver of the message. The
primitive suspect permanently removes a noge that was caught forging a message from the list of
trusted neighbors (i.ep; sent a message with a signature that fails to authenticate). On the other hand,
expect accepts two parameters: a gossip message and a npgéidresponse, the nogethat executed
expect , sets a timer such that the given message must be receivegfrbefore the timer expires. If
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such a message is not received in time, theis temporarily removed from the list of trusted neighbors of
p. We use it to temporarily suspect a node, which sent us a gossip but refused to deliver the corresponding
message, from the list of trusted nodes.

As mentioned before, in the malicious resilient version of RAPID, each node only counts its one-hop
neighbors that it has not suspected yet of being malicious. This is because if a node is malicious, it might
not execute the protocol correctly, and in particular refuse to forward some messages even when it should
do so probabilistically. Hence, if a correct ngdées located in an area with many malicious nodes, thien
broadcast probability will become higher due to the fact that it will ignore those malicious nodes in counting
its neighbors. Even if malicious nodes manage to mislead a correcpripdaretending to be correct nodes,
the worst thing that can happen is th& broadcast probability will be lower. In this case, any message
that is not sent by the probabilistic rebroadcasting mechanism will still be forwargesirieighbors either
if p does not hear a retransmission by any of its neighbors or via the gossip/request protocol. Either way, the
reliability of the protocol will not be degraded. The only thing that can suffer is the latency of delivering the
message to all the nodes.

Also, notice that the protocol in Figure 5 uses point-to-point requests (for missing messages) and uncon-
ditional replies (node that was requested a message will send it to the requesting node regardless of other
nodes and other messages), rather than probabilistically broadcasting requests and replies as in the previous
versions of the protocol. This is done in order to prevent attacks in which malicious nodes “convince” some
nodes not to send their messages. For example, consider the following scenario, which is possible with the
recovery scheme of Figure 4. A malicious ngdean continuously broadcast REQUEST messages such
that its close neighbors will hear the transmission of the messages, while the rest of its neighbors will not
hear the transmissions of those REQUEST messages. Consequently, the nearby neighlalisnoit
broadcast REQUEST messages even if they miss some messages, since they have heard the transmissions o
the corresponding REQUEST messageg bidence, these neighbors pfvill never obtain messages that
they failed to receive using the probabilistic dissemination phase. A similar attack is for a malicious node
p to always rebroadcast DATA messages in response for REQUEST messages, but to do so such that only
the close neighbors gf will receive that DATA message, and will therefore never retransmit it themselves.

In this case, the other neighborsoMmight never receive such messages. Hence, by using point-to-point
requests for missing messages, we slightly enlarge the overhead of the protocol on one hand, but on the
other hand, we increase the reliability of the protocol.

It is would have been possible to use a similar mechanism to the one used in Enhanced RAPID in
lines B13 and B16, but that would have required an additional twist. In order to continue using the scheme
of lines B13 and B16, each node would have had to store additional information about messages it has
decided not to broadcast due to broadcasts by its neighbors. If some nedeives the same REQUEST
(GOSSIP) message several times anldas cancelled the rebroadcast of the corresponding DATA (RE-
QUEST) message, thenwould have to rebroadcast the message (with probability 1) immediately. The
code in Figure 5 does not include this optimization for simplicity.

4.3.2 Resilience Against Malicious Attacks

Below we specify a number of specific attacks, which are being overcome by Maliciousness Resilient
RAPID. Those attacks include : (1) forwarding a message with the wrong data, (2) not forwarding some/all
messages (this is known sslfishbehaviof), (3) sending gossip messages without ever supplying the real

2Giving incentives for nodes to participate is beyond the scope of this work. Here we only focus on overcoming selfish behavior
so that it does not prevent correct nodes from receiving messages, assuming that the correct nodes form a connected sub-network.
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messages in order to confuse other nodes, (4) trying to collide others’ messages, and (5) sending messages
as point-to-point messages instead of broadcast messages, thus causing a correct node to decide not to re-
broadcast a message, even if it is the only one among all its neighbors that has received the message.

As mentioned above, the first attack is solved by adding signatures. That is, the originator of a message
m signs the message with its private key and attaches this signature to the message. Thus, epghahode
receivesn from g checksm'’s signature and if the signature does not match the content pfwill suspect
g and will not accept the message. Moreoyesill no longer county as one of its neighbors for the purpose
of calculating the rebroadcasting probability.

The second attack is solved by the monitoring mechanism. If a malicious node does not rebroadcast a
messagen to all its neighbors, then our protocol guarantees that in any case one of its neighbors will do it.
Hence, as long as the correct nodes form a connected sub-network, every message will be disseminated to
all of them.

The third attack is solved using a simple timeout mechanism. When aynaaeives a gossip from
about a message thatp is missing, then in addition to sending a requestfoto ¢, p starts a timer. Ifp
does not receive the requested message frafter the timeout, it starts suspectings being malicious. In
this casep stops counting for calculating its rebroadcasting probability.

As for the fourth attack, in our model we assumed that all messages are delivered with a non-zero
probability. Hence, by assumption, the fourth attack is not possible. The rational behind this is twofold:
first, if malicious nodes are allowed to collide all messages, then no protocol can ensure reliable delivery.
Second, if all nodes are battery operated, jamming the channel will drain the battery very quickly, and hence
such an attack cannot last for too long. In particular, whenever malicious nodes are only selfish, rather than
mean, then the fourth attack does not make sense in any case, since it hurts everyone, including themselves.

Finally, if a malicious node sends a point-to-point message instead of rebroadcasting it, our gossip
mechanism will ensure that the message will still be propagated, yet with an increased delay. In addition,
some lower level mechanisms can be used, such as forcing nodes to send messages and listen to message:
only on IP-multicast addresses. Moreover, it is possible to verify that a received IP-multicast message was
also sent to a MAC destination broadcast address rather than to a point-to-point destination address.

5 Simulations

In this section, we evaluate the performance of RAPID and compare it with the performance of flooding
and with the performance of the GOSSIP3 protocol [11]. In GOSSIP3, when amedeives a message,

it broadcasts the message to its neighbors with probalilignd with probabilityl — P it discards the
message. In addition,broadcasts a message if initialygot a message and did not broadcast it, but later

did not get the message from at leastother node$ The reason for choosing GOSSIP3 is that it is one of

the best studied probabilistic protocols in the literature and was found to be the best probabilistic broadcast
mechanism among all the ones explored in [11]. In our simulations we have measured the percentage of
messages delivered to all the nodéslivery ratig, the latency to deliver a message to varying percentages

of the nodes, the load imposed on the network (number of transmitted messages) and the influence of mute
(selfish) nodes on the performance of our protocol.

3GOSSIP3 was simulated with probability 0.65 alid-1.
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5.1 Setup

We have used the JiIST/SWANS simulator [32] to evaluate the protocols. In JiIST/SWANS, nodes use two-ray
ground radio propagation model with IEEE 802.11 MAC protocol and 54Mb/sec throughput. Communica-
tion between nodes is by broadcast. Two concurrent broadcasts can collide, in which case, the messages
will not be received by some of the nodes. The collision may occur without the broadcasting node detecting
the problem, a phenomenon known as the hidden terminal problem [1]. In order to reduce the number of
collisions, we have employed a staggering technique (Figure 4). That is, each time a node is supposed to
send a message, it delays the sending by a random period of up to several milliseconds. The transmission
range was set to roughly 200 meter§he nodes were placed at uniformly random locations in a square area

of 3500x3500 m?, and unless mentioned otherwise, the results are reported for networks of 1,000 nodes,
which corresponds to roughly 10 neighbors per node. We have also checked other netwo?k&ize5(0

m? and4500x4500 m?) with similar density, but the results were qualitatively the same, regardless of the
specific network size and exact number of nodes. An additional analysis of varying network density is
presented in Section 5.2.3.

Mobility was modelled by the Random-Waypoint model [16]. In this model, each node picks a random
target location and moves there at a randomly chosen speed. The node then waits for a random amount of
time and then chooses a new location, etc. In our case, the speed of movement ranged from 1-10 m/s. Being
aware of recent criticisms of the Random-Waypoint model [4], we set the pause time to be 0 seconds and
discarded the first 1000 seconds of simulation time.

In our simulations the number of broadcasting nodes varied from 1 to 200 and the size of data messages
was set to 512 bytes (less than one UDP/IP packet). In every simulation, every broadcasting node sends
10 messages and then after a cool down period the simulation is being terminated. Each data point was
generated as an average of 10 runs. Unless otherwise mentioned, we use the default values defined in
JiST/SWANS. We have used the default Java pseudo random number generator, initialized with the current
system time in milliseconds as a seed.

In the graphs, we have used the following notation: the flooding protocol is denoted FLOODING; the
enhanced version of our probabilistic dissemination protocol from Figure 4 is denoted RAPID; a restricted
version of the enhanced RAPID in which the gossip and the recovery mechanism were disabled is denoted
RAPID-No-Gossip (in the simulation that involved selfish nodes, we run the malicious resilient version of
RAPID from Figure 5); GOSSIP3 is the probabilistic protocol by Haas et al. [11]. We limited the number
of times each message is gossiped by nodes in RAPID to 1. Additional gossip attempts slightly improve the
delivery ratios, at the cost of additional messages.

5.2 Results
5.2.1 Changing the Number of Broadcasting Nodes

Figures 6 and 7 present results for mobile networks. Figure 6 shows the percentage of nodes that received
all messages vs. the number of nodes that initiate one new broadcast per second. As expected, FLOODING
delivers all messages to all the nodes. This is due to the extremely high redundancy in FLOODING (with
FLOODING, every node rebroadcasts every message), which overcomes even very high number of colli-
sions that occur. RAPID also delivers a very high percentage of messages (99.9%). GOSSIP3 delivers about
90% of the messages when the number of broadcasting nodes is relatively small (about 50 nodes). Yet, when

4 In SWANS one can choose the transmission power which translates into a transmission range based on power
degradation and background noise.
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the number of broadcasting nodes increases and more messages are injected into the network, the percentage
of messages that GOSSIP3 delivers to all the nodes decreases substantially. In particular, GOSSIP3 delivers
only 75% of the messages to all nodes with 200 broadcasting nodes. The reason for this degradation is the
fact that when the number of concurrent messages in the system is too high, many collisions occur causing
messages to be lost. Given that GOSSIP3 only employs a probabilistic dissemination mechanism, it cannot
recover these lost messages.

Interestingly, RAPID-No-Gossip manages to deliver about 90% of messages to all the nodes even with
200 concurrent senders. This is because RAPID-No-Gossip generates significantly fewer messages than
GOSSIP3. Recall that the rebroadcasting probability of GOSSIP3 is fixed at 0.65. Conversely, in RAPID-
No-Gossip (and RAPID) the rebroadcasting probability is set to the minimal humber required to ensure
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continued dissemination with high probability, depending on the number of observed neighbors of each
node. Practically, with this specific network density, in our protocol the rebroadcasting probability is close
to 0.35. This can also be observed when looking at the total number of transmissions, which is reported in
Figure 7.

We can also observe in Figure 7 that when the number of broadcasting nodes is smaller than 100, the
overhead of RAPID is only slightly larger than the overhead of RAPID-No-Gossip. Only when the number
of broadcasting nodes is as high as 200 (20% of all the nodes in the system), RAPID sends more messages
than RAPID-No-Gossip, in order to overcome the collisions and message loss. Hence, the decision of
whether to use RAPID or RAPID-No-Gossip can be made based on the tradeoff between reliability and load
for a given application.

Figure 8 explores the latency to deliver messages to a varying percentage of the nodes when the number
of broadcasting nodes is 50. As can be seen by the graphs, GOSSIP3 is significantly faster than RAPID.
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Yet, GOSSIP3 delivers messages only to 93% of the nodes, while RAPID delivers the messages to 98% of
the nodes within 0.46 seconds and to 99.9% of the nodes within 1.732 seconds, which is good enough for
most envisioned applications of MANET. In the famous “no free lunch” analogy, RAPID trades off latency
(but still keeps it reasonable) for increased reliability and reduced message overhead.

5.2.2 Impact of Mobility

Figures 8, 10, and 11 present the impacts of mobility. We have run simulations while varying the speed of
nodes (from 1 to 10 meters/sec) and discovered that the results are qualitatively the same. Thus, we only
present the results when the speed of nodes was between 1 and 5 meters/sec and when all the nodes are
static. As can be seen in Figures 8, 10, and 11, when nodes are mobile, the performance of RAPID (in
terms of latency, delivery ratio and number of transmitted messages) is slightly better than when all nodes
are static. This is because with mobility, the information about messages propagates faster to all areas of
the network. Additionally, when a node moves, its chances of overhearing a message in one of the visited
locations are higher than when it stays in the same place. Finally, when nodes move, they appear to be in
more neighborhoods, which slightly reduces the retransmission probability.

5.2.3 Network Density

Figures 12 and 13 explore the delivery ratio and the number of transmissions against the density of the nodes.
We can see that when the number of nodes is 200 and the network2ipx2500 m? (the average density
is about 4 nodes per neighborhood), RAPID with 50 broadcasting nodes delivers all messages to 69% of
the nodes and GOSSIP3 delivers all messages to 51% of the nodes. These results are explained by the very
poor network connectivity. We can also see that when the number of nodes is 400 (the average density
is about 8 nodes), GOSSIP3 with 50 broadcasting nodes delivers all messages to 93% of the nodes. This
simulation shows that the delivery ratio of GOSSIP3 for both 50 and 100 broadcasting nodes is the best
when the density is about 8 nodes.

Interestingly, this echoes the results of [23]. Moreover, we know from Gupta and Kumar’s connectivity
bound for ad hoc networks [10] that the networks’ connectivity is ensured with high probability when

r > q Cl+(") with r being the transmission range,the length of the network ared; is a constant

such thatC' > 1, andn the number of nodes. Recall that in our case; 200 anda = 2,500. With these
numbers, we get that for = 200, the network is not likely to be connected, but foe= 400, the network
is already connected. Hence, with= 200, no protocol can achieve high delivery ratios, yet witk- 400,
good reliability can already be obtained.

When the number of nodes grows beyond 400 and consequently the network’s density increases, the
delivery ratio of GOSSIP3 significantly decreases. This phenomenon is even more acute with 100 broad-
casting nodes. It can be explained by the fact that in such a scenario, many nodes in the same neighborhood
rebroadcast messages, so a lot of collisions occur, resulting in a high percentage of message loss. As we
mentioned before, GOSSIP3 has no recovery mechanism for such lost messages. In contrast, RAPID loses
fewer messages due to collisions since its probabilistic transmission part self adjusts to the network’s density.
Moreover, RAPID recovers lost messages using its gossiping mechanism.

When looking at the total number of transmissions in Figure 13, we can observe that RAPID scales
much better than GOSSIP3 with the density of the network. The number of transmission is almost constant
(slightly increasing mainly due to the heartbeat messages and increased collisions) due to the fact that
RAPID tunes its rebroadcasting probability based on the number of observed neighbors. This validates our
theoretical analysis in Section 3.3.
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# Selfish | Delivery | Delivery | # Messageg # Messages
(Mobile) | (Static) | (Mobile) (Static)

0 99.9% 99.9% 170600 180357

1 99.8% 99.87% | 170178 179824

20 99.98% | 99.9% 169754 178753

50 99.97% | 99.88% | 167840 177912

100 99.96% | 99.7% 165590 174703

200 99.87% | 99.2% 160910 168706

Table 1: Delivery ratio and message count vs. the number of selfish nodes (with 50 broadcasting nodes)

5.2.4 Selfish Nodes

Figure 9 explores the latency to deliver a message to X% of the nodes when the total number of nodes in the
system is 1,000 and some nodes are selfish, i.e., refuse to rebroadcast messages. In this graph, we use the
notation RAPIDY to indicate that RAPID was run with selfish nodes. Clearly, the latency grows with

the number of selfish nodes. Yet, we can see that even when the number of selfish nodes is 200 (20% of
all nodes), RAPID delivers the messages to 98% of the nodes within 1.18 seconds. We would like to point
out that by fine tuning the rate of gossips and the other timers in the system, it is possible to reduce the
guantitative latency numbers. The numbers here do not include such tuning, yet we have started exploring
this option.

Table 1 presents the delivery ratio and the message overhead in mobile and static networks for varying
numbers of selfish nodes. We can see that neither mobility nor the number of selfish nodes significantly
influences the delivery ratio of RAPID, which consistently delivers more than 99% of the messages to all
nodes. Interestingly, we also notice that the message overhead becomes smaller as the number of selfish
nodes increases. One could expect that the message overhead should increase with the number of selfish
nodes. In particular, the protocol must send more REQUEST messages for recovering missing messages
that were not rebroadcasted by selfish nodes. However, selfish nodes do not send any messages except for
heartbeat messages. This reduces both the number of retransmissions and the number of message collisions.
Hence, overall, this results in a reduced number of message transmissions.

6 Related Work

A comprehensive study of broadcasting and multicasting protocols for wireless ad hoc networks can be
found in [29, 34]. Here, we only discuss the most relevant protocols to our work.

The simplest probabilistic broadcast protocol is probabilistic flooding [11, 30]. In this scheme, each node
rebroadcasts a message with a predefined probailitWorks by Haas et al. [11] and Shiffer et al. [24]
study the rebroadcasting probabil®with regard to the so callgghase transition phenomenBoth works
establish that the delivery distribution has a bimodal behavior with regard to some threshold proBability
in a sense that for anf > P almost all nodes will receive the message andfok. P almost none.

Both works show that the threshold probabilfyis around0.59 — 0.65; in [24] this is done analytically

based on percolation theory while in [11] it is obtained by simulations. It is also noted in [11] that the
threshold probability depends on nodes density, yet without providing any theoretical means to evaluate
this dependance. We have studied the delivery distribution using probabilistic methods in Section 3. We
have shown that by making several probabilistic assumptions (the deterministic corrective actions of our
protocol make sure they hold), the delivery distribution function behaves in a concave manner rather than
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being bimodal. That is, nodes coverage initially grows fast WthiThen, at some critical point, the added
coverage becomes negligible with further increas® of

Other probabilistic approaches [11, 30, 31] includeinter-basegddistance-basedandlocation-based
mechanisms. The main idea in these schemes is that the additional space coverage obtained by each ad-
ditional broadcast decreases with the number of broadcasts. For example, [11] presents a variant of the
probabilistic protocol in which every node monitors the transmissions of its neighbors and rebroadcasts a
message if it has not heaid transmissions of the same message. Yet, those protocols suffer from increased
latency due to the packet delay introduced at each hop (as explained in Section 4.2.3) and none of them guar-
antee a reliable dissemination of messages to all nodes (as explained in Section 4.2). On the other hand,
RAPID guarantees reliable dissemination in any topology.

The works in [26, 37] utilize an adapted probabilistic flooding that makes use of local density. The
approaches of those works are based on the observation that the retransmission pr@baibitityd be
adjusted relatively to the local nodes density. In [37] this is done through counters, while in [26] the uniform
density is assumed. However, those works contain little theoretical analysis of the proposed schemes and
like other counter-based schemes can also fail to provide reliability on certain topologies. To the best of our
knowledge, our work is the first to provide a theoretical analysis of the optimal usage of nodes density in
order to sefP.

The color-basedscheme has been recently proposed in [17]. In this scheme, each node forwards a
message if it can assign it a color from a given pool, which it has not already overheard after a random
time. Using geometric analysis, they have shown that the size of the rebroadcasting group is within a small
constant factor of the optimum. Thlor-basedscheme is actually an advanced type of a counter-based
scheme, and thus incurs similar latencies and does not guarantee high reliability on arbitrary topologies.
The bounds on the size of the rebroadcasting set in homogenous dense network in [17] are similar to our
analysis in Section 3.1. Yet, our analysis is much simpler and holds for every probabilistic algorithm that
picks nodes uniformly at random in homogenous network, while their analysis only holds for color-based
schemes.

A number of works have been designed to provide a reliable dissemination of messages to all nodes. An
approach called Mistral tries to compensate for missing messages in probabilistic dissemination by using
forward error correction techniques [22]. In contrast, our approach to recovery of messages is based on
gossip. Also, Mistral cannot cope with malicious behavior.

The idea that a process can detect that it is missing a message by exchanging messages with other pro-
cesses previously appeared in the MNAK layer of the Ensemble system in 1996 [12]. Additionally, random-
ized gossip has been used as a method of ensuring reliable delivery of broadcast/multicast messages while
maintaining high throughput in the PBcast/Bimodal work [3] as well as in several followup papers, e.g., [7].

In a way, the idea in our work is an inverse of the idea at PBcast/Bimodal work. In the PBcast/Bimodal, each
node deterministically sends every message to all the nodes and later gossips about the existing messages
with a random subset of nodes. Conversely, in RAPID each node disseminates the messages to a random
set of nodes (chosen among its physical neighbors) and later deterministically gossips about the existing
messages with all its neighbors.

Demers et al. were the first to use gossip in the context of replicated databases in [5]. A generic
framework for presenting gossip protocols was proposed in [15], and in particular highlighted the advantages
of designing gossiping protocols using a pull-push approach for higher reliability. This framework was later
extended to ad-hoc networks in [2, 8]. An example of a protocol for ad-hoc networks that uses a pull-push
approach and is easily expressed in the above framework is [19]. Our protocol can also be seen as a specific
instantiation of pull-push dissemination.
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An additional protocol for reliable broadcast and manycast in ad hoc networks called Scribble has been
proposed in [33]. In Scribble, the responsibility for dissemination initially rests with the manycast origi-
nator, which periodically broadcasts the message, and is subsequently passed around to other nodes. The
termination condition in Scribble is determined by piggybacking a bit vector for all known nodes that have
received the broadcast message. Scribble does not employ probabilistic mechanisms and thus suffer from
increased latency and is more message consuming.

7 Discussion and Conclusions

In this work, we have described a reliable broadcast protocol for mobile ad-hoc networks. The protocol
takes advantage of the locally observed network’s density in order to reduce the number of message trans-
missions while maintaining very high delivery ratios. The protocol also employs a deterministic gossip
based mechanism to recover messages that were not delivered by the probabilistic dissemination process.
We have also presented theoretical results, which motivate our protocol, and explain why our design choices
are inherent to the environment. According to this analysis, if the retransmission probability is set inversely
proportional to the node’s density and if the rebroadcasting nodes are picked uniformly at random, then the
actual number of retransmissions required to guarantee high coverage is constant with regards to the overall
number of nodes.

Practically, since networks are seldomly perfectly uniform, pure probabilistic approaches fail to pick
nodes with true uniform distribution. Consequently, pure probabilistic broadcasting protocols have the
following limitation. In order to obtain very high delivery ratios, they must set the rebroadcasting probability
to very high values. Even then, some messages might still be delivered only to a few nodes and these
protocols do not handle well selfish and malicious behaviors. An important feature of our approach is that
we employ both probabilistic dissemination with a set of corrective deterministic measures. Hence, we can
ensure that the requirements of the formal analysis more or less hold in any environment. This results in
very efficient delivery for homogenous topologies, without sacrificing reliability in arbitrary topologies.

Our measurements confirm that for non-sparse networks, our protocol behaves very well. That is, the
protocol obtains very high delivery ratios while sending relatively few messages.
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