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A.3 Constraints inside a thread1. A use or assign of V is permitted only when dictated by the execution of T .2. A store of V by T must intervene between an assign of V by T and a subsequent load ofV by T .3. An assign of V by T must intervene between a load or a store of V by T and a subsequentstore of V by T .4. A variable is said to be new when it it used by a thread for the �rst time, or when it is createdby a thread. For each new variable, assign or load must be performed on it before any useor store.A.4 Constraints between a thread and the main memory1. Each lock and unlock is performed jointly by some thread and the main memory.2. For every load performed by T on its working copy of V , there should be a correspondingpreceding read by the main memory on the master copy of V .3. For every store performed by T on its working copy of V , there must be a correspondingfollowing write by the main memory.4. Let A be a load or a store of V by T , and let P be the corresponding read or write by themain memory. Let B and Q be two other such operations by T and the main memory (on V ),correspondingly. Now, if A precedes B, then P precedes Q.A.5 Locks1. A lock of L by T may occur only if for every other thread the number of preceding unlocksequals the number of preceding locks.2. An unlock of L by T may occur only if the number of preceding unlocks of L by T is strictlyless than the number of preceding locks.3. Locks and unlocks of L are performed in some sequential order which is consistent with theprogram order of all the threads.4. A store must intervene between an assign of V by T and a subsequent unlock of L by T ,and the write which corresponds to the store must occur before the unlock by the mainmemory.5. Between a lock of L by T and a subsequent use or store of V by T , an assign or load ofV must appear. If what appears is a load then its corresponding write should appear beforethe lock by the main memory.A.6 Volatile variables1. A use of V by T is permitted only if the previous access to V by T was a load, and a loadis permitted only if the next access to V by T is a use.2. A store of V by T is permitted only if the previous access to V by T was an assign, and anassign is permitted only if the next access to V by T is a store.3. Let A denote a use or an assign of V by T , and let F denote the corresponding load orstore, and P denote the read or write corresponding to F . Similarly, let B denote a use oran assign of W by T , and let G denote the corresponding load or store, and Q denote theread or write corresponding to G. Then if A precedes B, then P must precede Q.29T
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A The Java Memory Model Speci�cationFor completeness we give in this section the operational Java memory model speci�cation as de�nedin [7] (JLS). The speci�cation consists of two parts: the set of operations in the model, and the setof constraints on those operations.For simplicity, in the speci�cations below V and W always denote variables, T always denotesa thread, and L always denotes a lock.A.1 OperationsA single Java thread issues a stream of use, assign, lock and unlock instructions, according to theprogram source code. The underlying Java implementation is then required to perform appropriateload, store, read and write instructions, according to the Java constraints. The semantics ofthese operations are as follows:� A use operation transfers the value of the variable from the thread local copy into the executionengine.� An assign operation transfers the value of the variable from the execution engine into thelocal copy.� A load operation transfers the value of the variable from the main memory (which was readby the preceding read operation) to the local copy.� A store operation transfers the value of the variable stored in the local copy of the thread tothe main memory, to be written to the master copy of the variable by the write operation.� A read operation transmits the value of the master copy of the variable to the thread for theuse of a load operation.� A write operation writes the value of the variable transferred by the store operation to themaster copy in the main memory.A.2 General constraints1. The operations performed by any one thread are totally ordered. A use x in the order of athread always uses the most recent value that was given to x by an assign or load operationin that order.12. The operations performed by the main memory for any one variable are totally ordered. Aread in the order of one of the variables always yields the value that was written by the lastwrite in that order.2 If there was no preceding write in the order then the value yielded bythe read is some initialization value.3. The operations performed by the main memory for any one lock are totally ordered.4. It is not permitted for an instruction to follow itself.1The \register property" here follows implicitly from JLS [7].2The semantics of the main memory, implying that a read from a master copy of a variable always returns thevalue stored there by the most recent write to the same variable, follows from several remarks in the JLS [7].28T
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3.8 Volatile variablesAs with regular variables, the JVM executes the bytecodes with no indication regarding the originalorder of operations in the source code. Thus the JVM must assume that the compiler preserves theorder of loads and stores, and uses and assigns, according to the JLS constraints. Now, becausefor volatile variables the order of uses and assigns is equal to the order of loads and storesperformed by the processor, the same reasoning as in Section 2.5 hold, and Volatile Consistency inJava' is equal to SC.Note that the bytecodes do not contain the information which variable is volatile and which isnot. This information is contained in the class headers, and can be accessed during the class loadingtime. Therefore, it is reasonable that the volatile variables and the regular ones will be mapped todi�erent memory segments. This may ease the implementation in some cases, but should be donewith care when the same object contains both volatile and regular variables.3.9 LocksOnce again, in order to preserve the locks semantics, the JVM depends on the compiler. For writeoperations to terminate before the unlock, the corresponding store instructions must be placed bythe compiler before the unlock instruction. The same holds for the reads and their correspondingstores and locks.The requirements from the implementation are then, that if there is a lock instruction followedby a load instruction, then the main memory should preserve the same order of their correspondinglock and read, and if there is a store instruction followed by an unlock instruction, then theircorresponding operations in the main memory should be performed in the same order.Because no other instruction can bypass a lock or unlock, the order of locks and unlocksperformed by the processor is compatible with its program order. As before, the tight couplingof the lock/unlock operations performed by the processors and the corresponding lock/unlockperformed by main memory imply Linearizability. Note this does not necessarily require having asingle memory agent: the needed consistency can be achieved by applying appropriate protocolsbetween multiple memory agents.4 ConclusionsIn this work we gave non-operational characterizations of the Java memory behavior. In order forhis program to work correctly on all implementations that comply with the standard Java de�nition,the Java programmer relies on memory behavior which is not stronger than the standard de�nitionas given in the JLS [7]. We show that the programmer can rely on Coherence and Causalityfor regular variables, on Sequential Consistency for Volatile variables, and on at least ReleaseConsistency when programming with the synchronized construct.On the other hand, in order for his implementation to support all programs that comply with thestandard Java speci�cations, the implementor of the Java Virtual Machine must make sure it is atleast as strong as the original de�nition. We provide both the implementor and the programmer withtwo non-operational de�nitions that are a lot simpler to understand than the original, operationalone, and can be implemented more freely.We mention that this work was done in the scope of the Millipede project [1] with the goal ofhaving Java implemented distributively in a correct and e�cient way.27T
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Let's examine the rules of Data Dependency:1. A load x,v that sees the result of a store x,v: Because JavaN presents a legal serialization,the store must precede the load.2. Causality Relation: By the de�nition of JavaN, if two operations are Causally related, thenthey appear in the same order in the serialization.3. The triangle rule of Data Dependency: load x,v o2 that sees the result of a store x,vo1, while there is another store x,v' o3 that is Data Dependent on o1. Because of legalserialization, in order for o2 to see the result of o1, o3 cannot appear between o1 and o2. Itremains to show that o3 cannot appear before o1. Suppose on the contrary that it does.Let us call a basic application of Data Dependency a dependency which is obtained by one ofthe rules of Data Dependency which is not the rule of transitivity.If o3 precedes o1 then there is a sequence of basic applications o1 = o01 DD! o02; o02 DD!o03; : : : ; o0n�1 DD! o0n = o3, where in at least one of the dependencies o0i�1 precedes o0i. Bythe cases 1 and 2 above, the only basic application where this can happen is the triangle ruleof Data Dependency: load y,w o0 that sees the result of a store y,w o0i, while there isanother store y,w' o0i�1 that is Data Dependent on o0i.We thus arrived at the same situation from which we started, and can proceed with the sameprocess over and over again. By the cases 1 and 2 above, this process cannot terminate. Itcan either form a loop of violated triangle rule applications or an in�nite sequence of such.However, both cases are impossible as the Data Dependency rule is de�ned inductively, andthus such a sequence must terminate after a �nite number of applications.Direction 2. JavaD is not weaker than JavaN. Let H be a valid JavaD execution, we show thatit is valid also under JavaN.We must show that ifH contains no cycles of Data Dependencies, then there is legal serializationthat is consistent with the Causal Relation.If there is no cycle of Data Dependencies, then a serialization which preserves the dependenciescan be obtained, e.g., by applying a topological sort. From all possible serializations we choosethe following: Given a store x,v w1 and a load x,v r1 which sees the result of w1, and anotherstore x,v' w2 to the same variable, then w2 is placed after r1 if there is Data Dependency fromw1 to w2, and before w1 otherwise.We need to show that such serialization exists in the partial topological order, and it is legal.Assume that the required serialization does not exist among the possible topological orders. Weuse the same notation as above, and Let's look at some w2 that cannot be placed according to therequirements. There are two cases:1. w2 is Data Dependent on w1. w1 is seen by r1, but w2 cannot be placed after r1. This impliesthat there is a Data Dependency from w2 to r1. However, w1 DD! w2 and w1 DD! r1 (the latterbecause r1 sees the result of w1), so by the rules of Data Dependency w2 DD! r1. This impliescycle of Data Dependencies w2 DD! r1 DD! w2 | a contradiction.2. There is no Data Dependency from w1 to w2, but w2 cannot be placed before w1. This impliesthat w2 is Data Dependent on w1 | a contradiction.It remains to show that the elected serialization is legal. A load x,v that sees the result of astore x,v is Data Dependent on it, and thus appears after the store in the serialization. Now,because of the choice of serialization, any other store x,v' to the same variable would be placedeither before our store x,v or after the load x,v, thus the resulting serialization is legal.26T
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3.6.1 JavaD vs. Processor Consistency (Revisited)As mentioned in Section 2.3 (see there for precise de�nitions), Ahamad et. al. [2] de�ned twovariants of PC, namely PCG and PCD. Since we show below that JavaD is equal to Java, weconclude that JavaD is incomparable to both PCG and PCD. Yet, in order to show the usage ofthe \constructive" JavaD de�nition we give here examples that can be shown to be JavaD and areknown not to be PC (one for each variant).Processor 1 Processor 2 Processor 3 Processor 41 w x, 0 w z, 02 w x, 1 w z, 13 w y, 1 r y, 1 w v, 1 r v, 14 r z, 0 r x, 0Figure 9: An execution which is invalid for PCD (taken from [2]) and is valid for JavaD and JavaN.Figure 9 gives an execution which is shown in [2] to be invalid for PCD. However, it is validin JavaD, as we show by computing the Data Dependency relations. There are four relations ofthe �rst type: 1:1 DD! 4:4, 3:1 DD! 2:4, 1:3 DD! 2:3, and 3:3 DD! 4:3. There are two relations of thesecond type: 1:1 DD! 1:2 and 3:1 DD! 3:2. There are two relations of the third type (the trianglerule): 4:4 DD! 1:2 and 2:4 DD! 3:2. Hence there are no Data Dependency relations cycles and thusthe execution is JavaD. Processor 1 Processor 21 w x, 0 w y, 02 w x, 1 w y, 13 w z, 0 w z, 14 r y, 0 r x, 0Figure 10: An execution which is invalid for PCG (taken from [2]) and is valid for JavaD and JavaN.Figure 10 presents an execution which is shown in [2] to be invalid for PCG. However, it is validfor JavaD, as follows. There are two relations of the �rst type: 1:1 DD! 2:4 and 2:1 DD! 1:4. Thereare two relations of the second type: 1:1 DD! 1:2 and 2:1 DD! 2:2. There are two relations of thethird type: 1:4 DD! 2:2 and 2:4 DD! 1:2. There are no Data Dependency cycles, hence the executionis JavaD.3.7 JavaN is equivalent to JavaDTheorem 8 JavaN is equivalent to JavaD.Proof Direction 1. JavaN is not weaker than JavaD.Let H be a valid JavaN execution, we show that it is valid also under JavaD. We need to showthat all the Data Dependency constraints are preserved in the serialization, and thus conclude thatthere is no cycle of Data Dependencies. 25T
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dataFigure 8: Some examples of Data Dependency cycles that are forbidden in JavaD.Data Dependency: There are three types of Data Dependency. In the �rst, a loadx,v yields a value written by a write x,v operation, and thus has a Data Dependencyon that write. Let the Causality Relation be a Data Dependency of the second type.(Note that if a dependency of the �rst type occurs between operations that belong tothe same local history then this dependency also belongs to the second type). In thethird type, it can be inferred from the execution that a load yields an old value, andthus occurs before a write. This is formalized as follows. We say that operation o1 hasa Data Dependency of the third type on operation o2 when there is a sequence of DataDependencies (of any type) leading from o2 to o1, or when the following situation occurs:o2 is a load x,v which has a Data Dependency of the �rst type on a write x,v, ando1 is also a write x,v' which is Data Dependent (second or third types) on write x,v.The de�nition of JavaD is as follows:JavaD: Execution is JavaD if it does not contain a (directed) cycle of Data Dependencies.Figure 8 shows some examples of Data Dependency cycles that are forbidden in JavaD.24T
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construction, the use operations are inserted to Ŝ with the same order as the loads, andsince we assumed the order of the uses is switched we get a contradiction.{ Suppose the corresponding operations are load x,v and assign x,w, so that use x,vprecedes use x,w in L, and use x,v succeeds use x,w in S. Since the uses are insertedin Ŝ immediately after load/assigns, we conclude that in Ŝ assign x,w precedes loadx,v.On the other hand, since use x,v precedes use x,w in L, by Constraint A.3.1 loadx,v precedes assign x,w in T . Since assign x,w is inserted to Ŝ in Stage 1 of theconstruction, we know that in Ŝ there is either a store x,w or a store x,w' for whichthe corresponding assign x,w' succeeds the assign x,w. In any case, tracing the storeback to T we conclude that it appears there after the assign x,w, and hence after theload x,v.Clearly, in T there is a Causal Relation from the load x,v to the store, which is preservedin S 0 and Ŝ, hence the load x,v precedes the store in Ŝ. Now, in the construction ofŜ the assign x,w is inserted immediately before the store (or in a sequence of assignswhich is inserted consecutively immediately before the store), hence it succeeds the loadx,v in Ŝ, which is a contradiction.{ Similarly, if the corresponding operations are assign and a load, with the use corre-sponding to the assign preceding that corresponding to the load, this implies on the onehand that the assign precedes the load in Ŝ. On the other hand we �nd a matchingstore for the assign in Ŝ, and then tracing it back to T and using Constraint A.3.3 weget that the store would appear before the load in T , and because of Causal Relation alsoin Ŝ, hence by the construction the assign will also precede the load, a contradiction.� The �rst violating pair is an assign x, denoted a, which precedes a use x, denoted u, in L.If u was inserted because of a (they refer to the same value), then by the construction it wouldappear after a in Ŝ, a contradiction.If u was inserted because of some other assign, denoted a0, then for u to yield the valueassigned to x by a0, a0 must appear in L between a and u. We already saw that the assignskeep their program order in S, and since u is inserted after a0 we conclude that u succeeds ain S, a contradiction.If u was inserted because of some load, denoted l, then l must appear between a and u inT (Constraint A.3.1). But then, by Constraint A.3.2, a store must intervene between a andl. Because the store has Causal Relation to l it would precede l in Ŝ as well. Therefore,by the construction a (that is inserted somewhere before the store) would precede u (that isinserted immediately after l) in Ŝ.3.6 A \Constructive" Non-Operational De�nition: JavaDWe proceed to give a second non operational de�nition of Java' which we call JavaD. In contrast toJavaN, the decision whether a given execution is in JavaD is a simple, constructive process. Thus,the equivalence of Java', JavaN and JavaD, implies an \automatic" e�cient verifying mechanismfor the compliance of a given execution with the Java' constraints.JavaD de�nition uses the notion of Data Dependency, denoted DD! . We are interested in thequestion: which loads see the results of which writes. We thus assume that the value yielded bya load can identify a write, e.g., by assuming that all writes assign di�erent values.23T
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Assume the contrary, i.e., that the order in S of two use/assign instructions that are causallyrelated in L, is switched. We call these instructions a violating pair.Let's look at the �rst violating pair, i.e., the violating pair with the �rst of its instructions inS preceding all other instructions in any other violating pair. We claim that we can always choosethe �rst pair so that the corresponding application of the Causal Relation is basic, namely, it isnot by transitivity. The reason is that any application of transitivity and a corresponding violatingpair p involves a sequence of basic applications, of which at least one is violating and is as early asp. Note that the instructions inserted to Ŝ in Stage 3 of the construction keep their original programorder from L, hence they cannot violate the Causality Relation. Thus, none of the instructions inthe violating pair could be inserted at that stage.Let's check the rules of the Causality Relation for the other possibilities.� The �rst violating pair involves a use x, denoted u, which precedes an assign, denoted a (notnecessarily referring to x) in L. Suppose u is inserted to Ŝ after a. Thus u cannot possiblycorrespond to a (same variable, same value), otherwise, since S is a legal serialization u mustprecede a in S. There are two possible sub-cases:{ u was inserted to Ŝ according to some other assign or load instruction l, and so ac-cording to the construction it is inserted right after l, where a is inserted just before itscorresponding store instruction s. Thus, in order for a to precede u, a must also precedel.If l is an assign x then l c! u, and u c! a (by assumption), thus by transitivity l c!a. We get another violation of the Causality Relation: between a and l. The assigninstruction in this violation, l, precedes a, which contradicts the assumption that the �rstsuch violation was between u and a.{ If l is a load x then since u precedes a in L, by A.2.1 l should precede u in the timing T ,and the store corresponding to a, denoted s, should succeed a in T . Thus, by transitivity,we get that l precedes s in T . Thus, l c! s, and therefore l precedes s in S 0 and in Ŝ.Therefore, since by the construction, u immediately succeeds l and a immediately precedess, u must precede a in S, a contradiction.� The �rst violating pair involves two assign x instructions.In Stage 1 of the construction, when an assign is inserted to Ŝ then all the previous assignsthat were not yet inserted join it, where their order in L is kept. Thus, at the end of Stage 1all assigns (except for those left for Stage 3) were inserted to Ŝ in their program order. Thisshows that all pairs of assigns in S are non violating.� The �rst violating pair involves two use x instructions.If both uses yield the same value w, then by the construction both are inserted after the sameload x,w or assign x,w in Stage 2. Thus they keep the program order in S.Suppose the uses return di�erent values. We consider four cases:{ If the corresponding operations are both assigns, then by the arguments in the previouscase we know that they keep the program order in S. However, since S is a legal serial-ization, a use returns the value of the most recent assign/load. Thus, since the order ofuses is switched, so does the order of the corresponding assign/loads, a contradiction.{ If the corresponding operations are both loads, then by Constraint A.3.1 they mustappear in T in the order of the use operations in L. These loads are also linked by aCausality Relation, and therefore they keep their order in S 0 and in Ŝ. However, by the22T
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We �rst show that in this construction, all the instructions in L are eventually placed into theserialization: In Stage 1 every assign in L gets inserted into Ŝ, except for the ones at the endof the program order. In Stage 2 every use returns the value that was brought by some loador some assign, thus all of them (except possibly the ones at the end of L that do not have acorresponding load and that their corresponding assign was not inserted in Stage 1) get insertedinto the serialization. Thus after Stages 1 and 2 all instructions in L were inserted into Ŝ, exceptpossibly for a su�x at the end of L. This su�x is inserted in Stage 3.Denote by S the subsequence of use/assign operations in Ŝ.What remains to be shown is that S is a legal serialization of H , and that the order of usesand assigns is consistent with the Causality Relation.S is a legal serialization of HFor the serialization S to be legal, we need to show that every use sees the result of the closestpreceding assign in S. There are three ways in which uses are inserted to Ŝ by the construction:� A use x,v is inserted after an assign x,v (Stage 2). In this case, the use is inserted imme-diately after the assign as they both yield the same value, and no other assign can intervenebetween them. The same holds for the subsequence S.� A use x,v is inserted after a load x,v (Stage 2). Once again, the use is inserted immediatelyafter the load, and no other assign or load can intervene between them in Ŝ. Since theserialization S 0 of load/stores was legal, the load x,v sees the result of the closest precedingstore x,v in S 0.Consider the process of insertion of uses and assigns into Ŝ. Since assigns are inserted im-mediately before the corresponding load, we conclude that no assign x,v' could be insertedbetween the store x,v and the load x,v. The store x,v certainly had a correspondingassign x,v (Constraint A.3.3). By the construction, the assign x,v was inserted immedi-ately before the store x,v. We get a sequence of assign-store-load-use with no otherassign instruction in between. Thus, in S, the use sees the result of the closest precedingassign in the serialization.� A use x that was inserted in Stage 3. By Constraint A.2.1 a use instruction yields a valueproduced by some load or some assign. By the construction, all uses are inserted into Ŝduring Stage 2, unless there is no corresponding load and the corresponding assign was notinserted in Stage 1. Thus the uses that are inserted in Stage 3 have their correspondingassigns preceding them in the program order of L, and these assigns are added to Ŝ in Stage3.Furthermore, the sequence of assigns and uses added to Ŝ in Stage 3 constitutes a legalserialization by itself; Otherwise there would be a use x,v with no preceding assign x,v, inwhich case there would necessarily be a corresponding load x,v, that would result in addingthe use x,v to Ŝ in Stage 2 and not in Stage 3. We conclude that the same sequence remainslegal in S, and so the use sees the value given to x by the most recent assign.S is consistent with the Causality RelationWe now show that the order of use and assign instructions is consistent with the CausalityRelation. We will use the fact that the loads and stores were generated according to the Javaconstraints from the original program order of the use/assigns. We consider the relations de�nedin some arbitrary local history, L. 21T
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which processor or main memory are idle) by two subsequent nops. Finally, we add to each readand write operation a preceding nop.The result is a timing T of all u/a/l/s/r/w instructions, in which the subsequences of theuse/assigns in the local histories are the same as these in H . T complies with all the Javaconstraints: It is easy to verify that the constraints inside a thread (A.3) are preserved by theconstruction. The constraints between operations inside a thread and operations in the mainmemory (A.4) are preserved by the construction of T which maintains the timing relations fromT 0.Direction 2. Java is at least as strong as JavaN. To prove this, we need to show that each executionthat is valid under Java is also valid under JavaN. In other words, given Java execution H we needto show that there exists a legal serialization S of use and assign instructions which is consistentwith the Causality Relation.We construct the required serialization in the following way. First, we show a serialization ofload/store instructions which is consistent with the causal relations between load/stores. Then,we will add to the load/stores the use/assigns (as in the given execution H), and will show thatthe added instructions form the required serialization.Constructing the serialization SLet T be an assignment of l/s/r/w operations and a timing for all instructions (those in H andthe additional ones from the assignment) which complies with the Java constraints. Let T 0 be thel/s/r/w instructions in T and the timing induced on them. Let H 0 be an execution consisting ofthe load/store instructions in T . Since T complies with Java, T 0 complies with Java', thus H 0 isJava'. Since Java'=JavaN, H 0 is JavaN, i.e., there exists a legal serialization S 0 of the load/storeinstructions in H 0, which is consistent with the Causality Relations between them.Now, we extend S 0 to include also the use/assign operations from H . The resulting sequenceis denoted Ŝ. Ŝ is initialized to S 0, and then is extended by iterating on all local histories in H .For each variable x in the current local history L, its use/assign operations in L are inserted toŜ in the following way.The construction for local history L:Stage 1 { Mapping assigns: We go through the operations in Ŝ; For each store x,vwe add the corresponding assign x,v from L to Ŝ, so that it immediately precedesthe store. We also add all the assigns preceding assign x,v in L's program orderthat were not yet added to Ŝ, and write them just before assign x,v in the orderin which they appear in L.Stage 2 { Mapping uses: We now go through the operations in L; For each use x,v,if there is a corresponding load x,v or assign x,v in Ŝ, then we add the use x,vto Ŝ immediately after the corresponding operation. Note that there may be severaluse x,vs. Note also that we use here the following assumption: Wlog there are nomultiple loads and/or assigns to the same variable with the same value (otherwisewe can add the instruction index to the actual value).Stage 3 { Mapping leftovers: Finally, we add all the remaining assigns and uses toŜ, so that their program order in L is preserved, and so that they reside at the endof the constructed sequence Ŝ after all the previously inserted instructions.20T
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4. For each variable x, there exists a total order of read/write operations, in which every readx yields the value of the latest write x,v (Constraint A.2.2).Proof of 1. This follows by the construction: the load x,v is placed in T after its correspondingstore x,v.Proof of 2. Let's assume the contrary, i.e., that in T there is some store x,v that is placedafter its corresponding write x,v. Suppose our store x,v is the �rst such situation in T . Bythe construction of T this can happen only if there is some other load/store instruction o whichprecedes our store x,v in the program order (of the corresponding local history), and that mustbe inserted after the write x,v. The only case when a load/store instruction is forced to appearafter a main memory write instruction during the construction is when inserting a load, so weknow that o is a load y,w.Thus, we have the following situation: In the processor program order of H 0, the load y,wappears before the store x,v, but the corresponding write x,v appears before the read y,wthat is corresponding to the load y,w. But then we know that in H the store x,v is Causallyrelated to the load y,w, and thus in the JavaN serialization S, the load y,w would appear beforethe store x,v. Therefore, in the timing T , the read y,w would appear before the write x,v |a contradiction.Proof of 3. JavaN requires that all accesses to the same variable appear in the serialization S inthe program order. By the construction of the Java' timing T , this order remains as is, and so thisJava' requirement is satis�ed.Proof of 4. Since the main memory operations in T were injected according to the order of thecorresponding instructions in the legal serialization S, the constraint follows.3.5 Java Consistency is equal to JavaNWe are now ready to show that JavaN is also the memory behavior that can be assumed bythe programmer. Recall that in contrast to Java' executions, in which a local history consists of asequence of load/stores, executions in Java consist of sequences of use/assigns. Thus, the JavaNconstraints in the proof of the theorem below correspond to sequences of use/assigns (where aload and store in the constraint de�nition correspond to use and assign, respectively), andtheir relations to the read/write operations executed by the main memory.In Theorem 6 we proved that Java', which constitutes the lower layer of Java, is equal to JavaN.We use this fact in proving that the upper layer, namely Java, is also equal to JavaN.Theorem 7 Java Consistency is equal to JavaN.Proof Direction 1. JavaN is at least as strong as Java. In order to prove this direction, we needto show that each execution which is valid under JavaN is also valid under Java. In other words,given an execution H that has a legal serialization of the use/assigns which is consistent with theCausality Relation, we construct an assignment of l/s/r/w operations and a timing T on all theinstructions which is consistent with all the Java constraints.Replace each use by a corresponding load and each assign by a corresponding store. Sincethe order of load/stores is the same as the order of their corresponding use/assigns, the resultingexecution is JavaN. Since by Theorem 6 JavaN is equal to Java', this execution is also Java', so thereexists an assignment of read/writes and a timing T 0 which complies with the Java' constraints.We now extend this assignment and the timing T 0 with the use/assign instructions as follows:We replace each load x,v with a pair load x,v and a succeeding use x,v, and each store x,vwith a pair store x,v and a preceding assign x,v. We also replace each nop in T 0 (time steps in19T
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in Ĥ , or the load is after the store but there is another store x,w between them. Let's examinethe cases:1. o1 is a store x,v and o2 is a load x,v but in Ĥ o2 precedes o1. Java' requires order ofoperations on every single variable in the main memory (Constraint A.2.2), and this order ispreserved by the construction of Ĥ. Thus, it is also the case that in H 0 the correspondingmain memory operation read x,v precedes the corresponding main memory operation writex,v. By Constraint A.2.2 this cannot happen.2. o1 is a store x,v and o2 is a load x,v, and there is a store x,w operation o in Ĥbetween o1 and o2. As above, H 0 implies a total order of main memory accesses to any singlevariable, and this order is preserved in the construction of Ĥ . Thus, also in H 0 the write x,winstruction corresponding to o appears between o1 and o2, which by Constraint A.2.2 impliesa contradiction.Direction 2: JavaN is not weaker than Java'.Given an execution H which is valid under JavaN we show that H has an assignment of readsand writes to the main memory part and a timing which comply with the Java' constraints.There exists a legal serialization S ofH which preserves the Causal Relations inH . We constructthe timing through the following steps:1. We construct S 0 out of S by replacing each load x,v by a read x,v and each store x,v bya write x,v.2. We now extend S 0 to a sequence of operations T according to the following iterative process.We �rst let T consist of S 0. Then, for every local history in H , for each of its load instructionswe insert a load instruction into T , and for each of its store instructions we insert a storeinto T . The local histories are handled in an arbitrary order, and the instructions of each localhistory are treated one by one according to the program order. The insertion of an instructionis as follows:� A load x,v is inserted immediately after both the last load/store instruction that wasinserted, and its corresponding read x,v.� A store is inserted immediately after the last load/store instruction that was inserted.By the construction, the instructions inserted into T for a certain local history of H preserve theprogram order of its corresponding instructions. Also, T contains corresponding main memoryaccesses, which thus may be viewed as an assignment of such operations to the main memory partof H . We denote this assignment by H 0.Since T is a serialization of all operations in H 0 we view it as a possible timing of H 0, so thatthe ith instruction in T is executed at the ith time-step. If it is a read/write instruction then it isexecuted by the main memory. If it is a load/store instruction of which the original load/storeinstruction in H belong to the local history of processor j then this instruction is performed byprocessor j.We next show that the timing T complies with the Java' constraints. To this end, the followingis required:1. A load x,v is performed in T after its corresponding read x,v (Constraint A.4.2).2. A store x,v is performed in T before its corresponding write x,v (Constraint A.4.3).3. Main memory instructions which access a single variable and for which the correspondingload/stores appear in the same local history agree with the program order of that localhistory (Constraint A.4.4). 18T
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Figure 6 gives an example execution (taken from [15]) which is valid for Causal Consistency.This example is invalid for JavaN, as we later show that JavaN is equivalent to Java', and sinceJava' can be shown to be coherent by arguments similar to the proof given in Section 2.1. The factthat the example is invalid for JavaN is also easy to show directly from the de�nition of JavaN.3.4 Java' is equal to JavaNTheorem 6 Java' is equivalent to JavaN.Proof Direction 1: Java' is not weaker than JavaN.Given a Java' execution H we show that it has a legal serialization which preserves the CausalityRelation, and thus H is also in JavaN.Because H is in Java' it has an assignment of reads and writes to the main memory part anda timing which complies with the Java' constraints. We use such an assignment, and denote it byH 0.By Constraint A.2.4 the application of the Java' constraints to H 0 may not contain a cycle.Thus, the constraints induce a DAG on the set of operations in the execution. We thus obtaina serialization of H 0 (including the main memory part) which preserves the Java' constraints byusing a topological sort. Consider the subsequence of this serialization Ĥ which consists of themain memory operations only, and in which every read x,v (resp. write x,v) is replaced by thecorresponding processor instruction load x,v (resp. store x,v).To prove that H is JavaN we now claim that Ĥ is a legal serialization of H which pre-serves the Causality Relation (here we use the one-to-one correspondence between read/writeand load/store operations).Assume the otherwise. First assume that in Ĥ there are two operations, o1 and o2, so that thereexists a Causality Relation from o1 to o2, but o2 precedes o1 in Ĥ . Let us call the �rst two cases ofthe Causality Relation (i.e., those that do not follow from transitivity) basic. Wlog we may assumethat the Causal Relation between o1 and o2 is basic. (Otherwise, there is a sequence of operationso01 = o1; o02; : : : ; o0n = o2, such that each pair of o0i, o0i+1 is Causally Related by one of the basic rulesof Causality. Since o2 precedes o1 in the serialization, there must be at least one pair of operationso0i, o0i+1 such that o0i is Causally Related to o0i+1 by a basic rule, but o0i+1 precedes o0i in Ĥ .)Consider the basic rules of the Causality Relation:1. o1 and o2 are two accesses to the same variable that are performed by the same processor. In H 0the read/write operations must appear in the same order as the corresponding load/storeoperations (Constraint A.4.4). Thus, the corresponding operations in the serialization Ĥ mustappear in the order that complies with Causality Relation requirements (which in H are thesame as in H 0), a contradiction.2. o1 is a load x,v and o2 is a store y,w performed by the same processor. The loadcorresponds to a load instruction in H 0, and the store corresponds to a store in H 0, wherethe load precedes the store in the program order. But, by constraints A.4.2 and A.4.3, in H 0the corresponding read should precede the load, and the corresponding write should succeedthe store. By transitivity the read must precede the write in the topological order. By theconstruction this implies that the load would precede the store in Ĥ , a contradiction.We now show that the serialization Ĥ is legal. We assume the otherwise and get a contradiction.This can happen when a load x,v that returns the result of some store x,v cannot see the resultof the store according to the serialization Ĥ . There are two cases: the load is before the store17T
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Java': An execution consisting of loads and stores belongs to Java' Consistency (or,Java'), when there is an assignment of reads and writes to the main memory part, sothat there is a timing for the execution and the additional read/writes which complieswith constraints from A.2 and A.4.Note that Java' cannot be seen as a subset of the Java constraints as Java also has additionaluse/assign instructions. The Java memory behavior de�nes the interaction of the use/assignswith the read/writes, where Java' deals with the interaction of load/stores with the read/writes.For the discussion in this section it is also important to note that the constraints in A.4 implya one-to-one correspondence in Java' between the read/writes and the load/stores.3.3 JavaNWe now give a non-operational de�nition called JavaN, and then proceed in Sections 3.4 and 3.5to show its equivalence to Java' and Java, respectively.We start with the de�nition of the Causality Relation denoted c!:Causality Relation: Let o1 and o2 be two instructions performed by the same processor,where o1 po! o2. Then o2 is causally related to o1 (o1 c! o2) if one of the following holds:1. o1 and o2 access the same variable, or2. o1 and o2 access di�erent variables, but o1 is a load and o2 is a store, or3. there exists instruction o0 such that o1 c! o0 and o0 c! o2.The de�nition of JavaN is as follows:JavaN: An execution H is JavaN if it has a legal serialization S that preserves the CausalRelation, i.e., if o1 c! o2 then o1 S! o2.3.3.1 JavaN vs. Causal ConsistencyAlthough JavaN is reminiscent of Causal Consistency [9, 15] it is incomparable to it. Basically,Causal Consistency requires that if two writes are causally related, they are necessarily seen byall other processors in the same order. In contrast, in JavaN if there are two reads that are notdata dependent then they can see the writes in reverse order.Processor 1 Processor 2 Processor 3w x, 1 r y, 1 r x, 1r x, 1 r x, 0 r y, 0w y, 1Figure 7: An execution which is invalid for Causal Consistency as in [9, 15] and is valid for JavaN.Figure 7 gives an example which is invalid in Causal Consistency, since although the w y,1 iscausally dependent on the w x,1, Processors 2 and 3 see the writes in the reverse order. Here is alegal serialization for this same example which preserves the Causality Relation, thus showing thatthe example is JavaN.r x, 0 w x, 1 r x, 1 r x, 1 r y, 0 w y, 1 r y, 116T
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3 Non-Operational De�nitions for Java ConsistencyIn this section we present two non-operational de�nitions for Java Consistency, and show theirequivalence to the original de�nition. The Section is organized as follows: First, in Section 3.1 wediscuss some issues related to the bytecode production by the compiler and its execution on theJVM. Then, in Section 3.2 the implementor view of the Java memory behavior is presented, andwe dub it Java'. Section 3.3 presents a new non-operational de�nition called JavaN. Section 3.4gives the proof that JavaN is equal to Java'. Section 3.5 gives the proof that JavaN is also equalto Java. Section 3.6 presents a new de�nition which we call JavaD. Finally, we give in Section 3.7a proof that JavaN is equivalent to JavaD.3.1 Compliance to the Java Consistency ModelIn the compilation stage of the Java source code, the order of use and assign instructions isdetermined by the compiler from the program code, and then load and store instructions areplaced among them, as necessary. Note that the compiler may generate all the instructions atthe same time, but the two stages structure is a more convenient way to examine the compilationprocess from a methodological point of view. The reason is that the placement of the use andassign instructions follows directly from the source code (Constraint A.3.1), whereas the placementof the loads and the stores is governed by the Java constraints according to the appearance ofthe uses and the assigns.Note that during the execution stage the JVM can rely on the bytecodes only and has almostno information concerning the source code (some additional information is contained in the .class�le, which speci�es, in particular, which variables are volatile). Thus, if the compiler producescode that does not comply with the program, the JVM will not execute correctly. Therefore at theimplementation level it can be assumed that the bytecodes produced by the compiler comply withthe JLS constraints.The same reasoning holds for the placement of store and load instructions by the compiler.There are cases in which it is possible to check the compliance of these instructions with theassigns and uses, but it seems infeasible to perform these checks during execution. For example,let's assume a Java method that begins with a use instruction of some variable (which is generallyprohibited by Constraint A.3.4). This could happen, for example, because the compiler performeda global data 
ow analysis of the program and found out that every call to the method is precededby an assign to the variable. Validating the code in this situation would require calculating againthe global data 
ow of the program, which is obviously too expensive for run-time. Thus it canbe assumed by the JVM implementor that the compiler produces correct bytecodes for loads andstores.Since we conclude that the placement of load and store instructions should be left to thecompiler, the responsibility that is left for the JVM is to execute the u/a/l/s instructions and mapload/store instructions into read and write operations in the main memory.3.2 Java'Out of all the constraints in Appendix A, those in A.2 are general, and those in A.4 de�ne theinteraction of operations performed by the main memory with the instructions executed by theprocessors. The rest of the constraints in Appendix A are irrelevant for the implementation of theJVM memory manager (with respect to regular variables only). We thus refer to Constraints A.2and A.4 as the de�nition of the JVM memory behavior, and call them: Java'.15T
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Theorem 5 The consistency model among volatile variables, namely, Volatile Consistency, is equalto Sequential Consistency.The two di�erent directions are proven in the claims below.Claim 5.1 Volatile Consistency is not weaker than SC.Proof We show that there is a serialization of memory accesses to volatile variables, which isconsistent with the program order of all the processors.Consider the history of main memory accesses to volatile variables. From the constraints A.6.1and A.6.2 there is a one-to-one correspondence between reads and uses, and between writes andassigns. Furthermore, from Constraint A.6.3, the order of the accesses is the same for the usesand assigns by a given processor, and for the reads and writes performed by the main memoryon its behalf. Thus, if we show that there exists a serialization of all the main memory accesses tovolatile variables, the same will be valid for the local accesses (which de�ne the program order),and this will imply SC for accesses to volatile variables.It can be veri�ed that for volatile variables the following set of constraints subsume all othersthat are relevant:1. There exists a total order of main memory accesses to any given variable, and in this order awrite must precede reads that yield the written value (Constraint A.2.2).2. There exists a total order of main memory accesses performed on behalf of any given processor,and this order is compatible with the program order of the processor (Constraint A.6.3).3. There cannot be a set of dependencies between operations in which an operation is (transi-tively) dependent on itself (Constraint A.2.4).The actual memory accesses in a given history involving only accesses to volatile variablescomply with all the constraints. Given an execution H , we construct a directed graph GH = (V;E),as follows. The set of vertices V consists of the main memory accesses in H . There exist an arce 2 E, e = (a ! b), a; b 2 V , i� a precedes b according to some constraint. There are no circulardependency chains, hence GH has no loops (is a DAG). Now, in order to show thatH is sequentiallyconsistent, de�ne the required serialization as some topological order over GH . By the de�nitionof GH the serialization is valid, as it takes into account all the data dependencies, and is consistentwith the program orders of all the processors.We conclude that the interaction between volatile variables is at least as strong as SequentialConsistency.We remark that the claim remains valid even when H contains accesses to both volatile andregular variables, as the accesses to regular variables can only add constraints for the serialization ofvolatile variables, thus making their consistency model equal or stronger than Volatile Consistency.Claim 5.2 SC is not weaker than Volatile Consistency.Proof Consider a sequentially consistent history H . It is consistent with the program orders ofall the processors, therefore all the main memory accesses are in the same order as the use andassign operations. This implies that H does not violate the volatile variables constraints, and isthus valid under Java, even when all variables are volatile.14T
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the variables are updated, so a simple minded simulation of Java on ScC may result in an incorrectexecution.Entry Consistency (EC) [4] is a model de�ned similar to RC, except that the locks areassociated with variables. In contrast to Java where the unlock operation implies synchronizationof all the updates done by the processor during the synchronized code section, in EC when the lockon some variable is released only the value of this variable is made consistent between the processors.Thus, a simple minded simulation of an EC program on the Java memory model (by mapping EClocks to Java locks) may incur redundant updates not intended in the original program.Release Consistency: In the original notation of RC, the operation corresponding to lockin Java is called acquire, and the operation corresponding to unlock is called release, but herewe will rename them after Java as lock and unlock. The requirements for RC are [5]:1. Before an ordinary access to a shared variable is performed, all previous locks doneby the processor must have already completed.2. Before an unlock is allowed to be performed, all previous reads and writes doneby the processor must have already completed.3. The lock and unlock accesses must be processor consistent, with the correspond-ing memory model denoted RCPC , or sequentially consistent, in which case thecorresponding memory model is denoted RCSC [13].Proof To prove the theorem we must show that any execution possible under Java is also possibleunder RC, or, dually, that the Java constraints imply those of RC.The �rst condition states that a lock succeeds in RC only if all the previous allocations ofthe lock (initiated by the lock operations) are freed by matching unlock operations. This isobviously preserved in Java as required by Constraint A.5.1.The second condition is also satis�ed: all the uses (regarded as reads in the RC de�nition)which appear before the unlock instruction have their corresponding read operations performedbefore the unlock instruction is issued, and thus before the unlock operation is performed bythe main memory. The write operations (corresponding to the assigns) which appear beforethe unlock instruction are performed before the unlock in the main memory, according to theConstraint A.5.4.The third condition is also satis�ed. The Constraint A.4.1 forces the main memory agent toparticipate in all the operations on locks. Because Java de�nes a single main memory agent, thisimplies that only one such operation can be performed at a time, hence the consistency betweenlocks is in fact Linearizability [8]. By [2] and [3] Linearizability is strictly stronger than ProcessorConsistency or Sequential Consistency, whichever is required for the RC model. Note that thisresult remains valid even when the actual implementation employs several main memory agents,as the memory behavior will remain unchanged.2.5 Volatile VariablesSometimes there are several variables in the program that are heavily used for transferring databetween processors. In this case it is not convenient and not e�cient to use locks for each accessto these variables, since (as explained above) locks preserve Linearizability between them, and thisrequirement may not always be essential. This is where volatile variables are useful, as de�ned bythe constraints in Appendix A.6.We examine the behavior of code employing volatile variables only, and dub the correspondingmemory model Volatile Consistency. 13T
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We now �nd serializations for each processor. For Processor 1, the required serialization is 2.2, 1.1,1.2. It does not violate the semi-causality relation (because 1.1 is before 1.2, as is required by thes!), and there is only one write operation for each variable, so the second part of the condition issatis�ed trivially. The same can be shown for Processor 2.We have shown that Java is neither weaker than PCD, nor stronger. We thus conclude thatJava is incomparable with PCD.2.4 LocksThere are two purposes for the use of locks in the Java language: �rst, to synchronize the 
owof control between processors, and second, to synchronize the views of memory between di�erentprocessors. The corresponding constraints are given in Appendix A.5.In the bytecodes the locks are implemented by lock and unlock instructions. However, in theJava programming language there are no explicit lock and unlock operations. Instead, sequencesof instructions may be marked as synchronized, implying the lock instruction at the beginning ofthe sequence, and unlock when it terminates. Thus, lock and unlock operations in Java alwaysappear in pairs. They are put in the bytecodes by the compiler according to the synchronizedsections in the source code.Although the Java language de�nes correspondence between objects and locks, there is no suchcorrespondence on the level of JVM bytecodes. So, lock and unlock operations, synchronize allthe variables, and not only the ones stored in the object whose method was called.We compare Java to Release Consistency (RC) [5] that is de�ned by distinguishing between twoclasses of operations: regular and special. Special operations are: acquire | the same as lock inJava, and release | the same as unlock in Java. Java is di�erent from the Release Consistencyin associating a lock with each object, while in the Release Consistency there is only one globallock.Another di�erence between Java and RC is that the latter does not specify how the updates ofvariables propagate from one processor to another when no processor enters or leaves a synchronizedcode section. In particular, it is valid to implement RC with no updates whatsoever, except atsynchronization points. In contrast, in Java the updates still follow the constraints as discussedthroughout this section. From this point of view Java is stronger than RC as it enforces moreconstraints on the JVM execution.The following theorem shows how code that is written for RC can perform correctly on theJava memory model. In other words, it shows that the programmer can rely on at least ReleaseConsistency when writing in Java.Theorem 4 Java can simulate RC by mapping the special operations one to one: acquire tolock and release to unlock.Before we provide the formal de�nition of RC and the proof of the theorem we proceed tocompare Java to other related models.Scope Consistency (ScC) [10] is similar to RC, except that it employs multiple locks (asso-ciated with the so-called consistency scopes). Once a lock is released, the propagation of updatesfrom one processor to another is done only when the other processor acquires the same lock. Thus,the memory updates in ScC are a subset of those in RC. Since we prove that any program validfor RC can execute correctly under Java, we conclude that any program valid for ScC can also rununder Java. We remark, however, that Java is not equal to ScC (even with respect to the specialoperations only), since its multiple locks semantics are di�erent: In Java, when a lock is released, all12T
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serialization 2.1, 1.1, 1.2, and for Processor 2 the serialization 1.2, 2.1, 2.2. It is easy to see thatthese orders are legal in PCG and that the reads yield the required results.2.3.2 Java vs. PCDThe de�nition of the PCD consistency in [2] is as follows:PCD: We �rst de�ne several notions:� Weak order relation between two operations of the same processor: We say that o1weakly precedes o2, denoted o1 wpo! o2, if o1 po! o2 and either1. o1 and o2 are operations on the same variable, or2. o1 and o2 are both reads or both writes, or3. o1 is a read and o2 is a write, or4. (transitivity) there is another operation o0, such that o1 wpo! o0 wpo! o2.� Weak writes-before. o1 wwb! o2 i� o1 = w x,v, o2 = r y,u, and there is anotheroperation o0 = w y,u such that o1 wpo! o0.� Weak reads-before. o1 wrb! o2 i� o1 = r x,v, o2 = w y,u, and there is anotheroperation o0 = w x,v', such that o1 Sx! o0 and o0 wpo! o2, where Sx! is some legalserialization for all operations on the variable x.� Semi-causality. Semi-causality (denoted s!) is the transitive closure of the weakorder, the weak writes-before, and the weak reads-before relations.Now, a history H is PCD if:1. H is coherent, i.e., for every variable x there exists a legal serialization Sx of H jxthat is consistent with all the processors views.2. For each processor p, there is a legal serialization Sp of Hp+w such that(a) if o1 and o2 are two operations in Hp+w and o1 s! o2, then o1 Sp! o2;(b) for each variable x, if there are two write operations o1 and o2 to x, then theseoperations appear in the same order in Sx and Sp.Claim 3.2 Java is incomparable to PCD.Proof In order to show the claim we use the example from Figure 3 once again. We have seenthat it is not valid under Java. In order to show that it is valid under PCD we check the executionagainst the stages of the PCD de�nition, verifying that none of them is violated.To satisfy Condition 1 of PCD: The execution is coherent, as was shown by Claim 1.2.To satisfy Condition 2 of PCD: First, we calculate the semi-causality relation for this execution.1. Program order relation. There are two dependencies according to it: 1.1 po! 1.2, and 2.1 po!2.2.2. Weak order relation. Because in both processors a read appears before write, the depen-dencies remain the same: 1.1 wpo! 1.2 and 2.1 wpo! 2.2.3. Weak writes-before and Weak reads-before relation. We can see from the de�nitions that notwo operations are in any of these relations.4. Finally, semi-causality relation. It is the transitive closure of the relations above, and thus isequal to the program order. So, the semi-causality relations are: 1:1 s! 1:2 and 2:1 s! 2:2.11T
ec

hn
io

n 
- 

C
om

pu
te

r 
Sc

ie
nc

e 
D

ep
ar

tm
en

t -
 T

ec
hn

ic
al

 R
ep

or
t  

C
S0

92
2 

- 
19

97



Claim 2.2 PRAM is not stronger than Java.Proof Figure 6 shows an example for an execution which is valid for PRAM and is invalid for Java.The reason for the di�erence, as was shown in the previous section, is that the Java constraintsrequire Coherence for every single variable, while PRAM does not.Processor 1 Processor 2 Processor 3 Processor 4w x, 1 w x, 2 r x, 1 r x, 2r x, 2 r x, 1Figure 6: A valid execution for PRAM which is invalid for Java.Each one of Processors 3 and 4 sees an order consistent with program orders of both writingprocessors (1 and 2). Because PRAM does not require the views of Processor 3 and Processor 4to be correlated, there is no contradiction, and thus the execution is valid under PRAM. However,the con
ict in the views of Processors 3 and 4 implies that there is no legal serialization whichpreserves program order for both, therefore the execution is not coherent, and (as was shown inSection 2.1) is thus invalid in Java.2.3 Java vs. Processor Consistency (PC)[2] de�nes two variants of PC: PCD and PCG, of which the corresponding non-operational de�ni-tions are taken from [5] and [6] respectively. Both variants are shown to be stronger than PRAM,and since we have seen an example indicating that Java is not stronger than PRAM, we concludealso that Java is not stronger than either PCD or PCG. The following theorem answers the questionwhether Java is strictly weaker than any of them.Theorem 3 Java is incomparable to both PCG and PCD.2.3.1 Java vs. PCGThe de�nition of PCG, according to [2] is the following:PCG: For each processor p there is a legal serialization Sp of Hp+w such that:1. If o1 and o2 are two operations in Hp+w and o1 po! o2, then o1 Sp! o2.2. For each variable x, if there are two write operations to x then they appear in thesame order in the serializations of all the processors.Claim 3.1 Java is incomparable to PCG.Proof To demonstrate this it remains to show that Java is not weaker than PCG, i.e., demonstratean execution which is valid for PCG and is invalid for Java. We will use the same example givenabove for Coherence in Figure 3. We have already shown that this execution is invalid for Java.Now, we will show that it is valid for PCG.The second condition of the PCG de�nition is trivially satis�ed as there is only one writeoperation to each variable. In order to satisfy the �rst condition we use for Processor 1 the10T
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Processor 1 Processor 2write x, 1 read y, 1write x, 2 read x, 1write y, 1 read x, 2Figure 4: An execution valid for Java but invalid for PRAM.From the program order of Processor 1, the operationwrite x,2 precedes write y,1. However,Processor 2 sees the change of x to 2 after it sees the result of the write to y, hence it sees writex,2 after write y,1. Therefore, the execution is invalid under PRAM.Now, let us show how this could happen in Java. As stated before, the operation read x,1 isuse in the Java de�nition. The stores done by Processor 1 to x and to y are independent, and soit is possible for the processor to perform a store into y before it performs a store into x. Thus,the instructions actually executed by Processor 1 (left to right) could be as follows:a x,1 , s x,1 , a x,2 , a y,1 , s y,1 , s x,2A possible local execution of Processor 2 could be:l y,1 , u y,1 , l x,1 , u x,1 , l x,2 , u x,2Now, coupled with the main memory agent, this can produce the timing shown in Figure 5.Processor 1 Processor 2 Main Memory1. a x, 12. s x, 13. a x, 2 w x, 1 ; 1.24. a y, 15. s y, 16. s x, 2 w y, 1 ; 1.5r y, 1 ; 2.11. l y, 1 r x, 1 ; 2.32. u y, 1 w x, 2 ; 1.63. l x, 1 r x, 2 ; 2.54. u x, 15. l x, 26. u x, 2Figure 5: A possible timing for a Java execution implementing the program from Figure 4. The com-ment after each operation in the main memory column tells which load or store instruction initiated thisoperation; For instance: "; 1.2" after the operation w x,1 indicates that this operation was provoked byinstruction 2 in Processor 1 (s x,1).Since the values yield by the use operations in Processor 2 are the same as these obtained by theread operations in Figure 4, we conclude that this scenario is possible under the Java constraints.9T
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Processor 1 Processor 21 read x, 1 read y, 12 write y, 1 write x, 1Figure 3: Execution valid for Coherence and invalid for Java. As explained in Section 1.3, for Java readdenotes use and write denotes assign.use to see the result of load. Similarly, the operation store y by Processor 1 should appear afterassign y. Because of the program order (Constraint A.2.1 and the explanation at the beginningof A.1), use x must complete before assign y, and thus load x appears before store y. Now,because of Constraints A.4.2 and A.4.3, the read x by the main memory on behalf of Processor 1should appear before load x, and write y should appear after store y. By transitivity, read xperformed by the main memory for Processor 1 is before write y. For the same reasons, read yby the main memory on behalf of Processor 2 is before write x.Let us denote the memory accesses by the indices of their corresponding instructions, e.g.,the operation read x performed by the main memory will be denoted 1.1. In order to producethe required results, the interleaving of memory accesses must have 2.2 before 1.1, and 1.2 before2.1. However, together with the constraints discussed in the previous paragraph, this induces adependency loop (1.1 ! 1.2 ! 2.1 ! 2.2 ! 1.1), in which the instruction 1.1 follows itself. Thisis prohibited by Constraint A.2.4. Thus, this scenario is impossible as a Java execution.We remark here that the additional restriction on the memory behavior which is imposed byJava and not by Coherence is the \Causality relation", which basically (and informally) forceswrites that follow local reads to keep this order in the view of all processors. This section and thefollowing one will give examples, explanations, and formal de�nitions on the way Java enforces thisrestriction.2.2 Java vs. PRAM ConsistencyThe de�nition of the PRAM consistency is as follows [2]:PRAM: History H is PRAM if for each processor p there is a legal serialization Sp ofHp+w, such that if o1 and o2 are two operations in Hp+w, and o1 po! o2, then o1 Sp! o2.Theorem 2 Java is incomparable (neither stronger nor weaker) to PRAM.To demonstrate this we show two example executions, one that is valid under Java but is invalidunder PRAM, and another which is valid for PRAM but not for Java.Claim 2.1 Java is not stronger than PRAM.Proof Figure 4 shows an execution which is valid for Java and is invalid for PRAM, thus suggestingthat Java is not stronger than PRAM. The reason for the di�erence between Java and PRAM in thisexample is that the Java constraints draw little connection between operations on di�erent variables,whereas PRAM requires that program order is preserved for all operations in the processor (On theother hand we already know that Java imposes some connections between operations on di�erentvariables, as it is stronger than Coherence). 8T
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there can be no additional store until the store-block terminates, which, by de�nition of astore-block, happens when the next instruction in the input is not use or store. Thus, whenthe block terminates, then the next instruction is either assign or load implying the beginning ofeither a new load-block or a new store-block, accordingly.Next, we notice that each block has only one associated load or store instruction. Becauseof constraints A.4.2 and A.4.3, there is exactly one operation by the main memory correspondingto each block. Because of constraint A.2.2, those memory accesses are totally ordered. Now, weconstruct a global order of the blocks by placing them one after another in the order of theircorresponding main memory accesses. This induces a serialization of the instructions, which, as weshow below, can serve as the required serialization of H jx. Note that in the construction, becauseof Constraint A.4.4, the order of operations performed by any individual processor does not change.Although there are other (load and store) operations in the constructed order, only the orderof the assign and use instructions is of interest. In order to show that this is indeed a legalserialization, it remains to show that the results seen by use operations in the original executionare the same as in the constructed order.Consider the last assign or load operation, op, that appears before a use in the program orderof some processor. No operation which appears between op and the use can change the value setby op, so this value is yielded by the use. It is easy to see from the de�nition of the expression,that op appears in the same block as the use. Thus, in the constructed serialization no operationby any other processor may intervene between op and the use. Let us look at the possibilities:� op is assign. In the serialization constructed above, the result of this assign is seen by theuse. Since in the original Java execution, the value provided by this assign is seen by the use,we conclude that the use sees the same value in the original execution and in our serialization.� op is load. In the original execution, the value brought by load was read by a correspondingpreceding read operation (Constraint A.4.2), which, in turn, sees the result written by theclosest preceding write. The write corresponds to a store instruction by some processor(Constraint A.4.3). In the order of memory accesses in the original execution this write isthe closest to our read, and thus, in the serialization, it resides in the closest store-blockto the load-block that contains our load and use instructions. Since there are no assignsin the blocks that can be placed between these two blocks, the last assign performed by thestore-block is seen by our use in the serialization. Now, in the original execution, the lastassign of the store-block provides the value to be written by the store of that block, andits value is seen by the use. We conclude that both in the original execution, and in ourserialization, the use sees the value provided by the same assign.Claim 1.2 Java is strictly stronger than Coherence.Proof To demonstrate this we show an execution which is valid for Coherence and is invalid forJava.Consider the execution in Figure 3. In order to show it is coherent, set the order of accesses inthe serialization for variable x as 2.2, 1.1, and the order of accesses to y as 1.2, 2.1. Clearly theseare legal serializations which preserve program order.For Java, however, this execution is impossible. We must show that no assignment of load/storeand read/write operations that is consistent with the Java constraints can yield the same resultsas in the example. The load x operation by Processor 1 should appear before the use x for the7T
ec

hn
io

n 
- 

C
om

pu
te

r 
Sc

ie
nc

e 
D

ep
ar

tm
en

t -
 T

ec
hn

ic
al

 R
ep

or
t  

C
S0

92
2 

- 
19

97



2 Java Consistency and Conventional ModelsIn this section we compare Java Consistency to some other models that appear in the literature.The section is organized as follows: Section 2.1 shows that Java is coherent. Section 2.2 shows Javais incomparable to PRAM Consistency. Section 2.3 shows Java is incomparable to both versions ofProcessor Consistency. Section 2.4 shows Java can perform Release Consistency programs by usinglocks. Section 2.5 shows the consistency of volatile variables is sequential.In addition, we show in the next Section that Java is incomparable to Causality (This is deferredto Section 3.3.1 for reasons of readability).2.1 Java vs. CoherenceThe de�nition of Coherence, as in [2], is:Coherence: A history H is said to be coherent if for each variable x, there is a legalserialization Sx of H jx such that if o1 and o2 are two operations in H jx and o1 po! o2 theno1 Sx! o2. A consistency model is said to be coherent if every history under it is coherent,and the corresponding memory model is called Coherence.Theorem 1 Java Consistency is stronger than Coherence.To demonstrate this, we will show two things: �rst, that Java is not weaker than Coherence,i.e., that any execution that is valid for Java is also valid for Coherence, and second, that Java isnot equivalent to Coherence, i.e., that there exists an execution that is valid for Coherence but isnot valid for Java.Lemma 1.1 Java is coherent, i.e., for each execution history H and a variable x there is a globalserialization of H jx which is consistent with the views of all the processors.Proof Consider the set of operations H jx on some variable x in some Java execution H . In orderto show the required serialization, we divide the sequence of operations speci�ed by each processorinto blocks, and then arrange the blocks in a global order between all the processors. The divisionis speci�ed by the following regular expression.Order = (load-block j store-block)*load-block = load (use)*store-block = assign (use j assign)* store (use)*First, we show that the expression covers all possible executions. We need to show that when ablock terminates, the next operation in the sequence will be assign or load. A new block beginsat the beginning of a sequence or when the previous block terminates. If the execution is �nite, ablock may terminate prematurely.Constraint A.3.4 requires that the �rst instruction in the sequence for any variable is load orassign, so the �rst block in the beginning of the sequence can correctly start.If the current block is a load-block, then any number of uses is going to the same block. Nostore instruction can appear because of constraint A.3.3. The appearance of load or assign willstart a new block, and it is well-de�ned (load-block or store-block, respectively). Therefore, aload-block terminates correctly and is followed by another block.If the current block is store-block, then because of Constraint A.3.2, after the assign noload can appear before at least one store instruction. Once the store appears, because of A.3.36T
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These operations can be seen as executing in di�erent layers. The use and assign operationsfollow immediately from the source code of the Java program. We say that the program order of athread is the order of use and assign instructions it issues. These instructions are generated by thecompiler from the source code according to the semantics of the Java language. They are local tothe processor, and thus their generation is independent of the constraints on the memory behavior,and does not interfere with the memory consistency speci�cation. The load and store instructionsare inserted to the bytecode by the compiler according to the constraints between uses/assignsand loads/stores. These constraints constitute the upper layer.When the program is executed on a JVM, the load and store instructions in the bytecodeinitiate the execution of read and write instructions which are performed in the main memory.The set of constraints that govern the relation between the loads/stores and the reads/writesconstitutes the lower layer. This set of constraints will be denoted as Java' below (see Section 3).Since the programmer explicitly in
uences only the use and assign instructions, we are inter-ested in how these instructions can be seen by other processors. This will be referred to as the\programmer view" of Java. The use and assign instructions are local, so a local use sees the re-sult of a local assign. However, the result of the assign is only seen by remote uses (which accessthe same variable) at other processors when it is propagated to them by a sequence of store-write-read-load operations. A local use instruction is typically not seen by remote processors since itproduces nothing that can be propagated.All the constraints are quoted in the Appendix A, and will be referred below by their sectionnumber and index within the section. For example, Constraint A.2.1 means Constraint 1 in SectionA.2 of the Appendix.1.3 Java Execution, Java Consistency and NotationThe standard notation in the literature denotes the operations that are executed locally by aprocessor as read and write. Since in the original Java notation from JLS these operations aredenoted as use and assign, respectively, and since read and write are used there for operationsdone by the main memory, we chose to present Java executions by means of sequences of uses andassigns.A timing for a Java execution determines for each operation the time-step in which it is per-formed, where each operation is assumed to take a single time-step.Java Consistency: An execution consisting of uses and assigns belongs to Java Con-sistency (or, Java), when there is an assignment of loads and stores to the processorsparts, and an assignment of reads and writes to the main memory part, so that there isa timing for the execution and the additional load/store/read/writes which complieswith the Java constraints.As mentioned above, for presenting execution examples for both Java and other models a readinstruction refers to either use or read, depending on whether we consider Java or another model,respectively. Similarly, write corresponds to either assign or write.For brevity, we sometimes denote use as u, assign as a, load as l, store as s, read as r andwrite as w. 5T
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Consistency A is strictly stronger than B if HA � HB . Dually, de�nition A is stronger thande�nition B if it has more restrictions on the set of possible variable updates.All reads and writes operate on individual variables. The variables are assumed to be ofsome built-in atomic type in the machine architecture. For instance, objects, which are regarded asvariables in some object-oriented languages, are not considered variables here, since an object mayconsist of many atomic variables.One important model is the Sequential Consistency (SC) [11].Sequential Consistency: A history H is said to be sequentially consistent if there isa legal serialization S of H such that if o1 and o2 are two operations in H and o1 po! o2then o1 Sx! o2. In other words, there is a serialization of H which is consistent with theviews of all the threads. A memory model is called Sequential Consistency when everyexecution under this model is sequentially consistent.1.2 The Java Virtual Machine (JVM)As mentioned above, the memory behavior in the Java Language Speci�cation (which we call JLS,see Appendix A.1 and Chapter 17 in [7]) de�nes Java by specifying an abstract memory system,AMS, a set of operations, and the constraints that are imposed on them. The machine consists ofa main memory agent (for brevity, main memory) and threads (here referred to as processors, seebelow), each of which has its own local memory. Variables are stored in the main memory, andtheir values are available for computation by a thread only after they are explicitly brought to itslocal memory. In some situations, they are also written back from the thread local memory to themain memory. Each one of the threads is executed by a thread engine, which can be implementedas a separate CPU, a thread provided by the operating system, or some other mechanism. For thesake of consistency with previous works, we use in the rest of the paper the term processor which isthe term used in the de�nition of most conventional consistency models. Thus, when talking aboutJava, the term processor refers to the notion of a thread.The operations are divided into four classes:Operations local to the thread engine. The operations are use and assign. Use loads thelocal copy of a variable into the engine for some calculation, and assign writes the result ofthe calculation into the local copy of the result variable. There are no individual use andassign instructions in the bytecode, but the operations speci�ed by the bytecodes use severalof them during the execution. For example, x=y+z in the Java source code implies bytecodeinstruction add, which involves use y, use z, and �nally, assign x.Operations between the thread and the main memory. There are two of them: load andstore. Load transfers the value of a given variable from the main memory to the local copy,and store transfers it back. These operations are represented by explicit instructions in thebytecode (their corresponding JVM mnemonics are get field and set field [14]).Operations performed by the main memory. They are: read and write. These operationsare initiated by the main memory as results of loads and stores. Read actually reads thevalue that is yield by the load instruction, and write stores the value brought by the storeinstruction.Locking operations. They are: lock and unlock. They serve for synchronization of memoryand program control 
ow. There are explicit lock and unlock operations in the bytecode,and they are performed in tight coupling with the main memory agent.4T
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views are in fact the same.The JVM can be implemented as a true interpreter, which executes the instructions one-by-one,or as an optimizing Just In Time compiler (JIT), which compiles the bytecodes to native machinecode, and then executes it. In both cases, regardless of possible optimizations, we are interestedin the exhibited memory behavior. Hence the internals of the implementation, and in particularwhether it is an interpreter or a JIT, do not make any di�erence for the results presented in thispaper.The rest of the paper is organized as follows. In the rest of this section we give de�nitions andexplain the Java memory model. In Section 2 we compare Java to some conventional consistencymodels that appear in the literature. Section 3 provides the new non-operational de�nitions ofJava, called JavaN and JavaD. Section 4 give our conclusions. For completeness, we also providein the Appendix A the original list of constraints from [7] for the implementation of Java on top ofthe AMS.1.1 De�nitions and ConventionsThere are three types of instructions in this paper. We distinguish them by the font used to writethe instructions, as follows.Java code { a typewriter font will be used: use, assign, load, store, read, write.Code in other memory models { a small caps font will be used: read, write.Code for both Java and other models { once again, a small caps font will be used.In our examples we always assume that the variables are initialized to 0. The instructions inthe examples are indexed by the processor name and the instruction index in the processor localprogram, so instruction i in the program of processor j is denoted as j:i.We follow the de�nitions presented in [2]. A local history of a processor p, denoted Hp, is asequence of read and write operations, denoted o1; o2; : : :, that are performed by p. read x,vdenotes a read operation, where the source variable is x and the operation yields v as its result.write x,v denotes a write operation, where the destination variable is x, and the value to bewritten is v. The order of operations in Hp de�nes the program order, po, and o1 po! o2 denotesthat instruction o1 appears before o2 in the program order. A global history, or just history H , is acollection of all local histories for the execution. In the sequel, we sometimes call history: execution,and use these terms interchangeably.A serialization S of the history H is a linear sequence containing all the operations of H . Wedenote o1 S! o2 when o1 appears before o2 in the serialization S. A serialization is legal if eachread operation returns the result of the latest write to the corresponding variable.For a given history H and a processor p, denote as Hp+w the partial history consisting of allthe operations of p and all the write operations of other processors. Denote also H jx the partialhistory of H consisting only of operations on the variable x.A memory consistency model (or simply, consistency) for a system of processors which use acollection of variables is a set of constraints (or, a governing protocol) on the way the variablesare modi�ed, and/or the way these modi�cations are seen by the processors. A dual de�nition forthe consistency would specify the set of executions that are possible according to the constraints.Throughout the paper we introduce consistency models in both ways. Loosely speaking, the �rstway corresponds to operational de�nitions, while the second corresponds to non-operational ones.We say that consistency A is stronger than consistency B if, for any program P , the set ofhistories possible under A,HA, is contained in the set of histories possible under B, HB (HA � HB).3T
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Figure 1: The layered structure of the Java programming paradigm.Note that the requirements on the memory speci�cations provided for the programmer areslightly di�erent from those used by the implementor. The programmer needs to know that if theprogram is correct under the model speci�ed, then it is correct under the actual implementation.Thus, the model provided to the programmer should be weaker than or equal to the standard JavaConsistency. For the implementor, if the program executes correctly under the original Java modelthen it must also perform correctly under the implementation according to our de�nition. Thus,from the implementor point of view, the actual implementation must be stronger than or equal tothe original Java memory consistency model.Figure 2 schematically depicts the programmer and implementor views. At di�erent levelsdi�erent types of the AMS operations are added to the execution (the process is explained inSection 1.2 below). Note that the original operational speci�cation de�nes the relation betweendi�erent levels of operations in the same processor, whereas the non-operational de�nition givesthe relations between the views of di�erent processors at the same level.
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Figure 2: Programmer and implementor views in Java: Operational vs. Non-Operational.As it turns out, the new de�nitions that we present apply to both the programmer view andthe implementor view (assuming the compiler of the source code produces correct bytecodes).Somewhat surprisingly (and hard to predict from the original de�nition), this shows that these2T
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1 IntroductionOne of the more interesting and useful features of Java is its built-in concurrency support in termsof multithreading, a feature that can be exploited for several purposes [12]. In this paper we areinterested in using multithreading for writing parallel code, so that di�erent threads may executeusing di�erent processors or di�erent machines. Since the threads use shared memory, executingon a distributed environment requires that the system provides distributed shared memory (DSM).Typically, in order to execute e�ciently in parallel on such an environment the conditions on thecoherency of the shared memory are weakened, thus preventing \implicit" communication that issometimes provoked by the use of the shared memory.A Java system consists of a compiler that, given the source code, produces bytecodes that areplatform-independent and are thus absolutely portable, and an interpreter, called the Java VirtualMachine (JVM), that executes the bytecodes on the platform of choice. To preserve portability,the JVM must be able to execute the bytecodes produced by a common compiler, without anymodi�cations. The compiler thus must comply with the standard de�nition of Java, as given in theJava Language Speci�cation book [7][Chapter 17] (JLS).Although the JLS provides a standard de�nition for the Java memory model, the descriptionis given in terms of an implementation on some speci�c abstract memory system (AMS). Thede�nition in JLS consists of a set of constraints binding the program code with the actual executionon the AMS (see Appendix A). All the constraints given are operational, de�ning how possibleAMS executions for a given thread can be produced from its program code. Since Java allows forsome weakening of the consistency of the shared memory, JLS actually describes the way multiplecopies of the same data are kept coherent using the AMS (which implicitly de�nes the strength ofthe derived coherency on any other memory system as well).The speci�cation of the Java Consistency on the AMS consists of two main layers: the upperone, which de�nes the relation of the program code with the Java bytecodes, and the lower layer,which de�nes the relation between the bytecodes and the actual execution sequences. This layeredstructure is illustrated in Figure 1. Thus, the resulting consistency model, as the relationshipbetween the program code and the execution in the processor, and further the relations betweenexecutions on di�erent processors, is rather complicated. Obviously, the de�nition given in JLS isinconvenient for both the Java programmer and for the JVM implementor, who do not have theAMS in hand.In this work we are interested in providing useful non-operational characterizations of the Javamemory model (Java Consistency, or simply Java). Non-operational models specify just howstrongly should the shared memory be kept consistent across processors in a distributed envi-ronment. They attempt to keep the speci�cation independent of a speci�c { even an abstract {machine, and thus are \cleaner", are easier to implement, and are easier to understand, than theoperational models.We compare Java to existing memory models for which implementation algorithms and pro-gramming methodologies have already been developed. All the conventional consistency modelsthat we refer to are given in the literature in terms of non-operational de�nitions. Comparing themto Java may assist in the selection of those programs and algorithms which can be adapted to Javaeven though they may be using other memory models.We then present two non-operational de�nitions and show that they match exactly the originalde�nition. These de�nitions are relatively simple, and are useful in guiding programmers how touse the shared memory e�ciently, and in the design of e�cient virtual machines in a distributedenvironments. 1T
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Java Consistency = Causality + CoherencyNon-Operational Characterizations for the Java Memory BehaviorAlex Gontmakher Assaf SchusterComputer Science Department, Technionfgsasha,assafg@cs.technion.ac.ilAbstractWe provide non-operational, declarative characterizations of the Java memory coherencymodel (Java Consistency, or simply Java). The work is based on the operational, imperativede�nition of the Java memory consistency as given in the Java Language Speci�cation [7].We �rst compare the memory behavior to that of some previously studied models, provingthat Java is incomparable to PRAM Consistency and to both versions of Processor Consistency.We show that a programmer can rely on Coherence for regular variables, Sequential Consistencyfor volatile variables, and Release Consistency when locks are employed.We then present two declarative, non-operational de�nitions, which essentially show thatJava Consistency is some combination variant of Causality and Coherency.Acknowledgments: We thank Jan Groth, Ayal Itskovitz, and Avi Mendelson, who tookpart in the initial discussions that motivated this work.
0T

ec
hn

io
n 

- 
C

om
pu

te
r 

Sc
ie

nc
e 

D
ep

ar
tm

en
t -

 T
ec

hn
ic

al
 R

ep
or

t  
C

S0
92

2 
- 

19
97


