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Introduction

The project's target is to provide pools' administrators with means for centrally managing his pool or using other words, policy enforcement. Administrator should be able to define pool-wide rules (so called policies) and our module will make sure that the pool is used accordingly to these rules. Policy enforcement not only makes administrator’s task easier but can also increase overall cluster efficiency.

Today policy enforcement can be implemented by modifying configuration files followed by issuing “condor_reconfig” command on each workstation in the pool.

Policy definition 

In our work we'll concentrate on two major types of policies.

1. Stateless (green jobs can run only on blue machines, on machines XYZ users can run jobs only between 2 and 5 in the morning)

2. Stateful (e.g. countable policies like “single user can’t use more than 3 resources at the same time” requires a counter of currently run jobs per user. Another example could be the license management problem: there are 3 matlab licenses on pool containing 5 machines, so no  more than 3 condor jobs using matlab can run simultaneously ).

Policy can be enforced by centrally overriding the job requirements/resource classad. For instance, job can be forced to have memory requirements not more than 20 MB (This point will be partially met by concatenating policy requirement to ClassAd’s requirement using the AND operation. The match will take place if and only if all of its participants satisfy the policy). 

Policies in the system can be combined to act on single classad, or can act on all classads altogether. For instance, one policy can enforce scheduling of all jobs of specific user on specific set of resources. Another policy can set that these resources can not schedule jobs between specific hours. The final result should be the effect of both policies for appropriate resources. 

It should be noted that group of policies can be transformed into a corresponding boolean formulae whose value becomes defined in the context of job's and resource's ClassAds.

Solution 1: The Gangmatching approach

General target: Reducing policy enforcement problem to the Gangmatching problem. Making use of an existing Condor version (work in progress) supporting the Gangmatching paradigm for policy enforcement.

A new policy ClassAd generating entity will be used to convert policies given by administrator into ClassAd containing ports for both job and resource and then advertised to the Collector node. Every job and resource ClassAd will be augmented with a policy port. Eventually a successful match will contain job, resource and policy.

It is important to note that all policies will be represented by a single ClassAd. Since negotiator only queries  collector once per a negotiation cycle, the policy ClassAd generator will need to duplicated the policy ClassAd as many times as the number of jobs being matched. 
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Cons and Pros

Pros

· Minimal or close to none intervention into (probably existing) Condor code.

· Applying existing solution to a new problem.

Cons

· It is not clear at this point whether stateful policies can be supported unless negotiation cycle contains single job, since negotiator only queries  collector once per a negotiation cycle.

· Redundant data duplication is implied, since every match requires a copy of the same policy ClassAd.

· As of today the Gangmatching scheme in Condor (when it will become a part of Condor) does not support non-countable entities like policies. In regular Condor, every resource is got claimed, and then unclaimed after use. Resource can not be claimed twice. Policy can be matched many times, and as such can not be abstracted as resource.

· Currently there is no ready-to-use Gangmatching support in Condor although there is a work in progress. Implementing the whole Gangmatching support solely for policy enforcement is much like developing a microscope for nuts cracking.

· This solution is heavily based on the assumption that there is or will be a Gangmatching support in Condor.

Solution 2: Firewall

General target: After the matched resources are found, their legality is examined and only not conflicting matches are allowed to proceed to the claiming phase.

A filtering process is invoked after the Negotiator has performed the initial match and organized all the matched resources in a vector. The best ranked not conflicting match is chosen from the resulting vector. Policies reside in the table, similar to the port filter firewall table. Matches entering the filtering module will be verified against rules contained in the  table. Match will only take place if all rules are met. It is important to emphasize, that policy is evaluated both in the context of resource and job classads, since policy might need both to be true.

This solution supports both stateless and stateful policies, since it's easy to modify and keep state in the firewall module. Two points of state modification are: a. just before the claiming phase; b. when the resource is unclaimed. Since our module resides exactly between matching and claiming phases, the only modification to existing condor scheme is the need to detect when the resource is being unclaimed.

Approximate complexity estimation: in the worst case, every job requires 

O( | number of policies in firewall | * |vector of possible resources| ).

Modifications to Condor
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Cons and Pros

Pros

· Simple implementation and maintenance.

· Easily extensible to support custom policies (e.g.: counters, etc.)

· Almost no intervention into existing Condor code, not to mention that there is no need to change the code for different kind of policies.

Cons

· Negotiator might be doing too much work, since some jobs/resources might be blocked before matching based solely on policies which can be evaluated in context of one ClassAd.

· If the matching process results in a subset of possible matches (probably the best ones) we might right the starvation effect.

In the following section an improvement to overcome the mentioned problem(s) is outlined which also has a positive effect on the Negotiator's task size.

Solution 3: Filtering

General target: Allowing the Negotiator to only consider legal (not conflicting with any policy) ClassAds using a filtering module.

A filtering entity is installed between Negotiator and Collector to filter out ClassAds contradicting some known policy. Policies reside in the "firewall" table. ClassAds entering the filtering module will be matched against the "firewall" table line by line. Forwarding to the Negotiator will take place only if no conflicts with rules were found. 
Modifications to Condor
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Cons and Pros

Pros

· Relatively simple implementation and maintenance.

· Minimal or close to none intervention into existing Condor code.

· Negotiator's task becomes smaller since all conflicting ClassAds are removed before the matching algorithm starts.

Cons

· Adding new types of custom policies (e.g.: counters, etc.) may introduce new code and/or modification of existing Condor code. 

· Solution's complexity is rather high. Since resource ClassAds evaluation depends on specific job, every resource's ClassAds must be processed before every matching cycle, which makes a total O( |firewall| |resources| ) per matching cycle.

· Just as in the case with Gangmatching, it is not clear at this point whether stateful policies can be supported unless negotiation cycle contains single job, since negotiator only queries  collector once per a negotiation cycle.

· Policies which depend on both job/resource have no support in this solution unless negotiation cycle contains single job.

Solution 4: ClassAds Augmentation

General target: Augmenting ClassAds with formulas representing policies.

Policies will be translated into requirements formulas and then ANDed with ClassAds' original requirement before matching. Thus match will only take place if formulas added to both ClassAds will yield TRUE in each other's context.

For instance, suppose there is a "red" job that needs a machine with as much memory as possible (at least 2Mb). Pool's administrator defined that "red" jobs can only run on "blue" machines. The pool consists of a "green" machine with 4Mb, and a "blue" machine with 3Mb. Without the policy enforcement Condor's matchmaking algorithm will choose the "green" machine. 

Formulae corresponding to this policy would be 

[job.color = "red" => machine.color = "blue"] 

(or equivalently  [machine.color = "blue" || job.color != "red"])

Resulting requirement formulae would look like:

[Machine.RAM >= 2Mb] && [machine.color = "blue" || job.color != "red"]

The only resource complying to this formulae is the "blue" one with 3Mb. 

Modifications to Condor
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Cons and Pros

Pros

· Minimal or close to none intervention into existing Condor code.

· The added formula needs to be calculated only once with every change of policies.

Cons

· A theoretic basis and proof of concept is needed to justify this approach. 

· Adding new types of custom policies (e.g.: counters, etc.) may introduce new code and/or modification of existing Condor code. 

Observation: combining this solution with the Firewall solution can partially resolve each other’s problems.

Motivation and Goals

· Reduce the number of ClassAd’s that matchmaker should deal with.

· Prevent “Denial of Service” attack based on administrator’s knowledge about users for example known malicious user or parameters in ClassAd that indicates hostile intentions of advertiser.

· Enforce rules decided by administrator.

· Make possible save resources for more important jobs for example declare set of resources (maybe most powerful) available only for marked jobs/users.

· Make policy enforcement transparent, independent of existing attributes, so no changes need in case of addition of attributes in ClassAd.

· Allow priority implementation by special attributes definition.

· Enable administrator to make online changes in policy from central machine.

· Serve as a basis for developing a more complicated matchmaking environment where the matchmaker can study the entities and their behaviour and modify policies accordingly.

Implementation

Our implementation combines the filtering and the augmentation approaches. (Add here something that describe that it’s very cool!!!)

Let’s divide policies into 2 groups: 

1. Policies that can be evaluated in context of one from the list: job, recourse, job queue.

2. Policies that can be evaluated in context of 2 ClassAd at the same time (job, resource). 

Policies from first group are treated by pure filtering approach as opposed to policies from second group that are treated by augmentation approach.

The rules are in local configuration file in representation of  boolean expressions:

1. PE_JOB_ONLY_EXPR

2. PE_STARTD_ONLY_EXPR

3. PE_SCHEDD_ONLY_EXPR

4. PE_RESOURCE_EXPR

5. PE_JOB _EXPR

Expressions 2-3 are used to eliminate ClassAds before the machmaking cycle takes place (so called ‘filtering’). If evaluation of these expressions results in a TRUE value, the ClassAd is not admitted to participate in the matchmaking cycle.

Description of modified negotiator

The negotiator (as of now) operates in the following way:

1. Initialization: every time negotiator is reconfigured (e.g. using “condor_reconfigure” or “condor_restart”) the negotiator reads all of its configurable settings from the configuration file(s). Five of the “PE_” settings are also loaded during this phaze

2. The main cycle: every NEGOTIATOR_INTERVAL seconds
a. Original processing: retrieve the startd and the schedd ads from the collector and put them into corresponding lists
b. Policy enforcement modifications: 
i. Startd ads are filtered using NEGOTIATOR_PE_STARTD_ONLY_EXPR 
ii. Requirements expression of startd ads not filtered during previous step are augmented using NEGOTIATOR_PE_RESOURCE_EXPR
iii. Schedd ads are filtered using NEGOTIATOR_PE_SCHEDD_ONLY_EXPR
c. Sort the schedd ads by priority
d. For each schedd ad (starting with highest priority)
i. Contact the schedd
ii. Original processing: retrieve one job ad
iii. Policy enforcement modifications: 
1. job ads are filtered using NEGOTIATOR_PE_JOB_ONLY_EXPR 
2. Requirements expression of job ads not filtered during previous step are augmented using NEGOTIATOR_PE_JOB_EXPR
iv. Attempt to find a matching startd offer for this job
Code Modifications:

tag:
_PE_0

where
matchmaker class definition

phase:
- (compilation)

mods:
added expr variables declaration
tag: 
_PE_1

where:
Matchmaker::reinitialize

phase:
(re)configure. starting negotiator or on condor_reconfig

mods:
loading expressions


PE_JOB_ONLY_EXPR- jobs satisfying this expression are eliminated

PE_STARTD_ONLY_EXPR
- resources satisfying this expression are eliminated
PE_SCHEDD_ONLY_EXPR - job queues satisfying this expression are eliminated
PE_RESOURCE_EXPR - this expression will be AND-inserted into startd's requirements
PE_JOB_EXPR - this expression will be AND-inserted into job's requirements

tag: 
_PE_2

where:
Matchmaker::obtainAdsFromCollectoir

phase:
got startdAd(s),scheddAd(s), starting negotiation cycle

mods:
eliminate startd(s) using PE_STARTD_ONLY_EXPR


eliminate schedd(s) using PE_SCHEDD_ONLY_EXPR



AND-insert PE_RESOURCE_EXPR into startdAd's requirements

tag: 
_PE_3

where:
Matchmaker::negotiate

phase:
got jobAd, will look for matching resource offer

mods:
eliminate jobAds using PE_JOB_ONLY_EXPR



AND-insert PE_JOB_EXPR into jobAd's requirements

tag: 
_PE_4

where:
Matchmaker::~Matchmaker

phase:
D'tor

mods:
freeing added expressions

Testing 

We will test our implementation of policy enforcement as a “black box”, by submitting jobs with different requirements to a running Condor which will be reconfigured to enforce different policies accordingly. Comparison of matchmaker action results with expected results will help prove correctness of our implementation.  

Testing environment

Testing environment includes 2 known AD’s of resourses and 1 job’s AD arriving to Condor negotiator. For each of test cases we submit job with different requirements by using file io.cmd.#test and reconfigure condor with new local configuration file: condor_config.local.#test.  

We perform all tests by execution of script below with use of subscript “peset” for reconfiguration:

export CONDOR_CONFIG=/home/serg/condor/etc/condor_config
for(( i = 0; i < 7; i++ ))
do

echo running test $i
# reset configuration

peset $i

sleep 5
# run the test

condor_submit io.cmd.${i}
# wait for test completion

sleep 20
done
pe-set 7

peset() {

HOME=/home/serg/condor/home

testnum=$1

(( testnum=testnum-1 ))

# make a copy of current results (log file)

cp $HOME/log/NegotiatorLog $HOME/results/NegotiatorLog.$testnum

echo "" > $HOME/log/NegotiatorLog

# set another condor configuration file

# thus changing policy enforcement variables

rm -rf $HOME/condor_config.local

ln -s $HOME/condor_config.local.$1 $HOME/condor_config.local

# reconfigure condor

condor_reconfig
}
io.cmd.x – default  (x=0,2,3,4,5,6)

####################

##

## Test Condor command file

##

####################

universe
= vanilla

executable
= io.remote

output

= io.out

error

= io.err

log

= io.log

arguments
= 3

queue

io.cmd.1

####################
##
## Test Condor command file
##
####################

universe
= vanilla
executable
= io.remote
output

= io.out
error

= io.err
requirements   = (OpSys == "WinNT")
log

= io.log
arguments
= 3
queue

Recourses properties:

Name = "vm1@ds-bh13.cs.technion.ac.il"
Machine = "ds-bh13.cs.technion.ac.il"

Arch = "INTEL"
OpSys = "LINUX"

JavaVersion = "3.2"



Name = "vm2@ds-bh13.cs.technion.ac.il"
Machine = "ds-bh13.cs.technion.ac.il"

Arch = "INTEL"
OpSys = "LINUX"

JavaVersion = "3.2"
Job properties:

Owner = "serg"

Iwd = "/home/serg/examples/env"

Test cases:

Test case #0

Job requirements: Default
Condor policies: Default- No policy enforcement.
NEGOTIATOR_PE_JOB_ONLY_EXPR = false
NEGOTIATOR_PE_STARTD_ONLY_EXPR = false
NEGOTIATOR_PE_SCHEDD_ONLY_EXPR = false
NEGOTIATOR_PE_RESOURCE_EXPR = true
NEGOTIATOR_PE_JOB_EXPR = true

Description: this case is designated to prove that matchmaker works properly also when there are no policies defined. 

Result: Successfully matched with vm1@ds-bh13.cs.technion.ac.il , as expected. 
Test case #1

Job requirements:  (OpSys == "WinNT")
Condor policies: Default- No policy enforcement
NEGOTIATOR_PE_JOB_ONLY_EXPR = false
NEGOTIATOR_PE_STARTD_ONLY_EXPR = false
NEGOTIATOR_PE_SCHEDD_ONLY_EXPR = false
NEGOTIATOR_PE_RESOURCE_EXPR = true
NEGOTIATOR_PE_JOB_EXPR = true


Description: this case is designated to prove that matchmaker works properly also when there are no policies defined.

Result: Job rejected - no match found, as expected.
Test case #2

Job requirements: Default
Condor policies: All jobs of owner “serg” are forbidden to execute.

NEGOTIATOR_PE_JOB_ONLY_EXPR = ( Owner == "serg" )
NEGOTIATOR_PE_STARTD_ONLY_EXPR = false
NEGOTIATOR_PE_SCHEDD_ONLY_EXPR = false
NEGOTIATOR_PE_RESOURCE_EXPR = true
NEGOTIATOR_PE_JOB_EXPR = true


Description: this case is designated to demonstrate jobs elimination using custom policies.
Result: Job rejected - thrown due to policy, as expected.

Test case #3

Job requirements: Default
Condor policies: All jobs queue with specific property ScheddName will not be processed.
NEGOTIATOR_PE_JOB_ONLY_EXPR = false
NEGOTIATOR_PE_STARTD_ONLY_EXPR = false
NEGOTIATOR_PE_SCHEDD_ONLY_EXPR = 

( ScheddName = "serg@ds-bh13.cs.technion.ac.il" ) 
NEGOTIATOR_PE_RESOURCE_EXPR = true
NEGOTIATOR_PE_JOB_EXPR = true


Description: this case is designated to demonstrate job queues elimination using custom policies.
Result: There are no jobs AD arrived to negotiator

Test case #4

Job requirements: Default
Condor policies: Resource with specific name are not to be used.

NEGOTIATOR_PE_JOB_ONLY_EXPR = false
NEGOTIATOR_PE_STARTD_ONLY_EXPR = 

( Name == "vm1@ds-bh13.cs.technion.ac.il" )
NEGOTIATOR_PE_SCHEDD_ONLY_EXPR = false
NEGOTIATOR_PE_RESOURCE_EXPR = true
NEGOTIATOR_PE_JOB_EXPR = true


Description: this case is designated to demonstrate resource elimination using custom policies.
Result: Successfully matched with vm2@ds-bh13.cs.technion.ac.il and not with first recourse as in test #0, as expected

Test case #5

Job requirements: Default
Condor policies: All jobs allowed to run must have Iwd != "/home/serg/examples/env"
NEGOTIATOR_PE_JOB_ONLY_EXPR = false
NEGOTIATOR_PE_STARTD_ONLY_EXPR = false
NEGOTIATOR_PE_SCHEDD_ONLY_EXPR = false
NEGOTIATOR_PE_RESOURCE_EXPR =

(Iwd != "/home/serg/examples/env")
NEGOTIATOR_PE_JOB_EXPR = true


Description: this case designated to ability of the resource require additional parameters about job
Result: Job rejected - no match found, as expected.

Test case #6

Job requirements: Default
Condor policies:  All resources must have JavaVersion != 3.2
NEGOTIATOR_PE_JOB_ONLY_EXPR = false
NEGOTIATOR_PE_STARTD_ONLY_EXPR = false
NEGOTIATOR_PE_SCHEDD_ONLY_EXPR = false
NEGOTIATOR_PE_RESOURCE_EXPR = true

NEGOTIATOR_PE_JOB_EXPR = ( JavaVersion != "3.2" )

Description: : this case designated to ability of the job require additional parameters about resource
Result: Job rejected - no match found, as expected.

Suggestions for future projects
Our implementation is simple and can become basis for additional work:

· Implementation of statefull policies. A few examples of such policies might be: “only 3 jobs from same machine may run simultaneously”, or “only 2 Matlab licenses in computer farm” etc.

· System that performs on line learning and changes policies accordingly.

· GUI for policies definition.

Add here some crazy ideas
Appendixes
· Appendix A - condor configuration file
· Appendix B - local condor configuration file
· Appendix C - negotiator log files of performed tests
· Appendix D – modified negotiator code (c file)
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