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Introduction to Voice over IP

VoIP stands for Voice over Internet Protocol. As the term says VoIP tries to transfer voice (mainly human) using IP packets over the Internet.

How does VoIP work? Before sending the voice across the network, VoIP digitalizes it in data packets, sends them and reconverts them to voice at destination. Why do we convert it to the digital format? Digital format can be better controlled: we can compress it, route it and convert it to a new better format, and so on. I addition, digital signals are more noise tolerant than analog ones.

Overview on a VoIP connection:

1) First, we use ADC to convert analog voice to digital signals (bits) - This is made by hardware, typically by card integrated ADC.

2) Now the bits have to be compressed in a good format for transmission: there is a number of protocols, for example PCM, Pulse Code Modulation, Standard ITU-T G.711. The most important demand from such protocols is to convert digital data to a standard format that could be quickly transmitted.

3) Here we have to insert our voice packets in data packets using a real-time protocol. VoIP data packets are packed in RTP (Real-Time Transport Protocol) packets, which are inside UDP-IP packets.  VoIP doesn't use TCP because it is too heavy for real time applications, so instead a UDP datagram is used. 

However, UDP has no control over the order in which packets arrive at the destination or how long it takes them to get there. Both of these are very important to overall voice quality and conversation quality. RTP solves the problem enabling the receiver to put the packets back into the correct order and not wait too long for packets that have either lost their way or are taking too long to arrive (we don't need every single voice packet, but we need a continuous flow of many of them and ordered).

4) We need a signaling protocol to call users: ITU-T H323 does that. This protocol allows a variety of elements talking each other: terminals, clients that initialize VoIP connection, Multipoint Control Units (MCUs) to provide conference and more… This protocol allows not only VoIP but also video and data communications.

5) At the receiver we have to disassemble packets, extract data, then convert it to analog voice signals and send it to sound card (or phone)

6) All that must be done in a real time fashion because we cannot wait for too long for a vocal answer!

Lets see some examples of usage of VoIP:

IP to IP:


A (Sound card)   
<-  -  ->   
 B (Sound card)

        
192.168.1.1    
< -  -  - >      192.168.1.2

             192.168.1.1 calls 192.168.1.2 and vice versa.

A and B should have an application like Microsoft Netmeeting installed and properly configured and a network card or other kind of TCP/IP interface to talk each other. 

In this kind of view A can make a H323 call to B (if B has server side application active) using B’s IP address. Then B can answer to it if it wants. After accepting a call, VoIP data packets start to flow.

The NetBIOS protocol allows A and B to use human names instead of ips when calling each other.

Although easy for implementation the use of VoIP in this example is not scalable.

Internet calling using a WINS server:

A (WINS Server is S) - - I - - - -  B (WINS Server is S)

                       

          N



                         T  

                             

          E - - - - - S (WINS Server)   


C (WINS Server is S) -   R  

                             

          N

                             
  
          E  - - - - D (WINS Server is S)

                             

          T

 
                       Internet communication

A, B, C and D are in different subnets, but they can call each other in a NetBIOS name calling fashion. The needed is that all are using S as WINS Server. WINS server doesn’t have very high performance because it uses NetBIOS feature and should only be used for joining few subnets.

Voice over IP becomes hotter issue nowadays, since Internet is almost everywhere at high speed and people are likely to use it more and more for their work to become more productive as well as for means of communication which gradually is going to substitute the phone. However, always remains the issue of QoS…

There is an example of Arkansas University - an institution that has combined the VoIP technology with 802.11 and was able to circumvented its local carrier and reduced monthly service fees from $530,000 to a mere $6,000 by using voice over IP technology.  This combination is what we are going to examine in our project.  

Overview  of 802.11 - 802.11a, 802.11b and 802.11e

802.11 -- refers to a family of specifications developed by the IEEE for wireless LAN technology. 802.11 specifies an over-the-air interface between a wireless client and a base station or between two wireless clients. The IEEE accepted the specification in 1997. 802.11 defines physical and MAC layers and provides 1 or 2 Mbps transmission in the 2.4 GHz band using either frequency hopping spread spectrum (FHSS) or direct sequence spread spectrum (DSSS). 
802.11b (also referred to as 802.11 High Rate or Wi-Fi) -- an extension to 802.11 that applies to wireless LANS. 802.11b was a 1999’s ratification to the original 802.11 standard, allowing wireless functionality comparable to Ethernet. Most WLANs deployed today use 802.11b technology, which operates in the 2.4 GHz band and supports a maximum theoretical data rate of 11 Mbps, with average throughput falling in the 4 Mbps to 6 Mbps range. In a typical office environment, its maximum range is 75 meters (250 feet) at the lowest speed, but at higher speed its range is about 30 meters (100 feet). Minimizing interference can be difficult because 802.11b uses only three non-overlapping channels. 802.11b uses only DSSS. So, its advantages are: it allows multiple connections to a remote network, data transfer and mobility. But, as we can see here, 802.11b isn't perfect at all. Actually, 802.11b has three major problems: limited bandwidth, interference from other devices and also it doesn’t allow any Quality of Service (QoS).

802.11a -- an extension to 802.11 that applies to wireless LANs. Operating in the 5 GHz band, 802.11a supports a maximum theoretical data rate of 54 Mbps, but more realistically it will achieve throughput somewhere between 20 Mbps to 25 Mbps in normal traffic conditions. In a typical office environment, its maximum range is 50 meters (150 feet) at the lowest speed, but at higher speed, the range is less than 25 meters (75 feet). 802.11a has four, eight, or more channels, depending on the country. 802.11a uses an orthogonal frequency division multiplexing encoding (OFDM) scheme rather than FHSS or DSSS. In general, if we want high performance and minimal radio frequency interference, then 802.11a is the way to go(but without QoS!)

DCF and PCF -- The IEEE 802.11 WLAN (both a and b) have two different channel accessing mechanisms, namely, the distributed coordination function (DCF) and point coordination function (PCF). DCF is based on the carrier sense multiple access with collision avoidance (CSMA/CA) channel accessing mechanism, while PCF is based on the polling technique. The DCF operation mode consists of two techniques for packet transmission. The default scheme is a two-way handshaking technique where a positive acknowledgement is transmitted by the destination station upon successful reception of a packet from a sender station. Another scheme involves a four-way handshaking technique known as request to send / clear to send mechanism (RTS/CTS).  By this scheme, the sender first sends RTS to reserve the channel before its transmission, and upon receiving CTS from the receiver, the normal packet transmission and the ACK response proceeds. On the other hand, for the PCF operation mode, stations are polled in turn, and the station with a packet pending for transmission sends the packet upon being polled. In IEEE 802.11 networks, the DCF mode is the fundamental channel access method and coexistence between DCF and PCF is required. The period in which the system operates in PCF mode is called contention free period (CFP), while the period in which the system operates in DCF mode is called contention period (CP). Moreover, using just PCF presents the following inefficiency: If every wireless stations connected to an AP are polled regardless of whether it has data to transmit or not may result in considerable polling overhead. This overhead may be reduced by maintaining a dynamic polling list at the AP. A station with data to transmit asks the AP to enroll to this list and after some idle time the AP deletes it from the list. In this sense, DCF is still needed in addition to PCF, in order to provide the stations a way to send the enrollment requests to the AP.
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Figure 1: PCF and DCF.

802.11e – Is an enhanced version of 802.11, currently under IEEE development. It keeps most of technical parameters of its predecessor, but has very significant quality: it provides Quality of Service (QoS) support for LAN applications, which will be critical for delay-sensitive applications such as Voice over Wireless IP (VoWIP). The standard will provide classes of service with managed levels of QoS for data, voice, and video applications. It introduces the concept of hybrid coordination function (HCF) for the MAC mechanism. HCF is upward compatible DCF and PCF, in the same time providing QoS stations with prioritized and parameterized QoS access to the wireless medium. 
EDCF and EPCF -- HCF provides two different means of supporting QoS. First there is the extension of the widely deployed distributed coordination function (DCF) that makes use of CSMA/CA. DCF provides coordination, but it doesn't support any type of priority access of the wireless medium. The enhanced DCF (EDCF) mechanism adds four levels of statistical access priority, enabling the separation of frames into different priority levels. Each level corresponds to an individual prioritized output queue. Each output queue contends for a transmission opportunity  (TXOP). The minimal specified idle duration before starting a frame transmission (ICF – inter frame spaces) is different for each specific queue: SIFS (short IFS) is used by acknowledgement packets. PIFS (point coordination function IFS) is used by the AP to take control of the channel and start CFP. DIFS is used by data packets and so on. (see Fig. 2) The backoff computation is also different for the individual queues. Contention window is increased after each collision. EDCF provides statistical priority only. It does not guarantee that low priority frames will always wait until all higher priority frames are transmitted. 
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Figure 2: EDCF.

The second 802.11e QoS mechanism is an extension of  PCF of the original 802.11 standard. This method uses a QoS-aware point coordinator, called hybrid coordinator (HC). The AP usually plays this role. The HC uses its higher channel access priority  to allocate transmission rights (TXOPs) to wireless stations to transmit QoS data so that the predefined delivery priority, service rate and delay are satisfied. The wireless station may sent a TXOP request to the HC either while in EDCF mode, or during another TXOP granted to it or in a special CCI interval (controlled contention interval) when contention occurs only among QoS stations wishing to get a TXOP. During a TXOP the station may initiate multiple frame exchange sequences. This gives EPCF the flexibility to support bursty QoS traffic. EPCF inherently provides hard QoS guaranties.

Comparison between 802.11a and 802.11b
· By far the top reason for choosing 802.11a is the need to support higher end applications involving video, voice, and the transmission of large images and files. In addition, 802.11a does a superior job of supporting densely populated areas of users having lower bandwidth needs, such as surfing the Internet. 802.11a can deliver data rates up to 54Mbps and there's enough room in the 5GHz spectrum to support up to 12 access points operating in the same area without causing interference between access points. This equates to 432Mbps (12 X 54Mbps) total data rate performance. 802.11b doesn't come close to the performance of 802.11a. There are only three non-overlapping channels for setting access point frequencies, which severely limits capacity. So, the major advantage of 802.11a compared to 802.11b includes higher throughput rates and increased channel support.

· Like Ethernet and Fast Ethernet, 802.11b and 802.11a use an identical MAC (Media Access Control). However, while Fast Ethernet uses the same physical-layer encoding scheme as Ethernet (only faster), 802.11a uses an entirely different encoding scheme, called OFDM (orthogonal frequency division multiplexing). OFDM is not a form of spread spectrum. Instead, OFDM divides a data signal across 48 separate sub-carriers within a 20MHz channel to provide transmissions of 6, 9, 12, 18, 24, 36, 48, or 54Mbps. Data rates of 6Mbps, 12Mbps, and 24Mbps are mandatory for all 802.11-compliant products. OFDM is extremely efficient, which enables it to provide the higher data rates and minimize multi-path propagation problems.

· 802.11a doesn't talk to 802.11b. Because 802.11a and 802.11b operate in different frequencies, there's no chance they'll be interoperable. The 802.11a and 802.11b technologies can coexist, however, because there is no signal overlap. The 802.11 standard offers no provisions for interoperability between the different physical layers. The solution to this problem is multimode radio cards that support multiple 802.11 PHYs, such as 802.11a/b. As a result, an 802.11a/b radio within an end user device will automatically sense whether the access point is 802.11a or 802.11b and then communicate accordingly.

· A very significant detail is, that 802.11e allows Quality of Service(QoS), while the original 802.11a and 802.11b do not. 
Background on NS simulator

NS simulator covers a very large number of applications, of protocols, of network types, network elements and of traffic models. These are called “simulated objects”. The simulator is based on two languages: an object oriented simulator written in C++ and a Otcl (an object oriented extension of Tcl) interpreter used to execute user’s command scripts.  In these scripts, the user can define a particular network topology, the specific protocols and applications that he wishes to simulate and the form of output he wishes to obtain from the simulator. 

NS is a discrete event based simulator. The tcl script defines when an event should occur.  For example: $ns at 1.0 “$ftp start”. When $ns is a Simulator instance (an event scheduler) and $ftp is a FTP application that was set above lower layers (TCP, physical network – topology, delays, etc.) earlier defined by the user in the script.  


The simulator can produce both the visualization trace (Nam) as well as an ASCII file trace corresponding to the events registered at the network. The default structure of the ASCII trace file is the following one:

	Event
	Time
	From node
	To node
	Pkt. Type
	Pkt. Size
	Flags
	Fid
	Src addr
	Dst.

addr
	Seq

Num
	Pkt. id


Event is one of: receive (at output of a link), enqueue, dequeue and drop. Time is the time of the event. From node is the input node of the link at which the event occurs and To node is the output node of that link.  Pkt. type (tcp, cbr, …) and size describe the packet. Fid is the link number that the user can set. Src and Dst addr is the source and destination nodes of the packet given in the form: “node.port”. Next is the network layer protocol’s sequence number (for instance tcp’s sequence number) and the last field holds a unique id of the packet in the system. 

In addition, the user can define a custom trace format to track system parameters that interest him. For example the queues at the input node of links or the window sizes of tcp at some node. It is also possible to make computations in place and output them to the trace file with the data derived from the simulated objects.


Random variables with different distribution can be created in NS. It is also possible to generate the same random sequence of random numbers in different runs in order to generate the same behavior.  For example, it becomes of interest to choose connection’s parameters (such as time of beginning or end of activity) at a random way. For example, a typical distribution for generating packets with different sizes is Pareto. The distribution interarrival times of new connections is frequently taken to be exponential.


After tracing the simulation the user can use tools such as awk or perl to process the output files and then gnuplot or xgraph to show graphs of the interesting parameters.

Interesting parameters for comparison may be:

· When using PCF, influence of alternations of CP/CFP time on end to end delay and throughput.
· Influence of the addition of QoS (HCF) on the number of possible simultaneous VoIP connections, end to end delay and throughput.

· End to end delay and throughput in constant bit rate (CBR) VoIP traffic versus variable bit rate (VBR) VoIP traffic.
· Effect of VoIP traffic burstiness on the average end to end delay.
· Throughput of VoIP connections under heavy load with and without non-VoIP connections (possibly with different network configuration – few APs etc…)

· Throughput of VoIP connections without heavy load

· Influence of packet size on throughput

· Influence of different voice encoding techniques – G711, G729 and G723.1.

· Performance under “bad conditions” – environment with high error rate (burst)

· Impact of number of VoIP connections on throughput, delay.
The parameters actually chosen are highly dependant on the nature of simulator extensions given by Alvarion.
Project deadlines:

02/12/03 – First report
18/12/03 – Reception of simulator packages from Alvarion and decisions about the                                                           essence of the graphs and simulation scenarios.
14/01/04 – Script writing and results analysis. 

20/01/04 – Final report.












